
Chapter 1: Introduction to Hacking 

 

 

 

 



 

 

 

 

 



 

 

 

 



Chapter 2: Getting Started – Setting Up a Lab Environment 

 

 

 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 3: Reconnaissance and Information Gathering 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 4: Network Scanning 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



Chapter 5: Man in the Middle Attacks 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 



Chapter 6: Malware Development 

 

 

 

 



 

 

 

 

 

 

 

 



 

 



 

 



 

 

 

 

 

 

 



Chapter 7: Advanced Malware 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



Chapter 8: Post Exploitation 

 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 



Chapter 9: System Protection and Perseverance 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 


