Chapter 1: Creating Containers
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NT Kernel

NT Kernel
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Windows Container Host Hyper-V Isolated Containers

Docker Client Lcow LCcow Lcow
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Hardware layer

& Installing Docker Desktop — O X

Configuration

Add shortcut to desktop

v Use Windows containers instead of Lintix containers (this can be changed after installation) | "
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& Installing Docker Desktop - O

Docker Desktop 2.0.0.3

Installation succeeded

Close

& Welcome X

® Docker Desktop is now up and running!

Open your favorite terminal and start
typing Docker commands.

E Microsoft PowerShell O X

> docker version

Login with your Docker ID:

Docker ID

Password

If you don't have a Docker ID yet, you
can create one on hub.docker.com

We send usage statistics, check your privacy settings.
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E¥ Administrator: Windows PowerShell - O XK

: \WINDOWS\system32> docker run mcr.microsoft.com/powershell pwsh
Unable to find image ‘mcr.microsoft.com/powershell:latest’ locally
latest: Pulling from powershell
6abc@3819f3e: Pull complete
@5731e631211: Pull complete
ebdé7c5edebe: Pull complete
7d3c8c82329d: Pull complete
bdge894e1a26: Pull complete
Digest: sha256:87280133d87d8fc6e4d6692192c191181324ebd4des8b7241ffe6d9a92b211a95
status: Downloaded newer image for mcr.microsoft.com/powershell:latest
Hello World!
Ps \WINDOWS\system32> _

EX Select Administrator: Windows PowerShell - O X

PS C:\WINDOWS\ tem32> docker run mcr.microsoft.com/windows/nanoserver:1809 cmd /c ping localhost 160

5dea51d473ee71a444bg1c509a1bs82dcd17d1c514f9f875d4a00900479e85bac

C:\Program Files\Docker\Docker\Resources\bin\docker.exe: Error response from daemon: CreateComputeSystem 5deas51d473ee71a444b81c509a1b82

ded17d1c514f987504200900479e85b4c !

(extra info: {"SystemType":"Containel dea51d473ee71a444b81c509a1b82dcd17d1c514f9f875d4a00980479e85b4:

mePath”:"\\\\?\\Volume{bfed3d7e-9b64-4fa 5 5098}", "IgnoreFlushesDuringBoot":true, "LayerFolderPath”:"C: mData\\Docker

\\windowsfilter\\5dea51d473ee71a444b81c509a1bg82dcd17d1c514f9f875d4al 2479e85b4c™, "Lay 3 9-cll3eba6f74

1","path \ProgramData\\Docker\\windowsfilter\\763bf9063500f56c61b7252bdesvaf67f51585d0a31ded1055aa87a17241dac4” }], "HostName" : "S5dea
*:false, "EndpointList @5E5452-C753-4CF7-8E1A-642CB61AA19A" ], "AllowUnqualifiedDNSQuery™ i true}).

PS C:\WINDOWS\system32>

¥ Administrator: Windows PowerShell - O X

PS C:\WINDOWS\system32> docker run mcr.microsoft.com/windows/nanoserver:19e3 cmd /c ping localhost 100

a627beadb1297f492ec1f73a3b74c95dbebef2cfaf@fod6ad3e326a1997ec2cl

PS C:\WINDOWS\system32> docker ps

CONTAINER ID IMAGE 1AND CREATED STATUS PORTS
NAMES

a627beadb129 mcr.microsoft.com/windows/nanoserver:19@3  “cmd /c ping localho.." 7 seconds ago Up 5 seconds
distracted_bell

PS C:\WINDOWS\system32>

EX Select Administrator: Windows PowerShell - O X

PS C:\WINDOWS\system32> docker top a627beadbl1297f492ec1f73a3b74c95dbebef2cfafsfodean3e326a1997ec2cl
Name PID CPU Private Working Set
SMSS . exe 15128 00:00.078 262.1kB
exe 18544 ;12] 5 446.5kB
wininit.exe 5 00:00.046 671.7kB
services.exe 18.218 1.298MB
lsass.exe 00:00.234 .306MB
svchost.exe 2988 18 . 846 1.36MB
svchost.exe 18304 100: 1.454MB
svchost.exe 19884 00: e 2.376MB
19904 4 1.233MB

svchost.exe

c
“EXecSvc.exe 10436
chost. 18868
d.exe 3040
vchost.exe 18948
PING.EXE 6420
svchost.exe 7436 0 1.515 10.48MB
PSs \WINDOWS\system32>
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X Select Administrator: Windows PowerShell - O X

Handles NPM(K)

8 PING

PS C:\WINDOWS\system32>

EN Administrator: Windows PowerShell - O X

S\system32> docker run mcr.microsoft.com/windows/nanoserver @9 cmd /c ping localhost 100
ce3a7673f5722e29629c1ab3d8a4645af9c519c@e60675738b
S\system32> d
CONTAINER ID IMAGE CREATED STATUS PORTS
NAMES
c62f82f54chc mcr.microsoft.com/windows/nanoserver:18e9 "cmd /c ping localho.." 4 seconds ago up 2 seconds
vigilant_leavitt
S\system32>

N Select Administrator: Windows PowerShell - O X

PS C:\WINDOWS\system32> docker top c62f82f54cbce3a767315722e29629c1ab3d8ad645af9c519c0e60675730b66T
Name PID CPU Private Working Set
948 00 .831 249.9kB
964 00:00:00.015 A71kB
wininit.exe 1 o 675.8kB
services.exe 1 100:00. 1.237MB
S.exe z 0e 06 2.83MB
svchost.exe 50 00 100.€ 741.4kB
svchost.exe 5 0 . 915 720.9kB
svchost.exe 00:00: 171 1.393MB
872.4kB
835.6kB
E 3.839MB
svchost.exe 1 00 031 1.491MB
cmd. exe 121 00 100.631 716.8kB
520.2kB
svchost.exe 1344 00:00: 5.394MB
PS C:\WINDOWS\system32>

EN Administrator: Windows PowerShell = O X
PS C:\WINDOWS\system32> Get-Process

PS C:\WINDOWS\system32>
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!?;'Vf Settings X

General )
Daemon 7
SIS Configure the Docker daemon by typing a json docker daemon
configuration file.
Daemon
(0” ) Basic
Reset i E
Insecure registries:
Registry mirrors:
@ Docker is running Docker will restart when applying these settings. App|y
EN Administrator: Windows PowerShell — O X

PS C:\WINDOWS\system32> docker run busybox /bin/sh

/ # uname -a
Linux 9998acde@fs2 4.14.35-linuxkit #1 SMP Mon Apr 23 11:11:13 UTC 2018 x86 64 GNU/Linux

[ #
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EX Administrator: Windows PowerShell

ing_shirley”,
e,

“linux",

rocesslLabel
'AppArmorProfile
null,

"HostConfig

"ContainerIDFile": ™"

1
I
"NetworkMode": "default”,

"RestartPolicy
ame™: "no™,
MaximumRetryCount™: @
b
"AutoRemove": true,
"VolumeDriver "y
"VolumesFrom": null,
apAdd”: null,
Drop™: null,
"Dns": [],
"DnsOptions
"DnsSear
"ExtraHosts
"GroupAdd
"IpcMode

5
null,
"OomScoreAd]j
"PidMode™
"Privileged”: false,
"PublishallPort false,
"ReadonlyRootfs": false,
"Securityopt™: null,
UTSMode™
"UsernsMode":
"Shms o,
"ConsoleSize™: [
32,
136
1.
"Isolation": "hyperv",
puShares™: @,
Memory
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*

EXTENSIONS: MA

docker

Docker 0.6.2 $115M K 45
Adds syntax highlighting, commands, hover tips, and lintin...
Microsoft Install

Docker Explorer 0.1.6 116K *5
Manage Docker Containers, Docker Images, Docker Hub a...
Jun Han Install

Docker Linter 0.50 69K
Lint perl, python and/or ruby in your docker containers.
Henrik Sjééh Install

Docker Runner 0 45K k5
Docker Integration for VSC
Zim Install

Docker Compose 034 68K Kk 3

Manage Docker Compose services
plc2u Install

Edit Selection View Go Debug Terminal
DOCKER: EXPLORER

4 Images (Grouped by Repository)
4 [ mcr.microsoft.com/windows/nanoserver
1903 (16 days ago)
1809 (18 days ago)
4 [ busybox
latest (a month ago)
4 Containers
(») busybox (festive_hawking) (Up Less than a second)
4 Registries
» Docker Hub

» Private Registries
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Welcome - docker-iis - Visual Studio Code

>d0ckeﬂ

: ACR Tasks: Build Image

: Add Docker Files to Workspace

: Attach Shell

: Azure CLI

: Browse in the Azure Portal

: Build Image

: Compose Down

: Compose Restart

: Compose Up

: Connect to a Private Registry... (Preview)
: Create Azure Registry

: Delete Azure Image

: Delete Azure Registry

: Delete Azure Repository

: Disconnect from Private Registry
: Focus on Explorer View

- Group Images By...

- Inspect Image

: Log In to Docker Hub

: Log Out of Docker Hub

EN Administrator: Windows PowerShell - O X

PS C:\src\Hands-On-Kubernetes-on-wWindows\Chapter@i\docker-helloworld-iis> docker build docker-helloworld-iis:latest
Sending build context to Docker daemon 3.072kB
Step 1/4 : FROM m microsoft.com/windows/servercore/iis:windowsservercore-19e3
windowsservercore-19@3: Pulling from windows/servercore/iis
Sb663e3baie Pull complete
Pull complete
Pull complete
: Pull complete
e5c24911f88d: Pull complete
Digest: sha256:ae9a7767fa62ac8fd11139fe8a5616858925e3442a615497466dbfb57dcedesb
Status: Downloaded newer image for mcr.microsoft.com/windows/servercore/iisiwindowsservercore-1903
---> 7ee2fd27f6a7
Step 2/4 : RUN powershell -NoProfile -Command Remove-Item -Recurse C:\inetpub\wwwroot\*
---> Running in 355f1d2f868a

Removing intermediate container 355f1d2f868a
---> 58856b244b32

Step 3/4 : WORKDIR /inetpub/wwwroot
---> Running in 6a28c1ed249b

Removing intermediate container 6a2
---> c5c48a9e708f

Step 4/a COPY index.html
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& <—ﬁ| 3 Hello World! X [ + v

< - O M@ @ localhost/

Hello World from Windows container!

File Edit Selection View Go Debug Terminal Help

@ DOCKER: EXPLORER ¢ &

» Images (Grouped by Repository)

p 4 Containers

© mcrmicrosoftcom/m™ fectionate_her...
Stop Container

b Registries
%92 Attach Shell
Remove Container
® Restart Container
[.] Show Logs
L 4

File Edit Selection View Go Debug Terminal Help

@ DOCKER: EXPLORER O
4 Images (Grouped by Repository)
p » B docker-helloworld-iis

» B mcr.microsoft.com/windows/servercorefiis

%9 » [ mcr.microsoft.com/windows/nanoserver
2 » B busybox

4 Containers

© docker-helloworld-iis (practical blackwell) (Up 8 minutes)

» Registries Stop Container

Attach Shell
Remove Container
Restart Container

Show Logs
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EN Administrator: C\Windows\System32\WindowsPowerShell\v1.0\powershell.exe — O X

Windows Powershell
Copyright (C) rosoft Corporation. All rights reserved.

Try the new cross-platform Powershell https://aka.ms/pscore6

inetpub\wwwroot>

EX Administrator: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe — O X

PS C:\inetpub\wwwroot> cat .\index.html
<!DOCTYPE html>
<html>
<head>
<title>Hello World!</title>
</head>
<body>
<h1>Hello World from Windows container!</hi>
</body>
</html>
PS C:\inetpub\wwwroot> _

EN Administrator: CA\Windows\System32\WindowsPowerShell\w1.0\powershell.exe — O X

PS C:\inetpub\wwwroot> cat ..\logs\LogFiles\W3SVC1\u_ ex1906087.log
: Microsoft Internet Information Services 16.8@

6-07 21 24
date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc
win32-status time-taken
21:55:24 172.22.172.206 GET / - 80 - 10.8.75.1 Mozilla/5.@+(Windows+NT+10.0;+Win64;+x64)+AppleWebKit/537.36+(KH
TML,+like+Gecko)+Chrome/7@.8.3538.102+Safari/537.36+Edge/18.18362 - 200 @ @ 113
Microsoft Internet Information Services

2:20:28
date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc
sc-win32-status time-taken

) @7 22:20:28 172.22.172.206 GET / - 80 - .75.1 Mozilla/5.@+(Windows+NT+10.0;+Win64;+x64)+AppleWebKit/537.36+(KH

,+like+Gecko)+Chrome/7@.0.3538.102+Satari/537.36+Edge/18.18362 - 304 @ @ 57
2019-06-07 22:20:28 172.22.172.206 GET /favicon.ico - 80 - 10.0.75.1 Mozilla/5.@+(Windows+NT+10.0;+Win64;+x64)+AppleWebKit
/537.36+(KHTML , +1ike+Gecko)+Chrome/7@.8.3538.102+5afari/537.36+Edge/18.18362 - 464 © 2 9
2019-06-07 22:20:29 172.22.172.206 GET / - 80 - 10.0.75.1 Mozilla/5.@+(Windows+NT+1@.0;+Win64;+x64)+AppleWebKit/537.36+(KH
TML, +like+Gecko)+Chrome/7@.0.3538.102+5afari/537.36+Edge/18.18362 - 304 @ @ @
2019-06-07 22:20:29 172.22.172.206 GET [favicon.ico - 89 - 10.0.75.1 Mozilla/5.@+(Windows+NT+10.0;+Win64;+x64)+AppleWebkit
/537.36+(KHTML, +1like+Gecko)+Chrome/7@.0.3538.102+Safari/537.36+Edge/18.18362 - 404 @ 2 @
2019-06-07 22:20:42 172.22.172.206 GET / - 80 - 10.0.75.1 Mozilla/5.@+(Windows+NT+1@.0;+Win64;+x64)+ApplekebKit/537.36+(KH
TML,+like+Gecko)+Chrome/70.0.3538.102+Safari/537.36+Edge/18.18362 - 200 © @ ©
PS C:\inetpub\wwwroot> _
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Chapter 2: Managing State in Containers

EN Administrator: Windows PowerShell — O X

PS C:\WINDOWS\system32> docker history docker-helloworld-iis

IMAG CREATED CREATED BY SIZE COMMENT
cle2de57646a
€5c48a90708T
58856b244b32
7ee@2fd27f6a7
<missing>

N

months ago cmd /S /C #(nop) COPY file:29b3cafa7ag8ec34f4.. 41.1kB
months ago cmd /S /C #(nop) WORKDIR C:\inetpub\wwwroot 41kB
months ago cmd /S /C powershell -NoProfile -Command Rem.. 23.3MB
months ago cmd /S /C #(nop) ENTRYPOINT ["C:\\ServiceMo.. 41kB
months ago cmd /S /C #(nop) EXPOSE 8@ 41kB
months ago cmd /S /C powershell -Command Add-Window... 126MB
months ago Install update 1903-amd64 1.16GB
months ago Apply image 1963-RTM-amd64 3.48GB
2> o

<missing>

WANNNNNN

\WINDOWS\system

Container layer R/W

COPY index.html .

WORKDIR /inetpub/wwwroot

R/O

RUN powershell -NoProfile -Command Remove-ltem ...

mcr.microsoft.com/windows/servercore/iis:windowsservercore-1903

EN Administrator: Windows PowerShell - O X

PS C:\WINDOWS\system32> docker volume inspect test-named-volume
[
{

"CreatedAt”: "2019-08-08T08:48:08+@82:00",

"Driver”: "local"”,

"Labels {3,

"Mountpoint™: "C:\\ProgramData\\Docker\\volumes\\test-named-volume\\_data",

"Name™: "test-named-volume”,

"options™": {},

"Scope™: "loc

1
I

]

PS C:\WINDOWS\system32>
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N Administrator: Windows PowerShell — O X

\src> az account show

"environmentName"”: "AzureClot
"id": " . 8
isDefault™: true,

ame™: "Pay-As-You-
"state”: "Enabled”,

"tenantId": " mls -,
"user™: {
“name": "yl
"type": “"user”

L
J
PS C:\src>

Microsoft Azure R Search resources, services, and docs

Home > Storage accounts > dockerstorageaccount - Files > docker-bind-mount-share

Create a resource docker-bind-mount-share
File share
Home _ 3 .
‘f\, S ‘ « T Upload = Add directory Q) Refresh [ Delete directory = Properties
Dashboard
R Overview @ Backup (Preview) is not enabled for this file share. Click here to enable backup.
TS 2 Access Control (IAM) Location: docker-bind-mount-share / ContainerData
All resources Settings ‘ P Search ix
N#/ Resource groups Access policy NAME TYPE
& App Services 1! Properties 1
=
| SelleEETs processes.txt File
& Azure Cosmos DB
| processes.txt - Notepad
B8 Virtual machines File Edit Format View Help
@ Load balancers NPM(K)  PM(M) cPU(s) Id SI ProcessName
B Storage accounts - - T - - ot o
5 1.e5 2.58 0.05 16764 11 CExecSvc
Virtual networks 5 0.91 2.40 0.02 16672 11 CompatTelRunner
7 1.18 3.64 0.09 3488 11 conhost
@ Azure Active Directory 10 6.76 10.70 0.11 25280 11 conhost
A 12 1.82 3.91 0.23 18224 11 csrss
@ Monitor 5 0.78 1.75 @.05 8172 11 fontdrvhost
P ] 0.06 0.01 0.00 © o Idle
® Advisor 24 5.54 12.82 0.31 20716 11 lsass
- 13 2.66 9.47 0.11 10272 11 msdtc
urity Cente 61  52.84 89.08 6.69 16564 11 pwsh
?) Cost Management + Billing 10 2.55 5.21 .45 23868 11 services
4 1.27 1.24 0.14 16568 © smss
& Help + support 23 13.88 26.31 2.59 5592 11 svchost
35 6.62 17.65 2.55 12484 11 svchost
8 1.67 4.22 0.05 13032 11 svchost
7 1.40 3.82 0.02 13768 11 svchost
35 18.93 33.69 14.75 18668 11 svchost
12 2.96 9.78 0.41 21736 11 svchost
16 8.06 12.50 0.38 22452 11 svchost
15 3.30 7.43 0.11 24432 11 svchost
16 2.98 7.59 0.33 24720 11 svchost
14 3.45 9.09 0.19 24960 11 svchost
] 0.20 2.03  2,554.88 4 o System
12 1.85 4.77 0.09 21292 11 wininit
9 2.23 7.23 0.08 15900 11 WMIADAP
14 7.96 12.98 2.17 20064 11 WmiPrvSE
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Client Application
Driver
mongo shell

Writes Reads

Windows Container

MongoDB (Primary)

Windows Container . Windows Container
Bind mount
MongoDB (Secondary) MongoDB (Secondary)
Bind mount Bind mount
Y

Azure Files SMB share

¥ Administrator: Windows PowerShell - O X

PS C:\WINDOWS\system32> docker ps

CONTAINER ID M M CREATED STATUS PORTS 1
59b1ad92a7ed 03:latest ind_i 19 seconds ago Up 17 seconds 27017/tcp  mongo-node3
41eab16765fa 0 test  “"mongod --bind ip 22 seconds ago Up 19 seconds 27017/tcp  mongo-node2

20cde32571f5 903: "mongod --bind_ip_al. 28 seconds ago Up 22 seconds  27017/tcp  mongo-nodel
PS C:\WINDOWS\system32>

E¥ Administrator: Windows PowerShell - O X

mongo-cluster
mongo-dotnet-sample:latest
Connecting to MongoDB...
1

2
3
a
5

[ =R I )
(]

[19]



&

Microsoft Azure R Search resources, services, and docs

55

&
Home > Storage accounts > dockerstorageaccount - Files > docker-bind-mount-share
Create a resource — docker-bind-mount-share
File share
Home _ ~ _
« T Upload = Add directory &) Refresh T Delete directory Properties
Dashboard
Al senvices E— ©  Backup (Preview) is not enabled for this file share. Click here to enable backup.
EAVORITES 48 Access Control (AM) Location: docker-bind-mount-share / MongoDatal / db
All resources Settings [P Search files by prefix
Resource groups Access policy NAME TYPE size
& App Services 1! Properties []
—
| BelekHEEs diagnostic.data Directory
& Azure Cosmos DB .
journal Directory
8 virtual machines
collection-0--6853221421465204875.wt File 20 kiB
@ Load balancers
collection-10--6853221421465204875.wt File 36 KiB
BB Storage accounts
collection-11--6853221421465204875.wt File 208
Virtual networks
@ Azure Active Directory collection-13--6853221421465204875.wt File 208
@ Monitor collection-15--6853221421465204875.wt File 4xiB
@ Advisor collection-17--6853221421465204875.wt File 36 KiB
@ security Center collection-19--6853221421465204875.wt File 208
) Cost Management + Blling collection-2--6853221421465204875.wt File 4xiB
[0}
a4 Help + support collection-4--6853221421465204875.wt File 208
collection-6--6853221421465204875.wt File 36 KiB
collection-8--6853221421465204875.wt File 20 KiB
index-1--6853221421465204875.wt File 20 ki8
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Chapter 3: Working with Container Images

EX Administrator: Windows PowerShell — O

PS C:\src\Hands-On-Kubernetes-on-Windows\Chaptere3\e1 iis-demo> docker push packtpubkubernetesonwindows/iis-demo
The push refers to repository [docker.io/packtpubkubernetesonwindows
bsde1l: Pushed
9a dfaifa: Pushed
22654ee65998: Pushed
f1627a8358bf: Pushed
11813762de74: Pushed

4b775a679¢ Skipped foreign layer

734d75c718 Skipped foreign layer

latest: digest: sha256:facle2272d408bad97c27ddf518fc57cf7cba3aed4203401190578014211a601 size: 1993
PS C:\src\Hands-On-Kubernetes-on-Windows\Chaptere3\e1 iis-demo>

Create a new repository

A repository contains all project files, including the revision history. Already have a project repository elsewhere?
Import a repository.

Owner Repository name *
hands-on-kubernetes-on-windows v / nginx-demo-index v

Great repository names are short and memorable. Need inspiration? How about ideal-couscous?

Description (optional)

Demonstration Linux Docker image for hosting a static webpage using nginx

Public
S Anyone can see this repository. You choose who can commit.

@ ﬁ Private
You choose who can see and commit to this repository.

Skip this step if you're importing an existing repository.

[ Initialize this repository with a README
This will let you immediately clone the repository to your computer.

Add .gitignore: None v Add a license: None v | (D

Create repository
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B hands-on-kubernetes-on-windows / nginx-demo-index @Unwatch~ | 1| | Jestar | 0 | | YFork | 0

<¢>Code (D lssues 0 1) Pull requests 0 I Projects 0 EEWiki @ Security [l Insights  £F Settings

Demonstration Linux Docker image for hosting a static webpage using nginx Edit

Manage topics

D 1 commit ¥ 1branch 0 releases 42 1 contributor
Branch: master v | | New pull request Create new file | Upload files | Find File | [Glsataeial- s rt: o
m ptylenda Docker image source code Latest commit 916391f now
[B Dockerfile Docker image source code now
B index.html Docker image source code now

Linked Accounts

These account links are used for Automated Builds, so that Docker Hub can access your project lists and help you configure your Automated Builds. Please
note: A Github/Bitbucket account can only be connected to one Docker Hub account at a time.

Service user (or machine/bot account) suggested
Attaching your personal GitHub or Bitbucket account to this Docker Hub organization will allow other organization owners to create builds from your
private repositories. We suggest using a service user (also referred to as a machine user or bot account).

Provider Account
GitHub No account linked %
Bitbucket No account linked % Connect
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Create Repository

n packtpubkubern... v

Description

Visibility
Using 0 of 1 private repositories. Get more

Public ® Private 8§

Public repositories appear in Docker Only you can view private repositories
Hub search results

Build Settings (optional)

Autobuild triggers a new build with every git push to your source code repository. Learn More.

O| ©

Connected Disconnected

o hands-on-kubernetes-on-windows  x « nginx-demo-index X ¥

b Click here to customize the build settings

BUILD RULES +

The build rules below specify how to build your source into Docker images.

Source Type Source Docker Tag  Dockerfile Build
location Caching
Branch = master latest Dockerfile o ]

> View example build rules
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Repositories packtpubkubernetesonwindows / nginx-demo-index Builds Using 0 of 1 private repositories. Get more

Collaborators ~ Webhooks Settings

General Tags Builds Timeline
j.? Build in 'master’ (916391fd) CREATED a few seconds ago @ USER packtpubkubernetesonwindows
Y. latest (© DURATION 0min ® LOCATION unknown
O IP 2.129.216.115
hands-on-kubernetes-on-windows/nginx-demo-
index

Recent Builds
Build in 'master’ (5ee60004) 5ee6000 'f. latest 2 minutes ago ®
@ Build in ‘master (916391d) 916391f %, latest © 19 minutes ago
° Github Ping @ 19 minutes ago
B €| B Hello World! X ‘+ v
<« > O @ @ | localhost:3080/

Hello World from nginx container! This is a new version of image for autobuild.

B «—3J B Hello World! x |+

< - O m @  localhost:8080/

Hello World from IIS container! The image is provided by Azure Container Registry.
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Settings = Developer settings

GitHub Apps New personal access token
OAuth Apps

Personal access tokens function like ordinary OAuth access tokens. They can be used instead of a password for Git over
Personal access tokens HTTPS, or can be used to authenticate to the APl over Basic Authentication.

Note

Azure Container Registry build task automation

What's this token for?

Select scopes

Scopes define the access for personal tokens. Read more about OAuth scopes.

O repo Full control of private repositories
O repo_deployment Access deployment status

Access public repositories

O repoiinvite Access repository invitations

EX Administrator: Windows PowerShell — O X
src\Hands-On-Kubernetes-on-Windows\Chaptere3\e4 iis-demo-index> az acr task logs handsonkubernetesonwin|Py

registry

Showing logs of the last created run.

9 Downloading source code...
Finished downloading source code
2e19/08/18 Using acb vol 7f76@829-2575-48fe-8eba-6872bl10c288a as the home volume

8 Setting up Docker configuration...
819/08/18 22:55:55 Successfully set up Docker configuration
2e19/08/18 22: Logging in to registry: handsonkubernetesonwinregistry. recr.io
2019/08/18 3 Successfully logged into handsonkubernetesonwinregistry.azurecr.io
2019/08/18 22:56:01 Executing step ID: build. Timeout(sec): 28868, Working directory: "', Network:

B & B Hello World! X |+ v

& O @ © | localhost:8080/

Hello World from IIS container! The image is provided by Azure Container Registry
and automatically built by Azure Container Registry task.
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Chapter 4: Kubernetes Concepts and
Windows Support

kube-controller-
manager

1
]
cloud-controller-
manager

kube-apiserver [«

! kubectl [

i | (Kubernetes CLI)| 1 - A — :I kubelet ‘ | kubelet ‘ | kubelet ‘
: ;I kube-proxy ‘ | kube-proxy ‘ | Kkube-proxy ‘
> kube-scheduler ‘ CRI ‘ ‘ CRI ‘ | CRI |

: Linux Linux Windows
Client Kubernetes Master Kubernetes Nodes
(Linux-only) (Linux/Windows)
y o kubelet kubelet kubelet
»  Kkube-proxy kube-proxy kube-proxy
Kubernetes Master

CRI CRI CRI

Linux Linux Windows

Kubernetes Nodes
(Linux/Windows)
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]
kubelet €—CRI interface—» dockersh_im <> dockerd <> containerd
(CRI plugin) W container
dockershim
. CRI . - 7
kubelet €—CR interface—| - containerd <€ i
plugin > container
CRI-containerd

Scaling

/

Pod \ /

infra pause container

nginx container

Pod

infra pause container

\

sidecar container

o

N

nginx container

sidecar container

N

volume

localhost / k

N

volume

localhost

N

/

10.40.0.1

10.40.0.2
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ReplicaSet

Pod (bare)
environment: test

.spec.selector
environment: test

1 .
- 1 1 Podsmatchmg
1 I 1 Pod ! — ReplicaSet
I .spec.template ———Creates ——>» eapvironment: test .spec.selector
1 1 I 1
L | - Em o o oEm o o o o
-
.spec.replicas Pod :
3 ! environment: test 1
.
Deployment ReplicaSet | . 7
1
]
5 s Pod
.spec.selector Defines | .spec.selector ] environment: test :
environment: test (immutable!) environment: test e e
---------- 1
(i 1 ] 1 Pods matching
Defines 1 i : ~ Pod I |—  ReplicaSet
.spec. \uuanrg;l\gﬂlt)cause——): spec. : reates > environment: test : _spec.selector
L L
---------- 1
. Defines n ! 1
.spec.replicas hange wil o 4| -spec.replicas 1 Pod
S \scaI: u\;'nvlldg::l:m) 3 ] environment: test :
]
\ / N J/ femmmm e -
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Deployment !
.spec.replicas =3
.spec.selector

1

1
: Pod
1

~

1
1 Pod
1 (client)
1

[ |

\/

1
Pod : Pod
1

request
Kube-proxy | Manages ¥ ClusterlP | eq
Observes
Service
.spec.selector
environment: test
‘ PV Consumes:
Bind spec:
‘ storageClassName: fast
Requests storage
provisioning
Provisions
Azure Storage
- '\\ Account
Pod \ PVC StorageClass
spec.
v N .metadata: .metadata:
otnhahiidai name: test-pvc name: fast
name: test-volume
Consumes Delegates
provisioning

.spec.volumes:

name: test-volume .spec: .provisioner:

persistentVolumeClaim: storageClassName: fast kubernetes.io/azure-file

claimName: test-pvc
)
J/
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4 Virtual Switch Manager for DESKTOP-BTSJCKG

& Virtual Switches

1% New virtual network switch

wre External Switch

wha Default Switch
Default Metwork
b DAt
Internal only

A Global Network Settings

Killer Wirelessn/afac 1535 Wireles...

' mac Address Range

00-15-5D-00-90-00 to 00-15-5D-0...

wha Virtual Switch Properties

External Switch

Notes:

Connection type

What do you want to connect this virtual switch to?

(®) External network:

Killer Wireless-n/a/ac 1535 Wireless Network Adapter

Allow management operating system to share this network adapter

() Internal network
() Private network

Documentation

Kitematic

Repositories

packtpubkubernetesonwindows : Sign out

Quit Docker Desktop

Kubernetes , ! Context
docker-desktop I
Restart...
minikube

Stop local cluster
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B «—5] [["] Home Page - My ASPN X I+

< - O @ @ 13.94.168.209

ASP.NET

JavaScript.

Learn more »

Getting started

ASP.NET Web Forms lets you build dynamic websites
using a familiar drag-and-drop, event-driven model. A
design surface and hundreds of controls and components
let you rapidly build sophisticated, powerful Ul-driven sites
with data access.

Learn more »

© 2019 - My ASP.NET Application

ASP.NET is a free web framework for building great Web sites and Web applications using HTML, CSS, and

Get more libraries

NuGet is a free Visual Studio extension that makes it easy
to add, remove, and update libraries and tools in Visual
Studio projects.

Learn more »

Web Hosting

You can easily find a web hosting company that offers the
right mix of features and price for your applications.

Learn more »
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Chapter 5: Kubernetes Networking

Node 1

(Pod subnet: 10.244.1.0/24)

Node IP: 10.0.0.2

L2 network switch

eth0 Routing table:
10.244.1.0/24 — cbr0

‘ 10.244.2.0/24 — 10.0.0.3

cbr0
1P: 10.244.1.1
(bridge interface)

Node 2
(Pod subnet: 10.244.2.0/24)

eth0
Node IP: 10.0.0.3

cbr0
IP: 10.244.2.1
(bridge interface)

Routing table:
10.244.1.0/24 — 10.0.0.2
10.244.2.0/24 — cbr0

(Pod subnet: 10.244.1.0/24)

C

Node IP: 10.0.0.2 10.244.0.0/16 — flannel. 1

10.244.1.0/24 — cbr0

(Pod subnet: 10.244.2.0/24)

VXLAN tunnel

(

flannel.1 ‘ i
(vxlan device) ‘

IDR: 10.244.1.0/24
cbr0

IP:10.244.11
(bridge interface)

—

veth1

[

veth2

Pod 1 etho

Container

Pod IP: 10.244.1.2

Container

Pod 2 etho
Pod IP: 10.244.1.3

Container Container

Node IP: 10.0.0.3

flannel.1
CIDR: 10.244.2.0/24
(vxlan device)

cbr0
1P:10.244.2.1
(bridge interface)

veth1 veth2 veth1 veth2
Pod 1 etho Pod 2 eth0 Pod 3 eth0 Pod 4 eth0
Pod IP: 10.244.1.2 Pod IP: 10.244.1.3 Pod IP: 10.244.2.2 Pod IP: 10.244.2.3
Container Container Container Container Container Container Container Container
L3 router(s)
(underlay network)
Node 1 eth0 Routing table: Node 2 eth0 Routing table:

10.244.0.0/16 — flannel.1
10.244.2.0/24 — cbr0

—

[

veth2

veth1
Pod 3 etho Pod 4 etho
Pod IP: 10.244.2.2 Pod IP: 10.244.2.3
Container Container Container Container
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Deployment !
.spec.replicas =3
.spec.selector 1

1

Creates

Pod

Kube-proxy

1
1 Pod
1 (client)
1

\/

> ClusterlP | [reques

__—Manage:

1
Pod 1
1
1

1
Pod 1
1
1

Observes

Service
.spec.selector
environment: test
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.spec.replicas = 3

1
: Pod
1

kube-proxy

Pod
(client)

\/

Manages—» ClusteriP [

Observes

1
1

Pod . :
1

. 1

1
Pod 1
1
1

environment: test

spec.ports[0].targetPort

IP: 10.244.1.2

iy

10.98.172.53

5080 /

Pod

1
1
1
! Pod (client)
IP: 10.244.2.2 : IP:10.244.2.3
1
1
Node 2

spec.ports[0].port|




spec.ports[0].nodePort

Client

Node IP spec.ports[0].port
31001 31001
spec.clusterlP
10.0.0.2 10.0.0.3
( 8080 soso &
‘ 10.98.172.53 Service 10.98.172.53
spec.ports[0].targetPort N
\j*---|r---*‘7*---| r--'j*---|
1 80 11 80 1 1 80 1
1 1 1 1 1
! Pod L] Pod 1 ! Pod !
: IP: 10.244.1.2 : : IP: 10.244.1.3 : : 1P: 10.244.2.2 :
1 1 1 1 1
L. L 1 L 1
Node 1 Node 2
Client
status.loadBalancer.ingress[0].ip
8080

spec.ports[0].nodePort

Node IP

137.117.227.83

Azure Load Balancer

spec.ports[0].port

spec.ports[0].targetPort

A 30141 30141
10.0.0.2 10.0.0.3
8080 8080
10.0.190.215 Service 10.0.190.215

-------- 1 - == 17 i |

80 1 1 80 1

1 1 1

Pod 1 1 Pod 1

1P: 10.244.1.3 : : IP: 10.244.2.2 :

1 1 1

_________ 1 I_ e e e e o _I
Node 2

spec.clusterlP

/////
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Home > kubemetes - Backend pools.

kubernetes - Backend pools

Fadd O Refresh

@ o
& achitylog

& Access control (AM)
@ Tags

X Diagnose and sove roblems

ks-nodepooll

wbernets

s removed from Virtual machine scale set ‘aks-nodepool 1-26948119-vms. Upgrade all the instances of ‘aks-nodepool 1-26848118-mss' for this change to apoly

~ kubernetes (2 virtual machines)

10.0.0.2

10.0.0.3

v

80
10.0.190.215

Ingress Controller Service

80
10.0.190.215

Pod !

/servicel

P

Pod

/service2

1 1 Pod

\

example-service1

80

Pod

80

example-service2

Pod

80

1
"\\ L ]
M~ .
/service1 Iservice2
80
example-sel

Pod

rvice1
Pod

example-service2

Node 1

Node 2

Settings ‘aks-nodepool1-26948T19-vmss (instance 0) aks-nodepool1-26948119-vmss 1024004
5 Frontend IP configuration aks-nodepool1-26948119-vmss (instance 1) aks-nodepoolt-26948119-vmss 10240035
) Backend pools.
T Health probes
Client
Ingress Controller
Load Balancer IP 80
—> 137.117.227.83

Ingress Controller

NodePort

\ Azure Load Balancer
>/ 30141 30141 Ingress

Controller clusterlP

—
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Windows Node

Hyper-V Container

Container network namespace

Windows Server
Container
(hyperv-isolated)

vmNIC

Host default network namespace

Container network namespace

Windows Server
Container
(process-isolated)

Kubernetes Pod
Pod network namespace
Windows Server

Container
(process-isolated)

Pod Infra
Windows Server

J
Container

o (process-isolated) o WiE s S

H H Container

> >

(process-isolated)
IF J
=
Hyper-V Virtual Switch
(vSwitch) ===
VFP Host vNIC

NIC

==

External network
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Chapter 6: Interacting with Kubernetes
Clusters

Remote environment

Kubernetes cluster
<" Two-way proxy

Kubernetes cluster Kubernetes cluster Devglopment
environment
Kubernetes cluster Dev_elopment Devglopment
environment environment
Development
environment
Local environment
Fully offline Proxied Remote Fully online
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Meld File Edit Changes View
Undo Y @

& || appsy1.Deploymentdefault.nginx-deployment-example

apiVersion: apps/vl
kind: Deployment
metadata:
annotations:
i deployment.kubernetes.io/revision: "1"

{"apiVersion"
creationTimestamp:
i generation: 3
name: nginx-deployment-example
namespace: default
resourceVersion: "225961"

"2019-09-30T06:21:392"

uid: 902a0055-e34a-11e9-b4da-00155d009008
spec:

progressDeadlineSeconds: 600

replicas: 4

revisionHistoryLimit: 10
| selector:

LIVE-508420...D-259885336 [LIVE-50842...ent-example

kubectl.kubernetes.io/last-applied-configuration:
:"apps/v1l", "kind":"Deployment", "metadata": {"annotations":{}, "name":"nginx-deployme

8] [LIVE-508420957] apps.v1.Deployment.default.nginx-deployment-example — [MERGED-259885336] apps.v1.Deployment.defaultnginx-deployment-example

selfLink: /apis/apps/vl/namespaces/default/deployments/nginx-deployment-example

<]

-

&

«

«

apiVersion: apps/vl

kind: Deployment

metadata:
annotations:

deployment.kubernetes.io/
kubectl.kubernetes.io/las]
apps/vl",
"2019-094

{"apiVersion"
creationTimestamp:
generation: 4

name: nginx-deployment-examy

namespace: default

resourceVersion: "225961"
selfLink: /apis/apps/vl/namg
uid: 902a0055-e34a-11e9-b4d:

spec:

progressDeadlineSeconds: 60

replicas: 5
revisionHistoryLimit:
selector:

apps.v1.Deployment.default.nginx-deploy;

10
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Chapter 7: Deploying a Hybrid On-Premises
Kubernetes Cluster

Hyper-V host

Flannel host-gw network
(bridge/win-bridge)
Pod CIDR: 10.244.0.0/16
Service CIDR: 10.96.0.0/12

Kubernetes
(Windows Server

Node IP: 10

Node
2019 LTS)

.0.0.Y

Kubernetes Master
(Ubuntu Server 18.04 LTS)

Node IP: 10.0.0.2

Hyper-V Virtual Switch

Kubernetes Node
(Ubuntu Server 18.04 LTS)

Node IP: 10.0.0.X

(external or internal NAT)

External network

E¥ Administrator: Windows PowerShell

PS C:\src> Get-NetAdapter
Name

Bluetooth Network Con...
Wi-Fi

vEthernet (Kubernetes ...
vEthernet (kubernetes ...
vEthernet (nat)

vEthernet (DockernAT)

vEthernet (Default Swi...
Network Bridge
vEthernet (Ethernet)

PS C:\src>

InterfaceDescri

Bluetooth Dev

Killer Wirele

Hyper-V Virtual
Hyper-V virtual
Hyper-V virtual
Hyper-Vv virtual
Hyper-v virtual

ption

ifIndex Status

e (Personal Area Ne...#3

-n/afac 1535
Ethernet Adapter
Ethernet Adapter
Ethernet Adapter
Ethernet Adapter
Ethernet Adapter

irele

#5

#2

Microsoft Network Adapter Multiplexo...

LinkSpeed

Mbps

Mbps

.7 Mbps

10 Gbps

e ]

e ]

10 Gbps
866.7 Mbps
@ bps
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51 Virtual Switch Manager for DESKTOP-BTSJCKG

& Virtual Switches

=% New virtual network switch
=i Kubernetes External Switch
Killer Wireless-nfa/ac 1535 W...
=t DockerNAT
Internal only
i Default Switch
Default Network
il ML
Internal only
[# =T Kubernetes NAT Switch
Internal only

% Global Network Settings

4 mac Address Range

00-15-50-00-90-00 to 00-15-5D-0...

ot Virtual Switch Properties

Name:

I | Kubernetes External Switch

Notes:

Connection type

What do you want to connect this virtual switch to?

(®) External network:

Killer Wireless-n/a/ac 1535 Wireless Network Adapter

Allow management operating system to share this network adapter

(O Internal network

Connect Virtual Hard Disk

folder, the virtual machine is stored in the default folder configured for this server,

Installation Options

Summary Location:

Store the virtual machine in a different location

‘ C:\Hyper-ViVMs\

Before You Begin Choose a name and location for this virtual machine.
The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: ‘ Kubernetes Master
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't selecta

Browse...

/i If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Chedkpoints indude virtual machine data and may require a large amount of space.

Assign Memory

Connect Virtual Hard Disk
Installation Options

Summary

virtual hardware which has been available in all previous versions of Hyper-v.

Configure Networking

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

A\, Once a virtual machine has been created, you cannot change its generation.

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location () Generation 1
Spedfy Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

[41]




Before You Begin

Specify Name and Location

Specify Generation

| _Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 12582912 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Startup memory:l 204d| MB I

I Use Dynamic Memory for this virtual machine. I

o When you decide how much memory to assign to a virtual machine, consider how you intend to
use the virtual machine and the operating system that it will run.

Before You Begin

Specify Name and Location

Spedfy Generation

Assign Memory

| Configure Networkng |

Connect Virtual Hard Disk
Installation Options

Summary

Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.

Connection:| [Kubernetes NAT Switch |~

Before You Begin

Spedify Name and Location
Spedcify Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Installation Options

A virtual machine requires storage so that you can install an operating system. You can specify the
storage now or configure it later by modifying the virtual machine's properties.

(®) Create a virtual hard disk
Use this option to create a VHDX dynamically expanding virtual hard disk.

Name: Kubernetes Master.vhdx

Location: | C:\Hyper-V\VMs\Kubernetes Master\Virtual Hard Disks\ Browse...

Size: B (Maximum: 64 TB)

Summary
Before You Begin You can install an operating system now if you have access to the setup media, or you can install it
later.
Spedfy Name and Location
Specify Generation () Install an operating system later

Assign Memory
Configure Networking
Connect Virtual Hard Disk

(®) Install an operating system from a bootable image file
Media

Image file (.iso): ‘C:\src\iso\ubunm-la.D4.3-Ihfe-5erver-amd64.iso Browse...

Installation Options

Summary

() Install an operating system from a network-based installation server
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Kubernetes Master

4 »r | D

l. Add Hardware
EH Firmware

Boot from DVD Drive
' Security

Secure Boot enabled
W Memory

2048 MB

= [ processor
2 Virtual processors

A Hardware . Security
l" Add Hardware
3 Firmware Secure Boot
Boot from DVD Drive Use Secure Boot to help prevent unauthorized code from running at boot time
_ (recommended).
. Security
Secure Boot enabled Enable Secure Boot
W Memory Template:
2048 MB
| [Microsoft UEFI Certificate Authority | .
# [J Processor 1
Kubernetes Master 4 D
4 Hardware [ Processor

You can modify the number of virtual processors based on the number of processors on
the physical computer. You can also modify other resource control settings.

25

Number of virtual processors:

Resource control
You can use resource controls to balance resources among virtual machines.

Virtual machine reserve (percentage): 0

Kubernetes Master

4 > D

# Hardware

Advanced Features

l" Add Hardware
3 Firmware
Boot from DVD Drive

. Security
Secure Boot enabled

Wl Memory
2048 MB

= [ Processor
2 Virtual processors

MAC address
(®) Dynamic
O static
00 - 00 - 00O - 00 - 00 - OO

MAC address spoofing allows virtual machines to change the source MAC
address in outgoing packets to one that is not assigned to them.

I Enable MAC address spoofing I

1 compatibiiity
I Kubernetes Master
Adapter Connection IP Addresses Status
Network Adapter (Dynamic MAC: 00:15:5D:00:90:09) Kubemetes NAT Switch fe80::215:5dff:fe00:9009 OK

S L
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¥ Kubernetes Windows Node 01 on DESKTOP-BTSJCKG - Virtual Machine Connection - m] X
File Action Media View Help
@O NP (HO W

e 3 Administrator\sig-windows-too[s-kubeadm\hns.psml already exists.

ARNING: The names of some imported commands %rom the module 'hns' include unapproved verbs that might make them less
discoverable. To find the commands with unapproved verbs, run the Import-Module command again with the verbose
paramete For a list of approved verbs, type Get-verb.

e s e AR AR

User Input

Destination : C:\ProgramData\Kubernetes
Master 10.0.0.2

InterfaceName Ethernet

Ccri : dockerd

cni

NetworkPlugin

Release

MasterIp

ManagementIp :

Manadementsubnet : 10.0.0.0/8
AR
1tsc2019: pulling from windows/servercore
65014b3c3121: Downloading [=: ] 1.128GB/1.533GB
12c8dbabfd62: Download complete

he key's randomart image 1S:
[RSA 2048]
+.

+———_TSHA?5R]

Execgtﬁ the below commands on the Linux control-plane node (10.0.0.2) to add this windows node's public key to its autho
rized keys

touch ~/Yssh/authorized_keys

echo ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDUBXPIGJI2Q25]cL697Er1xqgD7ueTRXWpU2n4CH+doJcY2Q1FWId/bhEwe FKedC2/kxBiYgIiqY1hH
ezloNNnOPJsN+XYiLvtfzjxrsooJLgaij/QU71i1j9quQAygul/dvc5tc1qWL//SqntBaxjewgv wwy8LduEp4hzbhQC7cxauv4qolYVi/vvlvruHQ823m|
9do3wgpDx1etgG7bn52RSQPXZATkCFjAqaEjG1RNOGTTOSCGAb5DR4 fov5MBgo3gkeKkMuu6/4Fmn 1GxqFw48CVim671ee YWFWTZ3BHTWGI114nY1nX79NIp|
N40ocNINCENNCA1kUX56pkNc/ administrator@wWIN-GID24MOP8DA >> ~/.ssh/authorized kevs

|P1ease close this shell and open a new one to join this node to the cluster.
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¥ Administrator: c\windows\system32\windowspowershell\v1.0\powershell.exe — O et

PS C:\Users\Administrator> ipconfig

Windows IP Configuration

Ethernet adapter vEthernet (Ethernet):

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . . : P::6074:eaec:61ba:de66%14
IPv4 Address.

Default Gateway
Ethernet adapter vEthernet (cbre ep):

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe8@::71be:b7ae:bbe2:da60%21
IPv4 Address. . . . . . . . . . . : 108.244.1.2

Subnet Mask . . . . . . . . . . . ! 255.255.255.0

Default Gateway . . . . . . . . . : 10.244.1.1

EN Administrator: Windows PowerShell - O X

Powershell 6.2.3
Copyright (c) Microsoft Corporation. All rights reserved.

https://aka.ms/pscore6-docs
Type ‘help' to get help.

PS C:\> ping google.com

Pinging google.com [216.58.215.11@] with 32 bytes of data:
Reply from 216.58.215.110: bytes=32 time=102ms TTL=54

Reply from 216.58.215.110: bytes=32 time=43ms TTL=54
Reply from 216.58.215.110: bytes=32 time=45ms TTL=54
Reply from 216.58.215.110: bytes=32 time=34ms TTL=54

Ping statistics for 216.58.215.11@:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 34ms, Maximum = 1@2ms, Average
PS C:\>
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| <—5| D Home Page - aspnetap X l + v

< - 0O m @ 10.0.0.2:31001/

aspnetapp Home Privacy

Welcome

Learn about building Web apps with ASP.NET Core.
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Chapter 8: Deploying a Hybrid Azure
Kubernetes Service Engine Cluster

© ARM Viewer X

© Labels 3 Redfit I Snap Layout: | &8 | it /> Params  \( Filter 5 Reload % Export
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L B W

extensions virtualmachines virtualmachines

deployments

networkinterfaces extensions availabilitysets extensions extensions availabilitysets networkinterfaces extensions
loadbalancers virtualnetworks

publicipaddresses networksecuritygroups

B S| [[] Home Page -aspnetapy X | 4 v/

< O & © | 52136234.203/

aspnetapp  Home Privacy

Welcome

Learn about building Wi
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& |ocalhost:5500 - Remote Desktop Connection

B8 Administrator: C:\windows\system32\cmd.exe

C:\Users\azureuser>docker ps
[CONTAINER ID IMAGE COMMAND CREATED STATUS
NAMES
mcr.microsoft.com/dotnet/core/samples  “dotnet aspnetapp.dll” 18 minutes ago Up 18 minutes
k8s_windows-example_windows-example-66cdf8c4bf-j8ggm_default_32fc7e66-8221-43ec-bde6-b5a129854]

18702F159d86 kubletwin/pause "emd /S /C 'emd /c p.." 19 minutes ago Up 19 minutes
k8s_POD_windows -example-66cdf8cabf-j8ggm_default_32fc7e66-8221-43ec-bde6-b5a129854ca4_0

Users\azureuser>_

handson-aks-engine-win - Insights (preview)

- st 30 minates ) (“y e

Whatsnew Cluster Nodes Controllers  Containers

7.06 | 970

o | Ry | Mooty | 2>
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Home > Monitor - Logs

(@ Monitor - Logs

e <h (Ct O New Query 1* New Query 2*
@ Overview DefaultWorkspace-cc9a816... Select Scope
& Activity log
Schema Filter «
B Alerts —
Metrics
® Logs Collapse all

Active
~ @ DefaultWorkspace-cc9a8166... ¥r

~ Containerlnsights

P Service Health

& Workbooks

» @ Containerlmagelnventory
Insights

» @ Containerlnventory
@ Applications » B Containerlog

B Virtual Machines (preview) ContainerNodelnventory

ContainerServicelog

= Storage Accounts (preview) » © InsightsMetrics

& Containers KubeEvents @

0 KubeHealth
Networks (preview) » B KubeMonAgentEvents

& Cosmos DB (preview) » @ KubeNodelnventory

» B KubePodinventory
*++ More y

KubeServices
Settings » LogManagement

& Diagnostics settings * Custom Logs

ue

KubeEvents
| limit se

Time range : Last 24 hours

Completed. Showing results from the last 24 hours.

B Table hiChart  Columnsv

jumn header and drop it here to group by that colum:

nerated [UTC

> 11/1/2019, 11:12:27.000PM  kBs-linuxpool1-70017404-0
> 11/1/2019, 11:12:27.000PM  K8s-linuxpool1-70017404-0
> 11/1/2019, 11:12:27.000 M kBs-linuxpool1-70017404-0

> 11/1/2019, 11:12:27.000PM  k8s-linuxpool1-70017404-0

> 11/1/2019,11:12:27.000PM  k8s-linuxpool1-70017404-0
> 11/1/2019, 11:12:27.000PM  k8s-linuxpool1-70017404-0
> 11/1/2019, 11:12:27.000PM  kBs-linuxpool1-70017404-0

DaemonSet
DaemonSet
DaemonSet
Pod

Pod

kube-system
kube-system
kube-system
kube-system
kube-system

blobfuse-flexvol-installer-trahp
blobfuse-flexvol-installer
blobfuse-flexvol-installer
blobfuse-flexvol-installer

coredns-7f8646d79b-24jpv

P

Created

Started
FailedCreate
SuccessfulCreate
SuccessfulCreate
Scheduled

Pulled
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Chapter 10: Deploying Microsoft SQL Server
2019 and a ASP.NET MVC Application

5] 4—5‘ 3 Cats or dogs? - Results X l AL o O X

<~ - O m @® | localhost:5000/Surveys/Results/1 Pig = 1 e

Kubernetes on Windows - Voting Application

Survey: Cats or dogs?

Cats 0.0%

Dogs 0.0%

Haven't voted yet? oo

© 2019 - Kubernetes on Windows Voting Application

Served by: voting-application-frontend-6876dcc678-w5hch (127.0.0.1)

M File  Edit View Project Build | Debug | Test Analyze Tools Extensions Window Help Search (Ctrl+Q) P VotingApplication
o "B Any CPU ~ P IIS Express (Google Chrome) ~ €& ~ | 5 = | A =

P Start Debugging F5

b swwonseogng s ol = x I

] Performance Profiler... Alt+F2 oplication ~ | #2 VotingApplication.Su

= TS IOE - IUE;

& Attach to Process... Culsasp | }

¥ Reattach to Process Shift+Alt+P

'@ Attach Snapshot Debugger... // GET: Surveys
Other Debug Targets » = public async Task<ActionResult> Index()
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Attach to Process ? X
Connection type: Remote (no authenti w
Connection target: localhost:5000} I ~ Eind..
Connection type information

The ‘Remote (no authentication)’ connection should never be used on a network that might have hostile traffic. Use ‘Default’ connection where possible.
Attach to: Automatic: Native code Select...
Available processes

Filter processes P-

Process ID Title Type User Name Session R

CExecSvc.exe 8708 x64 SYSTEM 2

CompatTelRunn e 15336 x64 TEM 2

conhost.exe 14720 x64 SYSTEM 2

csrss.exe 2948 x64 SYSTEM 2

fontdrvhost.exe 8456 x64 Font Driver Host\U.. 2

LogMonitor.exe 9628 %64 User Manager\Conta... 2

Isass.exe 14300 x64 SYSTEM 2

msvsmon.exe 13172 x64 User Manager\Conta... 2

msvsmon.exe 14060 %86 User Manager\Conta... 2

msvsmon.exe 12360 x64 User Manager\Conta... 2 @

ow processes from all users Refresh

-2 W - ¢~ ; Continue * ¢ + | 5 ]

Modules

SurveysController.cs + X

] VotingApplication

VBCSCompiler exe 1272 Managed (v4.0.3031-. 115 APPPOOL\DefaultAppPool 2

Managed (v4.0.3031... IS APPPOOL\DefaultAppPool 2
wininit.exe 14372 x64 SYSTEM 2
WmiPrvSE.exe 12584 x64 SYSTEM 2

v
Show processes from all users Refresh
Cancel
D‘ File Edit View Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctrl+Q) VotingApplication

M ‘f:VotingAppIication.SurveysContro\

SQL Server 35 // GET: Surveys/Details/5

2 (localdb)\MSSQLLocalDB (SQL Server 13.0.4001 - DESKTOF Oreferences | Potr Tylenda, 4 days ago | 1author, 1change

- o 36 = ublic async Task<ActionResult> Details(int? id)

= (localdb)\ProjectsV13 (SQL Server 13.0.4001 - DESKTOP-BT i @7 {

= 104.210.54.75 (SQL Server 15.0.2000 - sa) QK] 38 = (id == null)
The breakpoint will not currently be hit. No symbols have been loaded for this document. {

return new HttpStatusCodeResult(HttpStatusCode.BadRequest);

Location: SurveysController.cs, line 38 character 13 ('VotingApplication.SurveysController. Details(int? id)"), b
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- -7 - e

= System.Xml.Ling.dll C:\Windows\Microsoft.Net\assem... Yes No Skipped loading symbols. 38 4837610 ...

H VotingApplication.dil CWindo o Moo i NED Cannot find or open the P..

= WebActivatorEx.dll Copy Ctrl+C Cannot find or open the P... 2.00.0.0

2 WebGrease.dll Copy Value Skipped loading symbols. 1.065135.2...
‘& Select All Ctrl+A

Symbol Load Information... Call Stack

V. Always Load Automatically

36 & public_async Task<ActionResulty Details(int? id)
37
(J 38 0 nul
39 {
40 return new HttpStati deResult(HttpStatusCode.
41 }
42
43 Survey survey = await this.db.Surveys.FindAsync(id);
=Y 44 = if (survey null) e
45 4 @ survey| (System.Data Entity.DynamicProxies Survey. 1CTFFOBBCIGASEAB37069FI64A1602D5A14B263A41D1) =
46 v o CreateDate {11/20/2019 6:40:19 PM +00:00}
47 ¥ Id 1
48 K IsDefault true
49 retur & Name Q v “Cats or dogs?"
50 } €9 Options. 7 The function evaluation requires all threads to run.
51 € Votes 72 The function evaluation requires all threads to run.
52 /] GET: S @ eni {System.Data Entity.Core.Objects Internal Enti i fonshi Data Entity.DynamicProxies. Survey_2 1A1CTFFOBBCIBASEAB37069FI64A1602D5A148263A41D1
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Chapter 11: Configuring Applications to Use
Kubernetes Features

B

LS|

Kubernetes on Window X | 4+ v

O @ © | 104.42.142.217/Home/VotingLog

Votes received for the current Pod container (voting-application-frontend-0)

11/27/2019 8:20:05 PM +00:00: Received vote, SurveyId=1 for OptionId=1
11/27/2019 8:20:29 PM +00:00: Received vote, SurveyId=1 for OptionId=1
11/27/2019 8:20:29 PM +80:00: Received vote, SurveyId=1 for OptionId=2
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Chapter 12: Development Workflow with
Kubernetes

Modifying — Visual Studio Enterprise 2019 — 16.3.8
Workloads Individual components

Web & Cloud (4)

@ ASPNET and web development
Build web applications using ASP.NET Core, ASP.NET,

HTML/JavaScript, and Containers including Docker support.

P Python development
Editing, debugging, interactive development and source
control for Python.

Windows (3)

NET desktop development

Build WPF, Windows Forms, and console applications using
C#, Visual Basic, and F# with .NET Core and .NET.

Location
C:\Program Files (x86)\Microsoft Visual Studio\2019\Enterprise

By continuing, you agree to the license for the Visual Studio edition you selected. We also offer the ability to download other software with Visual Studio. This software is licensed separately,

Language packs

Installation locations

A Azure development

Azure SDKs, tools, and projects for developing cloud apps
and creating resources using .NET Core and .NET.

Nodejs development
Build scalable network applications using Nodejs, an
asynchronous event-driven JavaScript runtime.

L_;I Desktop development with C++
Build modern C++ apps for Windows using tools of your
choice, including MSVC, Clang, CMake, or MSBuild

as set out in the 3rd Party Notices or in its accompanying license. By continuing, you also agree to those licenses.

Installation details
5 INET uEsKRWWp UEVEIpITIENL
> .NET Core cross-platform development
v Azure development
Included

Azure development prerequisites

NET C:

NET Framework 4.7.2 development tools

ASP.NET a evelopment tools
Container development tools
IntelliCode

Optional
NET Framework 4 - 4.6 develop
NET Core 21 LTS Runtime

eam Analy

(N<B<J<]

Azure Data Lake and

Total space required

Install while downloading ¥

0KB

file Edit Selection View Go Debug Terminal Help
KUBERNETES

v CLUSTERS

sktop

n-aks-engine-wind

default
*dev
kube-node-lease

kube-public

Workloads
~ Deployments

mssql-deployment

™ voting-application-frontend

> voting-application-frontend-dhasf7c49.
oting-application-frc  Load

[ voting-application-frc

[ voting-application-frc

tion-frck  Convert to Template

Copy Name

Daemon s

Jobs Delete Now

Terminal

Debug (Attach)

> Network ebug )
Storage Port Forward

> Configuration Describe

[«
¢

ustom Resources Follow Logs
> Helm Releases
Show Logs

Logs - dev/pod/voting-application-frontend-dbAsf7c49-72we X

Show log entries  EIA Motch o

Logs - dev/pod/voting-application-frontend-dbAsf7c49-72vc - Visual Studio Code
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B a | [ ] cats or dogs? - Results X | + v e [m} X

< - O @

@ | 1104.40.69.243/Surveys/Results/1 = 1 e

Survey: Cats or dogs?

Cats 0.0%

Dogs 0.0%

Haven't voted yet? Total: 0

© 2019 - Kubernetes on Windows Voting Application
Served by: voting-application-77989dcb6f-zhkhw (10.240.0.67)

oy Search Solution Explorer (Ctrl+;) Ladd

a

ala] Solution 'VotingApplication' (1 of 1 project)
4 5[] VotingApplication

@ Area.

New from Template
d  New ltem...
0 Existing ltem...

New Scaffolded Item...

Shift+Alt+A

% Build Connected Services
Rebuild roperties
Clean eferences
N App_Data
View
App_Start

Analyze and Code Cleanup
Publish...

Overview

Scope to This

New Solution Explorer View
Add

Manage NuGet Packages...
Manage Client-Side Libraries...
Manage User Secrets

Set as StartUp Project

# BundleConfig.cs

* FilterConfig.cs

# NinjectWebCommon.cs
* RouteConfig.cs

* WebApiConfig.cs
onfig

Content

Controllers

* HealthController.cs
*# HomeController.cs
* OptionsController.cs
# SurveysController.cs
* VotesController.cs

* Deb
New Folder Eg LONES
Add ASP.NET Folder Initialize Interactive with Project ilters
*?  Application Insights Telemetry... Source Control prts
nterfaces
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CodeLens and Diagnostic Tools are reading telemetry from

The account you're signed in to does not have access to the resource Codelens is reading from. v
Please change the resource to read telemetry.

Account

M Microsoft account i
B tyienda piotr@gmail.com

Subscription

Visual Studio Enterprise

Resource.

VotingApplication

Configured 110 75%
| sDKadded

I App registered with Application Insights
I Exception collection enabled

H Enable trace collection

il

Search and analyze System Diagnostics traces. This will add
Microsoft Applicationinsights.Tracelistener NuGet package.

52 Open Application Insights Portal

Application Analytics
Application Map

Configure Application Insights...
Choose Telemetry Source...

£ Search Live Telemetry

Solution 'VotingApplication' (1 of 1 project)
VotingApplication
4 @ Connected Services

b Application Insights
perties
rences
 Data
_Start
undleConfig.cs
ilterConfig.cs
NinjectWebCommon.cs
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Home > VotingApplication - Application map.

™. VotingApplication - Application map
-

Application Insights - Last hour

VotingAppication

« () Refresh

((Last hour )

B Access control (IAM)
@ Tags

£ Diagnose and solve problems

Investigate
== Application map
@ Smart Detection
A~ Live Metrics Stream
P search

@ Availability

i Failures

% Performance

B servers

I Browser

B Troubleshooting guides (pre.

Monitoring

@©) Feedback (' Suggestanidea (' Leammore 7 Troubleshooting

Exclude 4xc Off ) Layout

7
VotingApplication
CLIENT

voting-app...ssql-linux
saL

.~ / K calls

instances

0<1% =]
158.6 ms
1.7k calls

+

VotingApplication

Home > VotingApplication - Performance
= VotingApplication - Performance b
Application Inights
« T Refresh &} Configure Profiler View in Logs (Analytics) v Jll Analyze with Workbooks v (©) Feedback v
@ Overview ~ (Local Time : Last 24 hours ) ( Role: ( Browser
& Activity log .
Operations  Dependencies  Roles
. Access control (1AM) E—
® 7o Operation times: zoom into a range osm o ) A Boveran
£ Diagnose and solve problems 205 Distribution of durations: zoom into a r... seale (11111 (NIID)
o0 so
Investigate 1000 ms. .
Application map H 400
o0ms £
Smartpetesten i w
200 & -
Live Metrics Stream
Search o 2 .
oM St 0300 M oA 1z00PM  0300PM | ouraton 1 36ms
@ Availability
" oM H00AM  0600AM  0900AM  1200PM  0200PM Tasec
i Failures o |
3 Perf
‘eriormance Select operation o fiter tems. Insights (2)
B servers
‘OPERATION NAME DURATION (AYG) "+ COUNT PN
@ Browser £ 91% COMMON PROPERTIES:
I Overall B ST -7 resultCode, performanceBucket >
Troubleshooting guides (pre
POST Surveys/Vote 147 sec 6
Monitoring GET Options/index JE— . = Top 3 Dependencies >
BN Alerts GET Surveys/index 492k 1
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Home > VotingApplication - Logs (Analytics)

@ VotingApplication - Logs (Analytics)

pplication Insights

«
@ NewQuery 1+ | +

P search VotingApplication
@ Availability

Schema Filter
i Failures —

% Performance Filter by name or type.

Select Scope

«

B servers

M Browser Active

~ @ VotingApplication

& Troubleshooting guides (pre.
~ APPLICATION INSIGHTS

= Collapse all

=

m (" Time range : Last 24 hours )

traces
| where message contains "Vote(s) for Surve;
| limit 5¢

v

i

Help £33 Settings 8= Sample queries [ Query explor

Save @ Copy I— Export —| New alert rule 5 Pin to dashboa

o »
Monitoring & traces Completed. Showing results from the last 24 hours. @ 00:00:02.496 {7 5records Y
» B customEvents I
il v V]
H Alerts » B pageviews B Teble WlChart | Columns Display time (UTC+00:00)
i Metrics » B requests Drag a column header and drop it here to group by that column
» & dependencies fimestamp [UTC v V| severitylevel V7| itemT
® Logs (Analytics) timestamp [UTC] Y V| severityLeve em
» & exceptions
> 12/1/2019, 4:09:36.270 PM 2019-12-0116:09:36.264 +00:00 [Information] Vote(s) for Survey with ID=1 have been added 1 trace
& Workbooks » B availabilityResults
» B customMetrics > 12/1/2019, 4:09:41163 PM 2019-12-0116:09:41.151 +00:00 [Information] Vote(s) for Survey with ID=1 have been added 1 trace
Usage » & performanceCounters > 12/1/2019,437:59731PM  2019-12-0116:37:59.733 +00:00 [Information] Vote(s) for Survey with ID=1 have been added 1 trace
. ,
4 Users 8 browserTimings > 12/1/2019, 4:38:07.407 PM  2019-12-0116:38:07.406 +00:00 [Information] Vote(s) for Survey with ID=1 have been added 1 trace
» s Functions
% Sessions > 12/1/2019, 439:03186 PM  2019-12-0116:39:03.191 +00:00 [Information] Vote(s) for Survey with ID=1 have been added 1 trace
Favorite applications
¥ Events
Home > VotingApplication - Failures
b4

|l VotingApplication - Failures

Application Insights

Q) Refresh

P Overview

& Actviy log Operations

82 Access control (IAM)
® Tags Failed request count

2 Diagnose and solve problems 1

Investigate .

== Application map

((Local Time : Last 30 minutes )

Dependencies

o® View in Logs (Analytics) v

Roles = All ) (5

B Analyze with Workbooks v (©) Feedback v

Exceptions  Roles

@ Smart Detection Request count
- Live Metrics Stream !

P Ssearch

0645 P11
@ Availability

0645 Mt
Wt Failures

% Performance
Select operation

B seners
OPERATION NAME

W Browser
Overall

Troubleshooting guides (pre.
I ‘GET Home/TestException
Monitoring

B Alerts

Metrics

Logs (Analytics)

0650 PM

07:00PM 07:05PM o7:10eM
Search to fite

UsERS COUNT (FAILED) & COUNT

1 1 858

1 1 1

PN

Brows:

I GET Home/TestException
Top 3 response codes count  FuTERING
500 —

Top 3 exception types counT  FuTERING

InvalidOperationE; 2

Top 3 failed dependencies coonr  mTERING

Drill into.

B 10pe
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Home > VotingApplication - Failures > End-to-end transaction details

End-to-end transaction details

Q_Search results @ Learnmore [} Copylink  © Feedback v

Search results

Filtered on  timestamp > 11/30/2019, 8... End-to-end transaction
Operation ID: 5e1db7f7ba028c4eb8486c90032742¢ee 1

timestamp < 12/1/2019, 80...

A

= = profiler race

¥ = Debug snapshot

wousY

I - Request (incoming) 77 = Dependency (outgoing) xception
Operation name == GET Home/Tes...
EVENT RES. | DURATION
client Type Success == false
~ [ 104.40.69.243  GET Home/TestException 500 1017 ms
Suggested A EXCEPTION  System InvalidOperationExcepti
'12'“/2‘"9 7_59:“ PM B A\ EXCEPTION  System.InvalidOperationExcepti

GET Home/TestException
Duration: 101.7 ms Response code: 500

Sort by
Relev:

All

12/1/2019, 7:59:51 PM
GET Home/TestException
Duration: 101.7 ms Response code: 500

641 3races Orvents

View all telemetry /\

b
»
+ Create workitem
104.40.69.243
GET Home/TestException
Request Properties Show all
Event time 12/1/2019, 7:59:51 PM (Local time) .
Request name GET Home/TestExcey -
Response code 500
Successful request false
Response time 101.7 ms
Request URL http://104.40.69.243/Home/TestException
Call Stack Justmy code [0 Copy /" Expand

systen. InvalidoperationException:
at Votingapplication.Controllers.Homecontroller . TestException (Votir
at lanbda_method (Anonymously Hosted Dynamictethods Assembly, Versic
at system.eb.Mvc.ControllerAct ionInvoker. InvokeActionMethod (syster
at system.heb.Mvc.Async. AsyncControllerActionInvokers<>c. <BeginInvo
at systen.keb.Mvc.Async. apper suirappedasyncResult™2.Call
at System.ueb.Mvc. Async.AsyncControllerActionInvoker. EndInvokeActior
at system.ueb.Mvc. Async. AsyncControllerActionInvoker+AsyncInvocatior
at system.uieb. Mvc . Async. AsyncControl leractionTnvoker +AsyncInvocatior|
at system.ueb. i controlleracti syncInvocatior
System.web. Mvc. Async. AsyncControl lerActionInvoker . EndInvokeactior|
System.web. Mvc. Async . AsyncControl lerActionInvoker+<>c_Displaycls
System.ueb. Mvc. Async . AsyncControl lerActionInvoker+<>c__DisplayCla

at
at
at

(Don't see snapshot? Troubleshoot

Home > VotingApplication - Failures > End-to-end transaction details > Debug Snapshot

@ Debug Snapshot

F Help (' Send the team an email

You don't have access

Click the *Add Application Insights Snapshot Debugger Role’ button below.

| 'Add Application Insights Snapshot Debugger Role |

If the problem persists, please create a support ticket or send us an email directly. snapshothelp@microsoft.com

Trouble

hooting documentation

Home > VotingApplication - Failures > End-to-end transaction details

' End-to-end transaction details
VotingApy

Q_Searchresults @ Leammore [ Copylink  © Feedback v

Search results

End-to-end transaction
Operation ID: bba691a48e465941ad376851ed95cf6b &

iltered on | timestamp > 11/30/2019, 8:

timestamp < 12/1/2019, &1...

I - Request (incoming) ependency (outgoing) &l = Exception
Operation name == GET Home/Tes..
EVENT RES. | DURATION
client_Type ! Success == false -
[ 104.40.69.243  GET Home/TestException 500 2554ms

rofler trace

100 M

B = Debug snapshot

200Ms

Y

A excepTion

A\ EXCEPTION _System.InvalidOperationException,

System.InvalidOperationException

Suggested

<
»
~+ Create work item
104.40.69.243
GET Home/TestException
Request Properties Show all

Event time 12/1/2019, 8:07:48 PM (Local time)
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Home > VotingApplication - Failures > End-to-end transaction details > Debug Snaps!

@ Debug Snapshot

hot

' Help (' Send the team an email
Download Snapshot
Opens in Visual Studio Enterprise
Call Stack Locals
METHOD » IPForWatsonBuckets (140717179891598) System.UlntPtr
[Managed to Native Transition] Innerxception null System.Exception
+ b Mvc ActionResult Controllers H troll at HomeController.cs Line 74 |sTransient false bool
t b MvcActionResult System.Web.Mvc.Controller ok b Mve ControllerC. Message “This action always throws an except...  string
System.Web.Mv ActionResult System Web.Mvc Async AsyncControllerActioninvok RemoteStackTrace ull string
System.__Canon System.Web.Mvc Async. _Canon, System Web.Mvc Asy. Source “VotingApplication” string
t b.Mve.ActionResult Syste b.Mvc Async. C c IAsyn. StackTrace " at VotingApplication.Controllers Ho, string
t b.M ntext Systs b.Mvc Async.AsyncController, » TargetSite {System.Web.Mvc ActionResult TestE... System.Reflection.MethodBase {Syst.
System.Web Mvc ActionExecutedContext System Web.Mve Async AsyncControllerActioninvoker Asyndl = ol =
Decompiled Code (Preview)
1
base.ViewBag.Title = "Kubernetes on Windows Voting Application - Voting Log";
base.ViewBag.Votinglog = voteloghanager.Get();
return View();
}
public System.Meb.Mvc.ActionResult TestException()
throw new System.InvalidOperationException("This action always throws an exception!");
}
D FHle Edt Viw Poject Debug Test Amlyze looks Extensions Window Help | Search (CulsQ) P solutiont ® - o x
0-o|i-mmd|9-Q- » Continue * | 5 LRGN W) L Application Insights = _ 8 veshare £
HomeControllercs & X
= 3 ollrs HomeContio -| @ theads - | B (B9[] PRI
64 public ActionResult VotingLog() T 2 [ search Solution Explorer (ctl+) P -
65 (Manged to Notive Transton 72 Soluton ‘Sohiont” (0 projects)
66 this.ViewBag.Title = "Kubernetes on Windows Voting Application - Voting Log"; © MomeContrllerTestException
&7 this.ViewBag.Votinglog = this.voteLoganager.Get(); Contollectioniakar mkeactionhistos
68 AeyneContrlercicniooker Segiiniokes.
69 return this.View(); Wrsppschsynchesut CalEndDaegate
70 3 AagnaCantrlercionimoker EndiniokeAc
7 Y —
2 = public ActionResult TestException() .
73 AagndnvocatonMihiters invoteActonel,
© 75 throw new Invalidoperationéxception("This action always throws an exception!”); @ AsgneContiliecianinvoker EndinvokeAc.
75 AagncControllectoniovokerSegininiokeh
% 3 [ —— 7 x AeyneControlleictoniookerSegininiokeh
7 AagnaContilerctcniovokerEndiniokeAc
s 2 2 on: Thi action ahways throws an ControlleSegnesacueCore Anonymouit.
exception! i | Wrsppacheyneioit<» CalEnaelgste
wrspo
Gonteol
View Details | Copy Detals | Start Live Share session. M —__ .
4 Exception Settings weaped | s
] Break when this exception tyoe i thiown v PR 3 =
100% - @ Noissues found AN > <« [
Search P~ ey : - Narne Lang ~
Nome Value Type [Managed to Native Transiton]
= twollers HomeControl 74 ]
» @ Sexception (“This action ahways throws an exception!’} SystemInvalidOp. v ralloncorlUn
this Cannot obtain value of the local variable or argument be...¢; VotingApplication > o
>
@ Stackobjects b _Canon, System.W... Un...
Async... Un.
InvokeAction...Un.
Locas Call Sack
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kubernetes

Q

Search

Cluster »
Workloads
Cluster Roles
Namespaces
CPU Usage - Memory Usage -
Nodes
Persistent Volumes . . . D
003 " . ya - -
Storage Classes om0 2 N
K - " .
050§ - -
0500
Namespa 0400
0200
dev-helm 0200
0100 Time
2w | 2n wn | a4 2n 2 A T mn | 2k
Cesrvieny M GPU Usage B vemory Usage
Workloads
Cron Jobs
Deployments = -
Daemon Sets
Deployments Name Labels Pods Age Images
Jobs app.kubernetes.io/instance: voting-application
Pods @  votingzpplication app kubernetes.io/managed-by: Helm 5/5 9hours n150 o H
Replica Sets Show all
Replication Controllers app:mssqHinux  chart: mssqkinux-0.10.1 .
@  voting-application-ms 11 9 hours microsoft/mssgl-server-linux:2017-CUS H
Stateful Sets Show all
Discovery and Load Balancing
kubernetes Q  search + A 86

Workloads > Pods > voting-application-5d9f8786c8-9hg6k > Logs

Cluster

Cluster Roles
Namespaces 2019-12-61
" 2019-12-01

Reces 2019-12-61

Persistent Volumes 2019-12-61

Storage Classes —
- 2019-12-61
2019-12-61

dev-helm 2019-12-01

2019-12-01

10.248.0.
10.240.0.

10.240.0.

10.240.0.

10.240.0.

10.240.0.

10.240.0.
10.240.0.

10.240.0.

GET
GET

GET

GET

GET

GET

GET
GET

GET

/health
/health

©.34kube-probe/1.
©.34 kube-probe/1.

/health .8.34 kube-probe/1.

/health .0.34 kube-probe/1.

/health .8.34 kube-probe/1.

/health -0.34 kube-probe/1.

/health
/health

kube-probe/1.
kube-probe/1.

/health kube-probe/1.

Logs from voting-application-frontend ~ in voting-application-5d9f8786c8-Ohgbk -

kubernetes

Q

Search

= Workloads > Pods > voting-application-5d9f8786c8-9hg6k > Shell

Cluster
Cluster Roles

Namespaces

Nodes. P C:\inetpub\wwiroot>

Persistent Volumes .
Directory: C;

Storage Classes

Namespace 11/20/2019
o/10/2013
5/10/2013
9/14/2019
5/14/2019

dev-helm

1s bin

LasthriteTime

10:04
3

inetpub\mairoot\bin

Shell in voting-applicatio... ~ in voting-application-5d9f8786c8-9hgbk

iindows PowerShell
opyright (C) Microsoft Corporation. All rights reserved.

Length Name

roslyn
103424 Antlr3.Runtime.dll
435712 Antlr3.Runtime.pdb
4988280 EntityFramework.dll
591736 EntityFramework.Salserver.dll
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m File Edit View Project Build Debug Test Analyze Tools Extensions Window Help Search (Ctrl+Q) P azds-demo

Q- 8 - 2 5 ~ | Debug ~ AnyCPU ~ P AzureDevSpaces * & v | & o L =
= P Azure Dev Spaces
8 serviceyaml secrets.yaml ingress.yam| yaml| zds_demo
g 1 FROM mcr.microsoft.com/dotnet/cot IS Express
2 ARG BUILD_CONFIGURATION=Debug azds_demo
" ¢
2 3 ENV ASPNETCORE_ENVIRONMENT=Develc
wn 4 ENV DOTNET_USE_POLLING_FILE_WAT(
2 5 EXPOSE 8@
Q 6 ‘Web Browser (Google Chrome) 3
8 7 WORKDIR /src . o
=8 COPY ["azds demn cspead® /o] Script Debugging (Disabled) 3
B a ‘ D Home Page - azds_dem X v = (m] X
< > O @ @ | Hefaultazds-demo.2dpkt6cj7f.weu.azds.io/ Y = 7 »

azds_demo Home Privacy

Welcome - Modified

Learn about building Web apps with ASP.NET Core.
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Chapter 13: Securing Kubernetes Clusters
and Applications

E¥ Windows PowerShell - 4u

f)r‘opert'ies' null,
"resourceType": "deployments

prov1s1on1ngstate "Succeeded",

"template": nu

temp'lateHash": "9941709504038362246
"templateLink": null,

"timestamp": "2019-12-03T00:12:53.529961+00:00"

, . A "
resourceGroup”: "aks-engine-aad-windows-resource-group",
"Microsoft.Resources/deployments”

switched to context "handson-aks-engine-win-aad" i i .
To sign in, use a web browser to open the page https //microsoft.com/devicelogin and enter the code DM8HN9DZH to authenticate.

& localhost:5500 - Remote Desktop Connection - [m] X

B Administrator: C\windows\system32\cmd.exe

C: \Users\azureuser>docker ps
JCONTAINER ID IMAGE COMMAND CREATED
PORTS
374884b8c9f0 “dotnet aspnetapp.dll” 8 minutes ago Up
k8s_windows-example_windows-example-bSbfof7c5-g9tln_dev_Sf12f5b4-6c71-46b1-ba23-5c9q

kubletwin/pause “emd /S /C ‘emd /c p.t 8 minutes ago P
k8s_POD_windows-example-b5bfof7c5-gotln_dev_9f12f5b4-6c71-46bl-ba23-5c9c88207ec7_0
packtpubkubernetesonwindows/voting-application  "C:\\LogMonitor\\LogMo.." 2 days ago Up 2
Kk8s_voting-application-frontend_voting-application-5d9f8786¢c8-p7r5l_dev-helm 38dg4as)
a-cbad-4a77-9547-e1199fe55609_0
ae1bba75F15e packtpubkubernetesonwindows/voting-application  "C:\\LogMonitor\\Logh 2 days ago
days k8s_voting-application-frontend_voting-application-5d9f8786¢c8-kzraz_dev-helm 529fde3
4-7F3e-442a-b4be-29b3912e8804_0

|d2322a965c9f kubletwin/pause "emd /S /C 'emd /c p.t 2 days ago up 2|
k8s_POD_voting-application-5d9f8786c8-kzrdz_dev-helm_529fde34-7f3e-442a-babe-29b3912)

kubletwin/pause “emd /S /C ‘emd /c p. 2 days ago
k8s_POD_voting-application-5d9f8786c8-p7r51_dev- helm 38d84a5a-cbad-4a77-9547 - e1199f

IC: \Users\azureuser>docker inspect -f {{.Mounts}} 274a@54a63a9

[{bind | c:\var\lib\kubelet\pods\9f12f5b4-6c71-46bl-ba23-5c9c88207ec7\volumes\kubernetes.io~secret\secret-example-volume,
c:\secretexample false } {bind c:\var\lib\kubelet\pods\9f12f5b4-6c71-46bl-ba23-5c9c88207ec7\volumes\kubernetes.1o~sec|
ret\default-token-fkopf c:\var\run\secrets\kubernetes.io\serviceaccount false }]

C: \Users\azureuser>,
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&, localhost:5500 - Remote Desktop Connection - [} X

B8 Administrator: C:\windows\system32\cmd.exe

kubletwin/pause "ecmd /S /C 'emd /c p." 2 days ago
k8s_POD_voting-application-5d9f8786c8-p7r51_dev-helm_38d84a5a-cba4d-4a77-9547-e1199f

C:\Users\azureuser>docker inspect -f {{.Mounts}} 274a@54a63a%

[{bind c:\var\lib\kubelet\pods\Sf12f5b4-6c71-46bl-ba23-5c9c88207ec7\volumes\kubernetes.io~secret\secret-example-volume
c:\secretexample false } {bind c:\var\lib\kubelet\pods\9f12f5b4-6c71-46bl-ba23-5c9c88287ec7\volumes\kubernetes.io~sec|
ret\default-token-fk9pf c:\var\run\secrets\kubernetes.io\serviceaccount false }]

C:\Users\azureuser>dir c:\var\lib\kubelet\pods\9f12f5b4-6c71-46bl-ba23-5c9c88287ec7\volumes\kubernetes.io~secret\secret-
lexample-volume

Volume in drive C is Windows

Volume Serial Number is 981D-784D

Directory of c:\var\lib\kubelet\pods\9f12f5b4-6c71-46bl-ba23-5c9c88207ec7\volumes\kubernetes.iovsecret\secret-example-

PM <DIR>
PM <DIR> 5o
PM  <DIR> ..2019_12_03 23_17_15.643459361
PM  <SYMLINKD> ..data [..2019 12_©3_23_17 15.643459361]
PM <SYMLINK> password [..data\password]
PM <SYMLINK> username [..data\username]
2 File(s) 8 bytes
4 Dir(s) 111,078,576,128 bytes free

C:\Users\azureuser>type c:\var\lib\kubelet\pods\9f12f5b4-6c71-46bl-ba23-5c9c88207ec7\volumes\kubernetes.io~secret\secret]
-example-volume\password

IPasswordlZB

C:\Users\azureuser>,

[65]



Chapter 14: Monitoring Kubernetes
Applications Using Prometheus

Linux node

cAdvisor

l

Docker Engine

(collects Docker and container metrics)

Container

Container

Container

Node Exporter
(collects OS and hardware metrics)

—Scrape

Grafana
(visualization)

Query

Prometheus
(metrics storage)

Push
Email
Alertmanager
(manage notifications)
SMS
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Windows node

Grafana
(visualization)

Docker Engine
(with experimental, native exporter enabled)

Query

A

Container Container Container ——Scrape—

Prometheus
(metrics storage)

Push

Email

WMI Exporter
(collects OS and hardware metrics)

A

(manage notifications)

Alertmanager

SMS

€|‘ & Prometheus Time Serie: X \+ v

< - O @ @ | 40.78.42.14/targets

Prometheus " t !

windows-nodes-docker-metrics-server (1/1 up)

State  Labels

http://10.240.0.65:9323/metric  UP
s stance_type="Standard D2 v3"

failure_domain_beta_kubernetes io_regi

Endpoint

instance="3601k8s010"

failure_domain_beta_kubernetes io_zone=

job="windows-nodes-docker-metrics-server"

kubernetes azure_com_cluster="

aks-engine-windows-resource-group5”

windows-nodes-wmi-exporter (1/1 up)

State  Labels

agentpool="windowspool2" | beta_kubernetes io_arch="amd64"

Endpoint

http://10.240.0.65:9182/metric  UP

s beta_kubernetes io_instance type="Standard D2 v3"

beta_kubernetes io_os="windows"

failure_domain_beta_kubernetes io_region="westus"

failure_domain_beta_kubernetes io_zone="0"

job="windows-nodes-wmi-exporter”

instance="3601k8s010"

Last Scrape
Scrape Duration Error

354ms
ago

5.502ms

Last Scrape

Scrape Duration Error
3.173sa 1.442s

go
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5] 4—5‘ 4 Prometheus Time Seriec X \J,- v e o X

< - O @ © | 40.78.42.14/graph?g0.range_input=6h&g0.stacked=08&g0.expr=rate(wmi_net_bytes_total%5B60s%5D)&g0.tab=0 Y = 7 »e

Prometheus

O Enable query history

Load time: 245ms
Resolution: 86s
Total time series: 1

rate(wmi_net_bytes_total[60s])

Execute - insert metric at cursor - #

Graph = Console

- 6h + « Until » Res. (s) O stacked

60k

Remove Graph
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5] 4—5‘ 73 New dashboard - Grafa. X i-‘,— v

&~ o

@ New dashboard -

O @ ® | 104.40.19.54/dashboard/new?fullscreengedit&panelld=2

Panel Title

6.35

18:30 19:00 19:30 20:00 20:30 21:00

- 3 " beta_|

Query O default -
(]
@
vA
@ Metrics ¥ wmi_memory_available_bytes / (1624 * 1024 * 1024)
Legend o Minstep @
@ Format  Time series ¥  Instant @ Prometheus (]
o Min time interval @ Relative time Time shift

21:30

Resolution

22:00

7~

-

23:00

*

= L

Olast6hoursv Q@

23:30 00:00

Add Query

Query Inspector

_io_arch="amd64" beta_kubernetes_io_instance_type="Standard_D2_v3"beta_kubemetes_io_os="windows" failure_domain_beta_kubernetes_io_region="westus" failure_domain_beta_kut

?

v » @ © @
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Prometheus ts  Graph

O Enable query history

Load time: 261ms
Resolution: 125
Total time series: 9

rate(win_aspnet_app_Requests_Failed{app_kubernetes_io_name="voting-application"}[5m])

Execute - insert metric at cursor - ¥

Graph = Console

- 50m + “« 2019-12-07 15:30 » Res. (s) O stacked

oting-application2",app_kubernetes_io_managed_by="Helm",app_kubernete:
oting-application2",app_kubernetes_io_managed_by="Helm",app_kubernetes_io_nam
oting-application2",app_kubernetes_io_managed_by="Helm",app_kubernete:

'voting-application2",app_kubernetes_io_managed by="Helm",app_kubemetes_io_name="voting-application",app_kubernetes_io_version="1.6.0",expc
oting-application2",app_kubernetes_io_managed by="Helm",app_kubemete: 'voting-application",app_kubernetes_io_version="1.6.0",expc

Prometheus ts Graph Status ¥

kubernetes-service-endpoints-secondary-ports (5/5 up)
Last Scrape
Endpoint State Labels Scrape Duration Error

http://10.240.0.55:9274/metrics UP app_kubernetes io_instance="voting-application2" 41.024sag 40.73ms
o

app_kubernetes_io_name-="voting-application”

app_kubernetes io_version="1.7.0"
helm_sh_chart="voting-application-0.4.0"
instance="10.240.0.55:9274"

job="kubernetes-service-endpoints-secondary-ports"

kubernetes_name="voting-application2"

kubernetes namespace="dev-helm"
kubernetes node="4189k8s010"

http://10.240.0.59:9274/metrics UP app_kubernetes io_instance="voting-application2" 41.648sag 114ms
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Prometheus

O Enable query history

sum(votingapplication_db_added_votes)

Execute - insert metric at cursor - +

Graph = Console

- + « | Uniil

Res. (s)

O stacked

19:15

Load time: 451ms
Resolution: 14s
Total time series: 1
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@ Voting Application - e

120%

100%

80%

60%

40%

20%

Average CPU usage

#*

Olast3hoursv | Q@ & 10sv

21:40 21:50 22:00 22:10 2220 22:30 22:40 22:50 23.00 2310 23:20 23:30 23:40 23:50 00:00 00:10 00:20 00:30
= 4189k8s010 == 4189k8s011
Query O default v Add Query = Query Inspector = ?
[ vA v+ A e B
@ Metrics ¥ 100 - (avg by (instance) (irate(wmi_cpu_time_total{mode="idle"}[2m])) * 1e@)
Legend @ ({{instance}} Minstep @ Resolution  1/1~
@ Format Time series ¥  Instant @ Prometheus (]
@ Voting Application e -3 < Oshoursagot02019-12-0723:37:59 v > Q &

Oa0n0

1IS average number of requests per second in the last 5m

4.8 regps

Query © default -

) by (app_kubernetes_io_instance)

Metrics ¥ sum( (rate(win_aspnet_app_Requests_Total[5m])
Legend (i) Minstep © Resolution  1/1 v

Format  Time series ¥  Instant @ Prometheus (i

Add Query  Query Inspector  ?

v »+ @ @ @
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@ Voting Application - e Olast3hoursv Q@ & 5sv
Number of votes added to the database in the last 5m
80
60
40
20
0 “ J
2220 2230 22:40 22:50 2300 2310 2320 2340 23:50 00:00 00:10 0020 00:30 00:40 00:50 01:00 01:10
= Votes in the last 5 minutes
Query © default v Add Query  Query Inspector = ?
-
=
| vA v B e @

Metrics ¥ sum(irate(votingapplication_db_added_votes[5m])) by (app_kubernetes_io_instance) * 300
Legend ©® Votesin the last 5 minutes Minstep © Resolution 1/1~

Format  Time series ¥  Instant @ Prometheus (i)

a0
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@ Voting Application -

9853 ms
656.8 ms
437.9ms
2919ms
1946 ms
129.7 ms
86.5ms
577ms
38.4ms
256ms
171 ms
11.4ms
76ms
51ms
34ms
23ms
15ms

10ms

S
O

Heatmap for duration of getting survery results

DL OO0 Con OLDCERTOETOO: A0 o LT

I

00:00 00:05 00:15

default

Metrics ¥ sum(increase(votingapplication_getsurveyresult_duration_seconds_bucket[2m])) by (le)

Legend 0 {{lep} Min step Resolution  1/1 v

Format  Heatmap ¥  Instant @ Prometheus
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Average CPU usage 1IS average number of requests per second in last 5m

2.4 reqps

" 234 3:4 3 00:00 ’
== 4189k8s010 == 4189k8s011

Heatmap for duration of getting survery results Number of votes added to the database in the last 5m

3:40 2345

== Votes in the last 5 minutes

Alert State history | TestRule Delete

Rule

Name High CPU usage on Kubernetes node Evaluate every m For 5m o

Conditions
WHEN avg () OF query (A, 5m,now) ISABOVE 80 o

+

CaaOs0

No Data & Error Handling

If no data or all values are null SETSTATETO  No Data -

If execution error or timeout SETSTATETO  Alerting v
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88 Voting Application - s x @ # L Ouasstihowrr Q £ ~
@ Average CPU usage 1S average number of requests per second in last 5m

125%

100%

75%

50%

25%

0.52 reqps

02:10 02:20 02:30 02:40 02:50 03:00
4189k8s010 — 4189k8s011 -

49 Grafana

[Alerting] High CPU usage on Kubernetes node

Metric name Value

4189k8s010 100.000

@ Average CPU usage v

120%

100%

80%

60%

40%

20%

00:30 00:40 00:50 01:00 01:10 01:20 01:30 01:40 01:50 02:00 02:10 02:20 02:30 02:40 02:50 03:00 03:10

4189k8s010 4189k8s011
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Chapter 15: Disaster Recovery

Home > handson-aks-engine-win3

™1 handson-aks-engine-win3

Container

[0 _Search it ] « T Upload (3 Change access level () Refresh

*++ More

Authentication method: Access key (Switch to Azure AD User Account)

S Location: handson-aks-engine-win3

A2 Access Control (IAM)

[ search blobs by prefix (case-sensitive)

Settings

Name Modified
Access policy

kubernetes-etcd-snapshot_20191208_182555.db  12/8/2019, 9:19:49 PM

1! Properties
kubernetes-etcd-snapshot_20191209_010941.db  12/9/2019, 2:09:48 AM
© Metadata

kubernetes-etcd-snapshot_20191209_011010.db  12/9/2019, 2:10:17 AM
kubernetes-etcd-snapshot_20191209_011251.db  12/9/2019, 2:12:59 AM
kubernetes-etcd-snapshot_20191209_014021.db  12/9/2019, 2:40:28 AM

kubernetes-etcd-snapshot_20191209_020605.db  12/9/2019, 3:06:12 AM

Ooo0oooooao

kubernetes-etcd-snapshot_20191209_020705.db  12/9/2019, 3:07:12 AM

Access tier

Blob type
Block blob
Block blob
Block blob
Block blob
Block blob
Block blob

Block blob

Size

3.09 MiB

372 MiB

3.74 MiB

3.74 MiB

372 MiB

374 MiB

3.72 MiB

Lease state
Available
Available
Available
Available
Available
Available

Available

| [ Show deleted blobs
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Chapter 16: Production Considerations for
Running Kubernetes

& localhost:5500 - Remote Desktop Connection — O X

B Administrator: CAwindows\system32\cmd.exe - sconfig.cmd
Microsoft (R) Windows Script Host Version 5.812
Copyright (C) Microsoft Corporation. All rights reserved.

Inspecting system...

Server Configuration

Domain/Workgroup: Workgroup: WORKGROUP
Computer Name: 1754k8se1e

Add Local Administrator

Configure Remote Management Disabled

Windows Update Settings: Automatic
Download and Install Updates
Remote Desktop: Enabled (more secure clients only)

Network Settings

Date and Time
16) Telemetry settings Enhanced
11) Windows Activation

12) Log Off User

13) Restart Server

14) Shut Down Server

15) Exit to Command Line

Enter number to select an option:
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& ocalhost:5500 - Remote Desktop Connection - O X

Microsoft (R) Windows Script Host Version 5.812
Copyright (C) Microsoft Corporation. All rights reserved.

ISearch for for (A)ll updates or (R)ecommended updates only? a
ISearching for all applicable updates...

List of applicable items on the machine:

1> 2019-12 Cumulative Update for .NET Framework 3.5, 4.7.2 and 4.8 for Windows Server 2019 for x64 (KB4533094)
2> Update for Windows Defender Antivirus antimalware platform - KB4@52623 (Version 4.18.1911.3)
3> 2019-12 Cumulative Update for Windows Server 2019 (18e9) for x64-based Systems (KB453@715)

ISelect an option:
(A)11 updates, (N)o updates or (S)elect a single update? a_
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