Chapter 1: Types of Computer-Based

Investigations
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Chapter 2: The Forensic Analysis Process

EVIDENCE CHAIN OF CUSTODY TRACKING FORM

Case Number: Offense:
Submitting Officer: (Name/ID#)
Victim:
Suspect:
Date/Time Seized: Location of Seizure:
Description of Evidence
ltem | Quantity Descriptien of ltem (Model, Serial #, Condition, Marks, Scratches)
#
Description of Evidence
tem Quantity Description of ltem (Model, Serial #, Condition, Marks, Scratches)
#
co-oo 11 Ultimate DVD contains servers log from ADOO1
HD-001 | Samsung SSD 1TB Ser# ABC9876
HD-002 | Samsung SSD 512 MB Ser# DEF4547
CP-001 | Pixel XL 128 MB Ser# A512D3 AC FD
0008 .| 1 Generic Thumb drive 32MB (green) unknown SN
MD-001 | Apple iPad 512mb Ser# 09 E3 4D AB Rose Gold




__}J Hash Test.txt - Notepad

File Edit Format View Help
This is a test

E startjacksum.txt - Notepad
File Edit Format View Help

cel14e4501d2f4e2dcealel7b546f339 F:\Hash Test.txt

a54d88e06612d820bc3be72877c74f257b561b19 F:\Hash Test.txt

Created with Jacksum 1.7.@, algorithm=md5 and sha-1

] Hash Test change.txt - Notepad

File Edit Format View Help
This is a test!



File Edit Format View Help

702edcadb2181cl5d457eacac39de39b F:\Hash Test change.txt

8b6ccb43dca2edecicfbed7bfffeb387d4538¢c33 F:\Hash Test change.txt

Created with Jacksum 1.7.8, algorithm=md5 and sha-1

Name 10534 gif
Type lipg
Description existing
Existent v
Size 3.0 KB (3,081)
Modified 07/12/2008 21:51:38 +0
Ext. gif
Type status mismatch detected, OK
Type descr. JPEG
Offset 0 1 2 3 4 5 & 7 8 910 11 12 13 14 15

oooooooo IF D& FF EO 00 10 4Aa 46 49 46 00 01 01 0O 00 01 ®@¢d JFIF

File Signatures

o spas 8 b AR RO TN (1T

88 80 80 8820 T3 80 BT B8 81 TAFE T2 8873

Disable autocomplete

Extension © Slgnature



8 AccessData FTK fmager 420,13
| File | View Mode Help

Ackd Evidence Item...
Add All & Dievices

Image Mounting...

A P

Remanve Evidence item

Remave All Evidence ltems

Create Disk Image...

Export Dizk Image...

Export Loghcal Image (ADT).,

Add to Custom Content Image (AD1)

Create Custam Contant [mage (AD1),

Decypt ADT image...
Varily Drive/Imag...
Capture Memory...
Dretect EFS Encrypticn
Expart Files...

Export File Hash List..,
Export Directory Listing...
Exit
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Chapter 3: Acquisition of Evidence

LRI: file:///media/bob/Picture Drive/New

URI: file:///media/bobby/Picture Drive/

The following non-ayatem files should be present on the logical level of the disk:

039C8A00 Scientific contrel.mp3 MDS: el3ae08dfb422a206ceTac2debd0£ffob
029D4A00 Export_me.JPG MD5: clcIBg2606849fd 7628534 f20956T705

=} &%, File Types
By Extension
& Images (1)
& Videos (0)
& Audo (1)
B Archives (0)
& Databases (0)
=+ &, Documents
N HTML (0)
B Office (0)
& PDF(0)
& Plain Text (0)
B Rich Text (0)
| Namsa I Type
_1$Extend
(Rool derectory)
_15System Volume informaton
RECYCLER
JSAtDet
JEBitmap
J%Boot
$LogFie
JSMFT
LISMFTMinr
JEUpCase
wiExport_mea JPG P
% Soentific control mp3 doc
S 5BadChus
S55Secure
I SVolume
delaled JPG ]
3 MVC-577V MPG mpg
_IFrae spaca (nol
_ ldher spaca

_IMis noneresadent atinbales
_Wiolume slack



Name

fimg_control. dd/Export_me . JPG

Type File System
MIME Type image/jpeg
Size 21165
File Name Aliocation  Allocated
Metadata Allocation  Allocated
Modified 2007-08-20 06:10:23 PDT
Accessed 2007-08-20 072137 PDT
Created 2007-08-20 06:10:23 PDT
Changed 2007-08-20 0T 21:47 PDT
MD5 cOc3892606849/dT6a8534e 180056705
Jeontrol
ame |Expon_me.JPG
[Description Eﬁ-"ﬂ
-
1 20T KB (21,165
[Created ﬁw 121023 +0
[Modified |oa202007 13:10:23 +0
|Aecessed 082072007 14:21:37 +0
|Record changed DB/Z0/2007 14:21:47 +0
[Record changed' DA0/2007 13:10:23 +0
|Ext. PG
Type status leanfirmed, OK
Type descr. LFEG
Category Pictures
|Path B
Full path [Export_me JPG
Parent name I\
[attr. A
[1s1 sector |85 688
[FS offset 43867858
[ 25
iint. ID 22
It parent |
[Unigue 1D 022
Unique 1D as GUID |00000018-0000-4000-B0E230CCT 1024E5F
Cwner 5-1-5.21-3950085517-222 395546-222 5586205-500
Link count "1
Pinels 0.4 mP

% skin lones |
ash’ (MDS5| ICOC 385260684 9F DTEABS JEFB0S56T0S |
ash™ (SHA-1) [4F BOBA0F 28927 104 1A 1ETTEO4F DT AAAAF 0340090

|Generator signature |E0F 36488 (U:Standard 75 Edited)
[Device type [uningwn
|Relevance IEED
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ik X-Ways Forensics - [NewVirtualDisk1]
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Mewl
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Mark as notable

Back up/Restore (Volume snapshot)...
Export report table assodations...
Export Files for Analysis...

Replace with new Image...
Replace with new Disk...

Close Window

I X QO

Remove from Case...
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Compute hash by

b

Compute hash

SHA-1 (160 bit) hd

Checksum (8 bit)

Checksum (16 bit)

Checksum it

Checksum (64 )

CRC16 (16 bit)

CRC32 (32 bit)

MDS (128 bit)

SHA-1 (160 bit)

SHA-256 (256 bit)

RipeMD-128 (128 bit)

RipeMD-160 (160 bit)

MD4 (128 bit)

ed2k (128 bit)

Adlerd2

Tiger128 (128 bit)

| Tiger160 {160 bit)
Tiger192 (192 bit}

Evidence Object Mo, 1 [Unagque 10:10) 4

== Sire: 10068

[ L DV rtuaion VM Paladn NowhirtualDe, | Files 1
mw !B:. - R — e !.-nm-hhlnu-qm-n.n..........._....u..-

Comments Dmonption

imu capachy 10,737 418,240 byles = 100 G8
| Biyters puiw sttt 513

| Sacior count: 20,071 520

Partibionng sty ¥

05052010, 135541
Hash computid.

Hash*  nia Compaute hash..

| [®Vox Gancel & Displaytimezone.. | W . &y
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Dwwvice Madel FéeSyskem Label - Moant Path Mioda

VBOX HARDDISE | sutd

| | efreds_2015_data_leakage pedd 4/21/201511:17 &AM DD File 20971,520 KB

Gase nomaion RG] Data | GRG | Daa | RG] Data [ oG] DS

B AccessData FTK Imager 4.2.0.13

File View Mode Help
sasea dldic == Bl OnE @B 2.,

Remove Evidence Item

Export Disk Image...
Image Mounting...
Export Directory Listing...

E & DL P




B Drivefimage Verify Results = O b4

B

MName PHYSICALDRIVES

unt 160597
= MD5 Hash
Computed hash d22131 Jeeblbbabed THA1RO36R1 1
SHA1 Hash
Computed hash
Bad Sector List
Bad sector(s) Mo bad sectors Tound
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= Yerdy DevenImage
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N\ Detect FFS Enonpion
3 Expeont Fiber.

M Export File Hash Lst

M Export Dieectory Listing..

Exit
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Select Source

Please Sekect the Source Evidence Type
(®) Physical Dive
() Logical Dive
{_}Image Fie

() Contents of a Foldar
flogical fie-devel analysis only; excludes deleted, unaliorated, el )

() Fernico Device (multiple COVDVD)

Select Dirive

Sourca Drive Selaction

Piaase seloct from the folowing ovalabla dives:

WPHYSICALDRIVED - Samsung SSD 860 EVO 178 [1000GBIC ~

WPHYSICALDRIVED - Samsung S50 860 EVO TTB N000GE IDE]
IAPHYSICALDRIVET - TOSHIBA HDWE 160 [6001GE ID
ViPHY - Kings ez ¥ H Ui

W ; a A

WPHYSICALDRIVES? - TOSHIBA HDWE 150 [S00008 IDE]
WPHYSICALDRIVES - Samsung S50 840 EVO TTB 1000GE IDE]
WPHYSICALDRIVES - SAMSUNG S50 PME71 2.5 Tmm 128GE |1
WPHYSICALDRIVES - SAMSUNG SSOPMETT 2.5 Tmm 128GB [1
IWPHYSICALORIVES - LS| MAB266-81 SCSI Disk Dewca [25002G8
WPHYSICALDRIVET - ASMT ASM1156-PM SC51 Disk Device 4

T e I

Create Image ks
Imsge Source
T
1
Irmage Destinationd}
Add. e Frvanm

Hilit Cwverflow Location
[l vty imape after By afe createdd | |Precaboulsle Progiess SIstistics
[ Create directory Nstings of all Mes in the image after they are created

Gl Cancel




Stlect Image Type v
Please Select the Destination Image Type
() Ruave (i}
() SMART
{CIEDL
(I AFF
Doemk [ wet> | cwmed || nep |
Evidence Iterm Information w
Case Number: | 001 ]

Evidence Mumber: ]I‘Esm: 1

Unbgue Description: !Zwmmnganme |

Examiner: | W. Oettinges ]

Notes: ]mmwﬂwu-mnﬂ I

Salect Image Destination %

Image Destination Folder
Image Filename (Exduding Extension)
;usbﬂﬂl |

Image Fragment Slze (MB) [ ysgg0
For Raw, ED1, and AFF formats: 0 = do nat fragment |.’—5°° |
Compression (0=None, 1=Fastest, .., 9=Smallest) | U ]

Use AD Encryption| |




Create Image

Image Source

| WPHYSICALDRIVE12

Image Destination{s)
[Nz\Forensic Image\usb001 [E01]

.. Remove

[+] erify images after they are created [ ] Precalculate Progress Statistics
[]Create directary listings of all files in the image after they are created

Start Cancel

Creating Image... = *

Image Source; | \WAPHYSICALDRIVEL?

Diestination: EH:‘.,'FQI'HHE Imagetrshi?

Stabis: [Image created suceesshully

Elapsed time: : 0:01:32 }
Estimated time left:
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TikLop  Getben iag | imager ! g §

<5elect Source Devices

Jdevfsda VMware Virtual S 20.00GB
Jdev/sdb Cruzer Glide 3.0 231,38GB
dev/sdb1 Cruzer Glide 3.0 231.37GB vfat
fdev/sdc DataTraveler 2.0 1.89GB '
Jdev/sr0 VMware Virtual SATA CDRW Drive 3.48GB

Device (Clone)

dd (RAW)
EWF (E01)
EWFZ (Ex01)
SMART (501)
DMG (dmag)
VMDK (vmdk)
VHD (vhd)

<5elect Destination=
Jdev/sdb1 Cruzer Glide 3.0 231.37GB vFat
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Chapter 4: Computer Systems
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Partition Extended partition




0OEEEEO1BO 65
0eOEeER1CH B2
0eEEEEe1D0 00
O0OOROALED 0O
0OEEEEOLFO OO

0000000200 45 46
geeeeeezle 6C D3
0000000220 AF 12
|g000ee0230 8E 12
0000000240 9F 9D
[PEEEEEe2Se 20 G0
EBBBGGGBEGG o0 oo

Extended partition

6D 00
00 EE
00 00
00 00
00 00

43 20 50
30 12 @0
SE 3B 00
SE 3B 00
39 BD FB
0o 08 20
0o 0 oo

00 00 63 7B
FE FF 33 01
00 00 00 00
00 00 0O 0O
00 00 00 00

41
o8
oo
o}
81
ol
jala]

52
olo]
jelc]
jalc]
B3
jalo]
o]

54
elc]
jelc)
o0
9E
el
jele]

ele]
21
22
A2
ez
64
ele]

oo
oo
ee
=1c]
oo
96
oe

9A
00
00
o]c)
00

21
oo
olc]
8A
oo
AF
51|

00
o]c]
00
00
00

80 5C
Q8 oe
20 oo
D3 oD
oe eo
29 oo
08 o9

00 00 00 00 00 RO 00
@@ FF FF FF FF 00 00
00 00 00 OO0 00 0O 00
00 00 00 OO 0O 00 00
00 00 00 OO0 00 55 AA

00 00 @0 EFI PART \
00 o6 oo 108

00 60 60 ~ Z; "

63 00 43 Z Z; t'50 c €
00 00 60 Y onxi 32

PO GG GO € € d-'%

00 00 00



GPT header format
DMt Length Contenta
O0s00)  Sbwes | Sipmature (EFI PART", 45h 468 49h 20h 50h 415 52 54h

Revision (for GFT version |0 (ihrouph af less UEF] version 2.7

8 ) 4 bytes (May 20171, the value ks D0 08 0 1h Oh)

I200xC) 4 bates Header size

16{0x1 4 Byes CRCT checksum of the GFT header,
2040x14) 4B Reserved: s be pero
4MxlH) b Current LBA (logation of this Beader copry)

i B Baws Backup LBA (lecation of the ather header copy)

i) Sbwws T;‘mm‘ﬂrﬂhﬂ (primary partiion tsbie last LBA + |
AARO0) B bytes .Wmm:mwmﬁumwwa-n
S60038)  16bys  Disk GUID in mived endisn

T2iE) 8 bytes .::‘n‘“w*“'"”‘#ﬂl“mmmmm

BO{URSH  dbyes  Mamiber of panition entsies in aray

B iDx3d) 4 bytes Sire of & sinple partition entry (esully 30h or 125)
BE{DuiH) 4 bgtes CRCHE checksum of the of the partation tsble.

Reserved: e be peroes For e sestof the Block (420 bytes for s

) sector size of 312 bytes; bul can be more with larger sector sizes)

offaet % 1 2 3 4 353 8 7T B 9% AP CDEF ANSL ASCII

eLa000400
Seaa000418
e938080428
2038000438
0000440
OSRH0450
BEEE000460
S0aaa00470

000000486 28 T3 ZA €1 IF Fa B2 1 BA 4B 89 AB €9 3E €9 38 (svA of "K ExE;
0BO8080458 4A BC 5D 1C AC 5L EL 4F 94 DS FC S50 48 oF 27 86 1] Qa0™0lmH ‘1

e0000E80440 00 AR BF B0 08 00 G0 DB FF BT 12 90 88 00 0D 9O -
S0UE0004E5 B9 00 ©0 90 00 O0 00 B0 45 0D 46 00 40 00 20 99 %E F I
COO00G04C0 T 00 TO 00 TI 00 T4 DO 6S 0D BD DO 20 DO TO M s YR T em p
‘eoaa0004DG 61 B0 T2 80 T4 00 69 D6 T BB A9 00 GF GG BE 00 ar it dion
2030000460 60 86 00 09 0O 93 00 B8 0O PO 88 BO BB 0O B8 B0
B8600004FE 88 B8 OO 84 08 00 0O 66 83 BO 89 65 68 0S8 6O 88

2024000508 .|

B9 33 84 5 99 €7

TF A9 44 B 9E AF

86 00 86 88 00

&8 00 B 59 68

ol 61 88 | Te e : B
08 59 B e g8 artitien
o8 08 0B 0 BB 89

o 00 B 0 08 99



GUID partition entry format

Offset Length Contents

0 (0x00) 16 bytes  Partition type GUID
16 (0x10) 16 bytes Unique partition GUID
32 (0x20) 8 bytes Starting LBA

40 (0x28) 8 bytes Ending LBA

48 (0x30) 8 bytes Attribute flags

56 (0x38) 72 bytes Partition name

Partitioning style: GPT
Name «

-, Partition 4
| _=Partition gap
| _=Start sectors

1% suspect

2, Partition 1 (9

B¢y Path unknown

lBoot RgcorleﬁT 1 I_FAT 2|H00t Direcfory lFl Iesl

System Area IData Areal




Sector (512) § Sector (512) § Sector (512)

Cluster (1536 bytes)

| Cluster 6
xFFFF FFF8

Cluster 5
| x6000 0000

Cluster 4
x5000 0000




Cluster 4 Cluster 5 Cluster 6
x6000 0000 § xFFFF FFF8 | xFFFF FFF8

File 2

N/

File 1 |

Ri.o.n.g.f...01,
L.o.fi. 8
WONGFI=1THY .k =
CRGN. ; tmON . Lo
b | AHORT TXT .k'm
0 | PROM. .. am0H. ... ..
Prox.c.. . §Y. .09
FHITFRTF - - I Y
Ll.oun.g. L. .00
L@ 0. 8B
LOMGFI-1TAT .k"x
Lo (-
BRORT — TAT -k-a
BHON. . mON. . .. l1
24 52 45 43 5% 4) 4C 45 42 49 4E 1£ 00 30 BS £D ;azcrELEHIH..ﬂum
03 4E OF 4E 00 00 Bé &D 03 4E 0E 00 00 00 00 00 | OWON. ,IRON......
Q0 Q0 Q0 90 O0 QQ Q0 oD Q0 00 0O 09 Ol 0o 90 O A e
{m] 00 00 00 00 00 00 o0 00 00 00 00 o0 Lo 00 ui

E5 4B &F 52 54 20 20 20 54 58 54 10 18 €B BO
D3 4E D3 SE 00 00 Bl &b D03 4E 00 00 00 DO 0D

o milS njo ofm wWio alo mjo -

Ottt (haxk Size (Bytes) Description

Lt 1 Thee first characior of the e nama or simius byie,

Wi 7 Filpruame (packded with spaces If reguinsd)

w8 2 Thress characinms ol i fla exienson.

w8 1 AN

wc 1 Rasanmed

=0 1 Crsabocd tima and dae of ihe file

HE F File craation lma

=10 2 File craation dme

xid F Last socesid date

xid o T high bylos of FATIE staring cusior

Eil] F Tirrs o ey st Wik to File {lan! modiSed of
whan trnued)

bl 2 Dt ol th Lisst Write 10 Filr (last mroxsifiedd or
whasn cratd)

it 2 T kv bytng of e Stnring cluster lov FATE2

oxtc 4 Fils Sire (zaro bor n drectony)

3 4B 4F 53 3430 30030 154 S8 H‘EE'I_H; &l He &




0000 0001 READ ONLY
0000 0010 HIDDEN FILE
0000 0100 SYSTEM FILE
0000 1000 VOLUME LABEL
D000 1111 LONG FILENAME
0001 0000 DIRECTORY
0010 0000 ARCHIVE

42 74 00 78 00 74 00 0O 00 FF FF OF 00 D4 FF FF|| Bt.x.t...¢¢..0¢
FF ‘FE EF FF FF FF FF RF FF FF 00 00 FF FF FF EF|
01 eC 00 &F 00 6E 00 &7 00 66 00 OF 00 D4 &9 00|
6C 00 &5 00 6E 00 61 00 6D 00 00 00 65 00 2E 00
4C 4F 4E 47 46 49 7E 31 54 58 54 20 00 6B /BO 6D| I
D3 4E D3 4E 00 00 A8 6D D3 4E (0 00 00 00 00 00|

[E5 48 4F 52 54 20 20 20| [54 58 54| 20/[18][6B|[B0 60|

D3 4E|[D4 4E|/00 00/[E9 5E D4 4E/[08 00/[27 00 00 00|

Bytes per sector 011 512 15
Sectors per cluster 013 8 114

00 00 00 00 FF FF FF OF OB 00 00 00 OC 00 00 00
0D 00 00 OO0 OE 00 00 0O OF 00 00 00 10 00 OO0 OO



SMFT

$MFTMirr
$LogFile

$Volume

$AtirDef

% (Root file name index )

$Bitmap

$Boot

$BadClus

$Secure
$UpCase

$Extend

Describes all files on the volume, including file
names, limestamps, stream names, and lists of
cluster numbers where data streams reside,

indexes, security identifiers, and file attributes.

Duplicate of the first vital entries of $MFT,
usually 4 entries (4 kb).

Contains transaction log of file system metadata
changes.

Contains information about the volume, namely

the volume ohject identifier, volume label, file
system version, and volume fAags.

A table of MFT attribute that associates
numeric identifiers with names.
The root folder.

Tracks the allocation status of all clusters in the
partition.

Volume boot record.

A file that contains all the clusters marked as
having bad sectors.

Access control list database.

Converts lowercase characters in Unicode by
storing an uppercase version of all Unicode
characters in this file.

A file system directory containing various
optional extensions, such as $Quota, $0hjld,
SReparse or $UsnJrnl.
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B OE A T 09 SO 30 ER
TI AR PO T 0% L 64 30
%1 TS T T2 65 00 B0
I3 0TI T 61 6r w0 T
lon 50 T2 63 T3 T2 10 43
a1 4% MC 10 Te dF 30 12
Bl B0 0} 00 D0 00 B 0O
23 63 6 o0 60 69 BA B

R

NP 03 FF 00 B3 00 00 088 | [ oe

DU BC 03 TC PR 68 TO O
OF 0 FE bl B O i
AL 535 0 13 T2 0C 41 Y
TE A0 ER 0G 05 16 4 B
OL 01 9@ r4 1% 17 O
EL M OF 0@ 00 T3 DB A
54 31 o8 B 00 30 Im
0 B R AP OF 16 00
BE OO0 1A &4 3100 1%
4 ORL fOBD 81 TR OIE
00 0 8K B 5N
&L 8 07 65 36 M S
E¥ 5 0L = 50 64 60 1K
15 IR b o i DR
119 00 B4 42 WA 26 o
LR TN T T
o3 03 16 oF 0F 1K o=
&1 €1 AL P 61 T8 0N 00
DO NG A M 00 TH D
F2£1 ok 4l 30 6
7] T2 M I 0o
0L &2 4F 4F 3 40 4T 33
T 43 TI TH 65 W 09 o
TMOTZ A IN AL 6C T D
£ 71 THEL T2 TN 0O 6
o0 03 6 03 00 10 B

JMP instruction

OEM ID

BIOS Parameter Block
Biytis par sector
Sectors per cluster
Reserved sectors
[abways zara)
(unused)
Media descripter
(unused)
Sectors per track
Murnber of heads
Hiddien sectors
(unused)
Signature
Total sectors
SMFT cluster number
SMFTMirr cluster number
Clusters per File Record 5a..
Clusters per Index Black
Violume serial number
Checksum

Bootstrap code

Signature (55 AA)

000 EB 5290
003 NTFS
noe

oog 512

oD 8

OE 0

010 000000
013 0000
015 248

016 0000
018 &3

01A 255

Mc 128
020 00000000
024 80006000
028 4188159
030 174,506
0 3

040 246
o441

048
050
054

55 AA

66 2092 0Z...

FA 33 COBE.

B L
vl e
wn e aumalaacd

el scTac o
Erwd,  ROCTHOY
L3 copiesssd,
Frean Ctriskit
b RE restakl.

EB 52 30
NTFS

512

00 00 00
00 00

00 00

2355

128

0000 00 00

B0 00 80 00
4,188,159

174,508

2

246

1

66209202 6192027C
o

FA 33 CO BE DD BC 00 7C
55 AA



F5 6o 20 00 00 00 00 00]|

BB OF D4 Al &C 27 D5 01 . 0 100, eu A8 0
B8 08 C7 E9'DF 25 DA 01 BRAOFE D4 Al &C 2T DB 0 .qtli'&.::,ﬁil'b.
20 00 00 00 00 00 00 00 D000 0000 00 00 00 00| | ciieeeviisrased
oo 00 30 00 0B 01 ©0 00 00 00 00 00 O i

Dl 00 00 00 00 00 0O 00
o0 00 00 00 00 00 02 00
05 00 00 00 00 0D 05 00 BB OF D4 Al
BE 0 D4 Al EC 27 D5 01 BA OE: D4 AL &0 27 DE O MR AT TR AT B
BEOE D4 AL BC 27 D5 01 00 00 00 00 00 00 00 00f| .0:1%0........
00 00 00 00 00 00 20 00 E0 00 00 00 00 00 00 90| ..o e e
1000 &C 00 &F 0D EE 00 &7 00 &£ 00 &3 00 6C 0Of ) L.l.o.m.g.f.1.1
ES 00 EE 00 €1 00 €D 00 €5 00 2 00 T4 SRR e X
74 00 90 00 00 G0 00 00] [E0 0D 00 90 18
{D0 00 18 00 00 00 OL 00 0O

[
£3 00 00 00 4B 00 00 00 §3 00 &F 00 6D 0D 2E
E4 00 72 00 €F 00 70 00 2 00 &F 90 75 00 2E 00
£1 00 74 00 74 00 72 00 €% DO & 00 7% 00 T4 00

FR T Y
5 18 N R PR
STt ralabanitd

€5 00 73 00 00 00 00 00, 76 8C AB 56 4R 29 CA « vk mWT) B
4B CK AF B9 4F CB CC 43 CD 4C 80 CF 3 4F IE LORTTIL. THONS
Bl B2 52 A8 56 CR 4D 8T CE CB.CC O3 83 28 %6 YROVEMLIEL. A
14:81 @5 52 12 4B 12°81 OC 25 4F 83 82 §2 AC eBLEL LMD,
F3 D0 IC AT 50 57 F4.8A EX 74 €7 93 FC BO T4 PG Atg. 0.t
E8 52 AL DA DA SR 00 CB BT IC B0 00 00 00 0O [tz e
FF FF.FF FF| 62 72 47 11 00 00 00 99 00 a0 oo 00 | O S

_Shonatore {must be FILE) 000 | FILE

Offsat to the update sequence 04 030

Update sequence sice in words | o063

SLogFile Sequence Mumber (LS} | oos 23124600

Sequence number Lol

Hard link count TR

Offser 1o the first attribute | 0 e

Flags | 0% 0100

Real size of the FILE record | e am

Allacated size of the FILE record | o | o2

Base FILE record | o0 0

Next attebute 1D B 4

10 af this recosd | ec 40

Update sequence namber | 030 0300

Update sequence array | 032 | 00000000

Attribute $10 | o3

Attribute $30 . oss

Attribute $80 . 18

Attribute $80 . 130

frd marker | 100 | OuFFFFFFRE



SStandard Indormation -0 10

Inciudaes mlormalion such as limestamg and
rik count.

|3Amribube List - 0x20

i bacation of & siribute reconds that do
it i the MFT necord.

|5Fila Nama - (a3

A repeatable attribute hor both kang and short
e namis. The long name of 1h file can be
up i 255 Unicode characters. The short name
s tha 8.3, case-insansitive nama for the fila,
Additional names, or hard links, requined by
POSIX can be incuded as additional fle nams

attribules.
t:::n;munmnr»ﬂ-umwm=u
[ A

Contains Sle dala. NTFS allows multiphe dala
atfribales por Ha. Each fie type has one
unnamad data afinbute. A lile can also have
ol Cf Mone namsedd data atiribules.

(03 00|[00 00 00 00| 00 00

[10 00 00 ooj[e0 00 00 00

\00|[00][o0 oo][eo oo][00 00
BB OE D4 AL 6C 27 D5 01
58 0B C7 E9 DF 26 D5 01
20 00 00 00 00 00 00 00
00 00 00 00 08 01 00 00

148 00 00 00|[T6 00J[0V][0]
ES FC 2A ES DF 26 D5 01
BB OE D4 Al &C 27 D5 01
00 00 00 00 00 00 00 00
00 00 00 00 00 00 0D uul

00 00 00 00 00 00 00 00

{30 00 00 00 80 00 OO 0O

Aduibmrie 510
ATIrbEAE Mg
Lergih [inchadine hoader]
Man-resddeni Hag
Mame lengih
Mame oithard
¥ Flag
Artsibde [0
Lragin of the anriauis
Ciffwrt 10 1he antribiie dils
Irochene=d My
Paddirg
¥ SSTANDARD: INFORMATION
File crasted [UTC]
Fils sl (LITC)
Raewe] ahuatigad [LITC|
Lkt & el e (LT
¥ Fie Permnanng
Masaniim s of W
Nevon searnhey
Claa id
(S0

St ity K

Cuseria Churrgisd

Lipdiln Sadpunie Muiser

|00 00 00 00 00 00 00 00|

38

an ST
0 -|
] -]
i -]
o4z =]
i 3
ik -
d3h T
s bl
ok

St}

asn

] PN 112 P

H | AMRHIEAS P
(= =] T S S PR
(2] ST0T01% 12K P
1 X3 X0 )

00|[00][00_oo][o0_ooj[oz_o9]
05 00 00 00 00 00 05 00
BB OE D4 Al 6C 27 D5 01
BB OE D4 Al 6C 27 D5 01
00 00 00 00 00 00 00 00
10 00 6C 00 6F 00 EE 00
65 00 6E 00 61 00 6D 00

[55 60 90 @0)(56 00 o oo
AR O
EE OE D4 Al €C-27 DS 01
BE OE D4 Al &C 27 DS 01
00 00 00 00 Q0 00 00 00
20 00 00 00 00 00 00 00
67 00 66 00 €9 00 &C 00
65 00 2E 00 74 00 78 00

T4 00] 00 00 00 00 00 00

80 00 00 00 18 00 OC 0O

[00 00 18 00 00 00 01 00

00 00 00 00 18 00 00 00



Attribute 530
Attribute type
Length (including header)
Non-resident flag
Mame length
MName offset
» FHags
Attribute D
Length of the attribute
Offset to the attribute data
Indexed flag
Padding
v SFILE NAME

Parent directory file record number

Parent directory sequence number

File: created (UTC)
File modified (UTC)
Record changed (UTC)
Last access time (UTC)
Allpcated size
Real size

¥ File attributes
(used by EAs and reparse)
File name length
File name namespace

File name

00 00 00 00

DAE
DAF

080
i1
oBg

000
oDa
QED
OES
0C
OFD
QOF1
oF2

| Ox30
128

|5

3

| 6/20/2019 1:32 PM
| 6/20/2019 1:32 PM
| SRS 132 P
| SYRIZ0NY 992 P
0

|0

20 00 00 00

0

16

0

longfitename tit

0 AD 00 00
00 00 00 63 00 &F 00 6D 00 2E 00
00 70 00 &2 00 &F 00 78 OO0 2E 00
00 7200 65 00 6200 75 00 74 00
00 00 00 78 9C AB S6 4A 2% CA 2F|
CB CC 49 €D 4C 89 CF €9 4F 4E CC
51 B2 52 AB B6 CA 4B 4C CE C8 CC:03 89 25 96 94
14 B1 85 52 12 4B 12 81 0C 25 4F 83 02 82 AC 0A
F3 D0 1C A7 60 97 F4 BA E2 T4 B7 93 EC 80 T4 47
58 5B AS DA DA SA 00 CB BT 1C BO 00 00 00 00 00
[FE £F £ £ 82 79 47 11 00 00 00 00 00 00 00 0O



Amibutetpe 130 00
Length (inchuding header) 134 160
Non-resident flag | 138 0
Name length | 139 &
_Mome offeet | 13A (0B
> Flags. . nc wo
ptribteld | 8¢ |3
Length of the attribute | 10 83
 Offset to the attribute data | 144 (w8
Indexed flag | W& 10
Padding 470
 Attribute name | 8 comdropboxattributes
v S$DATA | 118 |
Data 176 | T8OCAB 56 4A 23 CA 2F 48
End marker | DD | OxFFFFFFFF
[ residentst | File T 23 by'tes 5,

File: resident.txt - Preview

[t L‘Jﬁ

P — < et | = panieie
96 A E0 D5 5E A7 04 37| iBﬂ 00 00 00 30 00 00 OO '.j&ﬁ“ﬁ.d.-..ﬂ...

00 00 168 00 00 00 01 00 - 17 00 00 OO0 18 00 00 OOf | .icouiasoduaad
34 68 69 73 20 89 73 20 72 65 73 63 64 65 6E T4;| Thisz iz resident

20 64 61 74 61 2ZE 20 ﬂd EBB 00 00 00 AD OD 00 OO | data. . | .... e

[ nontesidenttt  FileType ot 145 EE "5&3;
| File: nonresident.txt - Preview ]
W E ® Y

a This is non resident data stream.
1 This is non resident data stream.
Y This is non resident data stream.
i This is non resident data stream.
» This is non resident data stream.
This is non resident data stream.

% This is non resident data stream.
a This is non resident data stream.
| This is non resident data stream.
k This is non resident data stream.
& This is non resident data stream.
| This is non resident data stream.
Il-us ls non resldem data stream.

o

?
2

T4 W%

Ll




96 6A EO D5 5E A7 04 37 (80 00 00 00f[48 00 00 00| .jad+s.7....JH.. ]
01 [00][00 00| [00 00|06 00] [00 00 00 00 00 00 00 00 | [JL . ----.
[24 00 00 00 00 00 00 00| [40 00][00 00][00 00 00 00| ]s ...... 1% 70
00 50 02 00 00 00 00 00 [30 43 02 00 00 00 00 00| | St
(30 43 02 00 00 00 00 00 [Ei 25 26 00 00 00 00 00
80 00 00 00 50 00 00 00O 01 00 0O 0D 00 00 04 00
00 00 00 00 00 00 00 0O 1A 00 00 00 00 00 00 0O
40 00 00 00 00 00 00 00 00 BO 01 00 00 00 00 00
00 BO 01 00 00 00 00 00 00 BO 01 00 00 00 00 00

07 EB E3 48 44 47 17] 00 00 00 00 00 00
FF FE FF EF 62 79 47 11 00 00 00 00 00 00 00 00

|1stDataRun | [2nd DataRun |

|31 Jo7|Es Ea 48 |

{31 J14]aa a7 17}

[3+1 = 4 (E8 E3 48 = 4,776,936 (First Cluster))|

1st Data Run 31

[1= 1 byte (07) (07 clusters) |

13+1 = 4 (44 47 17 = 1,525,572 (offset from previous data run)) |
[2nd Data Run[21 |

[1= 1 byte (14)(20 clusters)

|
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image_export --names 'm57hiz.xls' CMools\plasoimage\jean.001 -w CMools\plaso\exportfiles

Command modifier source destination







[E5 48 4F 52 54 20 20 20| [54 58 54| 20/[18][eB|[B0 6D BHORT JrxT [.{°n

D3 4E|[D4 4E|[00 00|[E9 5E D4 4E|[08 00][27 00 00 00| PNON..Je~oq. J ...




Bytes per sector 011 512
Sectors per cluster 013 8

15
114
00 00 00 00 FF FF FF OF

0B 00 00 00 OC 00 00 00
0D 00 00 00 OE 00 00 00

OF 00 00 00 10 00 00 0O



Chapter 6: Windows Artifact Analysis
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* ACP
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¥ DISPLAY
> HOALDIC
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¥ HTREE
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¥ ROOT

3 S50

» STORAGE
¥ W

¥ SWilr

> LIEFI

ComputetHEEY_LOCAL MACHINESYSTEM\ControfSet(0T EnumiUSESTOR
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# | Hame
AbDafault)

Type
HEG &2

Data
[wahae not se)

Value

Type

Data

ot A >
I megary Explocer w1430 o
Ble Jooh Qpiern Bosbmads 1T Yoew Help
Reguiry ey () | Aralabie boskmarka (45 ks
Gy nana W | Pmtieye | Last et besstann
r ] " .- - ;
: e A
i CARATE Mo Teaiiag T “fokum Hae e g | Date Vakar Shack I | Data e
A% ROOT [’ 1 BRO3IT L1 G e ey o s " -
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Ay stz 1 0 WA AR
Detwitibeonar a3
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[ vakon Hame [vaue Type | Data [ vaiue Slack ; ; [tsDel. |Data Record...

. iﬂ.r . a: :lun: : Ui L] L]
F RegBinary 03-00-01-00-00-00-00-00-94A...  00-00-00-05 ]
v RegBinary =800 000 -F 400 -00-00-03. . | Q2000200 o0y 000 -0 -00 -A4 -85-55-DA-B0-T7-23-F5-08

| ForcePasswordReset  RegBinary Lo B R
UserPasswordHint  RegBinary 49-00-74-00-27-00-73-00-20...

{ UserTie RegBinary  01-00-00-00-03-00-00-00-01... | 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-...
Username : jeloudy [1eei]
s5ID : 5-1-5-21-2734969515-1644526556-1839763813-1861
Full MName :

User Comment
Account Type :
Account Created : Tue Mar 27 ©99:18:58 2018 Z
Name :
Password Hint : It's me you idict!
Last Login Date : Fri Apr & 12:26:27 20818 2
Pwd Reset Date : Tue Mar 27 £9:18:58 2018 Z
Pwd Fail Date : Fri Apr & ©83:30:52 2018 Z
Login Count : 23

-=» Password does not expire

--» Password not reguired

--|» Normal user account

l 21-27349515-1644526556-1-39763013 I‘IDCHI

Sk
Indicatas specification
that this is vEersion Identifier Domain or local
a siD number authority computer identifier |Fba-lam IDE
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Trrd Rt

Edit Yiew Took

Filename:

MABTOTHE Bicbic bmp
S2ddBdMHT 165 ek bmp
balc b 1661 TTh bmp
clubeldiiaiidiibbmp
40245 THET T e bmp
0Teafided 04006 bmp
Tl 351 il beng

Help

*l288150TES B benp
eSaTTH0HESdcadl bmp
HialcaiATHdlabmp

v il Bl s it o,
e o '
it B e .
vy timror -y
. bl g gy iy - L n b
Tori iy Sk Loyt o fgn
Subject:
Security IC: SYSTEM
Account Name: DESKTOP-PMEC 5605
Account Domain: WORKGROUP
Logeon 1D D3IET
Infermation:
Logon Type: 2
Restricted Admin Mode: -
Virtual Account: Ne
Elevated Token: Mo
Im personation Levek Impersonation
Mew Logon:
Security 1T 512521 2734969515 1644526556- 103976301 3- 1001
Account Name: ichoudy
Account Domain: DESKTOP-PMEC 560
Logon ID: On11F43947
Linked Logon ICx 0x11F43900
Metwork Account Name: -
Log Name Security
Source Micrascft Windows security . Logged: 4/6/2018 0526
Event ID: 4624 Task Category: Logon
Levek: Information Keywords: Audit Success
User: MNfA Computer: DESKTOP-PMECSG0
Oplode Info

More Information:  Event Log Onling Heip

Cache Entry Offset  Cache Entry 5.

48
Mize
bELLaL
T4ESEE
e

s e
14968
197400 8
21T B
44TzE N

kB
258
2048
23m
TR
268
1468
20KB
25KE
M

Diata Offset  Data Sice

1148
28002 B
wmne
THER
oM
6
1543868

JBaEER
2448188

iTEB
P10}
WER
He
TKB
WEE
14ER
NEB
KB
HEB

| 965abeboocibd2aT ben..

O



éSysten'lIndex_Propu'tyStore [Table ID = 17, 575 Columns]

Quick Filter

27 f2 2b cc bc be 5a 96

WorklD ~

27F-System_Search_Rank 4612F-System_Search_GatherTime

4421-System_ltemFolderPathDisplay:
4234-System_Contact_HomeAddress1Locality:
4222-3ystem_Contact_EmailAddress?2:
4428-System_ltemPathDisplay:
4236-System_Contact_HomeAddress1Region:
4614-System_Search_LastindexedTotalTime:
4233-System_Contact_HomeAddress1 Country:

4235-System_Contact_HomeAddress1 PostalCode:

4155-System_Communication_AccountName:
33-System_ltemUrl:

4105-System_Activity AppldKind:
4655-System_ThumbnailCacheld:
4469-System_Media_EpisodeNumber:

7/F8E638C D7 C7D301

|C:';Us:rs'd cloudyiDeskiopl

[I'iln:C JUsersfjcloudyDesktop/MyTiredHead.jpg*

|2? F2 2B CC BC BE 5A 96 00
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. IV01.chk

Wil.chk

_|:| T
log
log

hoex
chk

bl
chi



. el sty i A Lana o el
plis Ve perenrcey e ——

oy e -

m Wisied: sy iie AL AU by Teakno, The S JoCiousiy S TOMarslesto.doc

MR SR R

R

HE 5 1-5-21- 274960515 1644520556 1030763013- 1000
(3 $RIIA308
3 SROAUBNG
s SRYRYSPT jpg

-1 CustomDestinations (22

21 5endTo (/)
B Start Menu (52)

ey

kT T
W PO CHILSTRALLA

Qg ot LEETEIE .

WTE BRI D0

WAL DT
[ maait -
e R

WSO
TR AT
W MR L A I
7 Bt Lo -k
AL LT
O DL R
W R 1 o
T mam L W

LIS DR

Crvsted Temy

W Tl
AR M
e
AT T
Ll ]
e
Wi nn
AeHH AR
ameET
40 P
A e
e T
AR e
otk H
AR TN
damRinn

Al el Vg P T

BT Pl e
L A L
e Hs
LAt s L

AW oA
PwE T [
AR BN i
AR A 4

SRRSO
SAEuSA LW
SAERMAN G
L L
SAENBS

WA M (3]
BRI B L)
B I

¥ Zudkerberg-hestin-SullvanGetty-Images- 200x1 50 jpg
& 2t _lookup hitrml
@ vidget_ifrane dad1 3d9e0debled 104880083 255904 bl

—  PALELLRDE BeE oI LI i

L L, LA LN L1y
1 31b4dde729cb 1962 automaticDestinations-ms
A5d696d521de238c3 automaticDestinations-ms |
_J1a5f7b5f1e01b83767 automaticDestinations-ms ()
_'A7eddcad0246863e3.automaticDestinations-ms (/)
_1'1869150c3ec1 167 a.automaticDestinations-ms
_'9a165f62edbfal161.automaticDestinations-ms |1

PO, ..o
. Jeree—
o nerionis
1= B -
al E
S0 maly
Do
£
i
Ol
L
oy e
I T’ Siribuiiny. B Prgimpe: Parilirnd ks, Soy
e
o Fragres:
Y g i ALt
ks R O g o
i a4 1B
T
R —

LY Poswr Dpmern
A e i
s el ey
- ==,
O i
wilF e wnmerin e Ly Pl
FR
Rl
B P
0 e
o«
algll
o7 e
5 -
A e
£ P
i Foporm. Pl
rCHoN AT, LT Bl L ST DA AT WAL e LT 1
L WO i Ol DR COLBAT | Rl AT [
AR . i1 5T kel [
iy e SOOM M. 300 LN WL TR T, MMM 4 T ARSI TE LR ]
R AR, LA o ) - b0 T DT S T M L L2
L ] L LA il dtalls a
PoHGET.E A AT LL
CnosT Il R AT
[EES IR ] AP, LIS B e W ol B BT PRCCMANA R 1 (A RO Y E e RS S A i,
DU WO LEE TR
T o 15wt THRSC B L
P N LT L artTow i L LT
AL AR LA b LN L D
L= FELF L O LR e e a1 LEL R}
L R L LR AT L AINDOW LA ]
DAL LY Byt LialET Hll

o R s T

BT
ELoa B b
i L
LAt bt
LR Lol ]
(Rt b
SN
ARARAR
LT LN
Ra s bt
R R
AR N
A BN
LR R
Rl bt
S AT



Chapter 7: RAM Memory Forensic Analysis

[ -

Command Prompt

App L3 Run as administrator
Apps [ Open file location
<= Pinto Start
B CmDust

<2 Pin to taskbar
B Nodejs command pronmpe




[ tnclude pagefile

[T Creste AD1 file
[mmn.aui

Memory Progress

Destination: 1P:'l.rn-1cl.|mm
Stabas: 1|lurunrw Finitshed sesccesshully

alerts.ixg Procesung emors recorded i a text file,

ecnixt | Processes Credit cand nambers recorded in & text Sle,

cen_track2txt | Processes Credit cand "track 2” information, which has been found in some |
bank card fraud cases reconded ina texi fike.

domain.xe
Processes Internet domains found on the drive, inchuding dotted-quad ad-
m::i found in the text recorded in a text file.

emuil, txt ' Processes Email addresses recorded in a text file.

etherixt Processes Ethernet MAC addme sses found though 1P packet carving of
swap files and compressed system hibernation files and file fragmen s re-
sorded in a text file.

exif,1xt Processes EXIFs from JPEGs and video segments. This feature file con-
umull the EXIF fields, ﬂplmbd u“tML rcmlh rmmkd ina text file.

find ixt  Processes The. rmllwf‘amnﬁc l\:wllr ':l]'mlﬂll search r:q.l:mn'md
ed in & text file.

wlenii- ‘Processes Block hash values that matc h hash values in a hash database that

ﬁeﬁ_Hu:k:.I:'l. Il':: SCAM was fun llIi.l'Lﬂ h;u:m‘lhd in atext fl]c.

pxt Processes [P addresses found through [P packet carving recorded in a text
file.

i 2 i | Processes Email message headers including Date: Subject: and Message-
ID. fickls mcorded im a text file,

tCptxt Hu;p.!,-.: TCP flow information found throagh [P packet carving recorded

: isiogr !
on the media recorded in a text file.

wordlist ixi Prcesses a list of all "words™ extracted from the disk, weful for password
cmcking recorded in atex file.

wordlist_® texi Processes the wordl it wath duplicates, mmoved, formatied in a form that
can be casily imporied into a popular password-cracking progmm recorded
m-l text file,

AL Processes information regarding every ZIP file component found on the

media. This is excephional ly uscful as ZIP files include internal siructure
and ZIP is increasngly the compound file format of choice fora vanicty of
products such as Microsoft Office recorded in atext file.
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Chapter 8: Email Forensics - Investigation
Techniques

SMTP SMTP SMTP

SMTP SMTP SMTP

The recipient has the option to Recipient
leave the email on the server. A (POP)
copy of the email will be stored in
the database file of the email
client being used

SMTP SMTP SMTP

Sender IMAP will manage the email Recipient
location. A copy is still stored in (IMAP)

the database file of the client
being used
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|z Re: midgets.eml eml

08/28/2019 Inbox (2) -
19 22:19:39 badguyneedslove@gmall.com - https://mail.google.com/mail/?pc=topnav-about-n-en
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GBidownkoad 20Thunderbird — Dowrload Thunderbind — Mozllad | & & 102110
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Chapter 9: Internet Artifacts

“date_added™; "13105251021405925",
“id": "110",
“meta_info": {
“last_visited_desktop": "13197567715245509"

“name"; "BBC News",
“sync_transaction_version™ "592",
"lype"; "url”,

“url™ "hitp:/fnews. bbe.co.uk™

A
"date_added™: "13105251021408611",
id": "111",
“meta_infa": {
"last_visited_desktop™ "13197950930217586"
}

“name"; "CHN",
"sync_transaction_version™ "592",
"type™ "url",

“url™ "hitp:/fwww_cnn.com”™

JSON
checksum : d5686c7 2fcf300b5fa2e00a0beb06ed
= roots
= bookmark_bar
i children
date_added : 13181512829205642
date_modified : 13210451812960795
id:1
name : Bookmarks bar
type : folder
= other
sync_transaction_version : 604
+ synced

version 1

JSON
checksum : d5686c7 2fcf300b5fa2et0albebcobed
~ roots
—| bookmark_bar
= children
+0
=1
i children
date_added : 13181512915741695
date_modified : 13211478457727677
id : 40
name : News
sync_transaction_version : 1
type : folder



JSON

checksum : d5686¢72fcf309b5fa2e90a0bebc9bed

Elroots

=} bookmark_bar
=} children

&0

=

— children

=0

date_added : 13105251021405925

id : 110

[+ meta_info
name : BBC News
sync_transaction_version : 592

type : url

url = http://news.bbc.co.uk/

£ DCode va.02a (Build: 9308)

[(DComE

Cormeert Data to Date | Time Values

idd Bias: [UTC 00:00 =

T ‘Window on fop

Detode Farmat: |Google Chrome Vaius

Examgle: [12683423549317375

Wik b Decnde: [ﬂmmmmssu

Date & Time: [Sat, 16 April 2016 03:30:21 UTC

warw.digital-detective.couk
creation_utc host_key name wvale path eupires_utc is_secure is_httponky last_access_ulc has_expires is_pe
13211504220653934  googlecom  _ga jgmailiabout  13274576231000000 0 0 13211504220653032 1 1
13211504220654326  google.com g Jgmailiabout  13211580631000000 0 0 13211504220854026 1 1
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13211504373193088  mai google.com COMPASS fmailiud 1I2123683T4193088 1 1 13211504554421135
Font Name Path Mare Walue Secure HTTR Only  Last Access... Crested On Expires
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-MLHLM:M il COMPASS L Vet BI852009 2219 BR300 219 ETIRIEG
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F arcutbtmi e v gotgie. bt himl 155 LEHIRT ATROEHIRIT TOROMPORN BORONARIRTT o HTTRAG B0 gup deta ) [BEDE] preets, mar-ages 3000 TTLHTALR

JIMiniature Schnauzer Dog Breed Information.urd
[Jschnauzers - Bing images.ur

J5alt and Pepper Miniature Schnauzer - Bing images.url
[JChristen's Miniature Schnauzers - Las Vegas., NV.url

url
wil
url
url

2.5 KB 09/02/2019 180111
1.1 KB 09/02/2019 18:01:30
1.3 KB 09/02/2019 18:01:47
180 B 09/02/2019 18:02:11

09/02,/201% 18:01:13
09022019 18:01:30
090272019 18:01:47
09/02/2019 18:02:11



Containerid LastAccessTime Marne Darectony

&1 132119207T925000830 Cortent Co\lsers\[EUser AppData’ Local Microsoft, Windews' Temporary Internet Files\Content. IES,

@2 132115080805283385  feedplat ChLksers\JELcer\ AppDatah LocalMicrosoft) Feeds Cache’,

>3 131550611 21527080 ietldl Chlzer\JELer AppDats’ Ecaming' Micresoft Windows UETidCache,

@4 1R2119207924265864  History ChllersIELer AppDataLocal Microseft Windews\ Histery History JES,

5 132119207T926180424 Cockies I.’..'-.LH.tr{‘.IEU‘srf'..‘fq:.pDlI:a'.F!oam|n9‘-.M.crwnﬁ'.'.'.hn:lam‘-_ﬂnnh{-s'.

> 6 1321159207925419840  iecompat Crhlkers\[Elzer AppData’ Foaming' Microsoff Windows JECompatCache',

@7 13ZNSA0TI25516038  iecompatua ChllkemELer AppData’ Eoarming' Microsolt Windows becompatuaC sche',

&8 1R15M07913683684  DNTException Cohlers\IEUser AppDuts' Reaming Microsoft, Windows \DNTException’,

= X 1321192079251312486  ErnéeSatelist Co\Lsers\[Elser AppData’ Local Microsoft\Imtermnet Exploner ErmieSitel st
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1% 139207962526 MEHEt0120190826200100902  CA\Users\|ELMser\ AppData’\ Local Microsoft) Windowsh Hetton\ Hestory JE S\ MSHi001.201 9082620150500,

@16 TIN0TRE0058022  MESHERtD1 2019090220180903  C\Users\IEUser\AppData’ Local Microsoft\ Windews\Histony History IES\MESHIst0 1 20190902201 80503

MSHist012019082920190830

20190829 20190830
Daily History

MSHist012019082620190902

20190826 20190802
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[(DComE

Convert Data to Date [ Time Vales

Decode Format: |Wrﬂw5:61mmm‘ﬂgﬁ'ﬂm

Add Bias: II.I'I'C 00:00

x| T Windowon top

Example: Iﬂl[?E! SFI1D0IFF

Value to Decode: |IDSSESF917FEEAF
Date & Time: |Thu, 29 August 2019 17:31:19 UTC

wwrw digital-detective.couk

B Registry Editor

Fie Edit View Favorites Help

CormputerHKEY_USERS\S-1-5-21-4210831858- 1737 440928-47 20661 2- 1001 Softwars\ Microsoftinternel Exploren Typed RLsTime
A || Mame

¥

| NewTabPage

© Toalbar

TypedUfLs

- TypedURLsTime
© URLSsarchHooks
© User Preferences

© Vessionbanager

| 2] (Defalt
_-urh
|| Bz

Trpe
REG_SZ
REG_BIMARY
REG_BINARY
REG_BINARY

Diata

[wabue not set)

91 8d be 44 71 62 d5 0
126567 3e TER2 A5 01
00 00 O 00 00 00 00 00

Filename Content Type

& scquire-80{11png image/png
@ update 2.19.0.1... tet/htmi

[ AAGEZpSIlljpg  imagelipeg
| AdesHLO{1kpng  image/png
& AAGHCg4[1)jpg  image/jpeg

Containerld  +  LasthccessTime

L2 132119207925900830  Content

L X 132115040805283385  feedplat

L] 13158250 127527040

@4 12VI2OTARA2E585  History

L3 TANIAOTEE1894  Cooknes

Ll IE2IROTHEMIG0D  secompat

a7 TRNIAOTRZAG0E  ecompatus

&8 TRIVIHAOT 32368 DNTEspepticon

@ g TEIVIROTARI131248  ErvaeSiteList

@ W0 TRTGAOTERII10E  Emieliserlist

a*n TRTIGA0TEALENRD  DOMSEDe

@12 1321 T920TSI085AT2Y  MSHistD 1 201 508280150029
@13 TE2T15041 147134574 edownboad

Entrydd acomsCount  Sym Time CresticnTimg

@ 36 2 1321152088831 23511 132115200623058265
@ F TITVE0EBEANTT 13271 M0 H0MTE
an 17 1I2TISR0RE2005030T 1321152082202 50307
a7 3 TI2TVEAABART 18T 13211 S0ARATRT 145
L] L 1321V S05RERGI20 13271 S005REFG120
P88 1 TRTTS20REI0RMGIT  132115208K100TRO6
Lk ] & TI2TVSO0TRESSANT 13211 50407685 504T
@ 6 . ] TI2TTS208ER00TRRGT 1121152008800 TRRT
L] ] 132115208661 351321 132115000661 242505
&% 1 1321 108020615001 1121150080004 50601

URL Last Accessed +  Last Modified Exparation Time
hitps:/ifbefdeacbetidae10830-b3d93TdeS23ddad.. Q22N 11T 12757208 13:05 SIS 11:42
hitps://fhefieachefildsel08da-b3d93Tdei23ddad.. /2720191027 BN 058 Sr2rHN9 11:42
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Patitiordd  Directony
CUsers\EUser AppDiata’ Local Mirosodt Windaws| Temporary Internet Files\ Contert IES,
C\Users\ IEUser AppDats Local Wik rosedt Feeds Cachel
CAUsersEUseriAppDiats\ Rosming! Microsolr Windows JE TiiC ache)

CAUsers\ IEUser AppDats’ Local Mscros ol Windeows| Histeny\ Histary JES,

C\Users EUser AppDats’ Risering Microselt Windeows| Cockies)

C\Users\IEUser\ AppData\ Ry Mg rersetr’ Wi
C\UsersELser AppData Ry M Cachel,

LU ELUper AppData’ Roaming Microsoft Windees DNTEsception,

Colers\ e AppData Local Microsaft\Intermset Explorsr EmieSiteling,

Cohllser\ELer AppData’ Local Microsoft\Inbermet Explorer EmiellserList),

ChlUserELser AppData’ Local Microsoft\Internet Explorer DOMStore’,

Chlsers\ELser' AppDatat Localh Microsoft Windows Mistony\ Mistony IERUMEHistOl 201 50832201 50825,
CAUsers\EUser AppDatal Reaming! Microsoft, Windows i DownloadHistory',

.,

EEEEEZEZEZZEZCZX

ExpiryTirree MiodifudTime AccesedTme bl Filgrams
TIMIHINEA0000000  1I21150068305A065  112115208583123013  CosbemuserByshoe.com/ FODATEK 1=t
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Properties ® |
UAL: | nttps e, goagle. comjsearch?client=tirefox-b-dig=h |

First Visit Date: [N JA |
Last Visit Date: |9/3/2019 14:53 |

Host Name [ |

Title: had loving - Google Search |

Record Index: |3 |

Visit Type: Typed UAL ]

Frecency: 2000 ]

URL Length: |65 |
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| Properties W |

Record Index: L .
Oty rmi#uuummuglewm er—rrerr——
User Name: Ebndguyll:l:dllmﬂgmnir.mn

Password: [ _ J
UserMame Fleld:  [identifier
Password Field: {Pllmlﬂ

Signons File: ilqlnqnn

Password Strength: ;SIrmq

Firelox Yersion: [324

Created Time: (97452019 10:23

Last Time Used: {EM'ZI'JI! 10:23

Password Change Time: [904/2019 10:23

Password Uge Count: |1
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@ https://www.facebook.com/badguy27

£

Bulk Extractor
° alertg&b:t Histogram File url_facebook-id.txt
® CCn. [

=12 1308060580413568
& ccn_histogram.bet | |”
e dormain.txt n=12  1819946191667827
# domain_histogram. |==7 10628087 IR6T140
o elf bt n=5 Q00491857629352
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