Chapter 1: Introduction to Mobile Forensics




Chapter 2: Understanding the Internals of
iOS Devices

About

Name Oleg’s iPhone

Software Version
Model Name iPhone 11

Model Number MWLT2RU/A
Model Number MWLT2RU/A

C:\Users\@136\Desktop\binaries\libimobiledevice.1.2.1-r419-win-x64>ideviceinfo.exe -s
BasebandCertTd: 524245983
BasebandKeyHashInformation:
AKeyStatus: 64
SKeyStatus: 2
BasebandSerialMumber: sHODAZgntVOAAAAA
BasebandVersion: 1.82.14
BoardId: 4
BuildVersion: 17B84
CPUArchitecture: arméde
ChipID: 32816
DeviceClass: iPhone
DeviceColor: 1
DeviceName: OlegTAlls iPhone
DieID: 8563692629688366
HardwareModel: N1B4AP
HasSiDP: true
PartitionType: GUID partition_scheme
ProductName: iPhone 05
ProductType: iPhonel2,1
ProductVersion: 13.2
ProductionS0C: true
ProtocolVersion: 2
SupportedDeviceFamilies[1]:
0: 1
TelephonyCapability: true
UniqueChipID: 8563692629688366
UniqueDeviceID: @0008030-001E6CA21128802E
WiFiAddress: f8:87:f1:f2:b0:78
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Device info

ActivationState - Activated
BasebandStatus - BBInfoAvailable
BasebandVersion - 1.02.14

BluetoothAddress - f8:87:1:f2:21:45
BuildVersion - 17B84

CPUArchitecture - armé4e

DeviceClass - iPhone

DeviceGolor - 1

DeviceName - Oleg's iPhone

FirmwareVersion - iBoot-5540.40.51
HardwareModel - N104AP

HardwarePlatform - t8030
IntegratedCircuitCardldentity - 89701010063711442239
InternationalMobileEquipmentidentity - 353989105391061
MLBSerialNumber - C7H94061QTDL73X67
MobileSubscriberCountryCocde - 250
MobileSubscriberNetworkCode - 01
ModelNumber - MWLT2

PartitionType - GUID_partition_scheme
PhoneNumber -

ProductType - iPhone12,1

ProductVersion - 13.2

ProtocolVersion - 2

Regicninfo - RU/A

SerialNumber - C7CZJ36QN735

SIMStatus - kCTSIMSupportSIMStatusReady
TimeZone - Europe/Moscow

UniqueDevicelD - 00008030-001E6CA21128802E
WiFiAddress - {8:87:f1:f2:b0:78
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Reserved (1024 bytes)

Volume Header

Allocation File

Extents Overflow File

File Data Catalog File

or
Free Space

Attributes File

Startup File

Alternate Volume Header

Reserved (512 bytes)

Container
Superblock
(NXSB)

Volume APFS Volume 1 Additional
Space Block Unknown Superblock Volumes ...
Man(ager) Map B-Tree Node (APSB)

Block Root Directory Unknown Unknown
Map B-Tree Node Node Node

Allocation Info Block Map
File Root Node

Block Map
Root Node

Allocation File
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Cocoa Touch

Media

Core Services

Core OS
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App Sandbox

Sotware

File System

) I

Kernel

Crypto Engine

Hardware and
Firmware

Device Key
Group Key
Apple Root Certificate

[6]




Chapter 3: Data Acquisition from iOS
Devices

Boot ROM

( Low-Level Bootloader
(LLB)*

iBoot

iOS kernel
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e0e
Diagnostics
Disc Burning
Ethernet Cards
Fibre Channe
FireWire
Graphics/Displays
Hardware RAID
Memary
NVMExpress
PCI
Parallel SCSI
Power
Printers
SAS
SATA/SATA Express
SPI
Storage
Thunderbalt
USB
iBridge

¥ Network
Firewall
Locations
Volumes
WWAN
Wi-Fi

¥ Software
Accessibility
Applications

MacBook Air
USE Device Tree
¥ Hub
¥ Hub
Card Reader
Apple Internal Keyboard | Trackpad
¥ BRCM20702 Hub
Bluetooth USB Host Controller

¥ USB 3.0 Bus

Apple Mobile Device (DFU Mode)

Apple Mobile Device (DFU Mode):

Product ID: 0x1227

Wendor ID: 0x05ac (Apple Inc.)

Version: 0.00

Serial Number: CPID:8242 CPRV!10 CPFM:03 SCEP:10 BDID:0A ECID:0000030B8F12B58C
IBFL:00 SRTG:[rom]

Speed: Up to 480 Mb/sec

Manufacturer: Apple Inc.

Location 1D: 0x14200000 | &

Current Available (mA): 500

Current Reguired (mA): 500

Extra Operating Current (ma): 0

HE Oleg’s MacBook Air » Hardware » USB » USB 3.0 Bus > Apple Mobile Device (DFU Mode)

Backup directory is "D:\Backup"

Started "com.apple.mobilebackup2” service on port 49994.
Negotiated Protocol Version 2.1

Starting backup...

Enforcing full backup from device.

Backup will be encrypted.

Requesting backup from device...

Full backup mode.

[= ] 2% Finished
Receiving files
[ 1 100% (110.7 MB/116.7 MB)
[=== ] 5% Finished
Receiving files
[ 1 100% (131.1 MB/131.1 MB)
[ ] 1ee% (131.1 MB/131.1 MB)
[===== ] 18% Finished
Receiving files

1 100% (7.1 MB/7.1 MB)

] 10% Finished

1 100% (7.0 MB/7.0 MB)
] 10% Finished

1 18% FinishedB/233.6 MB)
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Eleeik

‘What sources would you like to acquire?

Select drive, mobile device or cloud to acquire

1
1]
X

Drive Mobile device

Cloud data

ﬂ Belkasoft Acquisition Tool

Select mobile type for acquisiion

P
l'l

Android Apple

MediaTek

<< Start over ‘ { < Back
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Belkasnﬂ Acquisition Tool

What device acquisition method would you like fo use?

Select device acquisition method

Acquisition methods

@® iTunes backup iTunes backup is a method which utilizes
standard phone services. It is an identical

O Full logical backup  backup created with the help of the
iTunes program.

Target path

D:\Belka\00008030-001E6CA21128802E_20191201_1351.belkaml I |

iPhone 11
UDID: 00008030~

i0S version: 13.2.3
Device name: Oleg's iPhone

<< Start over < Back | ‘

Next > Exit
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Belkasclft Acquisition Tool

Create ITunes backup for: 00008030 i

Do not detach the device while the tool acquires data

’ Create ITunes backup for: 00008030
Operation completed successfully

Elapsed time: 0:03:51

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:32 PM:

12/1/2019 1:59:33 PM:

12/1/2019 1:59:33 PM:

12/1/2019 1:59:33 PM:

12/1/2019 1:59:33 PM: Total received 18232 files from device
12/1/2018 1:59:33 PM: Backup successful
12/1/2019 1:59:34 PM: Task is finished successfully

<< Start over

‘ Exit |
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Magnet ACQUIRE

CHOOSE YOUR DEVICE

Name

Type

Size

Serial Number

DRIVE

Name

Type

Size

Serial Number

DRIVE

Maodel

05

Color

Serial Number
IMEI

Privileged Access

i0s

The device I'm looking for isnt showing up

PROVIDE FEEDBACK

G: Entire Disk (15.81 GB)

15.81 GB

EF8CF17694256B7A4364T0ES0D5FFFBC:3F3BF0000

I: Entire Disk (1.82 TB)

1.82TB

B687T1FD424A39CD966447ADCBECO4DFD: 1D1BFO00000

iPhone12,1

13.2.3

1

C7CZI36QNT35
353989105391061
Mo privileged access
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Magnet ACQUIRE — O ¥

SELECT IMAGE TYPE

Please selectthe type ofimage you want to acquire:

105 Quick
(® Mative and 3rd party application data, media  More info

iPhonel2,1
13.2.3 Full
1 All files and folders  More info
CTCZI360NT3I5
353989105391...
MNo privileged a...

PROVIDE FEEDBACK BACK m
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Magnet ACQUIRE

CREATE EVIDENCE FOLDER

i0s

iPhone12.1
13.2.3

1

CTCZI360QNT35
353989105391...
No privileged a...

PROVIDE FEEDBACK

Set up your evidence folder:

Evidence folder name

Folder destination

Image name

Examiner

Evidence number

Description

|iOS Image - 2019-12-02 12-22-32

| D

|Apple iPhonel2, 1 Quick Image

|Oleg Skulkin

|om

Logical acquisition with ACQUIRE|

BACK ACQUIRE

BROWSE
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Magnet ACQUIRE

SUMMARY

05

iPhone12.1
13.2.3

1

C7CZI36QNT35
353989105391...
No privileged a...

PROVIDE FEEDBACK

Quick imaging was successful
Elapsed time: 0 hours 4 minutes

Image size: 3.29GB

D05 Image - 2019-12-02 12-22-32

Writing information about the device to device_properties.txt..

Running the mobile backup service...
Handling snapshot data...

Expanding acquired backup data...
Running file relay service...

Building image...

Complete
Complete
Mot applicable
Complete
Mot applicable

Complete

OPEN FOLDER

¢ Cydia Impactor

Impactor Bridge Device Fastboot USE  Xcode

install Cydia Extender

iPhone Anastasia [d33f03254b03 334704 d0d4d cd3699%f bOeeceld]

Start
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- 04:23 (=) 5
< Back laboratory.prof@gmail.com

Apps from developer "iPhone Developer:
laboratory.prof@gmail.com (9SD4ZMB8XVV)" are not
trusted on this iPhone and will not run until the
developer is trusted.

Trust “laboratory.prof@gmail.com”

APPS FROM DEVELOPER "“IPHONE DEVELOPER:
LABORATORY.PROF@GMAIL.COM (95D4ZMEXVV)"

B Electra Not Verified

Trust “iPhone Developer:
laboratory.prof@gmail.com
(9SDA4ZM8BXVV)" Apps on
This iPhone

Trusting will allow any app from this
developer to be used on your iPhone
and may allow access to your data.

Cancel Trust

[16]




Electra

Jailbreak

0S5 1.0 —11.4.1

@Electra_Team

Tweaks O

Credits Set Monce

04:40
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checkraln - Version beta 0.9.5

Time to put the device into DFU mode. Locate the buttons as marked below on
your device and check the instructions on the right *before® clicking Start.

1. Click Start

-- Side button

f_ -- Home button

Cancel Start
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D:\libimobiledevice-Compiled-Windows-iosll>iproxy.exe 4444 22

waiting for connection

accepted connection, fd = 4

waiting for connection

Number of available devices ==

Requesting connecion to device handle == 18 (serial: d53f©3254b@3c3a4784ded4dcdB86999fb9eecel?), port 22
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"Enter’ to continue

lane

are disable

du

port use fo H connection on devic

d use to connect to the

t manual.

'alpine'):alpine

CA\Users\0136\userdata.tar\privatelvar', m]
File Edit View Favorites Tools Help
R .
Add  Extract Test Copy Move Delete Info
¥ | C:\Users\0136\userdata.tar\privateivar,
Name Size Packed Size Modified Mede  User Group
305 387 306176 2019-04-0312:39 d--x--%--% root wheel
fseventsd ‘M 38912 2019-04-03 1435 drwg------ root wheel
buddy 0 0 2018-08-14 0416 drwx------ mobile mobile
containers 243157 118 246193152 2019-04-03 12:30 draxr-xr-x - root wheel
db 81753 534 82144768 2019-04-03 14:23 drwsr-xr-x - root wheel
empty 0 0 2018-08-14 04:16 drwxr-xr-x  root sys
folders 0 0 2013-08-14 0416 draxr-xr-x  root wheel
installd 272 295 273920 2019-04-03 12:30 drwar-xr-x  _installd _installd
iomfhb_bics_daemon 0 0 2019-04-0312:30 drwar-xr-x  root wheel
keybags 35975 36352 2019-04-03 1452 drwx------ root wheel
Keychains 23523412 23526400 2019-04-03 1441 drwxr-xr-x _securityd wheel
log 58 542 99328 2019-04-03 14:35 drwxr-xr-x  root wheel
logs 121856 123392 2019-04-03 12:44 drwxr-xr-x  root wheel
Managed Preferences 800 1024 2019-04-03 12:30 drwxr-xr-x  root wheel
mobile 100 510 694 100828 160  2019-04-03 12:31 drwx--x--x  mobile maobile
MobileAsset 193 104 338 193519616 2019-04-03 12:34 drwxr-xr-x - root wheel
MobileDevice 74 8192 2019-04-03 12:30 drwxrwxrwx  root wheel
MobileSoftwarelpdate 1897 2048 2019-04-03 1437 drwxr-xr-x  root wheel
msgs 0 0 2018-08-14 0416 drwxr-xr-x  root wheel
networkd 3851432 3852288 2019-04-0312:30 drwxr-xr-x _networkd _networkd
preferences 21904 26112 2019-04-03 14:44 drwxr-xr-x  root wheel
root 11173 432 11184 640 2019-04-03 14:52 draxr-xr-x - root wheel
run 191 4086 2019-04-03 14:35 drwxrwir-x - root daemaon
spool 0 0 2018-06-10 12:03 draxr-xr-x  root wheel
staged_system_apps 0 0 2018-08-1404:18 draxr-xr-x - mobile mohile
tmp 1498 20428 2019-04-03 14:38 drwrwarwt  root wheel
vm 0 0 2019-04-0312:30 dracr-xr-x - root wheel
wireless 6589 086 6584048 2019-4-03 1231 drwxr-xr-x - _wireless _wireless
<
0 object(s) selected
AWINDOWS\system32\cmd exe — O X
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CAWINDOWS\System32\cmd.exe — O X

elcome to Elco
This is driver script v

s iPhone

787d

cal acqu

DEVICE

RECOVERY INFO in g ce 1 ) mode
B

the installed applications

reen lock (until reboot)

tem (as TAR archive)
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Chapter 4: Data Acquisition from iOS
Backups

IZ) Devices Preferences >

0 (> ¢ H © By &

General Playback Sharing Downloads Store Restrictions | Devices | Advanced

Device backups:

Oleg's iPhone & Today 10:41 AM

Delete Backup

Prevent iPods, iPhones, and iPads from syncng automatically
Warn when | maore than 5% | of the data on this computer wil be changed

iTunes is not paired with any Remotes Forget All Remotes

Reset Sync History

? Cancel
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e0e «W Pp W — | " = @
J7 Music s 0 For You Browse Radio Store

Library

[ Recently Added

A Artists

Albums

I songs

14 Genres

@ Downloaded

Devices H
4 D Oleg’s iPhone MUSIC
Music Playlists v
(@ Genius Songs and videos you add to iTunes appear in your music library.

Your music purchases in iCloud will also appear whenever you're
signed into the iTunes Store.

Go to the iTunes Store

o Fovoctn veien Sogn

Do you want to allow this computer to access information
on "Oleg’s iPhone"?

If you don't allow access, you will not be able to manage or sync your
iPhone with this computer.

Cancel Continue
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Backups

Automatically Back Up
iCloud

Back up the most important data on your iPhone to iCloud.

® This Computer
A full backup of your iPhone will be stored on this
computer.

# Encrypt local backup

This will allow acoount passwords, Health, and Homekit data to be
backed up.

Change Password...

Manually Back Up and Restore

Manually back up your iPhone to this computer or restore a
backup stored on this computer,

Back Up Now Restore Backup

Latest Backup:
Today 10:41 AM to this computer

Table: | |Files
fileID domain relativePath flags file
|Fi|ter Filter Filter Filter Filter

1 éafda?ee55cda9Dﬁhh9c19h9a20h4924cef1?569? éAppDomainPI... 2
2 7b3c1714085e93514051d002bb23c9a513026a5f AppDomainPl... Library 2
3 194355033d8b11f073bcb09408f534e778cedc?0 AppDomainPl... Library/Prefer... 2
4 6df229b4cb10c471dal9c1983895ch4d3ccdcl873 AppDomainPl... Documents 2
3 fac9eafb0362d75594d67db61fd1f26e2eda244f AppDomainPl... 2
6 17ablafdld4cd4adl1b06ac4747591176b39a8f7 AppDomainPl... Library 2
7 88a61eb49575265693b1f6ablbc74d572e35d8fa AppDomainPl... Library/Prefer... 2
8 62565ee09ebB8a%68c812cc3bf4c934e638201166 AppDomainPl... Documents 2
9 bel1f28f40ebe4e95dbadta2dfadbl2dc70b9dcS CameraRollDo... 2
10 735f4f65879e10473dae4050ceeed9fbb6dde281 CameraRollDo... Media 2
11 f0a585e77da56cd3812b3eleefal3bte7ed2edab CameraRollDo... Media/PhotoD... 2
12 362cael198187f19960c73fcdcl e6d4ad4ee2bivc CameraRollDo... Media/PhotoD... 2
13 caccSalaca7bb6e7428:288a029868d34308440¢ CameraRollDo... Media/PhotoD... 2
14 1e3b377ade507a70f48650b1ded97caf9953e712 CameraRollDo... Media/PhotoD... 2
15 38caelbalodf49ab6efes45ac00bacds718092d1 CameraRollDo... Media/PhotoD... 2
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Edit Database Cell & X

Mode: |Binary ~ Import Export Setas MULL

0000 62 70 6c 69 73 74 30 30 d4 01 02 03 04 05 06 26 | bplistooC...... B
0010 27 58 24 76 65 72 73 69 6f 6e 58 24 6f 62 6a 65 | ' X$versi onX$obje
0020 63 74 73 59 24 61 72 63 68 69 76 65 72 34 24 74 | ctsv$archiverTst
0030 6f 70 12 00 01 86 a0 a4 07 08 1f 20 55 24 6e 73 |op... =... U$nu
0040 6c 6c dc 09 0Da Ob Oc 0d Oe Of 10 11 12 13 14 15 [ 1I0.............
0050 16 17 18 19 1a 1b 1c 1d 1le 17 16 Sc 4c 61 73 74 | ........... \Last
0060 4d 6f 64 69 66 69 65 64 55 46 6C 61 67 73 57 47 | Modifi edUFl agsvG
0070 72 6f 75 70 49 44 56 24 63 6c 61 73 73 5f 10 10 | roupIDVécl ass_..
0080 4c 61 73 74 53 74 61 74 75 73 43 68 61 Ge 67 63 | LastStatusChange
0090 5c 52 65 6c 61 74 69 76 63 30 61 74 68 35 42 69 | \Rel ati vePat hUBi
00ald 72 74 68 34 53 69 7a 63 5b 49 6e 6f 64 65 4e 73 | rthTSi ze[ Inodehu
00b0 &6d 62 65 72 54 4d 6f 64 65 56 55 73 65 72 49 44 | nberThodeVUserID
ooco sf 10 of 50 72 6f 74 65 63 74 69 6f 6e 43 6c 61 | _..Protectiond a
00d0 73 73 12 5b f4 ed 01 10 00 11 01 f5 80 03 12 5c | ss.[Gi..... .\
00e0 4c Be 94 80 02 12 5b f4 ec fd 10 00 12 00 db a7 | LE "..[6iy....0§
00f0 23 11 41 ed 50 d2 21 22 23 24 5a 24 63 6c 61 73 | # A PC "#5Z%cl as
0100 73 6e 61 6d 65 38 24 63 6c 61 73 73 65 73 56 4d | snaneX$cl assesvM
0110 42 46 69 6c 65 a2 23 25 58 4e 53 #f 62 6a 65 63 | BRi | e¢#%MNSChj ec
0120 74 5f 10 0f 4e 53 4b 65 79 65 64 41 72 63 68 69 | t_..NSKeyedArchi
0130 76 65 72 d1 28 29 54 72 6f &f 74 80 01 00 08 00 verﬁ[]TrUUt
0140 11 00 1a 00 23 00 2d 00 32 00 37 00 3c 00 42 00 |....#-.2.7.<B.
0150 5b 00 68 00 Ge 00 76 00 7d 00 90 00 9d 00 a3 00 |[.h.nv.}. % £ ¥

Type of data currently in cell: Binary

433 byte(s) ApPly
[ NN ] 7 Backup
> EEEIIDMDH R - o]
Eavorites MName -~ Date Modified Size Kind
@ AirDrop > N ad 26 Mov 2017 at 20:59 -- Folder
A o > B ab 26 Nov 2017 at 20:59 - Folder
7= Applications v a6 26 Nov 2017 at 20:59 —  Folder
o Downloads a6a982ff91..5029676525 26 Nov 2017 at 20:58 2 KB TextEdit
@ Recents abab240b2.. fc74aeB81a68 26 Mov 2017 at 20:57 105 KB TextEdit
afaadB8033...19af44c599 26 Nov 2017 at 20:57 12 KB TextEdit
@ Documents aBac3ed7d..aab2ebfald? 26 Nov 2017 at 20:57 153 KB TextEdit
= Desktop afcdBelab2..elcBeedal 26 Nov 2017 at 20:58 S0KE  TextEdit
) iCloud Drive a6d2ddcb?...a3ddBd1dc2 26 Nov 2017 at 20:58 4 KB TextEdit
—1 a6d4adBa4b...55b7db27a9 26 Nov 2017 at 20:58 3 KB TextEdit
Devices aB6d69BIbFf...500d3c8bE5 26 Nov 2017 at 20:56 31KB  TextEdit
(";i' Remate Disc a6dc16820..9a8ea266b0 28 Oct 2017 at 18:20 6,6 MB TextEdit
- aBe2a74145..72cffc868c 26 MNov 2017 at 20:58 2 KB TextEdit
Shared abe?ad8f6d...afba9ed4870 26 Nov 2017 at 20:57 16 KB TextEdit
Tags abedce2112..6c0adabf18 26 Nov 2017 at 20:58 3 KB TextEdit
a6e388515...2a70150ab4f 26 Nov 2017 at 20:58 16,7 MB TextEdit
® Green aBeB8500d9...cdecl2517a 26 Nov 2017 at 20:58 2KB  TextEdit
® Purple abf832339...72a86¢c2d14 26 Nov 2017 at 20:58 42 bytes TextEdit
| & oo aBlae7abab...01e1h5dB5 28 Oct 2017 at 18:22 120 KB TextEdit
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Preferences

A

General General Settings
Backup Default Backup Location
C:\Users\0136\Desktop (i}
Export
File Quput Option
Contacts
Overwrite v
Messages
Ignore backup status while loading.
« Check for updates automatically.
Save Cancel
Thursday

bt 30

@ -

7 iBackup Viewer - Free Version

00leg’s iPhone -
Name
System
AppDomain
AppDomainGroup

AppDomainPlugin

4126

Count
2381
(54)
(29)
(21)

58 domains

Name Created

Documents/storeFiles/AE
Library/Preferences/com....
Documents/BKLibraryAsse
Documents/BCCloudKit-iB.
Library/Preferences/com.
Documents/com.apple.ap.
Documents/BK)aliscoServ.
Documents/BCCloudAsset
Documents/BKJaliscoServ.
Documents/BDSICloudIde
Documents/BCCloudAsset...
Documents/BKJaliscoServ.
Documents/BKLibrary/BK.
Documents/BKSeriesData
Library/Cookies/Cookies.b.
Library/Preferences/com.
Documents/BCRecentlyOp.
Documents/BDSUbiquityl.
Library/Preferences/com.
Documents/BKSnapshotM...
Documents/BCCloudAsset

4/8/2017
7/6/2018
9/23/2017
9/23/2018
2/4/2017
9/23/2018
9/23/2017
9/23/2018
7/1/2017
9/23/2018
9/23/2018
2/4/2017
7/1/2017
7/1/2017
6/15/2013
4/2/2019
5/23/2018
7/8/2018
11/21/2013
9/23/2018
6/10/2018

Modified
4/3/2018
7/6/2018

9/23/2017
9/23/2018
2/4/2017
4/3/2019
7/14/2018
9/23/2018
10/20/2017
9/23/2018
9/23/2018
6/29/2017
4/3/2019
9/23/2018
6/15/2013
4/2/2019
4/2/2019
7/8/2018
11/21/2013
4/2/2019
9/23/2018

21 files

Size

60.0 KB
78 Bt
464 Bt
539 Bt
73 Bt
36.0 KB
52.0 KB

104.0 KB

48.0 KB
286 Bt

32.0KB

52.0 KB

116.0 KB

68.0 KB
16 Bt
4.0 KB

28.0 KB
288 Bt
138 Bt

36.0 KB

60.0 KB

- o x

Q E [8  Export~ =
Domain Key
AppDomain-com.apple.i... 715cda37fadscecd13bd
appDomain-com apple.i... ade10efbfsbesbebssfa
AppD I 184
AppDomain-com.apple.i.. | 1507204648a506ddc7d
AppDomain-com.apple.i... FibcB431032fb072a260.
AppDomain-com.apple.i... aed1desbsbddc2d04sh
AppDomain-com.apple.i.. 1fféb4assafstacelars..
AppDomain-com.apple.i.. 098cas1a6af29804d2d
AppDomain-com.apple.i... | 29b5af75654cac2e8b0
AppDomain-com.apple.i... 15b18d28F7d6f0fasbbf
appDomain-com.apple.i... Sescct22953c3bbafa0f.
AppDomain-com.apple.i... Sbc2acef9alb516039b1.
AppDomain-com.apple.i.. | 1faB656eableef2faf63s
AppDomain-com.apple.i... a13acafeabb4asasetad
AppDomain-com.apple.i... ad7faSabcib30azeboct.
AppDomain-com.apple.i... 51fca3a3004esfaensfs.
AppDomain-com.apple.i.. | c28c6e9480c2434dfaod
AppDomain-com.apple.i... 29d24cBeSe0b83f0552
AppDomain-com.apple.i... caa2cBciE357854fa1
AppDomain-com.apple.i... 1c75fbabsadecsbadsbe
AppDomain-com.apple.i.. 90282a65e32bd296ees. .
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Backup Creation Directory
MNew backups will be created here

C:\Users\0136\AppData\Roaming\Apple Computer\MaobileSync\Backup

Change New Backup Directory

Device Backup Search Paths
Search these directories and subdirectories for existing backups.

C:\Users\0136\AppData\Roaming\Apple Computer
\MobileSync\Backup

F:\Backup

Add Backup Location

Raw Databases

Device Backup Status and File Structure

| /Manifest.db

Revea Describes the files and folders within the backup data

Reveal [Manifest.plist
Describes the contents of the backup data

I [Info.plist

Revea Describes the status of the backup

Databases Contained in Device Backup

[Home/Library/AddressBook/AddressBook.sqlitedb

Reveal | idress book database

[Home/Library/SMS/sms.db

Reveal Messages database

R I [Home/Library/Calendar/Calendar.sqlitedb
€Veal ralendar database
/Home/Library/Motes/notes.sqlite
Reveal Notes database
fHome/Library/Voicemail/voicemail .db

Reveal Voicemnail database

fHome/Library/CallHistoryDB/CallHistory.storedata

Reveal Call History database

[Home/Library/Safari/Bookmarks.db

Reveal Safari Bookmarks

[App/com.apple.mobilesafari/Library/Safari/History.db

Reveal Safari History
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D Elcomsoft Phone Breaker -

Password Recovery Wizard Tools

BlackBerry Apple Microsoft (L]
o
Download from iCloud:
@
7> Decrypt backup ™ -
With known password Q BBCkups rD Files o
Explore keychain x N\
&a Iunes, iCloud l_ Photos (v ) Synced data
.7 Extract authentication token . Y, FileVault
\ Non-live Windows operating system Kew:ham @ Recovery token
[ Elcomsoft Phone Breaker — X
Password Recovery Wizard Tools
Processing recovery ©
Backup - C:\Users\013 ... 28802E\Manifest.plist L
Skipped 7
i ]
~ Brute-Force Attac [l [x]
Time left — 1h:32m Current password — 7740
Template «

[28]




< Accounts iCloud

3 wai
E Contacts

%
3 Calendars

Reminders
ﬁ Safari
1 Home
Notes
News
Health
Wallet
Keychain
iCloud Backup

Find My iPhone

e A « ~

off

On

On

[29]




[E] Belkasott Acquisition Tool

What kind of data types would you like to download?
Select cloud data types to download and specify destination folder

Artifacts to download: Select all []
Iail Contacts Calendar
Morday
10
_ Photo iCloud Drive Reminders
N
Pages Mumbers Keynote
4 / & |:||:||:|D o L
Find my iPhone
E@
Target folder:
FhiCloud D
<< Start over ‘ ‘ < Back ‘ ‘ Next > ‘ ‘ Exit

[30]



D Elcomsoft Phone Breaker

Password Recovery Wizard Tools

Download backup from iCloud

Oleg Skulkin 0o
(o | Devee [ o[ Updated
Oleg's iPhone
D SN: k
S UDID: 30.11.2019
Unknown device type 105 version: 13.2.3 19:16
N104AP Backup size: 2.19 GB (2 snapshot(s)) See details
Oleg's iPhone
D SN:
UDID: 30.11.2019
Y NS ucln—rinn- 12472 14‘06

Restore original file names

Download cnly specific data

[31]
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Chapter 5: iOS Data Analysis and Recovery

Convert milliseconds

1557479999813

to UTC time & date:
Fri May 10 2019 09:19:59

to local time & date:

Fri May 10 2019 12:19:59

579172920 Convert Core Data timestamp to human date

Converting timestamp (579172920) in seconds:
GMT: Friday, 10 May 2019 r., 9:22:00

4 DCode v4,02a (Build: 9306) >
(DC@MDE
d
A\
Convert Data to Date [ Time Values e
Add Bias: |LITC 00:00 ﬂ [~ Window on top
Decode Format: |Go-:ugle Chrome Value ﬂ
Example: |1288342354931?3?5
Value to Decode: |13201080875000000 B
Date &Time: [Tue, 30 April 2019 06:54:36 UTC
www.digital-detective.co.uk Cancel Clear |

[32]




sqlite> .tables
_SgliteDatabaseProperties
attachment

chat

chat_handle_join
chat_message_join
deleted_messages

kvtable

message
message_attachment_join
message_processing_task
sync_deleted_attachments
sync_deleted_chats

handle

sync_deleted_messages

sgqlite> .schema handle
CREATE TABLE handle ( ROWID INTEGER PRIMARY KEY AUTOINCREMENT UNIQUE, id TEXT NOT NULL,
country TEXT, service TEXT NOT NULL, uncanonicalized_id TEXT, UNIQUE (id, service) );

sqlite> .dump deleted_messages

PRAGMA foreign_keys=0FF;

BEGIN TRANSACTION;

CREATE TABLE deleted_messages (ROWID INTEGER PRIMARY KEY AUTOINCREMENT UNIQUE,
guid TEXT NOT NULL);

COMMIT;

ODashbaard ) Q’S{}Lite\.’iewer:sms.db x]

| oOpenfile |

_SqliteDatabaseProperties (7)
attachment (0)

chat (1)

chat_handle_join (1)
chat_message_join (1)
deleted_messages (0)
handle (1)

kvtable (0)

message (1)
message_attachment_join (0)
message_processing_task (0)
sqlite_sequence (3)
sqlite_stat1 (26)
sync_deleted_attachments (0)
sync_deleted_chats (0}
sync_deleted_messages (0)
Unallocated space

[33]



Carved data from unallocated space | Unallocated |

Offest Length Data

8196 4092 080bat&000fccOfb00f2d..

00 01 02 03 04 05

68 74 74 70 73 3a 2f 2f 61 77 &1 73 Ze 76 &b Ze httpa://away.vk.
63 6f 6d 2f 61 77 €1 79 2e 70 &8 70 3f 61 64 61 col/away.phprada
6l 74 6f 3d 41 51 73 7a 53 57 30 57 4c 77 5a €3 ato=RQ3z5WOWLwIc
45 30 6c 73 41 44 51 58 4f 44 395 30 €4 53 67 Z2a E01sADQOXOD90dSg*
57 47 &f 69 61 56 €7 39 53 47 &8 30 44 30 &7 70 WGoiaVg35GhoDogp
46 78 63 68 62 45 63 47 42 6c 45 59 4b 6a 6f 47 FxchbEcGBLlEYKjoG
43 53 55 6e 43 6a &b &5 58 56 &b 47 45 63 34 Z2a C3UnCjkeXVkGEh4*
4b 68 46 42 47 53 67 43 52 54 34 &b 41 56 4% 50 EnFEGXgHRT4kREVIP
50 68 35 34 46 77 49 653 4e 44 38 32 65 52 74 51 Ph54FwIhNDE2eRtQ
44 78 49 38 43 6a 44 31 4a 31 78 Ta 4c 41 77 &9 DxISHiM1JT1luzLAwi
&1 77 34 7a 61 6b 55 47 52 46 38 43 4f 683 73 50 awdzakUGRFECOhaP
47 51 5a 78 58 63 33 72 54 33 77 62 45 41 73 38 GQZxXharT3wbERa &
49 57 35 6a 46 57 4e 79 46 32 77 78 41 &b 5a 75 IWSiFHNyF2wxRkZu
4a 6b 52 44 44 53 41 4b 4f 52 77 44 66 51 4d 50 JTkRDDSRAEQRWMEQME
5a 78 63 61 5a 41 33 69 46 6d 31 63 48 57 38 57 ZxcaZRgiFMIcHWAW
52 43 45 6a 44 33 74 30 48 64 &8 70 43 51 31 6c RCEJD3x0HMnpCQQOL
45 43 45 57 62 6c 6b 42 65 32 73 42 54 51 4a 35 ECEWblkBe2sBTQJ5
45 32 31 76 48 51 77 57 42 54 41 47 4c 6e 4d 42 E21vHOWWBTAGLnMB
52 45 6c 68 4% 53 34 6a 4c 78 59 51 57 54 T4 62 RELnIS4jLeYOWTtD

Database Structure Browse Data Edit Pragmas Execute SQL

s BB 8 » MG @

-

so1 @ Export to CSV
Save as view

1 SELECT

2 First,

3 Last,

4 Organization,

> Department,

6 value as "Phone Number"

7 FROM ABPerson, ABMultiValus

8 where ABPerson.ROWID = ABMultiValue.rescord id

First Last Phone Number

189

190 .

191 = c — -
192 -

193 - -

[34]



mobile

Home

Database Structure Browse Data Edit Pragmas Execute SQL

s B B & » MW B & 4

sqL1 @

SELECT

datetime (ZDATE+578
ZDURATICN AS "Duration",

ZLOCATION AS "Location",

ZADDRESS AS "Number",

ZSERVICE PROVIDER AS "Service Provider"
FROM ZCALLRECORD

'"UNIXEPOCH') as "Date",

U T R R S

Date Duration Location Number
2019-09-23 16:31:04 0.0 +7915
2019-10-17 16:02:40 139.950350999832 Russia +7915
2019-10-05 14:00:20 55.2437419891357 Russia +7915
2019-09-25 08:37:41 37.6506769657135 Russia +7905
2019-09-26 10:46:16 39.0366480350494 Russia +7918

[ T N I S

Service Provider
com.apple.Telephony
com.apple.Telephony
com.apple.Telephony
com.apple.Telephony

com.apple.Telephony

[35]




Database Structure Browse Data Edit Pragmas Execute SQL

2 B

soLi @

B & » n B & 4

24 -

W N o ! AW N

message.service AS "Service",
message.ls from me AS "Sent",

handle .id AS "Phons number"
FROM message, handle
WHERE handle.ROWID = message.handle id

datetime (message.date/1000000000 + S78307200, '"UNIXEPOCH') AS 'Date',
message.text AS "Message",

"UNIXEPCCH'") AS "Date read"”,

15785
15786
15787
15788
15789

Date Message Service Sent Date read

2019-06-10 07:26:19
2019-06-11 17:18:29
2019-06-15 07:39:26
2019-06-16 09:35:11
2019-06-16 10:40:16

SMS 0 2019-06-10 07:26:23
SMS 0 2019-06-11 17:19:11
SMS 0 2019-06-15 07:50:26
SMS 0 2019-06-16 09:35:18
SMS 0 2019-06-16 10:57:12

Phone number

Database Structure Browse Data

Edit Pragmas Execute SQL

s B R & » H B & %

sqL1 &

1 SELECT

2 summary AS "Summary",

3 datetime (start_date + 578307200, 'UNIXEPCCH') AS "Start Tims=",
4 datetime (end date + 978307200, 'UNIXEPOCH') AS "End Time"

5 FROM CalendarItem

Summary Start Time End Time

4 The Vaccines, Knyb "RED" 2019-07-10 17:00:00 2019-07-10 19:00:00
5 Indigenous Peoples' Day 2018-10-08 00:00:00 2018-10-08 23:59:59
6 Holi 2020-03-10 00:00:00 2020-03-10 23:59:59
7 Yom Kippur 2020-09-27 00:00:00 2020-09-27 23:59:59
8 Eid al-Adha 2022-07-10 00:00:00 2022-07-10 23:59:59
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Database Structure Browse Data Edit Pragmas Execute SQL

=2 B B & » n B & 4

sqL1 &

SELECT

datetime (ZCREATTONDATE + S78307200, 'UNIXEPOCH') AS "Creation Date",
datetime (ZMODIFICATIONDATE + 978307200, 'UNIXEPOCH') AS "Modification Date",
ZTITLE AS "Title",

ZSUMMARY AS "Summary",

ZCONTENT AS "Content"

FROM ZNOTE, ZNOTEBODY

WHERE ZNOTEBODY.ZOWNER = ZNOTE.Z FR

L N

te Modification Date Title Summary
-21]17—321—25 16.43.[11‘ 2017-04-25 16:43:01
2014-05-22 11:52:43 2014-05-22 11:52:43
2016-05-24 06:22:42 2016-05-24 06:25:01
2015-09-08 00:17:38 2015-09-08 00:17:38
2013-07-23 08:15:21 2013-07-23 08:15:21

[ I N e S

Content

Database Structure Browse Data Edit Pragmas Execute SQL

= BB A& »H B &

sou1 @
1 SELECT
2 title AS "Title",
3 url AS "URL"
4 FROM bookmarks
Title URL
3  Apple http://www.apple.com/
4 Yahoo! http://www.yahoo.com/
5 Google Maps http://maps.google.com/
6 YouTube http://www.youtube.com/
7  Wikipedia http://www.wikipedia.org/
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Database Structure Browse Data Edit Pragmas Execute SQL
s B R A& » W B & %
soL1 @
1 SELECT
2 datetime (visit_time + 378 "UNIXEPOCH') AS "Visit Time",
3 titls AS "Title",
4 url AS "URL",
5 visit_count as "Visit Count"
6 FROM history wisits, history items
7 WHERE history visits.history_item = history items.id
Visit Time Title URL Visit Count
1 2019-10-07 18:39:40: rdp wrapper - Google Search https://www.google.com/search?q=r... 3
2 2019-10-07 18:39:42 rdp wrapper - Google Search https:/fwww.google.com/search?q=r".. 3
3 2019-10-07 18:39:41 rdp wrapper - Google Search https://www.google.com/search?g=r... 3
4 2019-10-07 18:39:47 GitHub - stascorp/rdpwrap: RDP Wra... https://github.com/stascorp/rdpwrap 1
5 2019-10-07 18:41:07 rdp wrapper cobalt gang - Google Se... https://www.google.com/search?q=r... 4

Database Structure Browse Data Edit Pragmas Execute SQL

s B B & »r Hu

sqL1 @

SELECT
datetime (ZDATE + 97
ZDURATION AS
ZCUSTOMLABEL AS
ZPATH AS
FROM ZRECORDING

"Date"

'UNIXEPOCH') as
"Duration",
"Custom Label",

"path"

[= T TR N

Date Duration Custom Label
2 2013-08-02 04:43:58 987.080272108844 8/2/13

3 2013-08-07 04:48:00 1537.04489795918 8/7/13

Path

1 §2018—04—20 11:24:515 4.85165532879819 New Recording /var/mobile/Media/Recordings/20180420 142451.m4a
/var/mobile/Media/Recardings/20130802 082723-1.m4a
/var/mobile/Media/Recordings/20130807 082214-1.m4a
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Database Structure Browse Data Edit Pragmas Execute SQL

=2 B B & » u B &8 4

- -

sqL1 @

SELECT

ZBUNDLEID as "Bundle ID",
ZDOMAINIDENTIFIER as "Action”
FROM ZINTERACTIONS

R = R S T
o
a
o
o
|4
o
3
]
N
=
2
5
:
5]
H
=
Q
z
wn
&
5]
=
5
B
<]
=]
+
5
@
fad
&
5
58]
&
=
4
4
i
o
o
01
=5
o
w
o
=]
o
]
e
2
m—

Creation Date Start Time End Time Bundle ID Action
360 2019-10-23 06:39:36 2019-10-23 06:39:36 2019-10-23 06:39:36 net.whatsapp.WhatsApp send-message
370 2019-10-23 06:39:48 2019-10-23 06:39:48 2019-10-23 06:39:48 net.whatsapp.WhatsApp send-message
371 2019-10-23 06:40:27 2019-10-23 06:40:27 2019-10-23 06:40:27 net.whatsapp.WhatsApp send-message
372 2019-10-23 06:44:01 2019-10-23 06:44:00 2019-10-23 06:44:00 net.whatsapp.WhatsApp send-message
373 2019-10-23 06:47:14 2019-10-23 06:47:14 2019-10-23 06:47:14 net.whatsapp.WhatsApp send-message

Database Structure Browse Data Edit Pragmas Execute SQL

s BB & » W B & 4

-

sqL1 @

1 SELECT

2 subscriber_id as "ICCID",

3 subscriber MDN as "Phons Number",

4 datetime (last_update_time + $78307200, 'UNIXEPOCH') as "Last Update Tims"

=] from subscriber info

ICCID Phone Number  Last Update Time

1 89701 2017-06-28 16:12:46

2 89701 2017-11-11 18:11:26

3 89701 2019-10-28 18:35:33

Key Type Value
----- Root dict
------- Version string 2.0
LastiTunesBackupTZ string GMT+3
RequiresEncryption integer 0
WillEncrypt boolean true
------- LastiTunesBackupDate integer 581862772

CloudBackupEnabled boolean true
LastCloudBackupTZ string GMT+3
LastCloudBackupDate integer 594465315
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Chapter 6: iOS Forensic Tools

i0S device extraction 7.25.0.188

iOS Device Data Extrac

Choose an extraction type:

tion Wizard

Advanced Logical extraction

Physical mode

Information

Extract the device phonebook, call log, SMSs,
iMessages, MMSs, emails ( from jailbroken devices ),
calendar, application data, pictures, audio, video,
ringtones and more.

Advanced logical extraction is the fastest extraction.
Extraction results can be viewed via the UFED Logical
Analyzer and the UFED Physical Analyzer.

o The device must be on.

i05 Advanced Logical 7.25.0.188
nect the device

Connect> Prepare= Extract data
Device: Oleg's iPhone

UDID: 00008030-001E6CAZ1128802E
i0S: 13.2.3

Back to start

Make sure the device is on.

Connect the device to your
computer.

[41]




i05 Advanced Logical 7.25.0.188

0S€ an extraction method

Connect> Prepare> Extract data
Device: Oleg's iPhone

UDID: 00008030-001E6CA21128802E
i0s: 13.2.3

The iTunes backup of this device ( iPhone with i0S 13.2.3 ) is not encrypted.
The data extracted by each method will vary based on the device model and i0S version.

Method 1 Extraction of a rich set of data including call logs, SMSs, MMSs, applications data, data
files and notes. Recommendad method
Method 2 Limited extraction of data, including data files and locations.

Back to start

i0S Advanced Logical 7.25.0.188

r.Credentials

Connect> Prepare> Extract data
Device: Oleg'siPhone

UDID: 00008030-001E6CA21128802E
i0s: 13.2.3

To extract user credentials from an i0$ device, backup encryption should be enabled (encryption is automatically
disabled at the end of a successful extraction).

Encrypt backup (UFED Physical Analyzer will temporary set the password to "1234").
Encrypt backup

You can view the user credentials in UFED Physical Analyzer (under Passwords) or export an account package to UFED
Cloud Analyzer.

[42]



i05 Advanced Logical 7.25.0.188
se where to save the extraction

Connect> Prepare> Extract data
Device: Oleg's iPhone

UDID: 00008030-001E6CA21128802E
i0S: 13.2.3

O My documents\My UFED Extractions

() Desktop

L JiEY

Before starting the extraction, you must set the screen timeout to never time out:
For i0S 2.x - 5.3.5: Settings < General < Auto-Lock = select "Never"”.

For i0S 10.0 and higher: Settings — Display and Brightness = Auto-Lock = select "Never".

Note: Don't touch any button on the device during the extraction.

i05 Advanced Logical 7.25.0.188

EXtraction in progress

Connect= Prepare= Extract data

Device: Oleg's iPhone
UDID: 00008030-001E6CA21128802E
i05: 13.2.3

Extracting data, step2 / 2

Time elapsed: 00:25

8%

[43]



§§§ Applications Usage Loeg 17 Autofill a7 Bluetooth Devices 202
Calendar 23 Call Log 386 Chats 196 (1)
Contacts 1855 Cookies 6438 Device Locations 1265 (1)
Emails 650 Installed Applications 554 IP Connections 28
Log Entries 2308 MMS Messages 27 Notes 179 (4)
Passwords 3 Recordings 3 Searched ltems 1027
SMS Messages 16045 User Accounts 548 Web Bookmarks 264
Web History 2027 Wireless Metworks 206
D Archives 1 f Audio 1 FH:T Configurations 14115 (5)
% Databases 326 D Documents 9 F‘EI Images 17217
17 ':z:' Uncategorized 6567 E Videos 44
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@ satite wizard — [m] x

Select database

AppleDevice_AdvancedLogical

able Search Q

OB e - % & | X K ¢ Decodedby ~ | Application ~ | Rowcol T Name ~ | Path = | Size (byte Created ~ | Modified

®ey 145 VPNMaster |0 rma2sqlite Oleg’s iPhone/Applications/coallconnected... | 20480 7/30/2017 7:26:56 AM(UTC+0) | 7/30/2017 7:26:56 AMUU ~
146 VndexTransp... 4 routing.db Oleg’s iPhone/Applications/ruyandexmobil.. 36864  10/14/2017 7:20:14 AM{UTC+... 10/20/2017 12:50:41 PM
147 Sean 30 Oleg’s iPhone/Applications/com.qreodecity... 32768 3/25/2017 40234 PM(UTC+0)  12/20/2017 12:51:16 PM
148 Snapchat 1 SCLe Oleg's i i x 12288 117142017 5:19:44 AMUTC+.. 11/14/2017 5:21:33 AM(
149 groupcomat.. | 8 scribe 2 sqlite Oleg’s iPhone/Applications/group.comateb... 36864  8/20/2017 4:04:13 PM(UTC+0) | 12/20/2017 2:12:29 PM(
150 Meduza 4 scribesglite Oleg's iPhone/Applications/io.meduza.spp/.. 28672  8/20/2017 4:10:31 PM(UTC+0) | 8/20/2017 41032 PM(U
151 aviasales 4 scribesglite Oleg’s iPhonefApplications/ruaviasales.app... 28672  9/24/2017 3:2808 PM(UTC+0) | 8/24/2017 3:28:09 PM(U
152 Snapchat 0 searchsglited Oleg’s iPhone/Applications/com.toyopagro... 20480 6/20/2017 8:14:23 PM(UTC+0) | 6/20/2017 8:14:23 PM(U
153 Snapchat 17619 searchsqlited Oleg’s iPhone/Applications/com.toyopagro... | 782336 11/14/2017 5:19:18 AM(UTC+... 11/14/2017 5:19:19 AM(
154 Snapchat 9569 searchsqlited Oleg’s iPhone/Applications/com.toyopagro... 507904  11/14/2017 5:19:18 AM(UTC+... 11/14/2017 5:19:19 AM(
155 Linkedin 3 SearchCache sqlit Oleg's i i linkedinLi.. 65536  1/24/2017 3:27:29 AM(UTC+0) | 10/20/2017 12:51:06 PM
156 he. 329 hazamDataModelsqlite  Oleg's i i mishaz.. 380028  7/23/2017 13116 AM(UTC+0) | 12/20/2017 12:51:01 PM
157 stable 3 Shortcuts Oleg’s iPhone/Applications/com.google.chr.. 20480  7/3/2014 5:2003 PM(UTC+0)  12/10/2017 438:32 PM[

< >

Totok 173 Deduplication: 4  ltems: 169/169  Selected: 169 Path: Oleg’s iPhone/Applications/com.qrcodecity.scan/Decuments/Scan sqlite

B slite wizard S m} x

Use this tool to decode additional data from databases. Build queries
to map database fields to UFED Physical Analyzer models.

To learn more about this tool, click here

Application Scan

‘Scar{

Name

nclude deleted rows

Note: Including deleted data increases the chances of false positive records.
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& soLite wizard - O X
Double-click or drag the database tables to the work area and link database fields.

Query builder DB viewer
—

4 & main ZSCSCANEVENT (.. [
b [E5] ZSCSCANEVENT
v [E5] Z_ METADATA
v [EE] Z MODELCACHE
v ) Z_PRIMARYKEY

PA_IsDeleted inte
Z_PK integer
Z_ENT integer
Z_OPT integer
ZDELETED integr
CANNARIFTY.
Visible Expression Column Name  Sort Type Sort Order Aggregate [l6Grouping  Criteria
ZSCSCANEVENT.Z Crestion Date
ZSCSCANEVENT.Z Latitude
ZSCSCANEVENT.Z Longitude
ZSCSCANEVENT.Z Scan Result

noooooo

Ooooo

Select ZSCSCANEVENT.ZTIMELESSCREATIONDATE As "Creation Date”,
Z5CSCANEVENT.ZIATITUDE As Iatitude,
ZSCSCANEVENT.2LONGITUDE As Longitude,
ZSCSCANEVENT . ZRAWDATA As "Scan Result"”

From ZSCSCANEVENT

Preview Max results: | 10 Preview Count:

Close Frevieus m

SCLite v
Select a timestamp global format

6/11/1983 8:00:00 PM
Seconds from UTC 1570

1/5/1970 9:50:09 PM

Milliseconds from UTC 1970

6/11/2014 8:00:00 PM
Seconds from UTC 2001 (iPhone) (Suggested)

6/11/1614 8:00:00 PM
Seconds from UTC 1601

1/5/1601 9:50:09 PM
Milliseconds from UTC 1601

1/1/1601 12:07:04 AM
Microsecond from UTC 1601
1/1/2001 12:00:00 AM
Nanoseconds from UTC 2001 (iPhone)

Custom format Preview
e DD/ N/A
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B solite wizard

Select an existing UFED Physical Analyzer or generic model

Generic model

Drag field types to the columns you want to map in the table below

. Field4
‘I Te

Field 5

Preview max results: | 10

Creation Date

Timestamp 1 Edit Condition
6/11/2014 8:00:00 PM{UTC+0)
6/11/20714 8:00:00 PM{UTC+0)
6/11/2074 8:00:00 PM{UTC+0)
6/11/20714 8:00:00 PM{UTC+0)
6/12/20714 8:00:00 PM{UTC+0)
7/3/2014 8:00:00 PM{UTC+Q)

3/24/2017 8:00:00 PM({UTC~+0)

. Field 6

Latitude

Field 1 Convert
43.6042642308425
43.6049113003256
43.6049826820306
43.6049842942044
43.604880056765
43.6061454182984

43.5680459473601

., Field 7 O

Text

Timestamp 2 1, Timestamp 3

Date ate

Field & , Field 9 Field 10
Text ¥ Text © Ten

Longitude Scan Result

Condition =

Field 2 C

Field3 Convert Condition x
39.7192999649086
39.7178042318105
39.717705506009
39.7176943439128
39.7177853224599

39.7273425572661

39.7323734235681

Magnet AXIOM Process 3.7.0,16279

File Tools Help

CASE DETAILS
EVIDENCE SOURCES

PROCESSING DETAILS

Add keywards to search

Calculate hash values
Categorize chats

Categorize pictures and videos
Add CPS data to search

Find more artifacts

ARTIFACT DETAILS

ANALYZE EVIDENCE

Search archives and mobile backups On

On

CASE DETAILS

CASE INFORMATION

Case number | 001

Casetype  Other -
LOCATION FOR CASE FILES
Folder name  i0S 13
File path ~ D:\ BROWSE
Available space: 1435199 GB
LOCATION FOR ACQUIRED EVIDENCE
Folder name 05 13
File path ~ D:\ BROWSE
Available space: 14351.99 GB

SCAN INFORMATION

SCAN 1
Created on  12/2/2019 2:59:42 PM

Scanned by  Oleg Skulkin

Description

GO TO EVIDENCE SOURCES

[47]
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SELECT EVIDENCE SOURCE

=

COMPUTER

MOEILE cLoup

MOBILE
SELECT EVIDENCE SOURCE

A 2
| | S| |H5

[ ]

ANDROID

108 WINDOWS PHONE

KINDLE FIRE MEDIA DEVICE (MTP)

SIM CARD

108
LOAD OR ACQUIRE

B

‘p UNKNOWN

Privileged Access

LOAD EVIDENCE CQUIRE EVIDENCE CONMNECT TO GRAYKEY
108
SELECT DEVICE
Madel iPhone12,1
oS 13.23
08 Color 1
! Serial Number CTCZJ36QNT35
IMEI 353989105391061

No privileged access

Select this option if your device is not listed.

Quick

Full

Allfiles and folders

105
SELECT IMAGE TYPE
Flease select the type of image you want to acquire:

(® Mative and 3rd party application data, media  More info

Iore info

[
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B Encrypted iTunes backups = O *

If the encrypted backup feature in iTunes is turned on, Magnet
AXIOM might acquire more evidence from the device if it
acquires the encrypted backup.

To acquire an encrypted iTunes backup, type the encryption
password. To continue with an unencrypted backup, leave the
field blank.

Password [123] |
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ADD KEYWORDS TO SEARCH

Provide the keywords and regular expressions that you want to include in your search. If a
keyword gets a hit during the search, it's added to a Keywoerds filter in AXIOM Examine.

ADD KEYWORDS TO SEARCH

CATEGORIZE CHATS WITH MAGNET.AI

Enable chat categories so that AXIOM Examine automatically categorizes chat
conversations, based on the categories you select, and tags them in the Artifacts explorer.

CATEGORIZE CHATS WITH MAGNET.AI

SEARCH ARCHIVES AND MOEILE BACKUPS

Caontainer files such as archives and mobile backups can be found within other evidence
sources, Configure options on this page to search any containers found during your
search,

SEARCH ARCHIVES AND MOBILE BACKUPS

CALCULATE HASH VALUES

Import hashes for non-relevant files so they don’t appear in your case.

CALCULATE HASH VALUES

CATEGORIZE PICTURES AND VIDEOS

Import hashes for known media files and JSON files from Praject VIC and CAID so that
AXIOM categerizes them automatically.

CATEGORIZE PICTURES AND VIDEOS
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=

EFEEEEEEEEHE

EEE

CHAT (38 of 38)
CLOUD STORAGE (1 of 1)

CUSTOM ARTIFACTS (335 of 335)
DOCUMENTS (10 of 10)

EMAIL (12 of 12)

ENCRYPTION {1 of 1)
INTERNET OF THINGS (4 of 4)
MEDIA (8 of 8)

MOBILE (1 of 1)

OPERATING SYSTEM (56 of 56)
PEER TO PEER (1 of 1)

SOCIAL NETWORKING (15 of 15)
TRANSPORTATION & TRAVEL (3 of 3)
WEB RELATED (35 of 35)

IMAGING IN PROGRESS

Elapsed time: 18 seconds

Initializing backup...

Running the mobile backup service...

Handling snapshot data...
Expanding acquired backup data...
Running file relay service...
Building image...

Moving image to destination...

Calculating image hashes...

Complete
In progress
Pending
Pending
Pending
Pending
Pending

Pending

gy Processing evidence...

LOAD NEW RESULTS
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MOBILE

l Apple Contacts - 105
ER Calendar Events

8 Installed Applications
i0S Call Logs

= i0S Wi-Fi Profiles

E_ Chwner Information

2,291
397
122

1,338
223

209

J@ Dashboard | 00 Ouerview @/]’313 Timeline EI/LEI Bookmarks EI/LC@ File System EI/LQ\ Search Results EI/]r

Case name:
‘j MNew case
Eoot folder:
‘ Eﬁ Open existing ‘ Case folder
Investigator:
‘ 'i%" Options ‘
Time zone:

i0513

D:\Belka

D:\Belkakios 13

Oleg Skulkin

(UTC) Coordinated Universal Time
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ﬁAdd data source

Add existing data source

Disk image

AFF, DD, X-Ways, Atola and others

o

Select mobile type for acquisition

7] Mobile image

L= Android 05, JTAG. Chip-Off, UFED and others

:;L]: RAM image

vz RAM dump, page

[\ ] Folder

Acquire and analyze

LA B

Android Apple MediaTek

Analyze data source for artifacts | on 0
Run hashset analysis 0
Run analysis over existing cases 0

Next ‘ Close
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ﬁAdd data source -

i}

What mobile device would you like to acquire?

Select Apple device to acquire

Devices

iPhone 11

UDID: 00002030-001E6CAZ21128802E
I0S version: 13.2.3
Device name: Oleg's iPhone

d‘%

Connect the iPhone or iPad
to PC using the appropriate
cable.

Choose to "trust” this
computer in the dialogue
box on the device.

<< Start over ‘ ‘ < Back ‘ ‘ Mext > ‘ ‘ Close
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ﬁ-’!\dn data source

What device acquisifion method would you like to use?

Select device acquisition method

Acquisition methods

(® iTunes backup iTunes backup is a method which utilizes standard phone services. It is an
identical backup created with the help of the iTunes program.
O Full logical backup

Target path

N —
iPhone 11

uDID: 00008030-
001E6CA21128802E

10S version: 13.2.3
Device name: Cleg's iPhone

<« Start over | ‘ < Back ‘ |

MNext > | | Close
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EAdd data source

What would you like to search for?
Select from supported data types below

[& Browsers B [#] i0s
@ Chats ) Brosix
@ Cloud services [#] @ ChatOM
[¥] Documents k=) Ebuddy XMS
[4] Encrypted files and velumes & Facebook Messenger
[#] Files ¢ FireChat
[ Geolocation data B Fring
& Mails ¥ Grindr
[] Multi-user online games [#] & Growlr
[E Other mobile applications [F1E HeyTell
[]P2p [+ & 1CQ\ Mail Ru Agent
[] Payment systems B Im+
[] Pictures =@ Mo
[] Social networks [#] ® Kakao Talk
[E Standard mobile applications =1 ik
& System files EE Line
[E Thumbnails F B MeetMe
[#] Videos [=] " Meow chat

] MextPlus

[FE] Cdnoklassniki

[#]¢{ ) ooVoo

[FE3 Paltalk

Select all ‘ | Select none Select all ‘ | Select none ‘
[¥] Analyze [carve
Advanced options Advanced options
< Back I Finish ‘ [ Close
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& Browsers (10058)
Calendar (122}
% Calls (206)

@ Chats (17}
L Contacts (1228)
& Documents (28)

# Geolocation data (445)

Installed applications (219)

Mails (595)

Metwork connections (61)

Motes (179)

Pictures (3105)

SMS (16216)

Systemn files (202)

Videos (9)

Wi-Fi connections (209)

]

[E]
EARE S

# e

i

=]

Data sources

2 = 2 - = 2 . B = R 2

<Belkalmage> 00008030-001E6CA21128802E_20191203_1501.belkam|
7% <ITunes10Encrypted> Oleg's iPhone

AppDomain-com.alfabank.app
AppDemain-com.allgoritm.Youla
AppDomain-com.appleAccountAuthenticationDialog
AppDomain-com.appleActivityMessagesApp
AppDemain-com.apple.Animaji.StickersApp
AppDomain-com.apple.appleseed.FeedbackAssistant
AppDomain-com.apple AppSS0UIService
AppDomain-com.appleAppStore
AppDomain-com.apple AuthKitUIService
AppDomain-com.apple AXUViewService
AppDemain-com.apple.BarcodeScanner
AppDomain-com.apple.BusinessChatViewService
AppDemain-com.apple.calculator
AppDomain-com.apple.carkit. DNDBuddy
AppDomain-com.apple CarPlaySettings
AppDomain-com.apple.CarPlaySplashScreen
AppDomain-com.appleclips
AppDemain-com.apple.CloudKit.ShareBear
AppDomain-com.apple.compass
AppDomain-com.apple.CompassCalibrationViewService
AppDomain-com.apple. CoreAuthUl
AppDemain-com.apple.CTCarrierSpaceluth
AppDomain-com.apple. CTNotifyUlService
AppDemain-com.apple datadetectors. DDActionsService
AppDomain-com.apple.DemoApp
AppDemain-com.apple.Diagnostics
AppDemain-com.apple.DiagnosticsService
AppDomain-com.applefacetime
AppDemain-com.applefindmy
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Load data in order to explore it

DO T

iTunes backup  iCloud backup  iCloud Photos  iCloud synced

data
B )
i0S device BlackBerry Microsoft
image backup account data
or just
Drag and Drop backup file to this window
Select data types for parsing
v Apple Pay v Health ¥ Notifications v Wi-Fi
v Applications v Locations ¥ Signal
v Calendars v Media ¥ \Voice Memos
v Cals v Messages v Wallet
v Contacts v Notes v Web

Do not ask again (always parse all data);
can be changed later in settings

Extracting iOS device image
Backup - D:\user.tar [13.74 GB]

Time elapsed: 36 sec
Extraction progress: 13% (1 files extracted)
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U U -
& Pay @ I
1
Apple Pay Applications Calendars Calls Contacts Health
(1) (67) (122) (222) (370) (0)
Locations Media Messages Notes Notifications Signal
(?) (1834) (16152) (106) (s) Q)
NEW A
‘_.|I|I|I-I-- ’ V Q
[ ]
Voice Memos Wallet Web Wi-Fi
(3) (1) (459) (207)
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Chapter 7: Understanding Android

System Apps

Email Calendar Camera

Java APl Framework
Content Providers Managers
Activity = Location Package Notification

View System Resource @ Telephony = Window

Native C/C+ + Libraries Android Runtime

Webkit  OpenMax AL Libc Android Runtime
(ART)

Media

Framework OpenGL ES Core Libraries

Hardware Abstraction Layer (HAL)

Audio Bluetooth Camera Sensors

Linux Kernel
Drivers

Audio Binder (IPC) Display
Keypad Bluetooth Camera

Shared Memory usB WIFI

Power Management
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JAVA SOURCE
CODE

Java
Compiler
JAVA BYTE
CODE

JAVA VM

JAVA SOURCE
CODE

Java

Compiler

JAVA BYTE
CODE
Dex
Compiler
Dalvik byte code

Dalvik VM
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B4 Gmail

Do you want to install this application?

Allow this application to:
e Your personal info
ta, wri

0 Wil

MNetwork communication

full Internet access

Your accounts

tuu!_s

wne fram

Show all

Cancel Install
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< Installunknown apps

AB Match

3.6.3

Allow from this source
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no
nod

fuse

ault_permissio
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ndroid:
ndroid

ﬁndule
power

ll"l

swp half thumb edsp neon »
Bx41
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Chapter 8: Android Forensic Setup and Pre-
Data Extraction Techniques

T
O

> This PC > OSDisk (C) > platform-tools

Name B
api
lib64
systrace

adb.exe

[2] AdbWinApidil

[=] AdbWinUsbApidil

[ 1= dmtracedump.exe

etcltool.exe
fastboot.exe
hprof-conv.exe

[2] libwinpthread-1.dll
make_f2fs.exe

|_| mke2fs.conf
mke2fs.exe

= NOTICE.txt

[ ] source.properties
sglite3.exe

Date modified

12/24/2019 6:56 PM
12/24/2019 6:56 PM
12/24/2019 6:56 PM
10/18/2019 6:50 A...
10/18/2019 6:50 A...
10/18/2019 6:50 A...
10/18/2019 6:50 A...
10/18/2019 6:50 A...
10/18/2019 &:50 A...
10/18/2019 &:50 A...
10/18/2019 &:50 A...
10/18/2019 &:50 A...
10/18/2019 &:50 A...
10/18/2019 6:50 A...
10/18/2019 &:50 A...
10/18/2019 6:50 A...
10/18/2019 &:50 A...

Type

File folder
File folder
File folder

Application

Application extens...

Application extens...

Application
Application
Application

Application

Application extens...

Application
CONF File
Application
Text Document
PROPERTIES File

Application

Size

2,523 KB
96 KB
62 KB

234 KB
409 KB

1,284 KB

41 KB
226 KB
460 KB

2KB
709 KB
292 KB
1TKB
1,177 KB
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000 Android Virtual Device Manager

Your Virtual Devices
droid Studio

Name & R ution Target

10.1 WXGA (Tablet) ... 800 x 1280: mdpi Android 9.0 (Google APIs)
Android TV (1080p) ... 1920 x 1080: xhdpi Android 9.0 (Android TV)
Android Wear Round ... 320 x 320: hdpi Android 9.0 (Wear 0S)

Automotive (1024p la... 1024 x 768: mdpi Android 9.0 (Automotive)

Pixel 3 API 28 1080 x 2160: 440dpi 2 Android 9.0 (Google Play)

+ Create Virtual Device...

CPU/ABI

x86

x86

x86

x86

x86

Size on

513 MB

513 MB

513 MB

8.1GB

® o virtual Device Configuration

System Image

MF Android Studio

Select a system image

Android 9.0 (Google Play)

9.0
Google Inc.
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& Android Emulator - Pixel_XL_API_28:5554

= USB Mass Storage

USB connected

Turn on USB storage
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[R 2 .l = 7:42 PM

@ Select default type

Charge only -

HTC Sync
Disk drive

Internet sharing

DEVELOPER OPTIONS

ON

Running services

WebView implementation

Multiprocess WebView

Auto update system

Demo mode

USB debugging

Revoke USB debugging authorisations
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The computer's RSA key fingerprint
is:
23:B2:47:E1:08:DE:5A:3B:58:5A:A5:A6
:FA:98:E0:50

Always allow from this computer

Cancel

_pattern_autolock’;
pattern_autolock’;
bases
reen. lockedout permanently’ ;
reen. lockedoutpermanent 1y’

ClockworkMod

[71]



UFED User Lock Code Recovery Tool

Disclaimer: All actions are subject to the full responsibility of the user, and
Cellebrite is not liable for any damage to the device.

Follow the instructions to recover the lock code.

Before you begin, check your computer's power options to make sure it won't go

into sleep mode. The process could take from a few minutes up to 21 hours

. You
can still use the computer during this time.

What type of device is it?

[1] Android
[2] i0S (Apple)
[0] Exit

. Galaxy S6 Edge

any 4io |

Montecito Way B
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g Lock my screen
Add a phone number

; -
Device status = = Set"Unlock PIN" to unlock the screen.
Connection
; = Z "11“ Please enter a 4-digit number. You can unlock the device with this number.
Display a registered device L | This number is a temporary number that is only used by the Find My Mobile service.
Find my device - ¥ The following message will be displayed on your device.Enter a message in up to 100 characters.
@ Locate my device This device is lost. Please keep it for a while, and | will contact you. Thank you.

- 5 i | 3 &
7 Ring my device 83 / 100 characters
@ Emergency mode

|| Enter a phone number that can be called from the locked device.
Protect my device o
* After unlocking the screen, the status change nofification messages are not delivered.
8 Lock my screen
ﬁ Wipe my e United States (+1) - Enter numbers without a dash.
* Select the country code and enter a phone number that can receive messages
Import device information v * If the country cede is incorrect or a landfine phone number that cannot receive a message is entered, the nofification messages wil not be

delivered

Service settings

4+ How to set the device

W How to use the service Last requested date | No Request
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Ol ..

Wed, 25 February

Draw your unlock pattern.

Vodafone AU

Emergency Forgot

call pattern? Backup PIN

Do you want to reboot into safe mode? This will disable all third
party applications you have installed. They will be restored
when you reboot again.

Cancel
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The computer's RSA key fingerprint

is:
EO:C5: N F 3 C5:B1:6
D:6E:72:66:32

Always allow from this computer

Cancel

& Text selection i X D
kkkkkkkkkk
[ ®

I 2
ABC DEF

4 5 6

GHI JKL MNO

7 8 9

PQRS TUV WHYZ

* 0
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ClockworkMod Recovery v4.0.0.4

reboot system now

apply update from sdcard
wipe data/factory reset
wipe cache partition
install zip from sdcard
backup and restore
mounts and storage
advanced

power of f

e
Superuser Request
Root Explorer is requesting Superuser access

Warning: If you did
do not unders

Deny

v Remember

[77 ]




5
&

.android.
id. bl
com.android. browser
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Chapter 9: Android Data Extraction
Techniques

,@ &, @| |, C:\temp\data|

File Edit View Tools Help

Organize v Include in library Share with v Bumn  New folder
¢ Favorites N N Type =
@& Downloads com.adobe.flashplayer
Recent Places com.adobe.reader
Bl Desktop com.aldiko.android
com.android.browser
y Libraries com.android.calculator2
com.android.camera
1% Computer com.android.deskclock
&, Local Disk (C:) com.android.email
s LENOVO (D) com.android.gallery3d
com.android.inputmethod.latin
€ Network com.android.keychain

com.android.launcher
com.android.musicfx

com.android.phone

com.android.providers.calendar

1= >adk

ipped.
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["Z DB Browser for SQLite
File Edit View Help

& Mew Database = Open Database

Database Structure Browse Data Edit Pragmas Execute SQL

Name Type Schema

buil
buil
buil
buil
buil
buil
buil
buil
buil

buil

.pro
p




g - Citemp\databases
i

File Edit View Took Help

- Inchude in ibrary = Share with « Eurn Mew folder
Favorites
8 Downloads contacts2.db
, Recent Places contactsl.db-journal
B Desktop profile.db

prafile.db-jourmal
3 Libraries

m. android

er.xml

Database Structure Browse Data Execute SQL
Table: |calls v | @
id number date duration tvpe new name
2 2 8887775566 1388206593826 5 2 0
3 3 4444444444 1388211842729 134 2 0|Robert
4 4 6666666666 1388211997835 4 2 0|Amy
5 5 9999999999 1388212023730 1 2 1/ James

\ pull
pull: buildir

mmssms
mmssms

address person date date sent prol re stat tvr re sul body

0 1l -1 2 Hi.

123 5 1388224802844 1388224803000 0 1 -1
345 6 1388224888176 1388224888000 0 1 -1

Payment received

Hello
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[~ browser2.db - Oxygen Forensic SQLite Viewer

File Tools Service Help

[ Dopen | | R]Ewort (zprint - | iy Analyze DeletedData ¢l Options @) Help

= Tables f) Tabledata
@ _sync_state (0/0) Ed S | i title url
B _sync_state_metadata (|| 1 EW coo<TrIAL> https://www.google. com/w <TRIAL >XXXXXXXXXXXXXXXXX
B  android_metadata (1/0) || 2 test - Goo<TRIAL>XXX https://www.google.com/search?source =android-home&...
@ bookmarks (15/0) 3 test - Goo <TRIAL >XXX https: //www.google.com/search?site =webhp&ei=8Ze2U...
4 Goo<TRIAL> https:/fwww.google.co.in/?gws_<TRIAL >XXXXXXXXXXXX...
@ images (24/0) 5 Welcome t<TRIAL>XXX https: //m.facebook.com/?refsrc=htt <TRIAL >XXO0XXXX...
@ searches (4/0) 6 google - Go<TRIAL >XXXX http://www.google.com/m?hl=en&sou <TRIAL >XXXXXXX...
@ settings (1/0) 7 forensics - <TRIAL >XXXXXX http: /A v.google.com/search?hl=en&source=android-...
@ sqlite_sequence (3/0) 8 Forensic science - Wikipe <TRIAL >XXXXX0000000NXXX http: //en.m.wikipedia. o <TRIAL >XXXXXXXXXXXXXX
@ thumbnails (1/0) 9 facebook - G<TRIAL >XXXXX http: //www.google.com/m?hl=en&sour <TRIAL >XXXXXXX...
10 Welcome t<TRIAL >XXX https: //m.facebook.com/?refsrc=h <TRIAL >XXXXXXXXXX...
11 Wiki <TRIAL > http: /fwww.w <TRIAL >XXXXXX
12 us airways - <TRIAL >XXXXXX http: //www.google.com/m?hl=en&source <TRIAL >XXXXX...
13 US Airways | Airline tickets, <TRIAL >XX000000000XXX...  http://mobile.usairways.com/mt/www <TRIAL >XXXXXXXX...
14 14 shopping - G<TRIAL >XXXXX http: //www.google.com/m?hl=en&sour <TRIAL >XXXXXXXXXX
Tetle: [frends data ] (e
id user id first name last name cel other email birthday month 4
1 1/ 100004087623668 Lavanya lavanya @gn 2
2 2| 100000005601801 Pranav M -1
3 3 100004630714031 Sujata P +919 4
4 4| 100000818058433 Sudha C sudah Byah 1
5 5| 100003499121241 Vasu N +919( vasu @ 7
6 6 100003191641871 Makka A +9181, n, niredd 12
7/ 7 1033892411 |Sai Bl +919¢ saiku i@ 9
8 8| 100002190061552 Vara K vara_ , shoo.co 3
9 9| 1000023283888334 Kaluri A 49186 3 k , avind@gmail.c 6
10 10/ 100000103323292 E R +919 _ pithal Idy@y =1
11 11 562618335 Mukesh K +9198 ) mukes @yahc 2
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i Ful backup

Do not back up Back up my data

iphonesubinfo
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ekt
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Data extraction completed.

< [ My Files #

/storage/sdcard0/forensics/201:

CallLog Calls.csv

Contacts Phones.csv CallLog Calls.csv

MMS.csv | B C D B F G H
3 '8 9.19E+11 1.388BE+12 127

2 0 Bindu
7 9.19E+11 1.388E+12 ) 3 0 Bindu
MMSParts.csv 75 %6 9.174E+11 1.388E+12 0 3 0 naveen oms
6 'S 9.174E+11 1.388E+12 0 3 0 naveen oms
77 '4 9.194E+11 1.388E+12 252 2 0 Amma
SMS.csv '3 9.194E+11 1.388E+12 ) 3 0 Amma
79 12 9.198E+11 1388E+12 2054 ' 0 vikas hyd
. 0 71 9.198E+11 1.388E+12 0 2 0 vikas hyd
info.xml 81 39 9.198E+11 1.388E+12 0 3 0 vikas hyd
2 0 Bindu

2’0 9.19E+11 1.388E+12 33

Options | Window Help

ﬁ General... F5
Directory Browser... Ctrl+F5 Select Mode (globally) @
Volume snapshot...
Viewer Programs... #+F5
Data Interpreter... Alt=F5 Default Edit Mode (=editable)
Undo... In-place Mode (=editable)
Security... .
oK Cancel Help
Edit Mode... F6 -
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File | Edit S5earch Mawigation View ]
[ New. Ctrl+M
j Open.. Ctrl+0
Save Ctrl+5
Save As..,
24  Create Disk Image... Alt+C
Restore Image...
Backup Manager... F12

=
=
-
-
|
=y
=
e
—L
-
i
=y
o
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Chapter 10: Android Data Analysis and
Recovery

.

View Tools Window Help

@ Close Case ®8m Add Data Source Generate Report

Welcome X |

Create New Case

Open Recent Case

s
5 \ Open Existing Case
Autopsy®
OPEN | EXTENSIBLE | FAST Close
cu- Mew Case Information
Steps Case Info
1. CaselInfo ) Enter New Case Information:
2. Additional Information
Case Mame: ForensicsDemo
Base Directory: | C:\Users\Rohit\Desktop)| Browse
Case Type: (®) Single-user Multi-user

Case data will be stored in the following directory:
C:\Users'\Rohit\Desktop'ForensicsDemo

Finish Cancel Help
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cl Add Data Source

Steps

Enter Data Source Information wizard (Step 1 of 3)

1. Enter Data Source
Information

2. Configure Ingest Modules

3. AddData Source

Select source type to add: | Image File

Browse for an image file:
C :.‘-l,L.ls.ers ';R-oi'ni.t-besk.top-‘.,sampie..img

Please select the input timezone: :.(GMT+5:30] AsiafCalcutta

[ 1gnere arphan files in FAT file systems
(faster results, although some data will not be searched)

| Browse

Press Mext' to analyze the input data, extract volume and file system data, and populate a local database.

< Back

Einish

 Cancel

Help

M Add Data Source

Steps

Configure Ingest Modules wizard (Step 2 of 3)

1. Enfer Data Source Information

2. Configure Ingest Modules:

1 Add Dats Source

Configure fhe ingest modules you would e to nun on this data source.

BIEIREIRRRREREIE]

Select Al

Recent Acthvity
Hash Lol
File Type Idensfication
Embedded Fle Extractor
Exif Parser
Eryword Seandh
Emal Parser
Exterman Memahth Debactor
Efi] Veriher
Androsd Analyzer
Iniberesting Fles Identifier
Photoflec Carver

Deselect All
[#] Process Unallocated Space

A o
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M ForensicsDemo - Autopsy 4.0.0

File View Tools Window Help

@ Close Case Add Data Source | [[j; Generate Report

sample.img

----- .. SOrphanFiles (0)

SUnalloc (3)

app-private (2)

data (241)

oo .drm (3)

|\ android googleSearch, googleSearchwidget (4)

.} com.android.apps.tag (3)

) com.android.backupconfirm {4)
.\ com.android.bluetooth (&)

L\ com.android.browser (13)

. com.android, calendar (5)

) com.android. certinstaller ()
) com.android.chrome (12)

.\ com.android. dipboardsaveservice (3)
.. com.android.contacts {5)

.\ com.android.defrontainer {4)
) com.android.email {7)

L com.android.exchange (4)

L. com.android. facelock (3)

Mame

Data Sources
Table  Thumbnail

Directory Listing

_é sample.img

T
1| data (241) - fou

I dm (@) Table  Thumbnail

- | J) android.googleSearch. googleSearchwidget (4) Name

img_sample.img/data icom.android. browser fapp_databases/localstorage

Modified Time

Change Time

Access Time

Created Time

it- | J) com.android.apps.tag (3)
} com,android.backupconfirm (4)
[}l com.android.bluetooth {§)

4. com.android.browser (13)
i) app_appcache (4)
|| app_databases (3)

o+ http_m. facebook.com_0 (5)
-4 https_diuwhuofkvi771.doudfront.net_0 (<
-[1 https_mail.google.com_0 (8)

4. https_www.payumoney.com_0 (4}
o+ localstorage (65)
~ L, app_filesystem {2)

1! app_geolocation (5)

! app_icons (4)
-4 app_plugins (2)
-1l app_webnotification (3)

http_blogs.ca.com_0.localstorage
http_ct1.addthis.com_0.localstorage

http_disqus.com_0.localstorage

http_freshmenu.com_0.localstorage

http_m.facebook.com_0.localstorage

http_m.groupon.co.in_0.localstorage
http_m.indiatoday.in_0.localstorage
http_m.ndtv.com_0.localstorage

http m.snapdeal.com 0.localstorage

http_m.economictimes.com_0.localstorage

2014-05-03 20:0%:13 15T
2014-08-07 23:30:09 15T
2014-07-10 22;:40:59 15T
2015-08-30 13:40:23 15T

http_googleads. g.doubledick.net_0.localstor: 2014-05-22 22:33:43 15T

2015-11-11 10:37:33 15T
2013-02-20 20:01:39 15T

http_m.fakingnews. firstpost.com_0.localstorz 2014-07-10 21:10:10 IST

2014-05-20 23:02:07 15T
2014-03-19 16:44:56 15T
2015-11-15 23:48:16 15T
2015-12-26 12:24:52 15T

2014-05-03 203

13 15T
2014-08-07 23:30:09 15T
2014-07-10 22;

i59 I5T
2015-08-30 13:40:23 15T
2014-05-22 22:33:43 15T
2015-11-11 10:37:33 15T
2013-02-20 20:

39I5T
2014-07-10 21:10:10 15T
2014-08-20 23:02:07 15T
2014-03-19 16:

156 15T
2015-11-15 23:48:16 15T
2015-12-26 12:24:52 15T

2014-05-03 20:05:13 19T
2014-08-07 23:30:09 19T
2014-02-01 23:55:45 12T
2015-05-30 13:40:14 15T
2014-05-22 22:33:43 13T
2015-11-11 10:37:33 15T
2013-02-20 20:01:22 15T
2014-07-10 21:10: 10 15T
2014-08-20 23:02:01 15T
2014-03-15 22:48:35 15T
2015-11-15 23:46:51 15T
2015-11-29 12:52:27 15T

2014-05-03 20:05:13 15T
2014-08-07 23:30:09 15T
2014-02-01 23:55:45 15T
2015-05-30 13:40: 14 15T
Z014-05-22 22:33:43 15T
2015-11-11 10:37:33 15T
2013-02-20 20:01:22 15T
2014-07-10 21:100 10 15T
2014-05-20 23:02:01 15T
2014-03-15 22:48:35 15T
2015-11-15 23:46:51 15T
2015-11-29 12:52:27 15T
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Y
s/

., Computer »

- | 5 | | Search Compu

File Edit View Tools Help
Organize = System properties Uninstall er change a program >
0 Favorites 4 Hard Disk Drives (2)
4 Downloads Local Disk (C:)
=l Recent Places w — —
B Desktop 128 GB free of 421 GB
LENOVO (D)
“ Librari ~ o e
il Libraries S 5.4 GBfrec o 269 GB

& Homegroup 4 Devices with Removable Storage (1)

ol

DVD RW Drive (F:

Lo Computer )
£ Local Disk (C3)

ca LENOVO (Dv)

£, GT-1300 @) 6T-300
( ! Portable Media Player

“ﬂ Metwork

l4 Portable Devices (1)

Fd AccessData FTK Imager 3.2.00
Eie | View Mode Help

i Add Evidence Item...

& Add Al Attached Devices
8 Image Mountng...

Remove Evidence

kem
Remove Al Evidence Items
(& Create Dik Image...

Export Disk Image...

Export Logical Image (AD1)...
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Select Source

Please Select the Source Evidence Type
" Physical Drive

" Logical Drive

@ fimage File!

" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)

Nexd > Cancel Help

Select File

Evidence Source Selection

Please enter the source path:
C:\Users'rohit555 Desktop \ SDCARD.dd |

Browse...

< Back Finish | Cancel Help
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[‘] AccessData FTK Imager 3.2.0.0
File Wiew Mode Help

afsoagddBaeo=muld0BE[=RB 2 .

Evidence Tree X HFiIe List
‘1_3 Credit card info A Mame | Sizel Type | Date Madified I
{0 Goa Tip ¥ 20120303_113020,pg 1,682 Regular File 3/2/2013 11:30:...
ig L“::';:iwﬂoad — ] 20130303_113020pg F... 2 File Slack
) Now Folder ¥ 20130303_11303%,jpg 1,861 Regular File 3/3/2013 11:31:...
) Now foldor @) |1 20130303 113050,jpg.F... 4 FileSlack
.3 Offics Fles ¥] 20130303_113102,jpg 1,866 Regular File 3/3/2013 11:31:...
{33 Rohit [ ] 20130303_113102,jpg F... 3 File Slack
{0 Secret info ¥] 20120303_113106,jpg 1,865 Regular File 3/3/2013 11:31:...
{53 Songs [ ]20130303_113106,jpg F.. 4 File Slack
{3 System Volume Information @ 20130303_113140.pg 1,674 Regular File 3/3/2013 11:31...
{3 The Revenant D 20130303_113140,jpg.F... 3 File Slack
i ¥ 20130303_113142(0).jpg 1,606 Regular File 3/3/2013 11:31:...
-3 Videos [ 20130303_113122(0).jp... 2 File Slack
{3 lunallocated space] ¥ 20120303_113142,jpg 1,650 Regular File 3/3/2013 11:31....
9-T# Unpartitioned Space [basic disk] [ 120130303_113142jpg F... 3 File Slack
51 2010307 11314%inn 1A94  Reaular File 322017 11:31:..
Custom Content Sources P | 0000000 [0A C2 50 AB BE 60 5D 43-4C 95 CC GA DS 4C 22 °4i A -« |CL-130L" -
0000010 |FC E2 3F E2 06 3B 77 A6-AF ES C4 34 E8 49 47 93 |42 -;w! &A4eIG-
(Evdencetiesyston athie | Options oooooznlm 13 65 61 BD 4D E7 E1-EF A1 5B &C 90 97 €39 21|} -eadMoal;[1- B!
< * |0000030 |0A 71 AC 64 AF D1 4E A2-E4 BE 78 A4 46 DD OB Fé| -g-d NNeamx=Fy -&
E| Edi asmn«-3| F-:»:n‘.nveﬁ!ll gear_ﬂmagd 0000040 |SB 63 64 C6 4E 69 34 E2-4A 53 E7 ED 90 48 20 0A| [cAENi44J5¢i H -
0000050 |4E 58 53 39 C3 62 11 EF-TB F5 C3 36 F1 41 FD 5C|WXS-Bb-i(aheAny,
P | Hex va nt... Custom Conte...| |Cursor pos = 0; dus = 19425; log sec = 188152; phy sec = 138184

I:'] AccessData FTK Imager 3.2.0.0

File View Mode Help

QeSS ag dsdEs

= BI3O8 BRI

Evidence Tree

.

Custom Content Sources

X |[0000000]0A C2 80 LB BE

&0 5D 43-4C 98 CC &R

-{2) Credit card info Mame Slzel Type I Date Modified I

g f;: T”E ; [ 201 30303_113146.Jpg.l=... 2 File Slack

eraba ) X

") Vi M Fury Rosd 015) | ]20130303_113146.jpg.F... 3 File Slack

{3 New Folder a 20130303_113147 jpg 1,630 RegularFile 3/3/2013 11:31...
20130303_113147 jpg.F... 3 File Slack

New fold N - P9

% o Fioe @ ] 20120303_113148 jpg 1683 Regular File 3/3/2013 11:31:..,

{3 Rohi | ]20120203_113142jpg.F... 2 File Slack

) Secretinfo | ]20120203_113150,jpg 1,653 RegularFile 3/3/2013 11:3 1.,

{2 Songs | ]20130303_113130,jpg.F... 2 File Slack

{7 System Volume Information j 20130303_113132,jpg 1,721 RegularFile 3/3/2013 11:31...

-3 The Revenant | 120130303_113152pg.F... 4 File Slack

{7 Transfer a 20130303_113196.jpg 82 RegularFile 2/27/2016 3:56:...

-3 Videos 0130331_213647.mpd 247,410 noieninear

{2 lunallocated space] [ ] 20130401_092029,jpg 1802 Regular Fil =} EXDOTE Fiks...
-T2 Unpatitioned Space [basic disk] [ 20130401_092029,jpg.F... 3 FileSlack | [E] Export File Hash List...

4, Add to Custorn Content Image (AD1)

T e
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Super Backup

Apps Backup

SMS Backup

Contacts Backup

Call Logs Backup

Calendars Backup

Bookmarks Backup

pull:
pull
pull

WA oA A A A A

o] Open - g’;’;j Options -0 Help Recover deleted records Filtering criteria
< | Tables / ) Table data 2/ Blocks containing deleted data ¥ »
Eﬂm addr (0/0) Address © Tt Type Value
AT android_metadata (1/0) | 00032780 - 00036736 ] Original value ¥V .. -
Eﬂm attachments (0,0) -
Eﬂm canonical_addresses (2, UTF-8 i
ﬁm drm (00} Unicode (UTF-16.., ~TTHtitet
ﬁ g part (0/0) Unicode (UTF-16... #BTT77777
BT pdu (0/0) -
T pending_msgs (0/0) OLE Automation ... <Can't con
BT rate (0/0) Unix Epoch Time... <C
ﬁ T raw (0/o) Unix Epoch Time LE  <C
ﬁ o ; ) Unix Epoch Time... =C =
ﬁ o sqlite_sequence  (2/0) Unix Epoch Time... Ca
m sr_pending (0,/0) QS X Epoch Time... =Ca
ﬁ T threads (2/0) QS X Epoch Time... =C
E g words_content (2/0) BlackBerry Time BE
ﬁ g words_segdir (5/0) BlackBerry Time LE
BT words_seaments (0/0) . — + ||| Chrome Time BE
< Chrome Time LE t con
R I o # @ Ao =
F Unsigned-8 <Can't con
5 09 01 09 08 | OO0 17 00 O8 08 0% 07 33 Signed-8 .
l 43 38 A6 BD | 70 01 43 38 A& BC CO FF
- &F Unsigned-16 BE Ca
P o ' Signed-16 BE Ca il
[Trial access, 18 days left File type: sglite File size: 100 KB Tables: 17 Deleted items: 1 SHA-2 Hash: 1ed2094i
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ETIE T E]

TEEEEEEEEEEEXEEEEEXE]

scalpel.conf X

GRAPHICS FILES

AOL ART files

art ¥ 150000 \x4a\x47\x04)\x0e \refixc T xch

art y 158880 \x4a\x47\x03\x0e \xdBl xchl x0e\ xe8
GIF and JPG flles (very common})

gif v 5000000 VAT, X9\ X468\ x3B\ XIT\ K61 \Keeh x3b

gLf y 5000000 AT\ x4\ k46 \ k38 \ k3P \x61 \KEe\ X3k
I ipg y 2680050058 VEFFyxda)\ xffyxed\ o8\ x1e ViFfyxde
PHG

png v 20000000 504 xde\ k477 \afFfyxfe\xfd\xfe

pHp {used by MSWindows, use only Lf you have reason to think there are
BHP flles worth digglng for. This often kicks back a lot of false
posliive

File Edit View arch Terminal Help
unigeek@ubuntu:-S scalpel -c¢ fhomefunigeek/Desktop/scalpel-android.conf [home/
igeekfDesktopfuserdata.dd /home funigeek fD
Scalpel version 1.60
Written by lden G. Richard III, based on Fore

pfuserdata.dd”

userdata.dd: 100.0% |A#eksddbddink| 5N, eb:0d ETA

allocation complete. Building carve i
1 .

and fg
and fo

header
der and foot
with header ' » c\x69\xT4\x
8 flles
eader “\x46\x7T2\x L% {5 9 files
\ 1\x and footer "\xde\

> 0 file
\XG6B\xTd\ x6d\x6C) x3Ie”

0 files
--» 8 flle
and footer
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+ [EHome @ Desktop rohit Q, search

- -

qif-1-0 htm-10-0 jpg-2-0 jpg-3-0

Scalp
Start

L
L

png-5-0 zip-15-0 audit.bxt

™ D¢ y  rohit  jpg-2-0
00000050.jpg 00000051.jpg 00000052.jpg
00000054.jpg 00000055.jpg 00000056.jpg
*
00000058.jpg 00000059.jpg 00000060.jpg
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¢ DiskDigger Pro

BASIC SCAN (NO ROOT) What's this?

Q START BASIC PHOTO SCAN

FULL SCAN (ROOT REQUIRED)

Please select a memory partition from the list
below

/data, 12.24 GiB
This is probably your device's internal
memory

(= /SYstem, 1.46 GiB
e /cache, 840 MiB

{=ma /persist, 8 MiB

e /efs, 13.62 MiB
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What types of files would you like to search for?
(for better performance, select only the ones you
\

JPG
Images from digital cameras and the
weab

MP4
=4 MPA/MAV/MAASIGP/MOV audia/

videa

PNG

I E5 COmmaoniy found in web

pages.

7] MP3
e MP3 music files

ammoniy rf'l,ll'-l' In weo

] WAV

Wave audio recordings

1 AMR
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5158 O Moo x olecmao @4

& Settings

Sort by
First name

Name format

Edit contacts

Default account for new contacts
No default set

Phonetic name
Hide if empty

Manage contacts

Import

Export

Restore

Undo changes

Blocked numbers
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BN AU K- olecma e @4

< Restore contacts

From account
I @gmail.com
Google Contacts

Your Google Contacts automatically sync to your devices

Device backup

Current device
Contacts: 1421
Backed up 5 Dec

Oneplus - ONEPLUS A5000

Contacts: 1341
Restored 27 Sep

56% u

[ 100 ]




O0CEE O @ 4N 50%a

Undo changes

gmail.com

Change your contacts list back to any state in the
past 30 days

Undo changes from

O 10 mins ago
@ 1hrago

O Yesterday

O 1 week ago

O Custom

Learn more Cancel  Confirm
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Chapter 11: Android App Analysis, Malware,

and Reverse Engineering

& SOLite Database Browser - C:/Users/Rohit/Desktop/dump/andy/fb/ databases/newsfeed_db
File Edit View Help

DNSdw | m*ed e et BV

Database Structure  Browse Data | Execute SQL |

Table: |home_stories x| @

[ cursor [ dedup key [sort 1] ranking [ features meta | disallo [seen state | |imaqe seen state [imaqe cache state[image uls | | see [row]story[story t[cache fie path |
1458878132728 | MTQ 10D¢ 3651569378 | 1:000( 13400879 [] 0 1 3 0|https://scontent. fde 0 User | /data/data/com.face
1458878132728 MTQ10D¢( 4933983296 1:0001| 0.0 {"sponsored™: 1, "sut| 1 ] ] 2|https://scontent. fde ] Ad /data/data/com. face
1458878132728 MTQ 10D 1159469259 1:000('9208374 {“subject_type™:0} 0 0 0 2|https:/scontent. fde 0 User | /data/data/com. face
1458878132728 MTQ 10D 1609003662, 1:000(11373901 {“subject_type™0} 0 0 0 0|https:/fscantent. fde 0 User | /data/data/com. face
1458878132728 | MTQ 10D 4977354125 1:000(13237915 {“subject_type™0} 0 0 0 0|https:/fscantent. fde 0 User | /data/data/com. face
1458878132728 | MTQ 10D¢ 5319105357 1:000(/158 70972 {"subject_type™:0} 0 0 0 0|https:/fscontent. fde 0 User | /data/data/com.face
1458878132728 | MTQ 10D 3256041140 1:000( 1128845 {"subject_type™:0} 0 0 0 0|https:/fscontent. fde 0 User | /data/data/com.face
1458878132728 | MTQ 10D 7568 176440 1:000( H9 79599 {"subject_type™:0} 0 0 0 1 https: ffscontent. fde 0 User | /data/data/com.face
1453875132728 |MTQ 10D 5149615670 | 1:000("3958098 {"subject_type™:0} 0 i i 0|https: f/scontent. fd i User | /data/data/com.face
1458878132728 MTQ 10D 5829180926  1:000( 0.0 {"sponsored™: 1,"sut 1 0 0 0|https:/fscantent. fde 0 Ad /data/data/com. face

1577881839 Timestamp to Human date | [batch convert]

Supports Unix timestamps in seconds, milliseconds, microseconds and nanoseconds.

Assuming that this timestamp is in seconds:

GMT : Wednesday, January 1, 2020 12:30:39 PM
Your time zone JWednesday, January 1, 2020 6:00:39 PM GMT+05:30 |
Relative : Afew seconds ago

Convert epoch to human-readable date and vice versa
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File Edit View Help

N E- e B W

Database Structure

Browse Data l Execute 50QL ]

Table: |key'n'|:urd_search_terms

3 o

keyword id | url id | lower term | term
40 2 220|brewsky sarjapur  |brewsky sarjapur
41 2 221|apple vs samsung | apple vs samsung
42 2 223 |satya nadella satya nadella
43 2 226/jugaad meaning jugaad meaning
41 2 227 55vs B Ssvs B
45 2 229|amazon new year |amazon new year
45 2 230/amazon india new  |amazon india new

br

:bluatnuhh




<« C @& play.google.com/store/apps/details?id=com.facebook.katana&hl=en

P GooglePlay  searcn

Categories v Home  Top charts New releases

My apps
Shop
Facebook
< Games Facebook Social
Family iz

Editors’ Choice Contains Ads - Offers in-app purchases

A You don't have any devices

[ Add to wishlist

Account

pm path com.android.chrome

Marme Date modified Type Size

| assets 01-02-2014 15:32 File folder

| com 01-02-2014 15:32 File folder

J lib 01-02-2014 15:32 File folder

. META-INF 01-02-2014 15:32 File folder

| res 01-02-2014 15:32 File folder
2 AndroidManifest.xml 07-01-2014 11:10 XML Document 43 KB
|| classes.dex 07-01-201411:10 DEX File 3843 KB
E com.twitter.android-1.zip 01-02-2014 15:31 WinRAR 1P archive 11,877 KB
|| TESOUTCES.Arsc 07-01-2014 11:10 ARSC File 2,282 KB
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MName Date modified Type Size
L lib 05-06-2013 10:24 File folder

lassesdex 07-01-201411:10 DEX File 3843 KB
I & classes-dexZjar.jar I 01-02-2014 15:43 Executable Jar File 3,699 KB
'|-apk-sign.ba 05-06-2013 10:21 Windows Batch File 1KB
|| d2j-apk-sign.sh 05-06-2013 10:21 SH File 2KB
d2j-asm-verify.bat 05-06-2013 10:21 Windows Batch File 1KB
|| d2j-asm-verify.sh 05-06-2013 10:21 SH File 2KB
d2j-decrpyt-string.bat 05-06-2013 10:21 Windows Batch File 1KB
|| d2j-decrpyt-string.sh 05-06-2013 10:21 SH File 2KB
d2j-dex2jar.bat 05-06-2013 10:21 Windows Batch File 1KE

f} Java Decompiler - AuthorizeAppActivity.class &Iﬂlﬂ
File Edit Mavigate Search Help
A= A

J classes-dex2jar.jar )(l ¥
@-H3 andreid.support.yvd it J AuthorizeAppActivity.class hd
@} cowine.android [ " "
package com.twitter.android; -
=8 com El

~H crashlytics.android @|import android.accounts.Account;: .
f3 fastersmljackson.core
4 google.android public class RuthorizeRppActivity
- googlecode extends BaseFragmentictivity
w--H3 mobeta.android.dshy implements ag
=--H twitter { . ) )
BEB android private ServiceConnection a;

private String b;
private String c;

private CharSequence b{)
{

m AuthorizeAppActivity ComennentName 1ncalComoonentName = astCallinadotis
: 4 1 b

.- (5 AuthorizeAnolctivity
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Security & fingerprint

App locker

Choose your encryplion for app
b ak Lt}

Device administration

Device administrators

View or deactivate device administrators

Unknown sources

Allow installation of apps from unknown
SOUrces

SIM card lock

Set up SIM card lock
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gle Play Store

gle Play Store

Blocked by Play Protect

=T (

f Apps

This app is fake. It can damage your device and

steal your data

Even if you have heard of this app or the app

it's still

source. Learn more

Install anyway (unsafe)

developer

dangerous to install an app from an untrusted
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T o . e
file View Tools Exract Python Pleg-ins Report Help Debug

ST R A A AL BNk R i ar

=] = %-kﬁmmmx
4 | [@ Smart Phones_PDAs_Android

4§79 Extraction Suramary (1) u Mawore Scancrs s
n - File systerms:
B
B Memory Images - —d
b &S5 Memory Ranges 7] EFS (Exti}
b @ File Systems || PERSDATA (Extx)
4 & analyzed Data % ?Erf? #EEM}
b Aol (3) [¥] HIDOEN (ExtX)
v [ canvog iy [] USERDATA (Ext)
» BB s () [ Google Drive Fites . [l
¥ Google Dive Files 1
¢ [l contacts (16)
@ Cookies (227) The definitions database was last 32853006 10:17 AM
4 i) Device Locations [14) .
B e - e
B Device Users (1)

File View Tools Python Plug-ins Report Help
TE S D SHE B B ed
8

=B Y Malware Scanner (331)
-4 _com.aijiacyou.android.sipphone_1005_1.0.5.apk (Android. Trojan.DroidKungFu.A)
4 _com.electricsheep.master.paintpro_10_2.0.1.apk (Android.Trojan.DDLight.A)
A _com.kejiunclear 1_1.0_BC6C20CT9AED2TIB409CE14 A92E63BEY.apk (Android. Trojan BaseBridge
t _com.sansec_9_V1.0.09.apk (Android.Trojan.DroidKungFu.A)
4 0DA34B4A20C85CO489FEABF53316B53C (Android.Trojan.Geinimi.B)
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<uses-permission androld:

</uses-permission>
<uses-permission android
</uses-permissions

<uses-permission android:

</uses-permission>

<uses-permission android:

</uses-permission>

<uses-permission android:

</uses-permissions

<uses-permission android:

</uses-permission>

<uses-permission android:

</uses-permission>

<uses-permission anpdroid:

</uses-permissions>

<pses-permission zndroid:

</fuses-permission>
<uses-permission zndroid
</uses-permission>

<uses-permission android:

</uses-permission>

<nses-permizsion android:

</uses-permission>

<uses-permission android:

</uses-permizsion>

<uses-permission android:

</uses-permission>

<uses-permission android:

</uses-permissions

name="android.permission.ACCESS CORRSE LOCATION™>

:mame="android.permi=ssion.ACCESS FINE LOCATION™>

name="android.permission.ACCESS NETWORK STATE™>-
name="andraid.permi ssion . ACCESS WIFI_STATE™»
name="android. permiasion.CALL PHONE>
nams="android. pernission. CAMFRA™>
names"android.permission.GET_RACCOUNIS™>
name="android.permissicn. INTERNET ">

name="android.permission . MANARGE ROCOUNTS™>

:name="android.permission.READ CONTACTS">

name="android.permission.READ PHONE STATE®>
name="android.permiasion.0SE_CREDENTTALS™>
name="android.permiasion. VIBRATE™>
namss"android.permission . WRITE SETTINGS™>

nape="android.permission.WRITE EXTERNRL STORRGE">»>
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Chapter 12: Windows Phone Forensics
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Microsoft account

Let this app access your info?

ice WP8 Sample ne

Create new pages in OneNote

You can change these application permissions
at any time in your account settings.

© 2014 Microsoft

- DPP [1][EME]
s MODEM_FSE (2] [1ME]

sl MODEM_F51 (3] [TME]

sl MODEM_FS2 [4) [TME]

sl MODEM_FSC [5] [IME]

-l DR (5] [OME]

-l 550 (7] [OME]

sl LIEFI_BS_NY [5) [OME]

s UEFI_RT_NY (3] [DME]

sl SEL1 [10] [OME]

-l DEI [11] [OME]

-l LIEF] [12) [2MB)

- FiPM [13] [IME]

-l TZ [14) [OME]

sl WINSECAPP [15) [OME]

s TZAPPS [16] [16MB]

- BACKUP_SELT (17 [OME]
-l BACKUP_DE [18) [IME]
-l BACKUP_LEFI [19) [2ME]
sl BACKLIP_RPM [20] [OME]
-l BACKUP_TZ [21) [IME]

-l BACKUIP_WINSECAPP [22) [OME]
- BACKUP_TZAPPS (23) [16ME]
-l PLAT [24] [BME]

st EFIESP [25) [32ME]

-l Main0S [26) [1476ME]

-l Dt [27) [5E47MB]

s)

s e}

)

)
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(-l Data [27) [5247ME]
E|h= HOMAME [MTFS]
&) [orphan]
=03 [roat]
e $BadClus
H-00) $Extend
T $Secuwe
e $UpCase
#-13) ProgramData
{h PROGRARS
#-07) SharedData
- SystemD ata
- TEE
H-0) Test
H-00) Users
A5 wificalling

UFED
Phone Detective

Total results: 20

% Settings

Nokia CDMA
Lumia 928 (RM-860)

Logical, File system, Physical (7)

Nokia CDMA
Lumia 929 (RM-927)

Logical

Nokia CDMA
Lumia 635 (RM-1078)

Logical, File system

Nokia CDMA
Lumia 822 (RM-845)
Logical, File system, Physical O
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Microsoft
Lumia 430
(RM-1099)

Extract from

) Logical Extraction

g File System Extraction

Capture Images

Extraction options
Choose data types to extract

Contacts
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Download
Download folder:  C:\ProgramData\WPinternals\Repository Change

Currently downloading:

Name Size Time Left Speed Progress
RM1075_02177.00000.15184.36002_RETAIL ¢ 1805 ME 04222 1e3kess [
Model

When you choose "Download all”, Windows Phone Internals will download an FFU-file and emergency-files for your
phone. When the FFU-file is downloaded, it will be analyzed. And if the OS-version is not a supported version, then
Windows Phone Internals will start to download another FFU-file, which should have a supported OS-version. It will be
for a different model, but Windows Phone Internals needs it extract some files from it

When you connect your phone, the search criteria will be detected automatically. For some alder Lumia models this
may not work when the phone is in Flash mode, To get the exact search criteria, you need to switch the phone to
Normal mede first.

In some cases the emergency files cannot be found and you will need to download the emergency files yourself. This
google search may yield some relevant results.

For some older Lumia models the operatorcode search criterion deesn't work, Your search may not yield any results
when use the Operatorcode search critericn. You should use the Productcode to find the files for your exact model.

Producttype RM-1075

Productcode 059X177

Operatorcode Search ‘ | Download all

Search results:
Mame Size
RM1075_02177.00000.15184,36002_RETAIL_prod_signed_1017_025334_000-RU_MV.ffu 1805 MB
RM-1075 emergency-files 3 MB

Download selected
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CAPr..\RM1075_02177.00000.15184.36002_RETAIL_prod_signed_1017_02533A_000-RU_MV.ffu Change
¥ou will also need an emergency programmer for your phone,
C:\ProgramData\WPInternals\Repository\RM-1075\MPRG8x26_fh.ede Change

The FFU-image you selected for profiling does not have a supported O5-version. Windows Phone Internals
needs to extract files from a supported OS-version. You need to select such FFU. If necessary, you can select
an FFU-image for a different model.

CA\ProgramData\WPi...\RM1085_1078.0053.10586.13169.12547.035242 retail_prod_signed.ffu Change

‘ Unlock | | Abort

Scanning for flashing-profile - attempt 3 of 64
]

Progress: 4%

Your phone may appear to be in a reboot-loop. This is expected behavior. Don't interfere this process.

Flashing unlocked bootloader (part 1)...

Progress: 100% - Estimated time remaining: 0:00:00

You need to manually reset your phone now!

The phone is currently in Mass Storage Mode. To continue the unlock-sequence, the phone needs to be rebooted.
Keep the phone connected to the PC. Reboot the phone manually by pressing and holding the power-button of the
phone for about 10 seconds until it vibrates. The unlock-sequence will resume automatically.

Select Drive *

Source Drive Selection

Please select from the following available drives:

LORIVEE - MSFT Phone MMC Stor USB Device [jid

< Hasan | Finish | Cancel Help
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Windows Phone 10
seized in
investigation

f
[ |

Windows Phone Windows Phone
is powered on is powered off
Acquire the device Remove the SD card
with the SD card and acquire it with

inside the phone FTK Imager

Remove the SD card
and acquire it with
FTK Imager

Place the SD card
back into the phone
and acquire the
device

Select Source

Please Select the Source Evidence Type
* Physical Drive
" Logical Drive
" Image File

" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)

Next = Cancel Help
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Create Image *

Image Source ——— | Select Image Type
| \\. \PHYSICALDRIVES
— Please Select the Destination Image Type
Sta
—Image Destination(s) ——— & Raw {dd)
" SMART
BN
= AFF
Add...
Add
[~ Verify images after they are
_ "~ < Back Next > Cancel | Help
[~ Create directory listings of all
Stark Cancel | [

Select Image Destination

Image Destination Folder

|D:\ Browse |

Image Filename (Excluding Extension)
|sdcard|

Image Fragment Size (ME) 1500
For Raw, E01, and AFF formats: 0 = do not fragment

Compression {D=None, 1=Fastest, ..., 9=Smallest) |3 _%

Use AD Encryption [

<Back [ Frsh | Cancel | Help
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. [rurrent Folder]

. [parent Falder]
stare, val
Us55.chk
133, log
US500005.log
USSresO0001 . jrs
USSres00002.rs
LI35kmp.log

Z015-04-06 2000711 EDT
2017-05-23 100 16:20 EDT
2015-04-06 20:07 30 EDT
2015-04-06 20:07:30 EDT
2015-04-06 20:07:30 EDT
Z017-07-26 185309 EDT
Z017-05-20 12:13:54 EDT
2017-05-20 12:13:54 EDT
2017-07-07 1825307 EDT

Z015-04-06 200711 EDT
2017-05-23 10016:20 EDT
2015-04-06 20:07:30 EDT
2015-04-06 20:07:30 EDT
2015-04-06 20:07:30 EDT
Z017-07-26 1855309 EDT
Z017-05-20 12:13:54 EDT
2017-05-20 12:13:54 EDT
2017-07-26 15:93:09 EDT

Z2015-04-06 2000711 EDT
2017-05-23 10:16:20 EDT
2017-03-20 12113154 EDT
2017-03-20 12:13:54 EDT
2017-06-05 13:37:25 EDT
Z017-05-20 12:13:54 EDT
Z017-05-20 12:13:54 EDT
2017-05-20 12:13:54 EDT
2017-03-20 12113154 EDT

Z017-05-20 12:13:54 EDT
2017-05-20 12:13:37 EDT
2017-03-20 12113154 EDT
2017-03-20 12:13:54 EDT
2017-06-05 13:37:25 EDT
Z017-05-20 12:13:54 EDT
Z017-05-20 12:13:54 EDT
2017-05-20 12:13:54 EDT
2017-03-20 12113154 EDT

[current Folder]

r

) [parent folder]

*

FarvoriteData. =l

FavoriteData, xml.kmp

2015-04-06 2000711 ECT
2017-05-23 10 16: 20 EDT
2017-07-21 200158:19 EDT
2017-07-21 2001819 EDT

2015-04-06

2015-04-06 20:07:11 EDT
2017-05-235 10:16:20 EDT
2017-07-21 20:16:19 EDT
2017-07-21 2001819 EDT

2015-04-08

2015-04-06 20:07:11 ECT
2017-05-23 1N 16: 20 EDT
2017-06-12 173143 EDT
2017-06-12 173143 EDT

2017-05-20'1

2017-05-20 1215354 EDT
2017-05-20 1211337 EDT
2017-06-12 17153143 EDT
2017-06-12 173143 EDT

2017-05-20 12

1D, chl:
1JDM.log
1JDMO0001.lag
UDMres00001 . jrs
UDMres00002, jrs
UDMEnp.lag

2015-04-06 20007:30 EOT
2015-04-06 2000730 EDT
2017-07-19 051725 EDT
2017-05-20 12:135:54 EDT
2017-05-20 12:135:54 EDT
2017-07-19 1103:33 EDT

2015-04-06 20:07:30 EDT
2015-04-06 20:07:30 EDT
2017-07-19 11:03:33 EDT
2017-05-20 12:15:54 EDT
2017-05-20 12:153:54 EDT
2017-07-19 11:03:33 EDT

2017-05-20 12:15:54 EDT
2017-05-20 12:15:54 EDT
2017-05-20 12:15:54 EDT
2017-05-20 12:15:54 EDT
2017-05-20 12:15:54 EDT
2017-07-19 11:05: 33 EDT

2017-05-20 12:15:54 EDT
2017-05-20 12:153:54 EDT
2017-05-20 12:153:54 EDT
2017-05-20 12:15:54 EDT
2017-05-20 12:153:54 EDT
2017-07-19 110333 EDT

. [current Falder]

. [parent Folder]
w01.chk
W01 .log
¥0100016.log
Y¥O1res00001 .jrs
YO1res00002, s
W01k log

2017-07-25 20:40:46 EDT
Z017-05-20 12:38:23 EDT
2015-04-06 21:41:57 EDT
2015-04-06 21:41:57 EDT
2017-07-25 20:40:46 EDT
2017-05-20 12:13:55 EDT
2017-05-20 12:15: 55 EDT
2017-07-24 17:23:26 EDT

1:41:57 EDT

2017-07-25 20:40:46 EDT
2017-05-20 12:38:23 EDT
2015-04-06 21:41:57 EDT
2015-04-06 21:41:57 EDT
2017-07-25 20:40:46 EDT
2017-05-20 12:13:55 EDT
2017-05-20 12:13: 55 EDT
2017-07-25 20:40:46 EDT

2017-07-25 20040:46 EDT
2017-05-20 12:36: 23 EDT
2017-05-20 12:15:55 EDT
2017-07-19 12:24:21 EDT
2017-07-20 20010:03 EDT
2017-05-20 12:15:55 EDT
2017-03-20 121355 EOT
2017-06-21 1201753 EDT

2017-05-20 12:13:55 EDT
Z017-05-20 12:135:30 EDT
2017-05-20 12:13:55 EDT
2017-07-19 12:24:21 EDT
2017-07-20 20:10:03 EDT
2017-05-20 12:13:55 EDT
2017-03-20 121355 EDT
2017-06-21 12:17:53 EDT
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https://www.bing.com/search?q=pandoradtform=M...
res:/WebBrowserControlRes dll/ErrorPageTemplate...
https://www.bing.com/search/?q=free +texting+onli..
httpsy//trc taboola.com/sg/thetradedesk-network/L/...
httpsi/fwww.bing.com/search?q=msnétform=Ma10..
http://bing.com/az/hprichbg/rb/GlastonburyMosn_..
httpsy//tre taboola.com/sg/appnexus-network/1/rib-...
https/fwww.bing.com/rms/Framework/cj nj/f0fel3d...
http://bing.com/az/hprichbg/rb/GlastonburyMoon_...
hittps:/fwww.bing.com/search?q = how%20to%20det...
https://www.bing.com/rms/BingCore.Bundle/cjnj/21...
httpe/fwww.bing.cam/rms/BingCare.Bundle/cj,nj/77...
http://bing.com/az/hprichbg/rb/Aldabra_EN-US100...
https:/fwww.bing.com/search?ajax=scrolldtinfscroll=...

https:/fwww.bing.com/search?q=how%20to%20det...

* Internet Explorer 10-11 Content

7 Internet Explorer 10-11 Content
2 Internet Explorer 10-11 Content
<2 Internet Explorer 10-11 Content
<2 Internet Explorer 10-11 Content
<> Internet Explorer 10-11 Content
<~ Internet Explorer 10-11 Content
<~ Internet Explorer 10-11 Content
« Internet Explorer 10-11 Content

* Internet Explorer 10-11 Content
* Internet Explorer 10-11 Content
! Internet Explorer 10-11 Content
! Internet Explorer 10-11 Content
! Internet Explorer 10-11 Content

! Internet Explorer 10-11 Content

Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related
Web Related

6/21/2017 4:16:26 PM
7/24/2017 10:36:20 PM
7/19/2017 4:23:57 PM
7/19/2017 4:23:28 PM
7/5/2017 8:10:41 PM
7/20/2017 2:53:41 PM
7/20/2017 4:03:45 PM
7/20/2017 3:44:38 PM
7/20/2017 2:53:42 PM
/2072017 3:44:38 PM
/2072017 3:44:38 PM
7/5/2017 8:10:41 PM
7/18/2017 4:29:05 PM
7/20/2017 3:44:48 PM
7/20/2017 3:38:41 PM

DETAILS

ARTIFACT INFORMATION

User  DefApps

URL  res://webbrowsercontrolres.dll/
dnserror.htm

Accessed Date/Time  7/24/2017 10:36:20 PM

Page Title  Can’t find server

Access Count 1

EVIDENCE INFORMATION

Source  chipoflumia.001 - Partition 27 (Microsoft
NTFS, 5.71 GB)\Users\DefApps\APPDATA
\Lacal\Microsoft\Windows\WebCache
\WebCacheV01.dat

Location  Table: Container_6 (Entryld: 1)
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Chapter 13: Parsing Third-Party Application
Files

Filters W Find text... -~
4 v categories Name Identifier Container
k4 " Drones ® Apple Health com.apple. Health Iprivate fvar/mabis/Appications/com. apple b A
kA 5 Finance € Facebook Messenger com. facehock. Messenger fprivate fvar fmobie /Applications fcom. facebo
%} Fitness @ viber com.viber fprivate fvar fmobile/Applicationscom. viber
[ (8 Messengers 5 13810 BB fok Messenger com.kik.chat fiprivate fvar fmobie/ Applications fcom. kik. cha
£ G Multimeda 2 @, 1180 Fitbit com. fithit Fitbitobie [privatefvar/mobie Appicatons,com. ftbit. Fi
[ @ Navigation 4 &y a7 [ Endomonde com.endomonde. Endomondo. fprivate fuar fmobie Applications fcom. endame
B4 8 Productivity (Business) 20 @ 7agp @ Pinterest pinterest fprivate fvar fmobie {Appications fpinterest
[ @ Social Networks 12 7760 (L) Whatsapp Business net.whatsann. WhatsAppSME Jorivate fuar fmobie /Appications net.whatsar
B & mrave 7 7410 5 WhatsApp Messenger | net.whatsapp. WhatsApp forivate fvar fmobile/Apphcations fnet. whatsay
[ @) web Browsers 4 @ ss540 i Lne fp.naver fine forivate fvar fmobie/Appications ip.naver.ling
[ % other 275 5200 B strava com.strava, stravaride [private fvarfmobie /Apphcationscom. strava.
7 ) uber com.ubercab. UberClient fprivate fvar fmobie/Applcations/com, ubercal
@ Tinder com, cardify, inder fprivate fvar/mobie//Apphcations fcom. cardify
€8 100 com.icg.icafree forivate fvarmobie (Applcations fcom. icg. icaf
£ Yandex Disk ru.yandex. disk [private fvar /mobie,Applcations/ru. yandex.
W% Zangi private messenger com.interactive. zangi [private fvar /mobie,Appications com. interac
Tango com.sgiggle. Tango fprivate fvar fmobie/Appications/com. sgiggle
i safari Browser com.apple, mobilesafarn fprivate fvar fmobie/Applcations fcom, apple.n
|8 coverme com.coverme, covermefchoc Jprivate fvar jmobile,/Apphcations fcom. coverm
& Google Chrome com.google, dhrome.ios Jprivate fvar fmobile /Applcations fcom. google.
& Wechat com. tencent.xin fprivate fvar jmobie /Applcations jcom. tencen |,
< 2
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4

OO0 DO 0

... Remote party | Text Image URL Tme stamp (Device ... = - Type
Hank Fresh A 1/25/2016 4:27:52 PM Text
Harik Fresh § hitp:fiutmn fawe,, 1/25/2016 4:27:30 PM Image
Hank Fresh #  hopofeangonetioub,., 1/25/2016 4:27:00 PM Image
Hank Fresh A 1/25/2016 4:26:3¢ Text
Hanik Fresh Hi its febcia ! 1/25/24 A7 PM Text
Hank Fresh Helo! [ wouid e to chat with you. 52016 4:24:06 PM Text

ANOILDILOHD
g HNOA 3IHMY
SHIdJOOHL

0
~
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1.7 km
Dodge Ave

Central Park Ave

& |

16:57

4min 2.3km

4 I Device Locations (513)
= Joumeys (16}
rl f_}‘ Locations. (481)
B Apple Maps (26)
B Faceboak (1)
l?“ Find My iPhone (1)
¥ iPhoneRecentslog (71)
Q" Mail Content (B3)
_I? Maps Search (4)
B Media Locations (135)

I&' ‘Waze Fawvorites (5)
¥ Waze History (74)
B Waze Recents 7
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ARTIFACT INFORMATION

User ID
User Mame
Profile Created Date/Time

Description

Web URL
Followers
Friends
Statuses

Image URL

Friend Metadata Updated Date/Time
Header URL

EVIDEMCE INFORMATION

Source

Recovery Method
Deleted source
Location

Evidence number

767674047173918720
oskulkin
8/22/2016 10:45:30 AM

#DFIR professional. #Threatintel
enthusiast. Opinions are my own.l
[tab]MJjDFIRXXIXM) j
ThreatintelXXI XXIM

https://t.co/jhNd2msB3f
658
207
309

https://pbs.twimg.com/
profile_images/1218460619764064257/
BaefFcqQ_normal.jpg

1/19/2020 11:07:23 AM

https://pbs.twimg.com/
profile_banners/767674047173918720/1
579338626

samsung SM-J710F Full Image -
MMCEBLKO.raw - Partition 24 (EXT-family,
11.24 GB)\data\com.twitter.android
\databases\767674047173918720-58.db

Parsing

Table: users(_id: 1)

samsung 5M-J710F Full Image -
MMCBLKO.raw

@

W Twitter Tweets

W Twitter Users

W' Twitter Direct Messages

137
179

1,256
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|w°L O-scribe.db File .db 16,384 1/19/2020 9:29:43 AM  1/19/2020 9:29:43 AM  1/19/2020 3:3439 PM

| L O-scribe.db-journal File .db-journal 16,928 1/19/2020 9:29:43 AM  1/19/2020 9:29:43 AM  1/19/2020 9:32:27 AM

|é’ global.db File .db 368,640 1/19/2020 ©:29:44 AM 171972020 0:29:44 AM  1/19/2020 11:07:17 AM

| il global.db-journal File .db-journal 12,824 1/19/2020 ©:29:44 AM  1/19/2020 9:29:44 AM  1/19/2020 9:32:00 AM

|§ 0-58.db File .db 454,656 1/19/2020 ©:29:44 AM  1/19/2020 9:29:44 AM 171972020 9:29:45 AM

| L 0-58.db-journal File .db-journal 8720 1/19/2020 9:29:44 AM 171972020 9:29:44 AM 171972020 9:29:45 AM

|wé' T67674047173918720-Iru_key_valuedb File .db 28672 1/19/2020 ©:31:59 AM  1/19/2020 9:31:59 AM  1/20/2020 6:43:.51 AM

| L T67674047173918720-Iru_key_valuedb-journal  File .db-journal 21,032 1/19/2020 %:31:50 AM  1/19/2020 9:31:59 AM  1/19/2020 11:.07:10 AM

|wl>' T67674047173918720-scribe.db File .db 24576 1/19/2020 ©:31:59 AM  1/19/2020 9:31:59 AM  1/20/2020 7:35:38 AM

| L T67674047173918720-scribe.db-journal File .db-journal 53,864 1/19/2020 ©:31:59 AM  1/19/2020 8:31:59 AM  1/20/2020 7:35:38 AM

|wé' T67674047173918720-58.db File .db 1,814,528 1/19/2020 @31:59 AM 171972020 9:31:59 AM  1/20/2020 41307 AM

| L T67674047173918720-58.db-journal File .db-journal 185,192 1/19/2020 ©:31:59 AM  1/19/2020 9:31:59 AM  1/19/2020 11:07:23 AM

|°§' T67674047173918720-drafts.db File db 28672 1/19/2020 %:32:00 AM  1/19/2020 9:32:.00 AM  1/19/2020 9:32:.00 AM

| L T67674047173918720-drafts.db-journal File .db-journal 8720 1/19/2020 9:32:00 AM  1/19/2020 9:32:00 AM  1/19/2020 9:32.00 AM

|é’ T67674047173918720-dm.db File .db 20480 1/19/2020 ©:32:03 AM  1/19/2020 8:32:03 AM  1/19/2020 9:32.03 AM

| L 767674047173918720-dm.db-journal File .db-journal 12824 1/19/2020 9:32:03 AM  1/19/2020 9:32:03 AM  1/19/2020 9:32:03 AM
|

conversations (3) ' . .

P (o) Create_time ~ send time +* payload

likes (1)} 1453739107566 1453739100747 EhZzdzkWDILS3Q55KloT3hkMktrdjIRGAAIUKIbGKSBIHdvdWiki4

:zﬁzg‘“ {1;;:; 1453739136466 1453739137674  EhZzdzlkWDILS3C5SKloT3hkMKktrd]IRGAAIFKh|eSBOaGVYZSAgaXRz]

e (1)|| 1453739173098 1453738173555  EnZadzIkWDILS3Q5SkloT3hkMKtrdjIRGAAICKhpIEZIbGljaWGAACC

sms (0} 1453730046644 1453739053669 EhZzTWFIWmOIaDIYR2VTORQMhPYKFRGAALURIbGXISBIIHdvAY
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4 ||, com.twitter.android
app_textures
app_webview
cache
code_cache
databases
files
lib-0
lib-1
lib-2
lib-main
no_backup
shaders

shared_prefs
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Applications (

AccountAuthen

DNDBuddy.app (9 files, 106 KEB)

Family.app (5 file
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BS1E1-11FF-4D24-A692-5
files, 345 KE)
FieldStats (2 files, 384 KE)
FieldStats2 (1 file, 192 KB)

fts (1 file, 1,048

Library (2 files, 3(

Logs (1 file, 18 KB)

« ||, data
android
com.android.apps.tag
com.android.backupconfirm
com.android.bluetooth
com.android.blustocthmidiservice
com.android.bookmarkprovider
com.android.calendar
com.android.calllogbackup
com.android.captiveportallogin
com.android.carrierconfig
com.android.certinstaller
com.android.chrome
com.android.contacts
com.android.cts.ctsshim
com.android.cts.priv.ctsshim

com.android.defcontainer
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media
0
cloudagent
face
Alarms
Android
4 || data
com.android.vending
com.facebook.appmanager
com.facebook.katana
com.google.android.apps.docs
com.google.android.apps.maps
com.google.android.apps.photos
com.google.android.gm
com.google.android.gms
com.google.android.googlequicksearchbox
com.google.android.music
com.google.android.videos
com.google.android.youtube

com.microsoft.emmzx
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=% Unassigned devices {1
3"hH_ UFED rmage (bld_mmcblko) |
~ 4 Dewvice Information
~fA Aggregated Contacts 69
"I Phonebook
M Event Log &
© Messages 8 |
4% Tmelne 487 1
~% Fle Browwser 13535
@ Passwords 2
77 Organzer
B Dictionanes
~% Links and Stats
1% Sodal Graph
4 Search
o0 \Watch ksts
!. Key Evidence

= B3 Appications 234
=8 Messengers
& Hangouts 1
Tange 101
Fi Zebo 313
=@ Productivity {Business)
% Dropbox 2
[ Fipboard 1
=] Google Calendar 1
& Google Drive 2
=1 Google Mail 34
=@ Socal Networks
@ Google+ 1
¢ Pniterest 5
Ed Twitter 2810
Higl Web Browsers
& Google Chrome (672
O Opera Mini Web Browser 1
& Choud Accounts
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4 Application information

Container: /data/data/com.pinterest

Source file: pinterest.xml

Last name: Jones

Full name: Felicia Jones
User name: goodb_ & 8
Email: goodl ™ | M@gmail.com
Gender: female

User picture URL:
http://passets-ak.pinterest.com/images/u...
Created (Device time): Sat, 06 Feb 2016
22:45:55 (+00:00 UTC)

UID: 4038 HETNET .

a  Application information

Pinterest

5 items
com.pinterest

Container: /data/data/com.pinterest
Details:

Category: hair_beauty

Secret: No

Created (Device time): 2/6/2016 10:46:31
PM (+00:00 UTC)

URL:
http://www.pinterest.com/goodbyefelicial...
Thumbnail URL:
http://media-cache-ec0.pinimg.com/90Q...
Cover URL:
https://s-media-cache-ak0.pinimg.com/20...
UD: 403 EEE S|

SELECT EVIDENCE SOURCE

|

COMPUTER

MOEBILE

CLouUD
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CLEAR ALL CHAT  VIEWALL PROFILE All artifacts (Default = PROFILE OPTIONS

[V cHaT (601 46)

CLOUD STORAGE (10 1) & O E w 9 e
CUSTOM ARTIFACTS (635 of 635)
AM Android BlackBerry Burner Cake Chatous Discord Facebook Glide
DOCUMENTS (13 of 13) Messages Messenger Messenger
EMAIL (110f11)
ENCRYPTION (2072) Q @ n ' @ @ m
o —
INTERNET OF THINGS. (5 of 5)
Google Dus Google Gosgle Talk Grindr GROWLr imo Jott KakaoTalk Kike
MEDIA (80f8) Hangouts Messenger
MOBILE (5 0f 5} b
OPERATING SYSTEM (64 of 64) @
@ pEERTO PEER. (11 1) Life360 UNE Lync / Office MailRu Signal Skype
SOCIAL NETWORKING (17 of 17) Communicat: Agent OPTIONS
[¥] TRANSPORTATION & TRAVEL (4 of 4) -
[¥] WEB RELATED (36 of 36) g
text
Slack Snapchat TamTam Telegram Textfree TextMe TextNow Textblus TigerText
OPTIONS Messenger
O m . E LZC'O
Tinder Touch Verizon Vier WeChat WhatsAgp Wicks Me Your Phane Zalo
Messages GPTIONS OPTIONS

Zoom

WEB RELATED 26,890

CHAT 129,310

@ Facebook Messenger Groups 2
@ Facebook Messenger Messages 1
fed 105 IMeszage/SMS/MMS 16,222
O i05 Telegram Channel Chats 224
&) i0S Telegram Chats 210
0 105 Telegram Messages 95,738
o i05 Telegram Users 8,780
@ i0S WhatsApp Chats 176
® {0S WhatsApp Contacts 405
@ 05 WhatsApp Groups 10
@ 05 WhatsApp Messages 7426
o Textfree Attachments 12
Py Textfree Messages / Calls 4

SOCIAL NETWORKING 3,295

MEDIA 43,947
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yzed Data

Case Information

Case Name: Android 9 Forensics|
Base Directory: |D:\

Case Type: (®) Single-user Multi-user
Case data will be stored in the following directory:

D:\Android 3 Forensics

Browse
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Confi

Ingest Modules

Run ingest modules on:

All Files, Directories, and Unallocated Space

Dooooooooo@ooo

Teracopy
Hash_Images
Process/Extract Volume Shadow

ocrod oo

ParseEvix

Parse MACOSX Safari

Bam Key Module

Parse CCM Recently Used Apps
Timesketch Module

Plaso Module

Plaso Import Module

Parse MACOS Recents

EML Parser

Parse SQLite DB

Select Al Deselect Al History

The selected module has no per-run settings.

~

Extracts Android system and third-party app data.

Global Settings
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21 data (39)
B |4 adb (5)
e anr (1)
E- [ app (75)
|4 app-asec (0)
i~-[J! app-ephemeral (0)
[l appib ()
L4 app-private (0)
4 backup (8)
[Jl bootchart (0)
.. cache (5)
G- [ dalvik-cache (2)
)| data (220)
G- g drm (1)
o local (2)
[}l lost+found (0)
B |4 media (2)
) mediadrm (0)
[ |4 misc (40)
[ |40 misc_ce (1)
- [l misc_de (1)
B nfc(2)
.L- ota (0)
». ota_package (0)
(1) preloads (1)
4 property (1)
-1 resource-cache (7)
o ss(0)
@[ system (54)
[ |4 system_ce (1)
B |4 system_de (2)
.. tombstones (0)
G- |4 unencrypted (3)
J. user (1)
B | 4o user_de (1)

Source File § € Direction To Phone Number  Date/Time Read Subject Text Message Type

# mmssms.db Outgoing 244444 04:28:58 MSK Read (wYBvgVoFlymq) Google is verifying the phone# of this de SMS

@ mmssms.db Incoming 2019-02-14 05:06:25 MSK ~ Read <# > Your WhatsApp code: 65 fou can also tap on thi... SMS Me:
# mmssms.db Incoming 2019-02-14 05:08:46 MSK Read WeChat verification code (1948) may only be used once to... SMS
? mmssms.db Incoming 2019-02-14 05:10:46 M3K Read Yerification code: 3444, The code is only used for rem g... SMS5 Me
# mmssms.db Incoming 2019-02-14 05:16:38 M5K Read Werification code: 3444, The code is only used fFor remaoving... SMS
# mmssms.db Incoming 2019-02-1405:19:13 MSK  Unread <# > Your Signal verification code: 48i 4doDiFGKPO1r SM3
# mmssms.db Incoming 2019-02-14 05:20:24 MSK Read LINE OTP Service: Please enter 5189 into LINE within the n... SMS
@ mmssms.db Incoming 2019-02-1405:25:53 MSK ~ Read [#)[TikTok] 8933 is your verification codef JpzQvkzeul SMS
# mmssms.db Incoming 2019-02-14 05:26:52 M5K Read Your imo code is 21399K+90FePKEY SM3S
 mmssms.db Inco 2019-02-14 05:33:25 MSK ~ Read 549556 is your Messenger code to verify your phone number SMS
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