Chapter 1: Protecting Data in Motion or at Rest
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Chapter 2: The Evolution of Ciphers
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Chapter 3: Evaluating Network Attacks
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Chapter 4: Introducing Symmetric Encryption
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Chapter 5: Dissecting Asymmetric Encryption
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Chapter 6: Examining Hash Algorithms
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S Hash Algorithm
Message
i Message Digest
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Chapter 7: Adhering to Standards

M Tor Botnet.pcap - (u] X
File Edit View Go Capture Anslyze Statstics Telephony Wirddess Tools Help

Aamzo [irRBResamFsSEaaan
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Number Time Source Destnation

73 0.00 172.16.253.130 208.83.223.34
74 ©.00 208.83.223.34 172.16.253.130
75 ©.05 86.59.21.38 172.16.253.130
76 ©.00 172.16.253.130 86.59.21.38

77 .00 86.59.21.38 172.16.253.130
78 ©.04 208.83.223.34 172.16.253.130
79 0.00 172.16.253.130 208.83.223.34

Protocel

TCP
TCP

TLSv1
TLSv1

TCP
TCP
TCP

Info

1389 > 80 [PSH, ACK] Seq=2144 Ack=4191 Win=
80 » 1389 [ACK] Seq=4191 Ack=2730 Win=64240
Change Cipher Spec, Encrypted Handshake Mes
Encrypted Handshake Message

443 » 1565 [ACK] Seq=996 Ack=598 Win=64240
80 -» 1389 [PSH, ACK] Seq=4191 Ack=2730@ Win=
1389 » 80 [PSH, ACK] Seq=2730 Ack=4777 Win=
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Chapter 8: Using a Public Key Infrastructure

© & https/fwww.packtpub.com wee

ﬁ certlm - [Certificates - Local Computer\Trusted Root Certification Authorities\ Certificates] — O

File Action View Help
&= xnm@ B/ 6= HE
il Certificates - Local Computer A || lssued To - Issued By

’ :I Personal o i Sl AAA Certificate Services AAA Certificate Services

v [ Trusted Root Certfication Authorities 5] AddTrust Exteral CA Root AddTrust External CA Root

|71 Certificat
9 Ent s _I IC_? ft 5] Baltirmore CyberTrust Root Baltimore CyberTrust Root

> nterprise Tru

s B Interr:ediate Certification Authorities Baltimore CyberTrust Root Baltimore CyberTrust Root

» [ Trusted Publishers 5] Certurn Trusted Network CA Certurmn Trusted Metwork CA

= £ =zl Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio...

» || Untrusted Certificates y ry

5 j Thil'd'PEI't_'f Root Certification Authorities COMODO RSA Certification Au... COMODO RSA Certification Auth...
5[] Trusted People Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp.
5[] Client Authentication Issuers DigiCert Assured |D Root CA DigiCert Assured |D Root CA

» 7] Preview Build Roots DigiCErt Global Root CA DigiCert Global Root CA

» || Test Roots 51 DigiCert Global Root G2 DigiCert Global Root G2

5[] AAD Token lssuer wll< >

Trusted Root Certification Authorities store contains 44 certificates.

Warning: Potential Security Risk Ahead

Firefox detected an issue and did not continue to www.google.com. The website is either misconfigured or your

computer clock is set to the wrong time.

What can you do about it?

Your computer clock is set to 3/2/2039. Make sure your computer is set to the correct date, time, and time zone in
your system settings, and then refresh www.google.com.

If your clock is already set to the right time, the website is likely misconfigured, and there is nothing you can do to
resclve the issue. You can notify the website's administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...
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Kiddikatz Certificate
Public Key Signing
Request

Send proof of identity

<

Kiddikatz Here is my proof

M (5 )

Signed
Certificate

n | Certificate
General Detgils Certification Path

Certification path

CA Private
Key

@ Baltimore CyberTrust Root
@ Cloudflare Inc ECC CA-3

BT, con)

Certificate status:

View Certificate

IThis certificate is OK.,

Certificate
Authority

Kiddikatz
Public Key
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Froperties
View Macros

Record Macrao...

« Microsoft Office » root » Officelf

| = | Office16
Home Share Wiew
<« v 4
Mame
sdxbgt.dll
[ SDXHelper

D sdxhelper.exe.manifest

(=] SDXHelperBgt
SELFCERT
SENDTO.DLL

SEQCHK10.DLL

& SETLANG
398 itemns

Create Digital Certificate

Date modified
2/2/2021 8:46 PM
2/20/2021 1:46 PM
10/28/2020 11:28 PM
27272021 8:46 PM
2/20/2021 1:46 PM
27272021 8:46 PM
27272021 8:46 PM
2/20/2021 1:46 PM

o | P

Type

Search Officelt

Size

Application exten...

Application
MAMIFEST File
Application
Application

Application exten...

Application exten...

Application

This program creates a seffsigned digital cerificate that bears the name you type

below. This type of cerfficate does not verify your identity.

Since a selff-signed digital cerificate might be a forgery. users will receive a securty
waming when they open a file that contains a macro project with a self-signed

signature.

Cifice will only allow you to trust a self-signed certfficate on the machine on which it

was created.

A selfsigned certfficate is only for personal use. f you need an authenticated code
signing certfficate for signing commercial or broadly distibuted macros, you wil
need to contact a certification authority.

Click here for a list of commercial certificate authorities

Your certificate’s name:

Lisa Bock Developer

Cancel

&0 KB
139 KB

2 KB
33KB
758 KB
39 KB
104 KB
75 KB

*

- @



SelfCert Success >
Successfully created a new certificate for Lisa Bock Developer.

€ Internet Properties 7 x

General Security Privacy Content  Conppections  Programs — Advanced

Certificates
IUse certificates for encrypted connections and identification.
| Clear 551 state | | Certificates I | Publishers |
AutoComplete
= =) AutoComplete stores previous entries | Settings |
= on webpages and suggests matches
for you,
Feeds and Web Slices
E Feeds and Web Slices provide updated Settings |
| content from wehsites that can be
read in Internet Explorer and other
programs,

ok | [ ] [0




o Certificates X

Intended purpose: |¢'.AI:» Vl

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior| * | * |

Issued To Issued By Expiration Date  Friendly Name

Lisa Bock Developer  Lisa Bock Developer 1/1/2027 <Mone

>
port. ] [ Bport..] [ Renon

Certificate intended purposes

Code Signing
View

x Ea
B VAR ..

Certificate Certificate

Server Malicious Actor Client

‘ © & https//www.google.com

Site Information for www.google.com

@ Connection secure b



@ Page Info — https:/fwww.google.com,/ — O X

_ﬂ E o) -

General Media Permissions } Security

b

Website ldentity

Website: www.google.com

Owner: This website does not supply ownership information.

Verified by:  Google Trust Services View Certificate

Expires on:  Tuesday, April 20, 2021

Privacy & History

Have | visited this website prior to today? Yes, 1,235 times

s this website storing information on my "I'r.ES,. cookies and 10.8 MB of Clear Cookies and Site Data
computer? site data

Have | saved any passwords for this website? Mo View Saved Passwords

Technical Details

Connection Encrypted (TLS_AES 128 GCM_SHAZ256, 128 bit keys, TLS 1.3)

The page you are viewing was encrypted before being transmitted owver the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. |t is

therefore unlikely that anyone read this page as it traveled across the network.

Help



History Bookmarks Tools Help

Certificate for www.google.com % Ien

G @ | O Firefox  aboutcertificate?cert=MIIExzCCA6%2E.| N 0 & ElﬂI
- . A
Certificate
www.google.com GTS CA 101 GlobalSign
Subject Name
Country us

State/Province California
Locality Mountain View
Organization Google LLC
Common Mame www.google.com

Issuer Name

Country Us
Organization Google Trust Services
Common Name GTS CA 101



r  Certificate

General Details | Certification Path

Show: | <All= e

Field Value
'I.n'ersiun V3

al number 4fd3aF00fd089f3030000000. ..
gnature algaorithm sha256RSA

Signature hash algorithm sha25a
ssUer GTS CA 101, Google Trust Ser...

Valid from Tuesday, January 26, 2021 4:...
.'I.n'alid to Tuesday, April 20, 2021 4:06:...
IE‘_EI']CH ihiert v _nnnnle rom Gonnls 1C

4£d827£00£4089£80300000000=b40a7

Edit Properties. .. | Copy to File... |

[ oc ]




p | Certificate >

General Cetalls  Certification Path

Show: | <Al = LV

Field Value

Public key parameters ECDSA_P255
Enhan::ed key Usage Server Authentication (1.3.6....

Subject Key Identifier 6c1cddchd93f09chea595eh3a. ..
Aumurity Key Identifier KeyID=95d 1f36e 10ebcfObecs. ..

.ﬂl.u1i1l::urit5-I Information Access  [1]Authority Info Access: Acc...
Subject Alternative Mame OMS Mame =, google,com, DM, ..

EE Certificate Policies [1]Certificate Policy:Policy Ide...

EII‘"I:'I Nictribi ifinn Pininte M1rR1 Nictribn tinn Print: Nictr

DMS Mame =, google, com s
DS Mame =*, android. com

DOMS Mame =*, appengine.google. com
DMS Mame==,bdn.dev

DMS Mame =", doud.google.com

OMS Mame ==, crowdsource. google, com
DMS Mame ==, datacompute. google, com
DMS Mame =%, flash.android.com

DMS Mame =*,q.co

Edit Properties... | Copy to File... |




Chapter 9: Exploring IPsec and TLS
a EH“.InTvvaHsEilé mﬂf:m EFF (Full): 2021.3.4
HTTPS Everywhere is ON o

Encrypt All Sites Eligible is OFF O

Unencrypted requests are currently allowed

Settings for this site

Change your preferences for encrypted connections

Disable on this site
See more W
Reset to Defaults
View All About HTTPS Donate to
Rules Everywhere EFF




ﬁ PuTTY Configuration

Category:

= Sgssiun

=~ Teminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
[#- Selection
- Colours

[=- Connection

- Data

- Proxy

- Telnet

- Rlagin
[+-55H

- Serial

About Help

EP 45.33.32.156 - PuTTY

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port
|45.33.32.154 | |22 |
Connection type:

(JRaw () Telnet () Flogn @ S5H () Seral

Load. save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:
() Mways () Never (®) Only on clean exit




B PuTTY Key Generator ? >
File Key Conversions Help

Key
Public key for pasting into OpenS5H authorized_keys file:

ssh{sa ~
AAAAB INzaC lycZEAAAABJCAAAC EA 7+R 8« EISSLO EwrdwGMCW XcemCZ5Re NLeD
yadUllgCiPRsBz/ Y Z32P2vj 2127+ ¥REIdR TuMN8g811i6cyQ 6w AP Yiogjd IrDSuBEh Sn9MNOrY
ABDI/LUNmKFzdyBPE 3NV X652 P Fuy KU

O 0Dlo Tud Wik 0B 7drPxe UHIB/828VMHmMSH/4385 Y Provz AFAEWNDHzG 1 /Mol v

Key fingerprint: |ssh-rsa 2048 d0:a8:06:91:d1 cf a24c:21:a111:05:7:14:1443 |
Key comment: |Edge_F§uuter |
Key passphrase: |||-|||-|||-|||-||| |

Confirm passphrase: |||-|||-|||-|||-|||

Actions

Generate a public/private key pair | Generate |
Load an existing private key file | Load |
Save the generated key | Save public key | | Save private key |
Parameters

Type of key to generate:
@ RSA () DSA {JECDSA () Ed25515 () 55H-1 (RSA)

Mumber of bits in a generated key:



Settings

i

Home

Find a setting

MNetwork & Internet

o

b

Status

Wi-Fi

Ethernet

Dial-up

VPN

Airplane mode

Mobile hotspot

Proxy

VPN

Add a VPM connection
+

Advanced Options

Allow VPN over metered networks
@ on

Allow VPN while roaming

@ o

Related settings

Change adapter options

Change advanced sharing options
Metwork and Sharing Center
Windows Firewall

Help from the web

Setting up a VPN



Add a VPN connection

VPN provider

Connection name

Server name or address

VPN type

Type of sign-in info

User name (optional)

Password (optional)




Host to Host | ———
==
))))

Gateway to Gateway

Host to Gateway

[ |PSec Framework ]

ZN

ESP Protocol

J

!

AH Protocol

Encryption
Algorithms

!

.

Authentication

Algorithms

}(ey Managemen{




Router

1 | inbound esp sas:

spi: Oxa6d5549285150cSc

3 transform: esp-aes,

in use settings={Tunnel, }

slot: 0. conn id: 17
cryptomap:PacktMap

sa timing: (k/sec)

replay detection support: N

2
|

4

% Encapsulating Security Payload
ESP SPI: @x49567636 (1230009314)
ESP Sequence: 541414224

Next Header |Payload Length Reserved

Security Parameters Index (SPI)

Ll Thesa

Sequence Number

--’\.J Anti-replay

AH Authenticated Data
Integrity Check Value (ICV)




Frame 1: 194 bytes on wire (1552 bits), 194 bytes captured
Ethernet II, Src: c2:00:57:75:00:00 (c2:00:57:75:00:00), D
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 10.90.0.2
v Authentication Header

Next header: Encap Security Payload (50)

Length: 4 (24 bytes)

Reserved: 0000

AH SPI: ©0x8179b7@5

AH Sequence: 1

AH ICV: 27cfc@a5e43d69b3728ec5bo
Encapsulating Security Payload

Security Parameters Index (SPI) é The SA

Sequence Number -a,J Anti-replay

Payload Data

Padding Pad Length Next Header

ESP Authenticated Data
Integrity Check Value (ICV)




Original IP Packet

IP TCP

AH Transport Mode

|P AH TCP
< Authenticated
AH Tunnel Mode
New IP AH IP TCP
Authenticated
Original IP Packet
IP TCP
ESP Transport Mode
IP ESP Header TCP ESP Trailer ESP Auth
e ENCIypled ——)
< Authenticated >
ESP Tunnel Mode
New |P ESP Header P TCP ESP Trailer ESP Auth
< Encrypted
< Authenticated =———p
DH Group 15 (3072-bit)
DH Group 16 (4096-bit)
DH Group 17 (el44-bit)




Add/Edit a New IPSec Profile

Keying mode:

Auto or manual

IKE Version:

IKEv1 or IKEv?2

Phase 1 Options

DH Group: Group 17 - 6144-bit
Encryption: AES-CBC 256
Authentication: SHA2-256
SA Lifetime: 28800
Phase 2 Options
Protocol Selection: ESP or AH
Encryption: AES-CBC 256
Authentication: SHA2-256
SA Lifetime: 3600
Perfect Forward Secrecy: Enable
DH Group: Group 15 — 3072-bit
FTP HTTP SMTP "
Handshake Changse((::ipher Alert Ha'::igfke
Record Protocol R,Zi,c;r:i
Transmission Control Protocol Trigig?rt
Internet Protocol Nf:;";rk




XN
Client initiates session D =

Client Server

1
TCP three-way handshake SYN

SYN ACK

ACK
TLS Handshake Protocol | Client Hello

Server Hello
72 ettt - Certificate
Server Hello Done

Client Key Exchange
Change Cipher Spec

Finished
________________________________________________ Change Cipher Spec
Finished
TLS Record Protocol
3 Application Application
Data Data

v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 229
Version: TLS 1.2 (0x0303)
Random: 2635fafcléc49a3e997ef714c303806dc8dbf634a2005b0e0@186521c4adefadf
Session ID Length: 32
Session ID: 23c3a84ca631f3a948d15d929c972e00ddedo@857f2a00fbadd56175¢c4e362b84
Cipher Suites Length: 36
Cipher Suites (18 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 120
Extension: renegotiation_info (len=1)

v Cipher Suites (18 suites)
Cipher Suite: TLS_AES 128 GCM_SHA256 (©@x1301)
Cipher Suite: TLS_AES_256_GCM SHA384 (©x1302)
Cipher Suite: TLS_CHACHA20 POLY1305 SHA256 (©x1303)
Cipher Suite: TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_ 256 GCM_SHA384 (@xc030)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA20 POLY1305 SHA256 (©@xcca9)
Cipher Suite: TLS_ECDHE_RSA_WITH CHACHA20 POLY1305 SHA256 (@xcca8)



Connection

Connection

Connection

Application Data

Fragment

Compress

Add MAC

Encrypt

Append TLS

Record Header

Session




Chapter 10: Protecting Cryptographic Techniques
Realtek PCle GBE Family Controller Properties X

Details Events Power Management
General Advanced About Driver

The following properties are available for this network adapter. Click

the property you want to change on the left, and then select its value
on the right .

Property: Value:

Advanced EEE al @ |Dmuca14c329|
ARF Cffload

Auto Disable Gigabit
Fergy Efficient Ethemet O Not Present
Flow Control

Green Bthemet

Intermupt Moderation

|Pvd Checksum Cffload
Jumbo Frame

Large Send Offload v2 (IPv4)
Large Send Offload v2 (IPvE)
imum Mumber of R55 Gueues

OK || Cancel

Victim

Web Server
MAC: 00A0C914C829

Malicious Actor
REALMACABDASE6EE4501

SPOOFED MAC: 00ADC914C829



Malicious actor
requests access
Server sends "=
authentication challenge
Malicious actor sends
username and hash
Server grants access
to resources
ABC (Malicious Actor)

Ml WER peap - 1] b
File Edit View Go Caplure Aralyze Statistics  Telephony Wireless Tooks Help

dm @ EEE Qe==F L= aqeN

(W vl wep.iv = 0008422 BE3 )+
Humber Time: Source Destration Protocol Inifig il

1 )39 9.0 Apple_3e:91:68 Cisco-Li_4c:bb:74 802.11 Data, SN=31
31 .9 Apple 3e:91:68 Cisco-Li 4c:bb:74 8©2.11 Data, SN= 31

W

.000 P00 0010 1100 = Duration: 44 microseconds "
Receiver address: Cisco-Li_4c:bb:76 (©8:1a:70:4c:bb:76)
Transmitter address: Apple_3e:91:68 (ed:ce:8f:3e:91:68)
Destination address: Cisco-Li_4c:bb:74 (@@:1a:7@:4c:bb:74)
Source address: Apple_3e:91:68 (ed:ce:8f:3e:91:68)

BSS Id: Cisco-Li 4c:bb:76 (@©:1a:70:4c:bb:76)

STA address: Apple_3e:91:68 (e4:ce:8f:3e:91:68)

ceea . . 0088 = Fragment number: @

1160 €116 elle .... Sequence number: 3174

~« WEP parameters
Initialization Vector: @x9988422 @

Key Index: ©
WEP ICV: @x@eS5acee8 (not verified)

w
¥

(0 ¥ intigization Vector (wian, wep. i), 3 bytes || Packets: 208428 - Desplayed: 2(0.0%) || Profle: Default

<

Ck hitp://twitter.com ‘




Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Mame | Security Device B
 GoDaddy.com, Inc,

Go Daddy Root Certificate Authority - G2 Builtin Object Token

Go Daddy Secure Certificate Authority - G2 Software Security Device
~ Google Trust Services LLC

GTS Root R2 Builtin Object Token

GTS Root Rd Builtin Object Token

View... Edit Trust... Import... Export... Delete or Distrust...

8].4



