
Chapter 1: Introduction to the Security Landscape 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 2: Before Research Begins 

 



 

 



 



 

 

 



 



 

 



 



 



 

 

 



 

 

 



 



 



 

 

 



Chapter 3: Antivirus Research Approaches 

 

 



 

 



 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 4: Bypassing the Dynamic Engine 

 



 

 



 



 

 



 

 



 

 



 

 

 



 



 



 



 

 



 



 



 

 



 

 



 

 

 



 



 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 5: Bypassing the Static Engine 

 

 



 

 

 



 

 



 



 

 



 



 



 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 



 

 



 



 

 



 

 



 

 



 



 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 6: Other Antivirus Bypass Techniques 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 

 



 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 7: Antivirus Bypass Techniques in Red Team 

Operations 

 

 

 



 



 

 

 



Chapter 8: Best Practices and Recommendations 

 

 

 

 

 



 

 



 

 

 

 



 

 



 

 

 



 

 

 

 


