Chapter 1: Writing a Simple misc Character Device Driver

Device Namespace

Block{devices Character|devices
0 1 2 [.] 4095  freeseeeneen Major NUMBErs « ) S| 2 [..] 4095
0 1 [.] 1048575 0 1 [.] 1048575 0 1 [.] 1048575 0 1 [.] 1048575
v._' l.i"y
"~ minor numbers "
18 char Mon-serial mice, misc features

0 = /dev/logibm Logitech bus mouse

1 = /dev/psaux P5/2-style mouse port

2 = fdev/inportbm Microsoft Inport bus mouse

3 = fdev/atibm ATI XL bus mouse

4 = fdev/jbm J-mouse

4 = /dev/amlgamouse Amiga mouse (68k/Amiga)

5 = /Jdev/atarimouse Atarli mouse

6 = fdev/sunmouse sun mouse

7 = /dev/amigamousel Second Amiga mouse

8 = /dev/smouse Simple serial mouse driver

9 = /dev/pcll@pad IBM PC-118 digitizer pad

18 = fdev/adbmouse Apple Desktop Bus mouse

11 = /dev/vrtpanel Vr4lxx embedded touch panel

13 = /dev/vpcmouse Connectix Wirtual PC Mouse

14 = /Jdev/touchscreen/ucblxe® UCB 1x08 touchscreen

15 = /Jdev/touchscreen/mk712 MK712 touchscreen
128 = /dev/beep Fancy beep device
129 =
130 = fdev/watchdog Watchdog timer port
131 = /dev/temperature Machine internal temperature
132 = /fdev/hwtrap Hardware fault trap
133 = /Jdev/exttrp External device trap
134 = /dev/apm_bios Advanced Power Management BIOS
135 = /fdev/rtc Real Time Clock
137 = /fdev/vhci Bluetooth wirtual HCI driver
139 = fdev/openprom SPARC OpenBoot PROM
148 = fdev/relay8 Berkshire Products Octal relay card
141 = /dev/relaylé Berkshire Products IS0-16 relay card
142 =
143 = fdev/pciconf PCI configuration space
144 = /dev/nvram Non-volatile configuration RAM



~ § 1s -F /sys/bus/

ac97/ edac/ ishtp/ mmc/ platform/ spi/ xen/

acpi/ eisa/ machinecheck/ nd/ pnp/ thunderbolt/ xen-backend/
cec/ event_source/ mdio bus/ node/ rapidio/ typec/

clockevents/ gpio/ nedia/ nvmen/ 5Csi/ ush/

clocksource/ hdaudio/ nei/ parport/ sdio/ virtio/

container/  hid/ memory/ pci/ serial/  vme/

cpu/ 12¢/ memstick/ pci-epf/ serio/  wmi/

dax/ isa/ mipi-dsi/ pci_express/ snd seq/  workqueue/

-4

$ ../../1km miscdrv

Version info:

Distro: Ubuntu 20.04.1 LTS
Kernel: 5.4.0-58-generic

[sudo] password for 11lkd:
~--[FAILED]

- Building : KDIR=/lib/modules/5.4.0-58-generic/build ARCH= CROSS COMPILE= EXTRA_ CFLAGS=-DDEBUG ---

make -C /lib/modules/5.4.0-58-generic/build M=/home/llkd/Learn-Linux-Kernel-Development/chl2/miscdrv modules
make[1]: Entering directory '/usr/src/linux-headers-5.4.0-58-generic’

CC [M] /home/1lkd/Learn-Linux-Kernel-Development/chl2/miscdrv/miscdrv.o

Building modules, stage 2.

MODPOST 1 modules

CC [M] /home/1lkd/Learn-Linux-Kernel-Development/chl2/miscdrv/miscdrv.mod.o

LD [M] /home/llkd/Learn-Linux-Kernel-Development/chl2/miscdrv/miscdrv.ko
make[1]: Leaving directory '/usr/src/linux-headers-5.4.0-58-generic’

miscdrv 20480 0
dmesg
[ 140.074879] miscdrv:miscdrv_init(): miscdrv: LLKD misc driver (major # 10) registered, minor# = 56, dev node is

/dev/11kd miscdrv
[ 140.075924] misc 1lkd miscdrv: sample dev_info(): minor# = 56

$
$ 1ls -1 /dev/Lllkd miscdrv

crw-rw-rw- 1 root root 18, 56 Jan 2 17:23 [[IEINUTIEETIR
$



S Lsmod |grep -w miscdrv
miscdry 20480 0
S dd 1f=/dev/llkd miscdrv of=readtest bs=dk count=1 ; dmesq
140 records in
140 records out
4096 bytes (4.1 kB, 4.0 KiB) copied, 0.00120891 s, 3.4 MB/s
[ 140.074879] miscdrvemiscdry init!(): miscdrv: LLKD misc driver (major # 18) registered, minor# = 56, dev
node 1s /dev/1lkd miscdrv
140.075924] misc Ulkd miscdrv: sample dev info(): minor# = 56
2630.766139] miscdrv:open miscdrv(): 002) dd :2404 | ...0 /* open miscdrv() ¥/
2630.769117] miscdrv:open miscdrv(): opening "/dev/1lkd miscdrv" now; wrt open file: f flags = 6x8000
2630.771107] miscdrv:read miscdrv(): to read 4696 bytes
[ 2630.771628] miscdrv:close miscdrv(): closing "/dev/1lkd miscdry"
S hexdunp readtest
0000000 6000 0600 0060 6600 0660 6000 0600 0060
*

0001600
$

[
[
[
[

$ sudo dmesq -C; dd if=/dev/urandom of=/dev/llkd miscdrv bs=4k count=1 ; dmesg

140 records in

140 records out

4096 bytes (4.1 kB, 4.0 KiB) copied, 0.00229645 s, 1.8 MB/s

[ 7350.977886] miscdrviopen miscdrv(): 001) dd :6911 | ...0 /* open miscdrv() */

[ 7350.983078] miscdrviopen miscdrv(): opening "Llkd miscdrv" now; wrt open file: f flags = 0x8241
[ 7350.988068] miscdrv:write miscdrv(): to write 4096 bytes

[ 7350.989450] miscdrv:close miscdrv(): closing "llkd miscdrv"

§



Process bur

fd = open(...);

read{fd, buf, n); 1
. T _( ) L

close(fd);

User Space

Kermel Space Keme'ly

read 'method’ Device Driver

kburt

=

b A
copy_to_user ()
2
read thod reads m dewvice ...

—

... copying the hardware
data to a kermel buffer

Peripheral Hardware

$ make rdwr test secret
gcc rdwr_test secret.c -o rdwr_test secret -0s -Wall
$ ./rdwr_test secret
Usage: ./rdwr test secret opt=read/write device file ["secret-msg"]
opt = 'r' => we shall issue the read(2), retrieving the 'secret' form the driver
opt = 'w' => we shall issue the write(2), writing the secret message <secret-msg>
(max 128 bytes)
$
$ ./rdwr_test secret r /dev/llkd miscdrv_rdwr
Device file /dev/1lkd miscdrv_rdwr opened (in read-only mode): fd=3
./rdwr_test secret: read 7 bytes from /dev/llkd miscdrv_rdwr
The 'secret' is:

"initmsg"
$ dmesg
[22226.098941] : LLKD misc driver (major # 10) registered, minor# = 56, dev node is /d
ev/ULkd miscdrv_rdwr
[22226.101663] : A sample print via the dev dbg(): driver initialized

[22306.073767] : 001) rdwr test secre :21178 | ...0 /* open miscdrv_rdwr() */
[22306.083516] : opening "llkd miscdrv rdwr" now; wrt open file: f flags = 0x8000
[22306.685804] : 001) rdwr test secre :21178 | ...0 /* read miscdrv_rdwr() */
[22306.087772] : rdwr_test secre wants to read (upto) 128 bytes

[22306.088851] : 7 bytes read, returning... (stats: tx=7, rx=0)

[22306.089910] : 001) rdwr test secre :21178 | ...0 /* close miscdrv_rdwr() */
[22306.091768] i filename: "Ulkd miscdrv_rdwr"

$




§ ./rdwr test secret w /dev/llkd miscdrv_rdwr "buy llkd ;-)"
Device file /dev/Ulkd miscdrv rdwr opened (in write-only mode): fd=3
[rdwr test secret: wrote 13 bytes to /dev/Ulkd miscdrv rdwr
§
§ dnesg |tail -n7
[22047.258677) miscdry rdwr:open miscdrv rdwr(): 002) rdwr test secre :21692 | ...0 /* open miscdrv rdwr() ¥/
[22947.275457) misc Ulkd miscdrv rdwr: opening "Llkd miscdrv rdwr" now; wrt open file: f flags = €x8001
[22947.281975] miscdrv_rdwr:write miscdrv rdwr(): 062) rdwr test secre :21692 | ...0 /* write miscdrv rdwr() */
[22947.287363] misc Ulkd miscdrv rdwr: rdwr test secre wants to write 13 bytes
[22947.289870] misc Ulkd miscdrv rdwr: 13 bytes written, returning... (stats: tx=7, rx=13)
[22047.292169] miscdry rdwr:close miscdrv rawr(): 002) rdwr test secre :21692 | ...0 /* close miscdrv rdwr() */
[22947.295415] misc Ulkd miscdrv rdwr: filename: "1lkd miscdrv rdwr"
§
S ./rdwr test secret r /dev/llkd miscdrv rdwr
Device file /dev/Ulkd miscdrv rdwr opened (in read-only mode): fd=3
[rdwr test secret: read 12 bytes from /dev/llkd miscdrv_rdwr
The 'secret' is:
"buy 1lkd ;-)"
§

S ./rdwr test hackit r /dev/bad miscdrv ; dmesq

Device file /dev/bad miscdrv opened (in read-only mode): fd=3
Jrdwr test hackit: dest buf addr = 8x559724544600

read failed: Bad address

Tip: see kernel log

[ 1717.226989] : LLKD 'bad' misc driver (major # 10) registered, minor# = 56

[ 1717.227811] : A sample print via the dev dbg(): (bad) driver initialized

[ 1733.006497] : 001) rdwr test hacki :7724 | ...0 /* open miscdrv rdr() */

[ 1733.007379] : opening "bad miscdrv" now; wrt open file: f flags = 0x3000

[ 1733.008053] : 001) rdwr test hacki :7714 | ...0 /* read miscdrv_rdwr() */

[ 1733.008975] : rawr test hacki wants to read (upto) 128 bytes

[ 1733.009476] : dest addr = 6x359724654600

[ 1733.009912] : copy_to_user() failed

[ 1733.010316] : 001) rdwr test hacki :7714 | ...0 /* close miscdrv rdwr() */
[ 1733.011187] : filename: "bad miscdrv"

$



$ make rdwr test hackit
gec rdwr test hackit.c -o rdwr test hackit -0s -Wall
§ ./rdwr test hackit
Usage: ./rdwr test hackit opt=read/write device file ["secret-nsq']
opt = 'r' => we shall issue the read(2), retreiving the 'secret' form the driver
opt = 'w' => we shall 1ssue the write(2), writing the secret message <secret-msg>
(max 128 bytes)
$
§ ./rdwr test hackit w /dev/bad miscdrv "no secret"
Device file /dev/bad miscdrv opened (in write-only mode): fd=3
Jrdur test hackit: attempting to get root ...
/rdwr test hackit: wrote 4 bytes to /dev/bad miscdrv
Puned! uid==

uid=0(root)/ gid=1001(Ulkd) groups=1001(11kd),27(sudo)



Chapter 2: User-Kernel Communication Pathways

§ sudo -1
root@llkd-vbox:~# 1s /proc/1
arch_status cpuset  limits net
autogroup loginuid  ns projid map stack
auxv environ map files numa_maps stat
cqroup maps oom_adj sched statm
clear_refs fd mem oom_score schedstat  status
cmdline fdinfo  mountinfo oom score adj sessionid  syscall
conm gid map mounts pagemap setgroups  task
coredump_filter 1o mountstats patch state  smaps timers
root@Llkd-vbox:~# ||

$ ls [sys/

blockf class/ devices/ fs/

bus/f dev/f firmware/ hypervisor/ module/

s i

root@llkd-vbox:~# uname -r
5.4.0-11kde1
root@llkd-vbox:~# mount |grep -w debugfs

kernel/

personality smaps rollup timerslack ns

uid map
wchan

power f

debugfs on /sys/kernel/debug type debugfs (rw,relatime)

root@llkd-vbox:~# 1s [sys/kernel/debug

acpi dynamic_debug opp

bdi error_injection pinctrl
block extfrag pmc_core
cec fault around bytes pm_qos
cleancache frontswap pwm
clear_warn_once gpio ras

clk hid regmap

device_component iosf_sb regulator
devices deferred kprobes
dma_buf mce

dri memcg_slabinfo

root@llkd-vbox:~# [

sched debug
sched features
sleep_time

soundwire
split_huge pages
suspend stats
swiotlb

sync

tracing

usb
virtio-ports
wakeup sources
X86

Zswap



2119.775724] dbgfs_simple_intf removed

AR C-ELESENIEN : unable to handle page fault for address:
EREE RGNS : supervisor read access in kernel mod
ESEERCLSELEN IS : error_code(@x0000) - not-present pag
2124.953575] PGD 7080eBd67 P4D 7088e067 PUD 70810067 PMD Taf5e867 PTE @

fEfTittfoos4daae

=1 = P e ) e e |

2124.956332] Oops: 0000 [#1] SMP PTI

2124.958473] CPU: 1 PID: 4673 Comm: cat Tainted: G 0E 5.4.0-11lkdo1 #2

2124.961171] ard - name: innotek GmbH VirtualBox/VirtualBox, BIOS VirtualBox 12/01/2006

2124.963971] RIP: W:LGI debugfs_u32_get+0x5/0x20

2124.966355] ode: @5 5d 48 89 06 31 <@ <3 of 1f 00 66 2e of 1f 84 00 00 @0 00 00 of 1f 44 00 0O 55 31 c® 89 37 48 89 e5 5d c3 90
0f1f440808<8b>07554889e55d48890631:@:301’11’400@6624!01’11’84

2124.973702] : 8018:ffffa239808chbe®® EFLAGS: 00010246

2124.976101] ;;-: frffffffbaadb490 REX: 0000000000OO0000 RCX: fFffa239808cbees8

2124.9788808] RDX: FFFF92db34814440 RSI: ffffa239808cbel® RDI: fFFfffffcos4d4se

2124.981827] REFP: ffffa239808cbe48 RE8: fFffffffbb48a380 RE9: 0COEEEEOEDEEEEDD

2124.984674] R10: R11: R12: ffffo2zdb3cdaozse

2124 .987504] R15: FFffa239808cbee8 R14: ffff92db3cda®200 R15: 0000O00000020000

2124.990426] F5: 00007f0e123d3540(0000) GS:fFfffe2db3dboooes(peee) knlGS:0600000000000000

2124.993452] C5: 0010 DS: 0000 ES: 0000 CRO: 0000000OBOO050033

2124.9%6008] CR2: FFFFFFffco54d48e CR3: 4ccba®Bl CR4:
2124.9988688] Call Trace:

2125.068858] 7 simple_attr_read+0xébjoxfe

2125.003305] debugfs_attr_read+0x49/0x70

2125.005576] __wfs_read+0x1b/ox40

2125.0087776] wvFfs_read+0x8e/Ox130

2125.00827229] ksys_read+0xa7/Oxed

2125.011934] __x64_sys_read+0xlafox20

2125.0138%6] do_syscall_64+0x57/0x190

2125.015921] entry_SYSCALL_64_after_hwframe+0x44/0xad

1 ) P 1 P ) [ ) ) ) ) ) P et ) P ) P ) ) ) Pt ) P P )

2125.018103] RIP: 0033:0x7f0elleecbO81

2125.620158] Code: fe FF ff 48 8d 3d 67 9c Oa 00 48 83 ec 08 e8 a6 4c 02 00 66 OFf 1f 44 00 00 48 8d 05 81 08 2e 00 8b 00 85 cO 75
331cﬂﬂfﬂs-cﬂ-BssdGﬂfﬂffffTT57f3:3'9f1f440ﬂ0ﬂ4154554989d453

2125.027032] SF: 002b:ooee7Tffceb55a5a8 EFLAGS: 00000246 ORIG_RAX: 0000000000000000

2125.029474] Rox: FRFFFFFFFFFFFfda RBX: 000O0OO0000020000 RCX: 00007f0ellee®B81

2125.8326855] RDX: 0ODOOOODOOO20000 RSI: 00007f0el23b1000 RDI: ©00O0000OOOOO003

2125.034592] RBP: 20000 ROSB: FFFFFFFF RO9:

2125.837051] R10: 22 R11: 246 R12: BEEE7f0el23blooe

2125.0839547] R13: mms R14: 00ee7foelz3bieef R15: 0OOEE000CO020000

2125.041867] Modules 1 ed in: vboxsf(0OE) vboxvideo(OE) wvmwgfx drm_kms_helper syscopyarea sysfillrect snd_intel8x® sysimgblt snd_

S lsmod |grep netlink simple intf

netlink_simple_intf 16384 @

$

$ ../userapp_netlink/netlink userapp

..Juserapp_netlink/netlink userapp:PID 7813: netlink socket created
..Juserapp_netlink/netlink userapp: bind done

..Juserapp_netlink/netlink userapp: destination struct, netlink hdr, payload setup
..Juserapp_netlink/netlink userapp: initialized iov structure (nl header folded in)
..Juserapp_netlink/netlink userapp: initialized msghdr structure (iov folded in)

.. Juserapp_netlink/netlink userapp:sendmsg(): *** success, sent 1840 bytes all-inclusive
(see kernel log for dtl)

..Juserapp_netlink/netlink userapp: now blocking on kernel netlink msg via recvmsg()
..Juserapp_netlink/netlink userapp:recvmsg(): *** success, received 44 bytes:

msg from kernel netlink: "Reply from kernel netlink"

$

$ dmesg

[62818.385716] r mple intf: creating kernel netlink socket
[62818.389860] r ﬂ':ﬂe_ﬂ'f': inserted

[62838.889120] e:._?':_'fiﬂ. : [060] netlink userapp :7813 | ...0
[62838.900928] imple intf: received from PID 7813:

sample user data to send to kernel via netlink"
[6i838.922?12] retlink simple intf: reply sent
$




Chapter 3: Working with Hardware 1/0 Memory

6.1 Register View

The GPIO has 41 registers. All accesses are assumed to be 32-bit.

' . . Read
Address Field Name Description Size . /
Write
0x 7E20 0000 GPFSEL0 | GPIO Function Select 0 32 R/W
0x 7E20 0000 GPFSELO | GPIO Function Select 0 32 R/W
0x 7E20 0004 GPFSEL1 | GPIO Function Select 1 32 R/W
0x 7E20 0008 GPFSEL2? | GPIO Function Select 2 32 R/W
0x 7£20 000C GPFSEL3 | GPIO Function Select 3 32 R/W
0x 7E20 0010 GPFSEL4 | GPIO Function Select 4 32 R/W
0x 7£20 0014 GPFSEL5 | GPIO Function Select 5 32 R/W
0x 7E20 0018 ] Reserved - -
0Ox 7E20 001C GPSET0 | GPIO Pin QOutput Set 0 32 W
0x 720 0020 GPSET GPIO Pin Output Set | 32 W
SpxELTr S e
";;—m;{( 3
'S S S
-/-‘ Eirer.rve:la |5 GE_OFFSET
_/_ --/
P -
- »/- User wes
.."'L




Chapter 4: Handling Hardware Interrupts

#ifdef CONFIG DEBUG ATOMIC SLEEP

extern void __ might _sleep(const char *file, int line, int preempt_offset);
extern void __might_sleep(const char *file, int line, int preempt_offset);
extern void _ cant sleep(const char *file, int line, int preempt_offset);

/

*

might_sleep - annotation for functions that can sleep

this macro will print a stack trace if it is executed in an atomic

context (spinlock, irg-handler, ...). Additional sections where blocking is
not allowed can be annotated with non_block start() and non_block end()
pairs.

This is a useful debugging help to be able to catch problems early and not
be bitten later when the calling function happens to sleep when it is not
supposed to.

/

# define might _sleep() \

do { _ _might_sleep(__FILE__, _LINE__, 8); might_resched(); } while (©)

* % ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥
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450

Priority

Standard / vanilla Linux : relative priority

Hardware Interrupts

Processor Exceptions (syscall, page fault, ...}

Run-time scenario on standard / vanilla Linux

total time: = 16 ms, deadline (12 ms) missed

p Multiple hardware
Real-time Priority interrupts {duration 200 us each) !
T B 0 W R
I —— c c
ol I :
]
L ) -.ﬂ."..ﬁ
RT thread 'B' d d RT thread 'B'
preempted by T . Ut resumes execution
hardware interrupt interrupts; : | (after being SC“EUUFEF)
flood aflood I .. i i
n n :
0 g |
—
| | | | | | tlme
;10 tL 1L 300 L :
| 6 ms 4ms (t2-t1) |50 '| 1ms | 50| 5 ms ’1
. us Us .
i' 200 us / interrupt |,



Run-time scenario on standard Linux with threaded interrupt handlers

A
Real-time Priority Multiple hardware
interrupts (duratior
200 us each) The kernel thread
{irg/#-name)
- threaded handler|
rtpria 50
65 eere s fasaasnane BT.thwead Bl......... e 1/ ...... ATibeead BN [0 gxecutes ‘
SCHED FIFD : 65 c
1B 0 C
0 [II1] TETrrrreees TIPS STTPH il O o BALLLEEI L CLLLLLEE oy
~ 3 AT thread 'B' ; :
RT thread 'B resumes execution g [ ] i
preempted by U )after being scheduled| | ! pes u e
hardware interrupt | | |5 it's rtprio = 50) I |
: 1 a1t Fhreaded-..,_..r__
: : interrupt :
g g {SCHED_FIF Og
rtprio 50)
.
. il
| | | i time
,:tD £l 2 t3:_|
| us | !LIS ’

— .

total time: = 12 ms; deadline achieved



rpi # dmesg -C
rpi # echo 1 > fproc/sysrq-trigger
rpi # dmesg

439

439

L L R R K s e Wi M s M B s e s e e s e e e B s M s e s e M s e e s e e R B B s R |

439.
433,
439.
439.

528548] s

525689]
529269]

536849] Hard
.540331] Bac
439.
439.5
439.5
439.
439,
439.
439.6
439,
439.
.642818]
439,
439.
439.
439,
439.
439.
439,
439.7
439.
439.7
439.
439,
439.
439,
439,
439.
439.
439,
439.
439.
439,
439.
439.
439,
439.

542847]
50608]
56411]

cl;lEl]
633362]

660595]
676983]
6929908 ]
T708751]
716174]
732602]
740164]
55832]
765562]
918 ]
787725]
798906]
8095908]
820591]
836052]
851513]
860584 ]

876831] 9

893597]
983144]
912308]
912302]

912304] Hard

912305]
9123061

sra: Show backtrace of all active CPUs
HHI backtrace for cpu @

‘Fll: @ PID: 633 Comm: bash Tainted: G C 5.4.51-vT+ #l

are name: BCM2835

[=8016cb68>] (dump_backtrace) from [<8010cedc>] (show_stack+0x20/0x24)

ré:b1798000 r5:fFFfffff r4:00000000 r3:ebb2066f

[<8010ce2c>] (show_stack) from [<8085f21c>] (dump_stack+0xd4/ex120)

[<«8085f148>] (dump_stack) from [«80866394>] (nmi_cpu_backtrace+0xbd/oxcd)

r9:00000007 r8:00000000 r7:8010e8b4 r6:00000000 r5:00000000 rd:00000000

[<808662e0>] (nmi_cpu_backtrace) from [<B80866488>] (nmi_trigger_cpumask_backtrace+8xed /0x130)
r5:80d07c8c rd:00000000

[<BBB8663ad4>] (nmi_trigger_cpumask_backtrace) from [<8018f9fc>] (arch_trigger_cpumask_backtrace+0x1c/0x24)
r7:0000006c r6:80d6635¢c r5:80d104ec rd4:80dedfdc

[=8016f9ed>] (arch_trigger_cpumask_backtrace) from [<8059a478>] (sysrq_handle_showallcpus+0x20/8x28)
[<BB59a458>] (sysrq_handle_showallcpus) from [<80859ac8c>] (__handle_sysrq+8xa8/ex17c)
[=8059abed=] (__handle_sysrq) from [<8859b1ce>] (write_sysrq_trigger+0x48/ex58)
ri0:00000004 r9:01cf47d8 r8:00000002 r7:b1799f68 r6:00000000 rS5:00000000

r4: 2 r3:7f

[«8059b178>] (write_sysrq_trigger) from [<8034acfd=] (proc_reg_write+0x70/8x%c)
rd4:b6T0TE80 r3:b1799f68

[<8034ab94>] (proc_reg_write) from [<802c9578>] (__vfs_write+0x38/0x190)

r6:b16366cO r5:00000000 rd4:bl6366cd r3:bi1T99f68

[=802c9540=] (_ vfs_write) from [<B82ccldc>] (vfs_write+8xb8/0x1c8)

r8:b1799f68 r7:01cf47d8 r6: 2 r5: r4:b16366c0

[=802cci2e>] (vfs_write) from [<802ccd4T4>] (ksys_write+8x58/0xba)

r8:00000002 r7:bl6366cO r6:bl6366cH r5:00000000 rd:00000000

[<802ccdic>] (ksys_write) from [<802ccdec>] (sys_write+0x18/0x1c)

r9:bi1798000 r8:801011c4 r7:00000004 r6:76F16d90 r5:01cf47d8 rd:00000002

[<BB2ccd4dd>] (sys_write) from [<80101000>] (ret_fast_syscall+8x0/0x28)
Exceptton stack(oxb1799fa8 to exbi799ffe)

00000002 01cf47d8 oP0OE0E01 01cf47d8 OEOOE0OZ OOOOEO0OE

7: DOOEOEOZ 01cf47d8 T6f16d90 POOEOOE4 01cf47d8 OOOOOOOZ 0O1042a8 OOOOOOOO
=0: OPOOE06c TebBe328 T6e357b8 T6e91944
Sendlng NMI from CPU 8 to CPUs 1-3:
NMI backtrace for cpu 1

“PU: 1 PID. 8 Comm: swapperfl Tainted: G o 5.4.51-vT+ #1
name: BCM2835
PC is at tick_nohz_idle_exit+0x108/0x174
LR is at trace_hardirgs_on+0x54/8x170

rbi@w - $ cat /proc/interrupts

17:
18:
27
40
42:
a4z
56:
80:
81:
86:
FIQ:
Err:

CPUBG
1835 ARMCTRL-level 1 Edge 2000b380.mailbox
36 ARMCTRL-level 2 Edge VCHIQ doorbell
75794 ARMCTRL-level 35 Edge timer
B ARMCTRL-level 48 Edge bem2708_fb DMA
1251 ARMCTRL-level 58 Edge DMA TIRQ
5652 ARMCTRL-level 52 Edge DMA TIRQ
1 ARMCTRL-level 64 Edge dwc_otg, dwc_otg_pecd, dwc_otg_hcd:usbl
1166 ARMCTRL-level 88 Edge mmcl
4145 ARMCTRL-level 89 Edge uvart-pleii
113854 ARMCTRL-level 94 Edge mmcl
usb_fig
]

rpitw ~ §



5 cat fproc/interrupts

CPUG
35

oo oW

69

420
18459
42670
26

]
1152560
]

]

]

A Priority

CPU1
4]

0]
672
0]

0]
158
0
2230
9768
21
225
0]

0]

0]
2011317
4]

4]

0]

I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC
I0-APIC

2-edge
1-edge
4-edge
8-edge
9-fasteol
12 -edge
14-edge
15-edge
16-fasteol
18-fasteol
19-fasteol
21-fasteol
22-fasteol

timer

igag42

ttyse

rtco

acpl

i8642
ata_piix
ata_piix
enpdsi
vmwg Fx
enpls3
ahci[eoo0:00:0d.0], snd_intel8xd
ohci_hed:usbl

Mon-maskable interrupts

Local timer interrupts

Spurious interrupts
Performance monitoring interrupts
IRQ work interrupts

Standard / vanilla Linux : relative priority

Hardware Interruj

Processor Exceptions (syscall, page fault, ...}




.

e

, Priority

TIMER SOFTIRG [1]

HI SOFTIRQ [0: highest prio]

NET TX SOFTIRQ [2]

BLOCK SOFTIRG [4]

NET RX SOFTIRQ [3]

IR0 POLL SOFTIRG [3]

SCHED SOFTIRQ [7]

TASKLET SOFTIRQ [6] v}

HRTIMER SOFTIRG

E]

[RCU SOFTIRG [0]

5 cat fproc/softirqgs

Softirg's
(bottom halves)

[ (regular) tasklet

CPUB CPU1 CPU2 CPU3
HI: 78 34 31 11
TIMER: 30463160 30718279 30972132 30278757
NET _TX: 610527 412 696 1214
NET_RX: 2566186 29323 140033 320436
BLOCK: 838301 88438 743635 3496658
IRQ POLL: 2 0 0 4
TASKLET: 1818666 87029 46248 48477
SCHED: 33423812 31244567 30507786 29617786
HRTIMER: 7514 327 4965 1067
RCU: 9019635 8959823 96053172 9024646
9
b
Priorit
rerty & /
Hard IRQs (ISRs/top halves)
HI_SOFTIRQ [0: highest prio]
TIMER_SOFTIRQ [1]
TR ot , Interrupt Context
BLOCK_SOFTIRG [4] Softirg’'s
TRG_POLL SOFTTRG 51 (bottom halves)
TASKLET SOFTIRQ [6]
Ke | VAS SCHED SOFTIRG [7] (regular) tasklet
me RCU SGETIRG (31— g Kerngel Context

(privileged)

—
SCHED FIFO: 9? T
Threaded interrupt ce
[kthread @ SCHED FIFO 50] Pro ss Context Kernel
l l SCHED FIFO/ thread,
| ]

SCHED RR / " workqueue
Kernel-space |eouen prg- 1 A [SCHED_OTHER]
Userspace sysclaﬂ,z‘ T
fault / [N ]
Process VAS trap / User Context
abort Usermode .
thread (unprivileged)
SCHED FiFOQ/
SCHED RR /
[SCHED OTHER]




~ $ sudo hardirgs-bpfcc 1 3

Tracing hard irg event time...

HARDIR(Q
enpBs3ife
iwlwifi
nvidia

HARDIRQ

ahci[0ee0:08:17.0]

iwlwifi
acpil
nvidia

HARDIRQ
enpBs3ife
iwlwifi
nvidia
acpl

~ 3

~ $ sudo hardirgs-bpfec -d

Tracing hard irg event time...

AL

hardirg = b'iwlwifi'

usecs
g -=1
2 -=3
4 -=7
8 -= 15
16 -= 31

: count
1

: 25

: 48

: 5

3 &)

hardirg = b'ahci[@oe0:00:17.0]"

usecs
g -=1
2 -=3
4 -=7
8 -= 15

hardirg = b'i86842'

usecs
B -=1
2 -= 3
4 -=7
8 -= 15
16 -= 31
32 -= 63

64 -= 127

[l el R - s R

: count
. B

: 115

: 36

: 7

: count

Hit Ctrl-C to end.

TOTAL _usecs
5

188

1554

TOTAL_usecs
29

126

928

1216

TOTAL_usecs
20

162

1138

4386

Hit Ctrl-C to end.

distribution

|********************

|
|
AR R AR A AR AR AR AR AR R AR R kR
| |
|**** |

|

|**

distribution

|****************************************|
|************
| ** |

distribution

|

|

|

|

|****
|****************************************

|**



~ & sudo softirgs-bpfcc 1

Tracing soft irg event time...

SOFTIRQ
rcu
timer
sched
block

SOFTIRQ
net_rx
timer
rcu
sched
block

[..]

SOFTIRQ
tasklet
rcu
timer
block
sched

SOFTIRQ
net_rx
tasklet
reu
timer
block
sched

TOTAL_usecs
1632
1224
3185
5574

TOTAL_usecs
2

1280

1493

3705

6182

TOTAL _usecs
36

2684

3167

7688

9569

TOTAL_usecs
7

16

2011

2666

7689

8605

Hit Ctrl-C to end.



softirg = block

usecs
B -=1
2 -= 3
4 -7
8 -= 15
16 -= 31
32 -= 63
64 -= 127
128 -= 255
256 -> 511
812 -=> 1823
1624 -= 2047

softirg = timer

usecs
B -=1
2 -= 3
4 -= 7
8 -= 15
16 -= 31
32 -= 63
64 -= 127

softirg = tasklet

usecs
B -=1
2 -= 3
4 -7
8 -= 15
16 -= 31
32 -= 63
64 -= 127

softirg = net_rx

usecs
B -=1
2 -= 3
4 -= 7
g -= 15

16 -= 31

: count
: 157
: 439
: 592
: 1162
: 16684
: 879
: 591
r 262
: 280
: 13

: count
: 12957
: 8084
: 3652
: 912

: 246

: 96

: count
: 27
: 36

[ R =Y
4]

: count

: 12
: 18

distribution
|***

|**********

|**************
|****************************
|****************************************

|**************
|******
|******

I
I
I
I
|********************* I
I
I
I
I
I

distribution
|****************************************

|************************
|***********

I
I
I
| ** I
I
I I
| I

distribution
|**********************

|******************************
|****************************************

|
|*

I
I
I
|**** |
I
I
I

distribution
|******

|**************************

I
I
|*w*******w*******w*******w*******w******|
|***************** |

I

|****



Chapter 5: Working with Kernel Timers, Threads, and
Workqueues

1. *delay() functions (atomic, in a delay loop):

[80360.847699] ndelay() for 10 ns-> actual: 98 ns = Bus= 0ms
[80360.848225] udelay() for 10,000 ns-> actual: 9967 ns = Qus= 0ms
[80360.858657] mdelay() for 10,000,000 ns-> actual: 9920943 ns = 9920 us = 9 ms
[80360.859229]
2. *sleep() functions (process ctx, sleeps/schedule()'s out):

[80360.859817] usleep range(10,10) for 10,000 ns-> actual: 56206 ns = 56us=0@ms
[80360.878300] msleep(10) for 10,000,000 ns-> actual: 17786899 ns = 17786 us = 17 ms
[80360.898538] msleep interruptible(10) > actual: 19537145 ns = 19537 us= 19 ms
[80361.911452] ssleep(1) -> actual: 1009815171 ns = 1009815 us = 1009 ms

4233.401948] timer simple:timer simple init(): timer set to expire in 420 ms

dmesg

4233.401948] timer simple:timer simple init(): timer set to expire in 420 ms
4233.841358] timer simple:ding(): timed out... data=3

4233.842162] timer simple:ding(): @01) [swapper/1]:@ | ..s1 /* ding() */
4234.289334] timer simple:ding(): timed out... data=2

4234.290177] timer simple:ding(): @01) [swapper/1]:0 | ..s1 /* ding() */
4234.737346] timer simple:ding(): timed out... data=l

4234.738096] timer simple:ding(): @01) [swapper/1]:@ | ..s1 /* ding() */



$ ../userapp sed/userapp sedl dbg asan

Usage: ../userapp sed/userapp sedl dbg asan device file message

§ ../userapp sed/userapp sedl dbg asan /dev/sedl drv "EncrypT ThiS plEaSe"
device opened: fd=3

msg before encrypt: EncrypT ThiS plEaSe

loctl I0CTL LLKD SED IOC ENCRYPT MSG done; len=19

msq after encrypt: GOBGGGE DIGG GOEGY

msq before decrypt: GRBHGGG GHGG G06HGG
loctl TOCTL LLKD SED I0C DECRYPT MSG done; len=19
msg after decrypt: EncrypT ThiS plEaSe
§
$ dmesq
[29519.684832] misc sedl drv: LLKD sedl drv misc driver (major # 10) registered, minor# = 55,

dev node is /dev/sedl drv
[29519.689403] sedl drv:sedl drv init(): init done (make it fail is off)
[29519.690358] misc sedl drv: loaded.
[29566.300784] sedl drv:open miscdrv(): 000) userapp sedl db :22180 | ...0 /* open miscdrv() */
[29586.305511] sedl drv:open miscdrv(): opening "sedl drv" now
[29586.306471] sedl drv:ioctl miscdrv(): In loctl cmd option: encrypt

arg=0x616000000080
29586.308160] sedl drv:ioctl miscdrv(): xforme2, len=19
29386.309011] payloac: 00060000 45 6e 63 72 79 70 54 20 54 68 69 53 20 70 6¢ 45 EncrypT ThiS plE
29586.310084] payload: 00000010: 61 53 65 ase
29386.311075] sedl drv:process 1t(): data transform type: XF_ENCRYPT
29586.311939] sedl drv:encrypt decrypt payload(): starting timer + processing now ...
29586.312977] sedl drv:encrypt decrypt payload(): processing complete, timeout cancelled
29586.313986] sedl drv:encrypt decrypt payload(): delta: 99 ns (= @ us = 0 ms)
29386.314923] ret payload: 00000060: b9 90 9b B¢ 85 Be aa 5e aa 96 95 ab Se Be 9209 ....... AT
29586.316458] ret payload: 00600010: 9d ab 99
29587.353483] sedl drv:ioctl miscdrv(): In ioctl cmd option: decrypt

arg=0x616000000380
[29587.358744] sedl drv:ioctl miscdrv(): xformel, len=19
[29567.339444] payload: 06060000: b 90 9b 8c 85 8e aa Se aa 96 95 ab 5e 8e 92 b9 ....... AP
[29587.360408] payload: 60000010: 9d ab 99
[29587.361281] sedl drv:process 1t(): data transform type: XF DECRYPT
[29587.362056] sedl drv:encrypt decrypt payload(): starting timer + processing now ...
[29587.362934] sedl drv:encrypt decrypt payload(): processing complete, timeout cancelled
[29587.363893] sedl drv:encrypt decrypt payload(): delta: 86 ns (= @ us = 0 ms)
[
[
[
§

—_—— — — — — — —— —— —

29587.364788] ret payload: 00600000: 45 6e 63 72 79 70 54 20 54 68 69 53 20 70 6¢ 45 EncrypT ThiS plE
29587.366134] ret payload: 00000010: 61 53 65 ase
29587.367670] sedl drv:close miscdrv(): closing "sedl drv"



§ sudo rnmod sed] drv

§ sudo dmesq -C

§ sudo insmod ./sed1 drv.ko make it fail=l

$ dmesg

(30090, 202964] misc sed] drv: LLKD sed] drv misc driver (major # 10) registered, minor# = 56,
dev node is /dev/sedl drv

(30090,207537] sedl drv:sed] drv 1n1t(): init done (make it fail is *on*)

(30090, 208413] misc sedl drv: loaded.

§

$
§ ../userapp sed/userapp sed] dbg asan /dev/sedl drv "EncrypT ThiS plEaSe"

device opened: fd=3
msq before encrypt: EncrypT ThiS plEaSe
4% (peration Timed Qut ***
§
§ dnesq
(30096.202964] misc sedl drv: LLKD sedl drv misc driver (major # 10) registered, minor# = 56,
dev node is /dev/sedl drv
(30090.207537] sed drv:sedl drv init(): init done (nake it fail is *on*)
(30090.208413] misc sedl drv: loaded.
(30103.759259] sedl drv:open miscdrv(): 006) userapp sedl db :22264 | ...0 /* open miscdrv() */
(30163.768031] sedl drv:open miscdrv(): opening “sedl drv" now
(30103,769119] sed1 drv:ioctl miscdrv(): In octl cnd option: encrypt
arg=0x616000000080
(30103.770727] sedl drv:ioctl miscdrv(): xform=2, len=19
(30103, 771504] payload: 66000000: 45 6e 63 72 79 76 54 20 54 68 69 53 20 70 6c 45 EncrypT ThiS plE
(30103.772650] payload: 00006610: 61 53 65 ase
[30103.773646] sedl drv:process it(); :

(30103.774578] § encrypt decrypt payload(): starting tiner + processing now ...
(30103.780372)Ceed1 drv:timesup(): *** Tiner expired! ***
[30103.783770] se <zec( 1 000) [swapper/6]:0 | ..s1 /* timesup() ¥/

(30103.790158] sed! drv:encrypt decrypt payload(): cancelled the timer while it's inactive! (deadline missed?)
(30103,793372] sedl drv:encrypt decrypt payload(): delta: 14580905 ns (= 14580 us = 14 ms)

[30103.794353] sed1 drv:ioctl miscdry(): ** timed out **

(30103.795117] ret payload: 06600060: b9 96 9b 8c 85 8e aa 5e aa 96 95 ab Se Be 9269 ....... AT
(30163.796635] ret payload: 00660010: 9d ab 99

(30103.801124] sed] drv:close miscdrv(): closing "sedl drv"

§




[23963.688367] kthread simple:kthread simple init(): Lets now create a kernel thread...
[23963.689536] kthread simple:kthread simple init(): Initialized, kernel thread task ptr is Oxffff8d1638b35d00 (
actual=0xfff8d1638h35d00)

See the new kernel thread 'llkd/kt simple' with ps (and kill it with SIGINT or SIGQUIT)
[23963.691646] kthread simple:simple kthread(): 000) [Ulkd/kt simple]:11372 | ...0 /* simple kthread() */
[23963.694989] kthread simple:simple kthread(): mm field NULL, we are a kernel thread!
[23963.696102] Kkthread simple:simple kthread(): FYI, I, kernel thread PID 11372, am going to sleep now..

§ sudo kill -SIGQUIT 11372
§ sudo ramod kthread simple ; dmesg
[23963.688367] kthread simple:kthread simple init(): Lets now create a kernel thread...
[23963.689336] kthread simple:kthread simple init(): Initialized, kernel thread task ptr is Oxffff8d1638b35d00 (
actual=0xfff8d1638035d60)

See the new kernel thread 'llkd/kt simple' with ps (and kill it with SIGINT or SIGQUIT)
23963.691646] kthread simple:sinple kthread(): 600) [llkd/kt simple]:11372 | ...0 /* simple kthread() */
23963.694989] kthread simple:simple kthread(): mm field NULL, we are a kernel thread!
23963.696102] kihread simple:sinple kthread(): FYI, I, kernel thread PID 11372, am going to sleep now..
24037.034934] kthread sinple:sinple kthread(): FYI, I, kernel thread PID 11372, have been rudely awoken; I shal
1 now exit... Good day Sir!
24052.609663] kthread simple:kthread simple exit(): kthread stopped, and LKM removed.

—_—— — —

[
S

User-space application

/ | | \
| ---ee | | e |
op: encrypt retrieve decrypt destroy
[ioctl] [ioctl]
R e R sed2 driver --------cccce--- >
op: encrypt retrieve decrypt destroy
by: [kthread] [ioctl] [kthread] [ioctl]
I I I I
v v v v

{------=-- shared memory region --------- }



$ lsmod |grep sed2

sed2 drv 20480 0

¢ dmesg

[41050.801737] misc sed2 drv: LLKD sed2 drv misc driver (major # 10) registered, minor# = 56,
dev node is /dev/sed2 drv

[41050.803594] sed2 drv:sed2 drv init(): worker kthread created... (PID 24117)

[41050.804482] sed2 drv:sed2 drv init(): init done (make it fail is off)

[410560.805298] misc sed2 drv: loaded.

$ ../userapp _sed/userapp sed2 dbg asan

Usage: ../userapp sed/userapp sed2 dbg asan device file message to encrypt
¢ ../userapp sed/userapp sed2 dbg asan /dev/sed2 drv "Hello sed2!"

device opened: fd=3

---< Welcome to the SED (Simple Encrypt Decrypt) v2 User mode app >---
((c) 'Learn Linux Kernel Development', Kaiwan N Billimoria, Packt)

The message we shall work with is:
"Hello sed2!"

£ % ¥ Menu b2
--- Message Control ---

1. Encrypt the message
2. Retrieve the message (from the driver)
3. Decrypt the message (that was encrypted in (1))
4. Destroy the message
--- Kernel Logs ---
5. View the kernel log (via dmesg(1))
6. Clear the kernel log (via sudo)
7. Quit
> 1
---> Message ENCRYPTED in the kernel driver; retrieve to see <---
(ioctl I0CTL LLKD SED IOC ENCRYPT MSG successful)
3% MEHU 4%
--- Message Control ---
1. Encrypt the message
2. Retrieve the message (from the driver)
3. Decrypt the message (that was encrypted in (1))
4. Destroy the message
--- Kernel Logs ---
5. View the kernel log (via dmesg(1))
6. Clear the kernel log (via sudo)
7. Quit
> |



> )
---> View kernel log : dmesg(1) <---
[41050.801737] misc sed2 drv: LLKD sed2 drv misc driver (major # 10) registered, minor# = 56,

dev node 1s /dev/sed2 drv
[41050.803594] sed2 drv:sed2 drv init(): worker kthread created... (PID 24117)
[41050.804482] sed2 drv:sed2 drv init(): init done (make it fail is off)
[41050.805298] misc sed2 drv: loaded.
[41168.793377] sed2 drv:open miscdrv(): 001) userapp sed2 db :24199 | ...0 /* open miscdrv() ¥/
[41168.797793] sed2 drv:open miscdrv(): opening "sed2 drv" now
[41166.798689] sed2 drv:ioctl miscdrv(): In loctl "retrieve’ cnd option; arg=0x616060000680
[41176.868959] sed2 drv:ioctl miscdrv(): In loctl "encrypt' cmd option; arg=0x616006000380
[41178.876847] sed2 drv:ioctl miscdrv(): xform=2, len=11
[41176.882135] payload: 00060000: 48 65 6¢ 6 6f 20 73 65 64 32 21 Hello sed?!
[41178.883655] sed2 drv:worker kthread(): starting timer + processing now ...
[41176.884391] sed2 drviworker kthread(): [24117] worker kthread ready to execute work!
[41176.885577] sed2 drv:worker kthread(): 001) [sed2 drv/worker]:24117 | ...0  /* worker kthread() */
[41176.887014] sed2 drv:worker kthread(): data transform type: XF_ENCRYPT
[41176.887866] kdata->shnen: 00000000 48 65 6¢ 6c 6T 20 73 65 64 32 21 Hello sed?!
[41176.888875] sed2 drv:worker kthread(): processing complete, timeout cancelled
[41178.889749] sed2 drv:worker kthread(): delta: 4284680 ns (= 4284 us = 4 ns)
[41176.890658] sed2 drv:worker kthread(): [24117] FYI, work done, going to sleep now..
[41329.579674] sed2 drv:ioctl miscdrv(): In loctl 'retrieve’ cnd option; arg=0x616060000680
[41355.080393] sed2 drv:ioctl miscdrv(): In ioctl 'decrypt' cmd option
[41355.088162] sed2 drv:worker kthread(): starting timer + processing now ...
[41355.090647] sed2 drv:worker kthread(): [24117] worker kthread ready to execute work!
[41355.691676] sed2 drviworker kthread(): 001) [sed2 drv/worker]:24117 | ...0 /* worker kthread() */
[41355.093201] sed2 drv:worker kthread(): data transform type: XF DECRYPT
[41355.094073] kdata->shmen: 00060000: b6 99 9292 8f 5e 8b 99 % dc5d ... L
[41355.095075] sed2 drv:worker kthread(): processing complete, timeout cancelled
[41355.095960] sed2 drv:worker kthread(): delta: 4427745 ns (= 4427 us = 4 ms)
[41355.096913] sed2 drv:worker kthread(): [24117] FYI, work done, going to Sleep now..
[41361.884472] sed2 drv:ioctl miscdrv(): In doctl 'retrieve’ cmd option; arg=0x616060000c80

):
):

*E¥ Menu LE

--- Message Control ---
1. Encrypt the message
2. Retrieve the message (from the driver)
3. Decrypt the message (that was encrypted in (1))
4. Destroy the message

--- Kernel Logs ---

5. View the kernel log (via dmesg(1))
6. Clear the kernel log (via sudo)
1. Quit
5



ps -e|egrep --color=auto "events|kworker| wq"

6

9

20

80

84
111
172
192
46204
50536
55177
55200
55771
56290
56302

?

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00
0o
00
0o
00
0o
01
0o
09
0o
00
02
00
0o
00

kworker/0:0H-kblockd
mm_percpu_wg
kworker/1:0H-kblockd

tpm dev_wq

devfreq_wq

kworker/u5:0
kworker/0:1H-kblockd
kworker/1:1H-kblockd
kworker/0:3-events
kworker/0:1-events
kworker/u4:0-events unbound
kworker/1:0-events
kworker/1:1-events
kworker/u4:2-events unbound
kworker/u4:1-events power efficient



User Space

f —
KEIMEISPACE. ..o eoeeses e sesseseses s s s ssss e s ses s s s st s ese s es s s s ssss s e
: Work Queue Subsystem

{Default) kernel-global "events" workqueue
APls, macros

INIT WORK();
schedule[ delayed] work[ on](); "events" workgueue; H
Lo ] the default kernel-global or i

cancel[_delayed] work[_sync](); system) WQ

or flush [delayed] work();

CMWQ (Concurrency Managed WQ .events_highpri” WQ
framework .
[l -—d__-ﬂ'"#

alloc_workqueue(); «;

alloc_ordered workqueué H""'--...____ "events long" WQ
[..] - Warker?
N pools i

!

‘events unbound" WQ

Legacy (deprecated) WQ APIs:

DECLARE WORKI();
create_workqueue();
create_singlethread_workgueuel);
create freezable workqueue();

[..]

"events freezable" WQ




[74829.467661] worka sinplexwork simple 1nit(): Work queve initialized, timer set to expire in 420 ms

§

§
§ dnesq

[74829.407661] workq simplexwork sinple nit(): Work queve initialized, tiner set to expire in 420 ms
[74829.846749] workq simple:ding(): tined out... data=3
174829,843076] workq simple:ding(): 001) [swapper/1]:0 | Ns1 /* ding() ¥/
[74820.844040] workq simple:work fun () In our workq function: data=2
[74829.644853] worky simpleswork func(): 001) [kworker/1:0]):35200 | ...0 /* work func() */
[74829.845758] workq simple:work func(): delta: 175038 ns (= 175 us = @ ns)
[74830.288314] workq simple:ding(): timed out... data=2
[74830.291991] workg sinplexdingl): 001) [swapper/1):0 | .Ns1 /* ding() ¥/
W | fun (
W | func
W | func
W [
W |
W le:w

[7483.296725] workq simple:work )Imwwmmmmmw
[74830.300663] workq simpleswork func(): 001) [kworker/1:0):35200 | ...0 /*work func() ¥/
[74830.302103] worka simpleswork func(}: delta: 608495 ns (= 60 us =  ms)

[74830.748178] workq sinple:ding(): tined out... datael

[74830.750019] worka sinple:dingl): 061) [swapper/1]:0 | Ns1 /* ding() ¥/
[74830.752276] workq sinplexwork func(): In our workg function: data=0
[74830.753679] worka simplexyork funcl): 061) [kworker/1:0):55200 | ...0 /* work func() */
WMﬁm%memeMMdMawmm(mwsGm

$




--- Message Control ---
Encrypt the message
Retrieve the message (from the driver)
Decrypt the message (that was encrypted in (1))
Destroy the message

--- Kernel Logs ---
View the kernel log (via dmesg(1))
(lear the kernel log (via sudo)
Quit
5
---> View kernel log : dmesg(1) <---
[ 6942.413924] misc sed3 drv: LLKD sed3 drv misc driver (major # 10) registered, minor# = 56,

dev node is /dev/sed3 drv

[ 6942.416249] sed3 drvised3 drv init(): Our work task on the kernel-global workqueue is initialized
[ 6942.417238] sed3 drv:sed3 drv init(): init done (make it fail is off)
[ 6942.418041] misc sed3 drv: loaded.
[ 6961.239178] sed3 drv:open miscdrv(): 601) userapp sed2 :10611 |
[ 6961.242642] sed3 drv:open miscdrv(): opening "sed3 drv" now
[ 6961.243865] sed3 drv:ioctl miscdrv(): In ioctl 'retrieve' cmd option; arg=0x5653408508c0
[ 6964.117949] sed3 drv:ioctl miscdrv(): In ioctl 'encrypt' cmd option; arg=0x565340850ef0
[ 6964.119064] sed3 drv:ioctl miscdrv(): xform=2, len=12
[ 6964.119765] pavload: 00000000: 68 65 6¢c 6c 6f 6f 6f 6f 20 31 32 33

= w0 =

vV o wm

...0 /* open miscdrv() */

helloooo 123

[/0964.120791] sed3 drv:sed3 worker():
1 6964.122074] sed3 drv:sed3 worker():
1 6964.123193] sed3 drv:sed3 worker():
[ 6964.124309] sed3 drv:sed3 worker():
[} 6964.125276] kdata->shmem: 00600600:
[ 6964.126416] sed3 drv:sed3 worker():

[ 6964.127365] sed3 drv:sed3 worker():

starting timer + processing now ...

[9812] work task about to execute work!

001) [kworker/1:0]:9812 | .N.0 /* sed3 worker() */
data transform type: XF ENCRYPT

68 65 6c 6¢c 6f 6f 6f 6f 20 31 32 33
processing complete, timeout cancelled
delta: 4342250 ns (= 4342 us = 4 ms)

helloooo 123

[N\Q964.128397] sed3 drv:sed3 worker(): [9812] FYI, work task done, leaving... <‘/
[ 6971.182545] sed3 drv:ioctl miscdrv(): In loctl 'retrieve' cmd option; arg=0x565340851110
[ 6973.503980] sed3 drv:ioctl miscdrv(): In ioctl 'decrypt' cmd option

73.508518] sed3 drv:sed3 worker(): starting timer + processing now ... \
[| 6973.509904] sed3 drv:sed3 worker(): [9791] work task about to execute work!
1 6973.510695] sed3 drv:sed3 worker(): 000) [kworker/0:2]:9791 | ...0 /* sed3 worker() */
1 6973.511629] sed3 drv:sed3 worker(): data transform type: XF DECRYPT
[| 6973.512408] kdata->shmem: 00000000: 96 99 92 92 8f 8f 8f 8f Se dddcdb ... "MLK
(| 6973.513373] sed3 drv:sed3 worker(): processing complete, timeout cancelled
[{ 6973.514159] sed3 drv:sed3 worker(): delta: 3468962 ns (= 3468 us = 3 ms)

73.515034] sed3 drvesedd worker(); [9791] FYL, work task done, leaving... J

[

[ 6974.523902] sed3 drv:ioctl miscdrv(): In ioctl 'retrieve' cmd option; arg=0x565346851550

*kk Menu *kk



Chapter 6: Kernel Synchronization - Part 1

Device Driver Wrong!!!

read() method

to

cpu #2 .

t3

Global / static data:
shared writeable data

"shared state"

multiple threads executing critical
/ser:tr'on code path [t1-t2] simultaneously!

Add...~

i A,

=¥ COMPILER
G EXPLORER

More ¥

|

Look after yourself, and, if you can
X
someone else too

Csource#l X

Sponsors

intel. PC-int

Share

¥

O X xB6-64 gec 10.2 (Editor £1, Compiler #1) C X

AT B+ v o—

1 // Type your code here, or load an example.
2 static int 1= 5; Av 8 1B+ /S
3 static void foo(void) 1 1 fi ||
4 q - 2 Jdong 5
5 1+ 3 foo:
6} 4 push  rbp
5 mv  rbp, rsp
b mv eax, DWORD PTR i[rip]
1 add  eax, 1
8 mov WORD PTR i[rip], eax
9 nop
10 pop  rhp
1 ret

%86-64 goc 10.2

v & Compiler options..

Other~ | Policies

0 X

B




Device Driver Correct:

critical section [t1-t2] protected by a lock;
exclusive access, only one thread at a time, serialized

read() method

]

Global [ static data:
shared writeable data
"shared state"

Nen-critical;
parallelized

Critical shared writeable data
saction "shared state"
- serfalized
.. Worked upon ...
e Unlock




driver_read_method( )

{
fl [time t1] : < do work pi() =
L~ i
t2 /] .. , .
[time t2] : <... iterate ...
critictal
section . Over ...
. global ('shared-writable') array ...
3 | [time 3] : ... Of structures ... >
W [--.]
time
}
fdriver_read_method_withlocking( )
{
Lock mylock; B +C Three threads attempt
z tA t to acquire the lock 'mylock’
t1 [time ti1] : < do work wi() >
tA and tC, the 'fosers’,
acquire_lock(mylock); now must wait upon the
a ‘unfock’ by the winner
. — e — — — — — e —
27 [time £2] : <=... iterate ...
critical tB @ t8 is the 'winner,
section S il it runs through the critical section
. global ('shared-writable') array ...
[time E3] : ... OF structures ... =
t3 E—— O F IS f 7 EEEL— 7 EEEES P OSSP S O EEE—— E  E——
e
¥ unlock(mylock); tB now unlocks; tA and tB 'fight’
time for the lock; one of them will 'win'
[ ] and the scenario repeats ...



static ssize t read miscdrv _rdwr(struct file *filp, char _user *ubuf,
- size t count, loff t *off)
+ size t count, loff t *off)

int ret = count, secret len = strnlen(ctx->oursecret, MAXBYTES);
+ int ret = count, secret len;
struct device *dev = ctx->dev;

mutex_lock (&ctx->lock);
secret_len = strlen(ctx->oursecret);
mutex_unlock(&ctx->lock);

+ + 4+ o+

PRINT CTX();
dev info(dev, "%s wants to read (upto) %zd bytes\n", current->comm, count);

@@ -134,17 +140,20 @@
* member to userspace.
*/
ret = -EFAULT;
+ mutex_lock(&ctx->lock);
if (copy to user(ubuf, ctx->oursecret, secret len)) {
dev warn(dev, "copy to user() failed\n");
goto out notok;
- goto out ctu;
}

ret = secret len;

// Update stats
ctx->tx += secret len; // our 'transmit' is wrt this driver
+ ctx->tx += secret len; // our "transmit' is wrt this driver
dev info(dev, " %d bytes read, returning... (stats: tx=%d, rx=%d)\n",
secret len, ctx->tx, ctx->rx);

- out_notok:

- secret len, ctx->tx, ctx->rx);
+out ctu:

+ mutex_unlock(&ctx->lock);

+out_notok:

return ret;



(Start here)

... do some work ...

Lock avaiable?
{(unlocked?)

Lock

'

[ ... critical section ... ]

v

Unlock




[28853.172825] miscdrv rdur spinlock:write miscdrv rowr(): 894) rdwr test secre :23578 | ... /*writeni
scdrv_rdwr() ¥/

[266853.178231] misc Ulkd miscdry rdwr spinlock: rdwr test secre wants to write 24 bytes

[28853.181539] misc Ulkd niscdry rdwr spinlock: 24 bytes written, returning... (stats: tx<7, rx=24)
[26853.184243] BlIG: scheduling while atomic: rdwr test secre/23578/0x00000062

[26653.187489] 1 lock held by rdur test secre/23578:

[28653.160994] 0 Fff8880285c2d60 (&(6ctx->spinlock)->rlock){+.+.}, at: write miscdry_rdur. cold+Oxde/6x247 [
miscdrv_rdur_spinlock]

128853,195678] Modules Linked in: miscdry_rdwr spinlock(0E) vhoxsf(OE) vboxvideo(0E) crctlodif pclmul cre32 pel
mil ghash clmulni intel vmigfx snd_intel8xd snd acd7 codec ac97 bus snd pem aesni intel glue helper crypto sind
cryptd joydev snd seq snd_tiner drm kns_helper snd seq device input leds serio raw snd syscopyarea sysfillrect
sysinghlt fb sys fops ttn video mac_hid vhoxquest(0) soundcore drm sch_fq_codel parport pc ppdev 1p parport i
p_tables x_tables autofs4 hid generic ushhid hid psnouse e1000 ahci libahci i2c piix4 pata acpi [last unloaded:
miscdry_rdur spinlock]

128653211613 CPUx 4 PID: 23578 Comm: rdur test secre Tainted: G 0F  5.4.0-1lkd-dbg #2
[28653.2145%] Hardyare nane: innotek GubH VirtualBox/VirtualBox, BI0S VirtualBox 12/01/2006

[28853.217244] Call Trace:

26653.219461]  dump_stack+0xc2/6x11a

26853.221692] _schedule_bug. cold+0x2h/0x3c

26853.223893] _schedule+Oxddd,/6x1090

128893.226207] 7 firmiare map_remove+dxed,fxed

[28893.228428] 7 _raw_spin unlock irqrestore+0x51/6x60

[28653.230741] 7 schedule_tineout+0x2hd/0x8co

128893.232801] 7 Tockdep hardirgs on+0x1a2/x280

126653.239050]  schedule+0x75/0x140

[28893.237118]  schedule_tineout+0x2h9/0x8ch

[26853.239207] 7 _dev printk+9xd6/oxf3

26653.241276] 7 usleep_range+0x100/0x100

[26853.243310] 7 _dev_info+dxcd/oxfh

[28893.245421] 7 _next_timer interrupt+Oxe/6xed

[28653.247475] write miscdry_rdar.cold+xlea/0x247 [miscdry_rdur spinlock]

128893.249726] 7 display stats+0x80/0x60 [miscdrv rdur spinlock]

128853.251802] 7 apparnor file permission+Hxla/0x20

128853.253814] 7 security file permission+dx65/0x190

128853.295871] _vfs writesdxdf/x90

128853.257685]  vfs write+dx14b/6x2d0

[28853.250744]  sys_write+0xdo/0x180

[28853.261612] 7 _1a32_sys_read+0x50/6x50

126853.263388] 7 mark_held_locks+0x29/6xbo

126653.265119] 7 do_syscall 64+0x19/6x2ch

|26653.266642] 7 entry SYSCALL 64 after hfrane+0x49/Oxbe



rhr tes-238 ... 068, TL2T6: funcqraph entry
rhr tes-038 ... 060, JL2T6: funcqraph entry ATVRTLTY area) {
e tes-28 ... 060, JLT: funcqrah entry security file pemission( {
e tes-238 ... 1060, JLLT: funcqrah entry apparmor file permission) {
rhr -2 4.... L660.TUL2T: fncoraph entry: comon file pern() {
e o238 .. 60T funcorah entry: 8.0 g i fle e
i o238 4. WOUTT: funcgraph et 092
e o238 . 00T funcgraph et 85
i o230 4., J6RTUM: fncgraphet: LAl
s, WA |
23 4, 1060 JLT8: funcgraph entry:
230 4, 1060 JLT8: funcgraph entry: T
(dwr_tes-2438 byvvo 1068.THL28: uncoraph entry: e printk]) { )

rdur tes-2438 4.
rdwr tes-2438 4.
rdur tes-2438 4.
rdur tes-2438  dd
rdur tes-2438  4d
rdwr tes-2438  4d
rdwr tes-2438  4d
rdwr tes-2438  4d
rdur tes-2438  dd
rdwr tes-2438  dd
rdur tes-2438  dd
rdur tes-2438  dd
rdur tes-2438 4.
rdwr tes-2438  4d

... 1060.746698: funcqraph entry:
... 1060.746698: funcqraph entry:
... 1060.746698: funcqraph entry:
.. 1060.746698: funcqraph exit:
... 1060.746698: funcqraph entry:
... 1060.746699: funcgraph entry:
... 1060.746699: funcqraph entry:
... 1060.746699: funcqraph entry:
.. 1060.746699: funcraph entry:
... 1060.746699: funcqraph exit:
... 1060.746699: funcqraph entry:
... 1060.746700: funcqraph entry:
.. 1060.746700: funcqraph entry:
... 1060.746760: funcgraph entry:

0.110 us
0.318 us
0.104 us
0,105 us

0.110 us
0.161 us
0.588 us
0.106 us
0.117 us

schedule timeout()
Y .,. _se){

_raw spin lock irgsave();
}
detach if pending();
get nohz timer target();
__internal add timer() {
calc wheel index();
enqueue timer();

}
trigoer dyntick cpu.isra.6();

e start();
text_switch() {



shared writea
(global) dat
Driver interrupt
Driver read method {hardirg) handler
i s u_ s e
1 1 .
to fl t2 3t t5 t6 t7 time
hardware
nterrupt!
hardware peripheral
Legend t4 : interrupt (hardirg) handler
entered
sL : spin_lock(&slock); section
tl : read method enters critical section t6 : hardirg leaves critical
t2 : read method leaves critical section L
sU : spin_unlock(&slock); section _
t3 : read method finishes t5 : interrupt (hardirg) handler
finishes
—>read method accessing s hardirg handler accessing




Chapter 7: Kernel Synchronization - Part 2

Linux-5.4 § grep -1HnAl refcount kernel/user.c
.__count = INIT(1),
.Processes = ATOMIC INIT(1),

_1inc(&user-> count);
return user;

if | _dec and lock irgsave(&up-> count, &uidhash lock, &flags))
free user(up, flags);

_set(Gnew-> count, 1);
ratelimit state init(&new->ratelimit, HZ, 100);

Linux-5.4 §

$ dnesg
[ 7890.344169] : LLKD misc driver (major # 1) registered, minor#
= 55, dev node 15 Ulkd miscdrv_rdwr refcount
[ 7890, 343642 + A sample print via the dev dbg(): driver initialized
[ 7904.871629] : 001) rdwr test secre :8519 | ...0 /* open miscd
rv_rdwr() ¥/
[ ?9@48]’9384] ............ [ cut here ] ............
[ 7904.879735]
: 1061/1601
[ 7984.880685] : (PU: 1 PID: 8519 at kernel/panic.c:677 refcount_error_report+0xfl/0x103
[ 7904.881301 : miscdrv_rdwr_refcount(OE) vboxsf(OE) vboxvideo(OE) snd_intel8xd vmigfx snd ac

97 codec ac97 bus snd_pen cretl6dif pclmul cre32 pclmul ghash clmulni_intel snd seq aesni intel glue helper cry
pto sind cryptd drm_kms helper snd_tiner snd seq device input leds snd joydev syscopyarea serio raw sysfillrect
sysingblt b sys fops ttm soundcore vhoxguest(OE) video mac_hid sch fq codel drm parport pc ppdev 1p parport i
n tables x_tables autofsd hid generic usbhid hid psmouse 106 ahci libahci i2c piixd pata acpi [last unloaded:
miscdrv_rdwr_refcount]

| 7904.885262] CPUs 1 PID: 8519 Comm: rdwr test secre Tainted: G WO0E 5.4ltrylfl

[ 7904.886040] : 1nnotek GnbH VirtualBox/VirtualBox, BIOS VirtualBox 12/01/2006

| 7964.686668] A1P: 0010:refcount error report+xfl/6x103




[15186.312399] 2 rmw atomic bitops: inserted

[15186.314690] 1: at init: mem : 0 = Ox00
[15186.315936] 2: set bit(7,&mem): : 128 = 0x80
[15186.317155] delta: 415 ns (= 0 us = 0 ms)

[15186.318746] 2: set msb suboptimal: 7,&mem: mem : 128 = 0x80
[15186.320096] delta: 110101 ns (= 110 us = @ ms)

[15186.321285] 4: clear bit(7,&mem): mem : 0@ = Ox00
[15186.323010] 5: change bit(7,&mem): mem : 128 = 0x80
[15186.324379] 6: test and set bit(0,&mem): mem : 129 = Ox81
[15186.325785] ret =0

[15186.327019] 7: test and clear bit(0,&mem): mem : 128 = Ox80
[15186.328396] ret (prev value of bit 0) =
[15186.329868] 8:test and change bit(1l,&mem): mem : 130 = Bx82
[15186.331487] ret (prev value of bit 1) =

[15186.333013] 9: test bit(7-0 &mem)
[15186.334436] bit 7 (0x80) : set
[15186.335747] bit 0x40) : cleared
[15186.337013] bit 0x20) @ cleared
[15186.338401] bit 0x10) : cleared
[15186.339648] bit 0x08) : cleared
[15186.340825] bit Ox04) @ cleared
[15186.342129] bit 0x02) : set
[15186.343285] bit 0x01) : cleared

S =MW s WU



CPUO CPU1

L1 cache L1 cache

ax  bx NS L2 cache

ax  bx Unified L3 cache

RAM

pcpa=0 pcpa=0 pcpa=0 pcpa=0

CPUO CPU1 CPU2 CPU 3



[ 2052.643407] percpu var:init percpu var(): inserted

[ 2052.646162] percpu var:thrd work():
[ 2052.646648] percpu var:thrd work():
[ 2052.647036] percpu var:thrd work():
[ 2052.647549] percpu var:thrd work():
[ 2052.647942] percpu var:thrd work():
[ 2052.648506] percpu var:thrd work():
[ 2052.648884] percpu var:thrd work():

[ 2052.649384] percpu var:disp vars|

)
)
)
)
)
)
)
[ 2052.649979] percpu var:disp vars():
[ 2052.650486] percpu var:disp vars():
)+ Our kernel thread #0 exiting now...
[ 2052.655130] percpu var:thrd work():
)
)
)
)
)
)
)
)
)
)

[ 2052.650999] percpu var:thrd work(

[ 2052.655750] percpu var:thrd work():
[ 2052.656255] percpu var:thrd work():
[ 2052.656932] percpu var:thrd work():
[ 2052.657440] percpu var:thrd work():
[ 2052.658275] percpu var:thrd work():
[ 2052.658746] percpu var:thrd work():

[ 2052.659370] percpu var:disp vars|

[ 2052.660051] percpu var:disp vars():
[ 2052.660684] percpu var:disp vars():

[ 2052.661280] percpu var:thrd work(

¥+ kthread PID 34971 on cpu 0 now ***

¥+ kthread PID 34972 on cpu 1 now ***

: Our kernel thread #1 exiting now...

thrd 0/cpud: pcpa = +1

thrd 0/cpud: pcp ctx: tx = 100, rx =
thrd 0/cpud: pcpa = +2

thrd 0/cpud: pep ctx: tx = 200, rx =
thrd 0/cpud: pcpa = +3

thrd 0/cpud: pcp ctx: tx = 300, rx =

: 000) [thrd 6/6]:34971 | .N.0

cpu 0: pcpa=+43, x= 0, tx= 300
cpu 1: pcpa=+40, x= 0, tx= 0

thrd 1/cpul: pepa = -1

thrd 1/cpul: pep ctx: tx= 0, rx =
thrd 1/cpul: pcpa = -2

thrd 1/cpul: pep ctx: tx= 0, rx =
thrd 1/cpul: pepa = -3

thrd 1/cpul: pep ctx: tx= 0, rx =

: 001) [thrd_1/1]:34972 | .N.0

cpu 0: pcpa=+43, x= 0, tx= 300
cpu 1:pcpa=-3, rx= 600, tx= 0

0

0

0

/* disp vars() */

200

400

600

/* disp vars() */



Functions calling this function:

File
B blk-stat.c
b

1 blk-throttle.c
2 blk-throttle.c

B devres.c

4 iova.C
irg-gic.c
irg-ic.c

] irg-gic.c

8 Libcxgb ppm.c

0 fc exch.c

@ percpu.h

b percpu.h

¢ kexec core.c

0 blktrace.c

e blktrace.c

f test wnalloc.c

g slab.c
h slub.c
1 B3fold.c

] soft-interface.c batadv softif init late 762 bat priv->bat counters = alloc percpulcnt len,

k route.c

1 X tables.c
m cls u32.c

_atloc_percpu

Function Line

blk stat alloc callback 118 cb->cpu stat = alloc percpu(buckets * sizeof(struct blk rq stat),

blk throtl init 2379 td->latency buckets[READ] = alloc percpu(sizeof(struct latency bucket) *

bl throtl init 2385 td->latency buckets[WRITE] = _alloc percpu(sizeof(struct latency bucket) *
__dewn alloc percpu 1087 pepu = _alloc percpu(size, align);

IMJMIMMS 871 rcache->cpu reaches = alloc percpu(sizeof(*cpu_rcache), cache line size());

J - pn init 711 gic->saved ppi enable = alloc percpu(DIV ROUND UP(32, 32) * 4,

gic pm init 776 gic->saved poi active = alloc percpu(DIV ROUND UP(32, 32) * 4,

gic pm init 781 gic->saved ppi conf = alloc percpu(DIV ROUND UP(32, 16) * 4,

opn alloc cpupool 369 pools = _alloc percpulalloc sz, alignof (struct cxgbi ppm pool));

ool 2563 mp->pool = _alloc percpu(pool size, alignof (struct fc exch pool));

bool 135 extern void _percpu * alloc percpu(size t size, size t align);

atloc_percpu 143 (typeof (type) percpu *) alloc percpu(sizeof(type), \

crash notes menory init 1165 crash notes = alloc percpu(size, align);

do blk trace setup 506 bt->msq data = alloc percpu(BLK T MAX MSE,

Uk trace setup queue 1689 bt->nsq data = alloc percp llBLK_TN_MAX_MSG

pcpu alloc test 318 pepufi] = __alloc_pEIcp1[51ze align);

alloc kmem cache cpus 1729 cpu cache = alloc percpu(size, sizeof(void *))

atloc kmem cache cpus 3344 s->cpu slab = alloc percpu(sizeof (struct kmen cache cpu)

23fold create pool 761 pool->unbuddied = alloc percpu(sizeof (struct list head) *NCHUNKS, 2);

_alignof (ubd));

373 ip rt acct = alloc percpu(256 * sizeof(struct ip rt acct), alignof (struct

ip rt acct))
xt percpu_counter alloc 1842 state->nem = alloc percpu(XT PCPU BLOCK SIZE,
132 change 1035 n->pf = _alloc percpu(size, alignof (struct tc u32 pent));

_alignof (char ))
_alignof _(char )]

ip rt init




Lock Debugging (spinlocks, mutexes, etc...)
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <> modularizes features. Press <Esc><Esc>
to exit, <> for Help, </> for Search. Legend: [*] built-in [ | excluded <> module < > module
capable

[§] Lock debugging: prove locking correctness

[*] Lock usage statistics
-*. RT Mutex debugging, deadlock detection
- Spinlock and rw-lock debugging: basic checks
- Mutex debugging: basic checks
- Wait/wound mutex debugging: Slowpath testing
- RW Semaphore debugging: basic checks
- Lock debugging: mmﬂlmwmdfmﬂmofhwlmh
[ ] Lock dependency engine debugging
[*¥] Sleep inside atomic section checking
[ ] Locking API boot-time self-tests
<> torture tests for locking
< > Wait/wound mutex selftests

" " " "
-H— Ead Ead k. k.

[ 1021.429110] thrd showall buggy: inserted
[0 21 1312 S ———
T6ID PID current stack-start Thread Name MT? # thrds

[ 1621.440804]
[ 1021.442866] WARNING: possible recursive locking detected
[ 1021.445129] 5.4.0-1lkd-dbg #2 Tainted: G 0E

[ 1021.447157] ==eeasencemcaccnmasmamacnacannenacanaaans
[

[

[

1021.449384] insmod/2367 is trying to acquire lock:
1021.451361] ffff88805de73f08 (&(&p->alloc lock)->rlock){+.+.}, at: _ get_task_comm+68x28/8x56
1021.453676]
but task is already holding lock:
[ 1021.457365] T11788805de73708 (&(&p->alloc lock)->rlock){+.+.}, at: showthrds_buggy+8x13e/0x6d1l [thrd_showall_buggy]
[ 1021.461623]
other info that might help us debug this:
[ 1021.465332] Possible unsafe locking scenario:

[ 1021.468871] CPUB
[ 1021.4708563] EEE
[ 1021.472349]  lock(&(&p->alloc_lock)->rlock);
[ 1021.474591]  lock(&(&p->alloc_lock)->rlock);
[ 1021.476870]

3k DEADLOCK *+*

[ 1021.482086] May be due to missing lock nesting notation

[ 1021.485550] 1 lock held by insmod/2367:
[ 1021.487884] #0: ffff88805de73f08 (&(&p->alloc_lock)->rlock){+.+.}, at: showthrds_buggy+0x13e/0x6dl [thrd showall_buggy]



-static int showthrds buggy(void)
+static int showthrds fixed(void)

{

struct task struct *g, *t; /* 'g' : process ptr; 't': thread ptr */
int nr thrds = 1, total = 0;

@@ -60,7 +58,7 @@
read lock(&tasklist lock);
#endif
do each thread(g, t) { /* 'g" : process ptr; 't': thread ptr */

task_lock(t);

- task lock(t); /*** task lock taken here! ***/
snprintf(buf, BUFMAX-1, "%6d %6d ", g->tgid, t->pid);

@@ -70,12 +68,21 @@
snprintf(tmp, TMPMAX-1, " 0x%0161x", (unsigned long)t->stack);
strncat(buf, tmp, TMPMAX);

+ /* In the 'buggy' ver of this code, LOCKDEP did catch a deadlock here !!

+  * (at the point that get task comm() was invoked).

+ % the reason: get task comm() attempts to take the very same lock

+  * that we just took above: task lock(t); !! This is obvious self-deadlock...

+  *So0, we fix it here by first unlocking it, calling get task comm(), and

+  * then re-locking it.

+ ¥

- task unlock(t);
get task comm(tasknm, t);

-/*--- LOCKDEP catches a deadlock here !l ---*/

- task lock(t);



5 sudo . /lock stats demo.sh

[+] Checking that Tocking statistics config is enabled

[+] clearing Tock stats ...
[+] enabling Tock stats ...

cat/proc/self/cndline[+] disabling lock stats ...
con-bounces
unces acquisitions holdtime-min  holdtime-max holdtine-total

class name

dup mnap _sem.rw_sen-R:

0 1 627.78
inm->nnap_sen/1

0 1 624.38
&(6nn->page _table lock)->rlock

0 2 0.34
tasklist_lock-W:

2 3 2.14
tasklist lock-R:

l 3 0.3
&(&p->alloc lock)->rlock

2 15 0.32
Enapping->1 mmap_rwsen:

g 104 8.3
Gnn->mnap_sem2-H:

0 3 0.3
&nn->nnap_sem#2-R:

l 38 0.2
mnu_notifier invalidate range start:

0 58 0.2
&nn->context. Lock

0 1 0.53
&(&mn->arg Tock)->rlock

0 2 0.40
fel->1 map sen-R:

3 ) 1.3

627.78

624.38

0.7

20.39

231

1.63

2.87

626.64

3152

0.79

0.53

0.61

2.13

0

[OK]

contentions

627.78

624.38

9.73

29.36

348

§.67

63.88

986.59

1803.33

14.16

0.53

1.01

§.43

0

yaittime-min  waittime-max waittime-total waittime-avg
holdtine-avg

0.00

627.78
0.00

624.38
0.00

0.46
0.00

9.79
0.00

1.15
0.00

0.58
0.00

0.61
0.00

30.83
0.00

3.50
0.00

0.24
0.00

0.5
0.00

8.5
0.00

1.69

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

0.00

acg-ho



