
Chapter 1: InfoSec and Risk Management 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 2: Protecting the Security of Assets 
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Chapter 3: Designing Secure Information Systems 

 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 4: Designing and Protecting Network Security 

 

 



 

 



 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



Chapter 5: Controlling Access and Managing Identity 

 

 

 

 



 

 



 

 

 

 

 

 

 



Chapter 6: Designing and Managing Security Testing Processes 
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Chapter 7: Owning Security Operations 
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Chapter 8: Improving the Security of Software 

 

 

 

 



 

 

 

 

 


