Chapter 1: Getting Started with Keycloak
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@axevcLoak 2 admin ~
Master &
General Login Keys Email Themes Cache Tokens Client Registration Security Defenses
* Name aster
Display name Keycloak
HTML Display name <div class="kc-logo-text"><span=Keycloak</span></div>
Identity Frontend URL @
id
b Enabled & m
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_ User-Managed OFF
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Add realm i

Realm Settings

Clients

Add user

1Dy
Created At
Username * keycloak
Email keycloak@localhost
First Name Ola
Last Name Mordmann
User Enabled © m
Email Verified @ OFF

Required User Actions & Select an :



MAKEYCLO

Welcome to Keycloak Account Management

a Personal Info U Account Security

Manage your basic information Control your password and account
access

Personal Info
Signing In

Device Activity

& Applications

Track and manage your app permission
to access your account

Applications



Chapter 2: Securing Your First Application
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{ Frontend } { Backend J
Frontend :

(1) Login

@ Redirect to Keycloak

Y

EE Y S Y

i @ Open login page

(4) Submit login page

@ Authorization code

(6) Retrieve tokens

@ Authenticated

i
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' (1) Retrieve keys

| @ Request with access token

!

[ —

@ Verify access token
| —
. (4) Response :
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Clients Add Client

Add Client
Realm Settings Import Select file &
Clients ClientID * myclient
Clier )
Client Protocol openid-connect
dentity P Root URL http://localhost:8000
dentity

User Federation m Cancel

Details Attributes Credentials Role Mappings Groups Consents

Key Value

picture https://avatars0.githubusercontent.com/u/4!

Cancel

Sessions

Actions

Add



Chapter 3: Brief Introduction to Standards

F o o ¥

- (1) Redirect to Keycloak

' (2) Send request to Keycloak

! @ Authenticate user !

! (4) Authorization code

@ Exhange authorizatior;ﬁ code for access token

: @ Invoke resource :

»

FEvNY

@ Redirect to Keycloak

@ Send request to Keyclé:ak

@ Authenticate user

€ T
I
I
I

" (4) Authorization code

SN AN A

! @ Exhange authorization code for ID token

@ Establish session



Chapter 4: Authenticating Users with OpenID Connect

OpenlID Connect Playground

| 1- Discovery || 2 - Authentication || 3 - Token || 4 - Refresh || 5 - Userinfo || Reset |

Discovery

Issuer | hitp:flocalhost:80B0Vauth/realms/myrealm

| Load OpenID Provider Configuration |

OpeniD Provider Configuration

OpenlD Provider Configuration

"issuer": "http://localhost:B80808/auth/realms/myrealm",
"autherization endpoint": "http://localhost:8080/auth/realms/myrealm/protocol/openid-cennect/auth
"token_endpoint": “http://localhost:8080/auth/realms/myrealm/protocol/openid-connect/token”,
"introspection_endpoint": "http://localhost:80888/auth/realms/myrealm/protocol/openid-connect/toke
"userinfo endpoint": "http://localhost:8088/auth/realms/myrealm/protocol/openid-connect/userinfo”
"end session_endpoint”: "http://localhost:8880/auth/realms/myrealm/protocol/openid-connect/logout
"jwks_uri": "http://localhost:8880/auth/realms/myrealm/protocol/openid-connect/certs"”,
"check session iframe": "http://localhost:8080/auth/realms/myrealm/protocol/openid-connect/login-
"grant types supported": [

"authorization_code",

"implicit",

"refresh token",

"password",

"client_credentials"
]J
"response types supported": [

"code",

"mone",

"id token",

"token",

"id token token",

"code id token",

"code token™,

"code id_token token"
]J



i (1) Login ; o
" > @ Generate authentication request

i (3) Redirect to Keycloak :|

E @ Send authentication request :to Keycloak

E @ Authenticate user '

! (6) Return authorization code

! (7) send token request to Keycloak

Authentication Request

http://localhost:80880/auth/realms/myrealm/protocol/openid-connect/auth

client id=oidc-playground

response type=code

redirect uri=http://localhost:8008/
scope=openid

Token Request

http://localhost:86880/auth/realms/myrealm/protocol/openid-connect/token

grant type=authorization code
code=163c7414-8683-4820-adff-c08dldae8cdd.d565bbda-a2ec-46c0-bdel-04308042c53.
client id=cidc-playground

redirect uri=http://localhost:8008/

Token Response

"access token": "eyJhbGci0iJSUzIINiIsInR5cCIg0iAiSldUIiwiaZlkI1AG6ICIpUIBED]VM
"expires in": 360,

"refresh expires in": 1808,

"refresh token”: "eyJhbGciOiJIUzIINiIsInR5cCIgOiAiSldUTiwia2lkIiAGICIZZThmNM
"token type": "bearer"”,

"id token": "eylhbGciDiJSUzI1NiIsInR5cCIg0iAiSldUTiwiaZ2lkIiAGICIpU3EBb]jYmandl
"not-before-policy": @,

"session state”: "d565bbda-aZec-46c@-bdel-04308042c5F3",

"scope": "openid profile email”



"id token": "eylhbGciDildSUzIINiIsInR5cCIg0iAiSldUTiwia2lkIiAGICIpUIEBDhjVmandl

ID Token

Header

{
"alg": "RS256",
“typ": "IWT",
"kid": "iSpAn5fjwuekOb ysSlogMxcFoOmp9Uza 7CdBYCFvI"

L
Payload
{
"exp": 1601317631,
"iat": 1601317331,
"auth time": 1681316791,
"jti": "B3107dee-1cB80-47da-%ef2-011df87chBae"”,
"iss": "http://localhost:8080/auth/realms/myrealm"”,
"aud": "oidc-playground”,
"sub": "67855660-fd6e-4416-96d1-72c99db5e525",
"typ": "ID",
"azp": "oidc-playground",
"session state": "d565bbda-aZec-46c0-bdel-84308042c53",
"at hash": "1YAllhsd LTejkEanCROwQ",
"acr": "a",
"email verified": false,
"realm access": {
"roles": [
"myrole"
]
T
"name": "Bob Foo",
"preferred username": "st",
"myotherclaim”: "myotherclaim”,
"given name": "Bob",
"family name": "Foo",
"email": "bob@bob"
L
Signature

fcjhwbPfqiBz31iPXVtENT7EwoDRZ48MKHgNV2006B6VEMiINJREgQhBIUES9TIaul9vIzHXHuSe rZABuXgrKuE



Refresh Request

http://localhost:8880/auth/realms/myrealm/protocol/openid-connect/token

grant type=refresh token

refresh token=eylhbGciOilIUzI1INiIsInR5cCIgOiAiISldUTiwia2lkIiAGICI3ZThmNjM2ZMy11MmMAL
client id=oidc-playground

scope=openid

Refresh Response

"access _token”: "eyJhbGciOilSUzIINiIsInR5cCIgOiAisSldUIliwia2 lkIiAGICIpU3ZBEBL]jVYmandl
"expires in": 3080,

"refresh expires in": 1800,

"refresh token": "eylhbGciOiJIUzIINiIsInR5cCIgOiAiSldUTiwia2lkIiAGICI3IZThmNjM2ZMyl
"token type": "bearer”,

"id token": "eylhbGci0iJSUzIINiIsInR5cCIg0iAiSldUIliwia2lkIiAGICIpUZBBbiVmandlZWtP
"not-before-policy": 0,

"session_state": "d565bbda-aZec-46cB-bdel-84308642c513",

"scope": "openid profile email”

}

Userinfo Request

http://localhost:88868/auth/realms/myrealm/protocol/openid-connect/userinfo

Authorization: Bearer eylhbGci0iJSUzIINiIsInR5cCIg0iAiSldUTiwiazlkIiA6ICIpU3IEBEL]jVman

Userinfo Response

"sub": "67855660-fd6e-4416-96d1-72c99db5e525",
"email verified": false,

"name": "Stian Thorgersen",

"preferred username”: "st",

"myotherclaim": "myoctherclaim",

"given name": "Stian",

"family name": "Thorgersen"”,

"email": "st@localhost"



Chapter 5: Authenticating Users with OpenID Connect

OAuth 2.0 Playground

| 1 - Discovery | | 2 - Authorization || 3 - Invoke Service || Reset |

Discovery

Issuer | hitp:/Mlocalhost:80B0Vauth/realms/myrealm

| Load OAuth 2.0 Provider Configuration |

OAuth 2.0 Provider Configuration

£
Application REST API v

i (1) Initiate action | Generate authorization

! @ request

: @ Redirect to Keycloak Z

E @ Send authorization request tu:a Keycloak

E @ Authenticate user

! (&) Ask user for consent

! @ Return authorization code |

| Send token request to Keycloak

! (9) Invoke REST API

[ >




Access Token

Header

{

"alg": "RS256",

"typ": "“JWT",

"kid": "iSpAn5SfjwuekOb ysSlogMxcFoOmp9Uza 7CdBYCFwI"
¥

Payload

"exp": 1le@B2524985,
"iat": 1602524685,
"auth time": 1602523924,
"jti": "234ecbcbd-6Geed-dedl-allf-aldeb56f8da3”,
"iss": "http://localhost:8880/auth/realms/myrealm”,
"aud": "account",
"sub": "&7855660-fdoe-4416-96d1-72c99db5e525",
"typ": "Bearer",
"azp": "oauth-playground”,
"session state": "b5563148-daB3-4884-9b66-e5cT700eB9Te",
"acr": "a",
"allowed-origins": [
"http://Llocalhost:80800"
"realm access": {
"roles": [
"offline access",
"uma_authorization",
"myrole"
1
i
"resource access": {
"accoumt": {
"roles": [
"manage-account",
"manage-account-Llinks",
"yiew-profile"
1
}
i
"scope": "profile email"”,
"email verified": false,
"name": "Stian Thorgersen",
"preferred username": "st",
"given name": "Stian",
"family name": "Thorgersen"”,
"email": "st@localhost"



OAuth 2.0 Playground

| 1 - Discovery | | 2 - Authorization | | 3 - Invoke Service | | Reset |

Invoke Service

Response

Secret message!

Clients » oauth-playground

Myrealm

Oauth-playground w

Settings Roles Client Scopes Mappers Scope Revocation Se

Realm Settings g pes @ ppers @ pe @

Clients Installation @

Client Scopes .

Client ID @ oauth-playground
Roles
Name @

Identity

Providers Description @

User Federation Enabled @

Authentication [

Consent Required @




Grant Access to oauth-playground

Do you grant these access privileges?

User profile
Emnail address

User roles

Add client scope

MName * @ albums

Description @

Protocol @ openid-connect v
Display On Consent Screen I|
(7]
Consent Screen Text @ View your phaote albums
Include In Token Scope @ m:|
GUI order &



Grant Access to oauth-playground

Do you grant these access privileges?

View your photo albums

"realm": "myrealm",

"bearer-only": ,

"auth-server-url": "${env.KC URL:http://localhost:8080/auth}",
"resource": "oauth-backend",

"verify-token-audience":

User Token Client
Roles Roles Scope

Grant Access to oauth-playground

Do you grant these access privileges?

View photo albums
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Chapter 6: Securing Different Application Types

Clients nternal-application

Internal-application

Consent Required

Settings Roles Client Scopes Mappers Scope
Client ID internal-application
Name Internal Application
Description An application owned by the enterprise
Enabled m

OFF

Clients : external-application

External-application

Realm Settin SEZZngS Roles Client SCOpES Mappers S{ope
1= n >etl
Clients )
en Client ID external-application
MName External Application
Description An application managed by a third-party
Enabled

Consent Required

Revocation

Revocation

Sessions

Sessions
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Grant Access to External Application

Do you grant these access privileges?

User profile

mn » & =

Google
Signin
to continue to Gmail
Email or phone

Forgot email?

Not your computer? Use a Private Window to sign in.
Learn more

amazon

Sign-In

Email or mobile phone number

Continue

By continuing, you agree to Amazon's Conditions o
s and Privacy Notice.

» Need help?

Create your Amazon account

English (United States) = Help  Privacy T
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(1) Redirect to Keycloak

@ Open login pages

Y

@ Return authorization code

@ Fetch tokens

A\ 4

I
I
I
I
I
r
I
I
I
I
I
I
I
L
i
I
I
|
i
I

[

-

@ Establish authenticated HTTP session

i @ Requests with HTTP session c::ookie

-
€

Ll

F o o Y
®

@ Login

@ Redirect to Keycloak

\ J

@ Return authorization code

(5) Fetch tokens

e Y___ )N

B N E W

1 @ Open login pages

|

(6) Establish authenticated HTTP session

T

@ Requests with HTTP session f;ookie

o




@ Login 1

@ Redirect to Keycloak

REST API

@ Open login pages

@ Return authorization code

@ Fetch tokens

(6) Establish authenticated HTTP session

@ Requests with HTTP session &ookie

Requests with access token |

@ Response with HTTP session ‘y:ookie

@ Redirect to Keycloak

@ Return authorization code

.Y _____

@ Fetch tokens

(4) Request with access token

@ Response with CORS headerg

Y S I Y S

A 4

.



X () 192.168.10.110

EXAMPLE

Username or emall

Password

2 3 4D 6 7 89 U
gwertyuiopa

a s df gh |

£ Z.X & ¥ b n




@ Login

@ Authenticate user

@ Authorization code

@ Fetch tokens

A
""""JE""JE""!""
N Lo Y___¥Y_____

e

Application AGpess Tokeh Service A

i

Service &

Settings Credentials Roles Client Scopes @ Mappers @ Scope @ Revocation Sessions @ Offline Access @

ClientID & service
Name @

Description @

Enabled @ m

Consent Required & OFF
Login Theme & v
Client Protocol @ openid-connect M
Access Type © confidential v
Standard Flow Enabled @ OFF
Implicit Flow Enabled & OFF
Direct Access Grants Enabled & OFF

Service Accounts Enabled © m



Chapter 7: Integrating Applications with Keycloak

|

/

-

Application
[ Integration }} OAUth2/OpenID Connect over HTTPS mKEYCLO AK
Platform
~
L Integration ‘} OA Uth2/OpenlD Connect over HTTPS @KEYCLO AK
HTI'P(S-)
( Application w
/




Chapter 8: Authorization Strategies

Clients » myclient » Mappers * Create Protocol Mappers

Create Protocol Mapper

Protocol @ openid-connect
Name @ Eroups
Mapper Type @ Group Membership i
Token Claim Mame Eroups
7]

Full group path @

Add to |D token ©

Add to access token

7]

N1l

Add to userinfo @

Cancel

Clients » myclient

o

Myclient &

Settings Roles Client Scopes @ Mappers @ Scope @ Revocation Sessions @ Offline Access @ Installation @

| Search... | Q | Add Builtin

Name Category Type Priority Order Actions

Eroups Token mapper Group Membership o Edit Delete



User Groups

Groups Default Groups @

Search...

Q

View all groups

| Edit || Cut || e || Delese |

#aGroups

Create group

Mame *

| Project Management Office

Uzerzs » alice

Alice &

Details Attributes

Credentials

Role Mappings

Groups Consents Sessions

Group Membership @

Search...

Q | | View all groups

Leave

Available Groups @

| Search...

| Q | | View all groups

Project Management Office




Uzers = alice

i

Alice &

Details Attributes Credentials Role Mappings Groups Consents Sessions
Group Membership @
| Search... Q, | | View all groups Leave
E [Project Management Office
Available Groups @
| Search... Q, | | View all groups
E Project Management Office
Myclient &
Settings Roles Client Scopes @ Mappers @ Scope @ Revocation Sessions @ Offline Access @ Installation @

Setup @ Evaluate @

Scope Parameter @ openid

Client Scopes @

Available Optional Client Scopes @

Selected Optional Client Scopes @

Effective Client Scopes @

address

microprofile-jwt

offline_access

phone

email
profile
roles
web-origins

Add selected »

« Remove selected

User@ [ alice

n




Effective Protocol Mappers @

Effective Role Scope Mappings @

Generated Access Token @

Search... ‘ Q |
Name Parent Client Scope Category Type Priority Order
allowed web origins web-origins Token mapper Allowed Web Origins 0
full name profile Token mapper User's full name 0
username profile Token mapper User Property 0
updated at profile Token mapper User Attribute 0
gender profile Token mapper User Attribute 0
given name profile Token mapper User Property 0
family name profile Token mapper User Property 0
zoneinfo profile Token mapper User Attribute 0




Chapter 9: Configuring Keycloak for Production

Test &

General Login Keys Email Themes Cache Tokens Client Registration Security Defenses

User registration @

Edit username ©

Remember Me @

L]
L]
Forgot passwerd & D OFF
L]
L]

Verify email @

Login with email © m

Require SSL @& ‘ external requests :I

LEVEN | Cancel

L'_p;' '[:}Inspector Cﬂnsole (] Debugger 'N,— Metwork '[]' Style Editor () Performance

T = 7 Filter URLs

5. Me Domain  File Initiator  T.. Transf.. S.. "™ [B] Headers Cockies
GET & my.. step2.html stepl... h.. 1.5TKE 1. W Filter Cookies
GET i@ my.. auth?dient_id=security-a keyclo... 10.72 KB b Response Cookies
GET f@ my.. /jauth/admin/master/cons docu.. h.. T.B2KE 7. ~ Request Cookies
GET & my.. jguery.min.js script js  cached  &. AUTH_SESSION_ID: "748
GET & my.. select?.js script js  cached 1. AUTH_SESSION_ID_LEG
- . . KC_ROUTE: "kcl”
GET & my.. angular.min.js script is  cached 1. -
issuer: "https://mykeycloak/auth/realms/master”
w guthorizaticen_endpoint: "httes://mykeycloak/auth/realms/master/protocol fopenid-connect/auth™
w token_endpoint: "httes://mykeycloak/auth/realms/master/protocol fopenid-connect/token™
w introspecticn_endpoint: "httes://mykeycloak/auth/realms/master/protocol fopenid-connect/token/intraspect”
w userinfo_endpoint: "https://mykeyclogk/auth/realms/master/protocol /openid-connect /userinfo”
w end_sessien_endpoint: "httos://mykeycloak/auth/realms/master/protocol fopenid-connect/ Logout™
w Jwks_uri: "httes://mykeycloak/auth/realms/master/protocol fopenid-connect/certs”

w check_sessicn_iframe: "https://mykeycloak/auth/realms/master/protocol /openid-connect/Login-status-iframe. html"™



Chapter 10: Managing Users

Users » alice

[

Alice &

Details Attributes Credentials

1D

Created At

Username

Email

First Name

Last Mame

User Enabled @

Email Verified @

Required User Actions @

Impersonate user @

Role Mappings Groups Consents

Sessions

| 124c2dd2-4003-4017-8a13-d19cabf3d048

2116/21 4:53:42 AM

alice

i

OFF

Select an action. ..

Impersonate

Save || Cancel



[

Alice =

Details Attributes Credentials

Manage Credentials

Position

Set Password

Password
Password Confirmation

Temporary @

Role Mappings Groups

Type

Consents

Sessions

User Label

[ OFF




IMAKEYCLC

Personal Info

Personal Info

Manage this basic information: your first name, last
name and email

Account Security

Applications

Username * alice

Email *

First name *

Last name *

Save Cance



Users » alice

]

Alice &

Details Attributes Credentials

1D

Created At

Username

Email

First Name

Last Name

User Enabled &

Email Verified @

Required User Actions @

Impersonate user @

Role Mappings Groups Consents

Sessions

| 124c2dd2-4003-4017-8a13-d1%cabf2d048

2116/21 45342 AM

alice

i

|: OFF

| % Update Profile |

Imperscnate

Save || Cancel



MYREALM

Update Account Information

A ‘fou need to update your user profile to activate your account.

Email

alice@keycloak.org

First name

Alice

Last name

Doe




MYREALM

Log In

Username or email

Password

Mew user? Register

Myrealm User Federation

'
—
—'
Client Scopes
Roles User Federation
Identity Providers Keycloak can federate external user databases. Out of the box we have support
¥ VIOETS

for LDAP and Active Directory.

E User Federation

Ta get started select a provider from the dropdown below:
Authentication

Add provider... W




Myrealm

Identity Providers
User Federation

Authentication

Groups

|dentity Providers

—
—

|dentity Providers

Through |dentity Brokering it's easy to allow users to authenticate to Keycloak
using external ldentity Providers or Social Networks.
We have built-in support for OpenlD Connect and SAML 2.0 as well as a number

of social networks such as Google, GitHub, Facebook and Twitter.

Te get started select a provider from the dropdown below:

Add pravider.. W

MYREALM

Usermame or email

Password

Log In

My Third-Party Provider

Mew user? Register




IAKEYCLO

Welcome to Keycloak Account Management

a Personal Info U Account Security = Applications
Manage your basic information Control your password and account Track and manage your app permission
access to access your account

Personal Info
Signing In Applications
Device Activity

MIAKEYCLC

Personal Info

Personal Info
Manage this basic information: your first name, last
name and email

Account Security >

Applications

Username * alice

Email *

First name *

Last name *




Chapter 11: Authenticating Users

Authentication

Flows Bindings Required Actions Password Policy OTP Policy WebAuthn Policy @ WebAuthn Passwordless Policy @
B v|©
Auth Type Requirement
Cookie O REQUIRED ® ALTERNATIVE O DISABLED
Kerberos ) REQUIRED O ALTERNATIVE ® DISABLED
Identity Provider Redirector (O REQUIRED @ ALTERNATIVE O DISABLED Actions v
Forms © (O REQUIRED ® ALTERNATIVE O DISABLED O CONDITIONAL
Username Password Form @® REQUIRED
Browser - Conditional OTP @ O REQUIRED ® ALTERNATIVE O DISABLED O CONDITIONAL
Condition - User Configured ® REQUIRED O DISABLED
OTP Form ® REQUIRED O ALTERNATIVE O DISABLED

Authentication

Flows Bindings

Browser Flow @
Registration Flow @
Direct Grant Flow @
Reset Credentials @

Client Authentication &

Authentication

Flows Bindings

(s ]

Auth Type

2 Cookie

Kerberos

Required Actions Password Policy

Identity Provider Redirector

E| Wy Browser Forms @

Required Actions

browser hd
registration hd
direct grant W
reset credentials v
clients hd
Save || Cancel
OTP Policy WebAuthn Policy @

[~ ][~ ] My Browser Browser - Conditicnal OTP @

E| E| Condition - User Configured
[~][~]| oTPForm

Requirement

O REQUIRED
) REQUIRED
) REQUIRED
O REQUIRED
) REQUIRED
® REQUIRED

® REQUIRED

Password Policy

WebAuthn Passwordless Policy @

OTP Policy

| Edit Flow || Add execution || Add flow |

® ALTERNATIVE
O ALTERNATIVE
® ALTERNATIVE
® ALTERNATIVE
® ALTERNATIVE
O DISABLED

O ALTERNATIVE

© DISABLED Actions
® DISABLED Actions
© DISABLED Actions
ODisABLED O CONDITIONAL | Actiens
O DisABLED | O CONDITIONAL | Actiens

Actions
) DISABLED Actions

<

<

<




Create Authenticator Execution

Flows Bindings Required Actions Password Policy OTP Policy WebAuthn Policy @

Provider @ | Username Form hd

Authentication

Flows Bindings Required Actions Password Policy OTP Policy WebAuthn Policy @ WebAuthn Passwordless Policy @

(i [0

it Flow || Add execution || Add flow |

Auth Type Requirement
~ B Coakie (O REQUIRED | @ ALTERNATIVE | ) DISABLED Actions ~
E E Kerberos O REQUIRED | () ALTERNATIVE | @ DISABLED Actions ~
[~ ][] 1dentiy Provider Redirector OREQUIRED | @ ALTERNATIVE | O DISABLED Actions
E E My Browser Forms @ OREQUIRED | @ ALTERNATIVE | O DISABLED | O CONDITIONAL = Actions ~
E| E| Username Form @® REQUIRED Actions ~
El . Password Form @ ReQUIRED | O ALTERNATIVE | O DISABLED Actions ~
El El Wy Browser Browser - Conditienal OTP (O REQUIRED | @ ALTERNATIVE | O DISABLED | (O CONDITIONAL = Actiens ~

L]
E| E| Condition - User Configured | ® REQUIRED | () DISABLED Actions ~
[~][~]| oTPForm @ ReQUIRED | () ALTERNATIVE | O DISABLED Actians

Authentication

Flows Bindings Required Actions Password Policy OTP Policy Webauthn Policy @ WebAuthn Passwordless Policy @

Browser Flow @ | My Browser hd |
Registration Flow @ | registration V|
Direct Grant Flow @ | direct grant V|
Reset Credentials @ | reset credentials A |

Client Authentication @ | clients v |

Sawve || Cancel



]

Alice =&

Details Attributes Credentials Role Mappings Groups Consents Sessions

Manage Credentials

Position Type User Label

Set Password

Password

Password Confirmation

Temporary @ [ OFF

Authentication

Flows Bindings Required Actions Password Policy OTP Policy WebAuthn Policy @

WebAuthn Passwordless Policy @

| Add policy... hd

Policy Type Policy Value Actions

Expire Password ‘ 365 ‘ Delete
Hashing lterations ‘ 27500 ‘ Delete
Password Blacklist | password_blacklist.dic | Delete
Not Username Delete
Special Characters ‘ 1 ‘ Delete
Not Email Delete
Uppercase Characters ‘ 1 ‘ Delete
Lowercase Characters ‘ 1 ‘ Delete
Minimum Length | 8 | Delete




Users » alice

]

Alice =&

Details Attributes

D

Created At

Username

Email

First Mame

Last Mame

User Enabled @

Email Verified @

Required User Actions
L2}

Impersonate user @

Credentials Role Mappings Groups

Consents

Sessions

| 3a9=0dc1-d929-4956-8fa9-d9d 156a0f36

2/23/21 3:09:32 PM

alice

i

OFF

—

[ # Update Password ]

Impersonate

|

Save || Cancel




GIKEYCLO alice

Personal Info
_ Signing In
Account Security v i -
Configure ways to sign in.
Signing In
Device Activity Basic Authentication
Applications Password
Log in by entering your password.
My Password Created: February Update
25,2021, 5:03 AM
Myrealm &
General Login Keys Email Themes Localization Cache Tokens Client Registration Security Defenses
User registration @ m
Email as username @ OFF
Edit username @ OFF
Forgot password @ m
Remember Me @ OFF
Verify email @ OFF
Login with email @ m

Require 55L @ external requests v

Save || Cancel



MYREALM

Usermname or email

Password

Forgot Password?




Authentication

Flows Bindings Required Actions Password Policy OTP Policy WebAuthn Policy @

OTP Type @ Time Bazed hd
OTP Hash Algorithm SHAS12 hd
7]
MNumber of Digits @ f -
Look Ahead Window 1
7]
OTP Token Period @ 30
Supported FreeQTP

Applications @

Save || Cancel

= @IKEYCLOC alice

Personal Info
Two-Factor Authentication
Account Security v
Authenticator Application Set up Authenticator Application
Signing In Enter a verification code from

Device Activity authenticator application.

P Authenticator Application is not set up.
Applications



Mobile Authenticator Setup

1. Install one of the following applications on your mabile:

FreeQTP

Google Authenticator

2. Open the application and scan the barcode:

Unable to scan?

3. Enter the cne-time code provided by the application and click Submit to

finish the setup.

Provide a Device Name to help you manage your OTP devices.



MYREALM

One-time code

Authentication

Flows Bindings Required Actions Password Policy QTP Policy WebAuthn Policy © WebAuthn Passwordless Policy @

Browser v @ New | Copy
Auth Type Requirement
Cookie (OREQUIRED | @ ALTERNATIVE | (O DISABLED
Kerberos OREQUIRED | O ALTERNATIVE | @ DISABLED
Idendty Provider Redirector OREQUIRED | @ ALTERNATIVE | (O DISABLED Actions v
Forms @ O REQUIRED | ® ALTERNATIVE | O'DISABLED ) CONDITIONAL
Uzername Password Form ® REQUIRED
Browser - Conditional OTP @ @REQUIRED | O ALTERNATIVE | O DISABLED ) CONDITIONAL
Condition - User Configured [C] REQUIRED ) DISABLED
OTP Form @REQUIRED | OALTERNATIVE | O DISABLED
MyWebAuthn ~ +| @ New || Copy || Delete || Edit Flow | | Add exccution
Auth Type Requirement
~ [+ Cookie (REQUIRED | ® ALTERNATIVE | O DISABLED
~[+] Kerberos OREQUIRED |~ O ALTERNATIVE = ® DISABLED
~ [~ Identity Provider Redirector (O REQUIRED = ® ALTERNATIVE = () DISABLED
~|[+] MyWwebAuthn My Browser Forms @ (OREQUIRED = @ ALTERNATIVE OO DISABLED () CONDITIONAL
~|[«] UsernameForm @ REQUIRED
~|[«] Password Form ® ReQUIRED | O ALTERNATIVE ) DISABLED
~ ||« ] Mywebauthn My Browser Browser - Conditional GTP @ OREQUIRED | OALTERNATIVE |~ O DISABLED =~ @ CONDITIONAL

~ || « | Condition - User Configured @ REQUIRED | O DISABLED

~ | ~| WebAuthn Authenticator @ REQUIRED | ) ALTERNATIVE = O DISABLED



Register required action

Required Action

Webauthn Register

Cancel m

Two-Factor Authentication

Authenticator Application Set up Authenticator Application
Enter a verification code from authenticator application.

otp Created: February 25,
2021, 6:17 AM

Security Key Set up Security Key
Use your security key to log in.

Security Key is not set up.



A Security Key Registration

Cancel

SECUFitV KEY Set up Security Key
Use your security key to login.

My Security Device Created: February 27,
2021, 6:06 AM



MYREALM

Windows Security
Making sure it's you
Please sign in to mykeycloak.

This request comes from Chrome, published by Google LLC.

u

Insert your security key into the USB
port.




Chapter 12: Managing Tokens and Sessions

Myrealm =
General Login Keys Email Themes Localization Cache Tokens
Default Signature | w

Algorithm @
Revoke Refresh |\ OFF |
Token @
550 Session |dle @ | 30 || Minutes V|
550 Session Max @ | 10 || Hours V|
Client Session |dle & | 1] || Minutes V|
Client Session Max @ | 0 || Minutes V|
Sessions

Realm Sessions Revocation

Legout all

Client Active Sessions Offline Sessions
security-admin-console 1 a

account 1 0



Account &

Settings Roles Client Scopes @ Mappers @ Scope @

Revocation Sessions @ Offline Access @ Installation @

Active Sessions @

1

Show Sessions

User From IP Session Start
admin [ |
Admin &

Details Attributes Credentials Role Mappings Groups Consents Sessions

Log out all sessions
IP Address Started Last Access Clients Action
[ _____aam [ [ E——— security-admin-console Logout
account
o/ [ O | security-admin-conscle Logout

Sessions

Realm Sessions Revocation

Logout all
Client Active Sessions Offline Sessions

security-admin-console 1 i

account 1 0




Admin &

Details Attributes Credentials Role Mappings Groups Consents Sessions
Log out all sessions
IF Address Started Last Access Clients Action
[ _____aam [ [ E——— security-admin-console Logout
account
o/ [ O | security-admin-console Logout
Access Token | 5 || Minutes

Lifespan @

v Advanced Settings &

Access Token Lifespan @

Client Session Idle @

Client Session Max @

Minutes w

Minutes w

Minutes W

v Advanced Settings @

Access Token Lifespan @
Client Session Idle @

Client Session Max @

Revoke Refresh Token @

e |

Refresh Token Max Reuse @

Minutes W

Minutes %

Minutes w

o




Sessions

Realm Sessions Revocation

Mot Before @

| Set to now || Clear |m




Chapter 13: Extending Keycloak

Spi ProviderFactory Provider
1 ==discovery=> 11  <<(reates= 1
Spi ProviderFacrory Provider
— 1 =< discovery=> 11 <= cregte == 1 =~
MySpi MyProviderFactory || [ | MyProvider
Ladly LV
MyFrstProviderFactory MySecondProviderFactory MyHRrstProvider MySecondProvider

Manage account

‘\V{] = Ster Server Info

Genera Login Keys Email Themes Sign Out



Server Info 9

Info Providers

social

SPI Providers

social github
facebook
gougle
instagram
linkedin
bitbucket
microsoft
twitter
openshift-vd
openshift-v3
gitlab
paypal
stackoverflow

O sessionFactory : KeycloakSessionFactory O providerFactory - ProviderFactory

i init

p7| il register factories

0 Of() init (config)

0() postinit (s essionFactory)

T *0




O session : KeycloakSession

O prosderFactory - ProviderFactory

0() getProvider (providerType)

|

Jmmmmmm e e

[ b= 0() create (session)
™ create
Frovider :
Myrealm w
General Login Keys Email Themes Localization Cache Tokens

Login Theme @ | keycloak b |

Account Theme @ | keycloak hd |

Admin Console Theme @ | keycloak il |

Email Theme @ | keycloak il |

Internationalization Enabled [ OFF

Save || Cancel



Myrealm

Realm Settings
Clients
Client Scopes

Roles

Identity Providers

User Federation

Authentication

Groups

Users

Myrealm

Identity Provi

User Federation

Authentic

Groups

Users

Clients » account

-
Account =
Settings Roles Client Scopes @ Mappers @
Client ID @ account
Mame @ Siclient_account}
Description @
Enabled @ m
Always Display in D OFF
Console @
Consent Required @ D OFF
Login Theme @ mytheme
Clients » account-console
ro.
Account-console =
Settings Roles Client Scopes @ Mappers @
Client ID @ account-consale
Name @ ${client_account-console}

Description @

Enabled @ m

Scope @

Scope @

Revocation

Revocation

Sessions @

Sessions

Always Display in |:| OFF
Console @
Consent Required @ |:| OFF
Login Theme @ | mytheme




MYREALM

English v

Sign in to your account

Username or email

Password

Forgot Password?

New user? Register




Authentication Flows @ My Risk-Based Browser Flow : Create authenticator config

Myrealm

Create authenticator config

Realm Settings Alias @
Clients OTP control User Attribute &
Client Scopes
Skip OTP for Role @ Select Role

Roles

Force OTP for Role @ Select Role
Identity Providers
User Federation Skip OTP for Header @

& Authentication Force OTP for Header @

Fallback OTP handling ©
m Cancel

Authentication Flows > My Risk-Based Browser Flow » conditional-otp

Conditional-otp w

Realm Settings D dba23bfd-d0al-41cc-ald1-a5362c076585
Clients Alias @ conditional-otp
Client Scopes
OTP control User Attribute @ my.risk.based.auth.2fa.required

Roles

Skip OTP for Role @ Select Role
Identity Providers P
User Federation Force OTP for Role @ Select Role

8 Authentication

Skip OTP for Header @

Force OTP for Header @

Fallback OTP handling ©

Groups

Sawve || Cancel




| My Risk-Based Browser Flow L2

| New || Copy || Delete || Edit Flow || Add execution || Mdﬂnw|

Auth Type Requirement
Cookie (@] ® O Actions
REQUIRED ALTERNATIVE DISABLED ~
Kerberos Q O @ Actions
REQUIRED = ALTERMNATIVE DISABLED -
Identity Q ® @] Actions
Provider Redirector REQUIRED | ALTERNATIVE DISABLED >
IZI My Risk- Q ® (@] (@] Actions
Based Browser Flow REQUIRED = ALTERMNATIVE DISABLED =~ CONDITIONAL -
Forms @
IZI IZI Username (O] Actions
Password Form REQUIRED ~
E E My Risk-Based ® O @) @) Actions
Browser Flow Browser - REQUIRED = ALTERMATIVE DISABLED = CONDITIONAL -
Conditional OTP @
IZI Condition - User (O] ) DISABLED Actions
Configured REQUIRED >
IZI My Simple Risk- ® Actions
Based Authenticator REQUIRED =
IZ| . | Conditional OTP ® O O Actions
Form (conditional-otp) REQUIRED | ALTERNATIVE DISABLED s
-
Myrealm &
General Login Keys Email Themes Localization Cache Tokens Client Registration Security Defenses
Headers Brute Force Detection
Permanent Lockout
e
Max Login Failures @ | 30 EI |
Wait Increment @ | 1 EI” Minutes
Quick Login Check | 1000 |
Milli Seconds @
Minimum Quick | 1 EI” Minutes
Login Wait @
Max Wait @ | 15 EI” Minutes
Failure Reset Time @ | 12 EI” Hours

Cancel



Chapter 14: Securing Keycloak and Applications

1 N
i A i
|
o7 !
A |
Iy s, = s |
HTTPSLS [ Web Application Encrypted TLS |
o 1 |
Apps P } traffic : !
Users ?7235‘ | Encrypted |
(O, o |
i \ ¥ i
I |
N !
Master w
General Login Keys Email Themes Localization Cache Tokens Client Registration Security Defenses
Active Passive Disabled Providers
Search... | Q |
Algorithm Type Kid Priority Provider Public keys
RS256 RSA sed1ch3fy3a3c_EqSmKYwaKrQOQu2u5gdL_15552CQw -100 fallback-RS256 Public key Certificate
H5256 ocTt b223adad-1868-47c1-8ead-c33fd80f7dba -100 fallback-H5256
Master w
aster w
General Login Keys Email Themes Localization Cache Tokens
Active Passive Disabled Providers

Keystores » Add Keystore

Console Display | rsa-generated |

Name @
Priority @ | 100 |
Enabled @ m
wiveo  [EH
Algorithm @
Key size @ 2048 v



Master w

General Login Keys Email Themes Localization Cache Tokens Client Registration Security Defenses
Active Passive Disabled Providers
search... | Q |
Algorithm Type Kid Priority Provider Public keys
RS256 RSA GosEdw-WEVKzhZbsQrfCHAUZ]_ETqHkfeNoukd2P)2c 100 rsa-generated Public key Certificate
RS256 RSA sed1ch3fY3a3c_EqSmKYwaKrQOQv2uSgdL_15552CQw -100 fallback-R5256 Public key Certificate
H5256 ocT b223adad-1868-47c1-Bead-c33fd8ofrdba -100 fallback-Hs256
Authentication
Flows Bindings Required Actions Password Policy OTP Policy WebAuthn Policy @ WebAuthn Passwordless Policy @
Add policy... v
Policy Type Policy Value Actions
Minimum Length | g | Delete
Special Characters | 1 | Delete
Uppercase Characters | 1 | Delete
Lowercase Characters | 1 | Delete
Digits | 1 | Delete
Master w
General Login Keys Email Themes Localization Cache Tokens Client Registration Security Defenses
Headers Brute Force Detection
s [
Permanent Lockout
(2]
Max Login Failures @ | 30
Wait Increment @ | 1 || Minutes v
Quick Login Check 1000
Milli Seconds @
Minimum Quick | 1 || Minutes V|
Login Wait @
Max Wait @ | 15 || Minutes V|
Failure Reset Time @ | 12 || Hours V|




Myclient &

Settings Roles Client Scopes @ Mappers @ Scope @

ClientiD @

Name @

Description @

Enabled @

Always Display in Console @

Consent Required @

Login Theme @

Client Protocol @

Access Type @

Standard Flow Enabled @

Implicit Flow Enabled @

Direct Access Grants Enabled @

Root URL &

* Valid Redirect URIs @

Revocation

Sessions @

Offline Access @

myclient

| My Client

ON

v
openid-connect v |
public v |

ON

ON

| https://acme.corp/myclient/oauth-callback




