
Chapter 1: Introduction to Networking 

 

 



 

 



 

 

 

 



 

 

 

 

 

 



 

 



 



 



 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 



 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 2: Getting Started with Cisco IOS Devices 

 

 

 



 

 

 

 



 

 



 

 



 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 



 

 

 



 

 

 



 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 3: IP Addressing and Subnetting 

 

 



 

 

 

 

 

 



 

 



 



 



 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 4: Detecting Physical Issues, Wireless Architectures, 

and Virtualization 

 

 



 

 

 

 

 



 

 

 

 





 

 



 

 

 



 

 



 

 



 

 



 

 

 

 



 

 

 



 

 



 

 



 





 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 5: Implementing VLANs, Layer 2 Discovery Protocols, 

and EtherChannels 
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Chapter 6: Understanding and Configuring Spanning-Tree 

 

 



 

 

 



 

 



 

 



 

 



 

 

 



 

 

 



 

 



 

 



 

 

 

 

 

 

 

 

 



Chapter 7: Interpreting Routing Components 

 

 

 



 

 

 



 

 

 

 



 

 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 8: Understanding First Hop Redundancy, Static and 

Dynamic Routing 

 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 



 

 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 



 



 



 



 

 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 

 



 

 

 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 9: Configuring Network Address Translation (NAT) 

 

 

 

 



 

 



 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 10: Implementing Network Services and IP Operations 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 11: Exploring Network Security 

 

 

 



 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 



 

 

 



 

 



 

 



 

 



 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 12: Configuring Device Access Control and VPNs 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 



 

 



 

 

 



 

 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 



 

 

 

 

 



Chapter 13: Implementing Access Control Lists 

 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 



 

 

 

 



 



 

 



 



 

 

 

 

 

 

 

 



Chapter 14: Implementing Layer 2 and Wireless Security 

 

 

 



 

 



 

 

 



 

 



 

 



 

 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 

 



 

 



 

 



 

 

 



 

 



 

 

 



 

 

 



 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 15: Network Automation and Programmability 

Techniques 

 

 

 



 

 

 



 

 

 

 



 



 

 



 

 

 



 

 


