
Chapter 1: Using Virtualization 

 

 

 



 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 2: Route the Hardware 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 



 

 

 



 

 

 



 

 

 

 



 

 



 

 



 

 



 

 

 

 



 

 



 

 



 

 



 

 

 

 



 

 



 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 



 

 



 

 

 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 



Chapter 3: I Love My Bits – Lab Setup 

 

 

 

 

 



 

 

 

 



 

 

 



 

 



 

 



 

 

 



 

 



 

 

 

 



 

 

 

 

 



 

 

 



 

 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 

 



 

 



 

 



 

 

 

 



 

 

 



 

 

 

 



 

 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 



Chapter 4: Open Source Ninja 

 

 

 

 

 

 



 

 



 

 



 

 

 

 

 



 

 

 



 

 



 

 



 

 

 



 

 

 

 



 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 5: Span Me If You Can 

 

 

 



 

 



 

 



 

 

 

 



 

 

 

 

 

 

 

 

 



 

 



 

 

 

 

 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 6: Packet Deep Dive 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



Chapter 7: Scanning 101 

 

 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



Chapter 8: Protocols 202 

 

 

 

 

 

 

 

 

 



 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 



 

 



 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 9: Ninja 308 

 

 



 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 10: I Can Do It 420 

 

 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 



 

 



 

 



 

 

 

 



 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 

 



 

 

 

 

 



 

 



 

 

 

 



 

 

 

 



 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 11: Whoot… I Have To Go Deep 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 



 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 



 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 12: I See the Future 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 



 

 



 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 



 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 13: Pwnd but with Remorse 

 

 

 

 

 



 

 

 

 



 

 



 

 



 

 

 

 



 

 



 

 



 

 

 


