Chapter 1: Building Blocks of Ansible
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Playbook

- name: Initial Playbook
hosts: all
gather_facts: no
tasks:
-/ name: Display Hostname
Module
msg: "Router name is {{ hostname }}"

PLAY [Initial Playbook] % 3%k 3k %k 3k 3k 3k 3k 3k 3k %k ok %k %k %k k kkok ok

TA K [Display Hostname] kkkkkokkkkkkkkkkkkkkky
ok: [mx1] => {
"msg": "Router name is core-mx1"

x2]
Router name is
Router name is e

TASK [Display OS] 3k 3k 3k 3k 3k 3k ok 3k %k ok ok 3k 3k %k 3k %k 3k %k %k ok %k k ok ok k ok

1= {

csrl is running ios

2-Ccsr2 is running ios"
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PLAY [Using Conditionals] 35 3k 3k 3k 3k 3k 3k Sk 3k 3k sk 3k 3k Sk 3k 3k sk ok 3k ok ok 3k 3k Sk 3k 3k sk 3k 3k Sk 3k 3k sk ok 3k ok ok 3k ok ok 3k ok ok ok ok ok ok Rk ok

TASK [R for Edge nodes On'l_y] 3k 3k 3k 3k 3k 3k %k ok 3k %k ok 3k %k ok 3k %k ok 3k %k ok 3k 3k ok 3k %k ok 3k 3k %k 3k %k %k 3k %k %k 5k %k %k ok %k %k ok ok %k *

pping: [mx
[mx2]

!

- 1

name is edge

"

PLAY RECAP 3k 3k 3k %k 3k 3k 3k %k 3k %k %k %k %k %k %k %k %K 3k %k %K 3k 3k 3k 3k 3k 3k 3k 3k 3k sk dk ok ok dk ok k ok kkkokkokokkkkokokkkokkkkkkkkkkkk k¥
changed=0 unreachable=0 failed=0
changed= unreachable= failed=
changed=0 unreachable=0 failed=0
changed=0 unreachable=0 failed=0

[3]



PLAY [Ansible Loop over a List]

TASK [Loop over SNMP Servers]

PLAY [Ansible Loop over a Dictionary]

TASK [Loop over Username and Passowrds]

PLAY RECAP *

PLAY

TASK

TASK

TASK

changed=0
changed=0
changed=0
changed=0

[Using Ansible Tags]

[Print OSPF]

[Print BGP]

[Print NTP] *

unreachable=0
unreachable=0
unreachable=0
unreachable=0

failed=0
failed=0
failed=0
failed=0
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PLAY [Using Ansible Tags] *

TASK [Print OSPF]

PLAY [Using Ansible Tags]

TASK [Print OSPF] *3

TASK [Print BGP] °
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Chapter 2: Managing Cisco IOS Devices
Using Ansible
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Chapter 3: Automating Juniper Devices in
the Service Providers Using Ansible

Juniper Core PE Routers

em2 / ge-0/0/0
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| em3 / ge-0/0/1) ]
|em2.~'ge-0mr | I
1
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I
' ems5 / ge-0/0/3 :
i

Juniper Core P Routers |

Node Destination Packet Loss Delay
mxpe01 10.100.1.254/32 0% 3.75
mxpe01 10.100.1.253/32 0% 2.09
mxpe01 10.100.1.1/32 0% 0.27
mxpe01 10.100.1.2/32 0% 4.72
mxpe01 10.100.1.3/32 100% 'N/A'
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Chapter 4: Building Data Center Networks

with Arista and Ansible
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Chapter 5: Automating Application Delivery
with F5 LTM and Ansible

Internet

M eos_leaf1

“\Port- Channel1 /

Trunk
VLAN 10, 100

M LTMO1

System » Users : User List

¥ -~  UserlList Partition List Authentication

Remote Role Groups

"‘ Search Create...

[v] | ~ User Name ~ Locked Out | * Failed Logins = Partition Access * Partition | ~ Console
admin No 0 Administrator on All Partitions Common  Disabled
ansible No 0 Administrator on All Partitions Common  Disabled
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Account Properties

User Name ansible

od: ||

Password New: ssssssssne

Confirm:  esssssssss

Role: [ Administrator ¢]
Partition: All B
Add

Role || Partition
Administrator [AIl

Partition Access

Edit = Delete

Terminal Access | Disabled 4

System » Configuration : Device : General

7t ~ Device + | Local Traffic ~ | OvsDB

Properties and Operations

Host Name Itm01.lab.net
Chassis Serial Number 33a2f8bb-8528-4528-3ade5f6car797
Version BIG-IP 13.1.1 Build 0.0.4 Final
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System » Configuration : Device : NTP

7% + | Device ~ | Local Traffic

v | AWS

OVSDB App 1Q

Properties
Address:
Add
172.20.1.250
Time Server List
Edit

Delete

System » Configuration : Device : DNS

7+ +~  Device ¥ | Local Traffic

Properties
Address:
Add
172.20.1.250
DNS Lookup Server List
Edit Delete Up Down
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7+ -~ | Properties

Network » Trunks : Trunk List » po1

Resources

Properties
Name po1
MAC Address 00:50:00:00:01:01

Configuration

Interfaces

Link Selection Policy

Frame Distribution Hash

Members:

1.1
1.2

[ Maximum Bandwid ¢]

<<

>>

Available:

1.3

[ Destination MAC address

4»
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Network » VLANs
¥+ -~ | Properties

: VLAN List » VL10

Layer 2 Static Forwarding Table

General Properties

Name VL10
Partition / Path Common
Description ‘ IServer VLAN10 (Internal)
Tag 10
Resources
Interface:
Tagging:
Add
Interfaces pot* (tagged)
Edit Delete
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Network » SelfIPs » VL10_IP

Properties

E o I

Configuration

Name
Partition / Path
IP Address

Netmask
VLAN / Tunnel

Port Lockdown

Traffic Group

Service Policy

VL10_IP
Common

10.1.10.254
255.255.255.0
VL10 S
Allow None

' Inherit traffic group from current partition / path
traffic-group-local-only (non-floating)

None %

b ls
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Network » Routes » default_route

1+ ~ Properties
Properties
Name default_route
Partition / Path Common
Description ‘ |
Destination 0.0.0.0
Netmask 0.0.0.0
Resource [ Use Gateway... #]
Gateway Address | IP Address 4] 10.1.100.1
MTU

Local Traffic » Nodes : Node List

Statistics

7+ +  Node List Default Monitor

[‘ Search Create...
IZ\ | EI Status ‘ 4 Name + Description | = Application ‘ © Address | ~ FQDN ‘ * Ephemeral | = Partition / Path
- @ dev01.internal.net 10.1.10.10 No Common

@ dev02.internal.net 10.1.10.11 No Common

Local Traffic » Pools : Pool List

1+ + Pool List Statistics
N

* Search Create...
[v| | |~| status | 4 Name < Description | © Application | Members | < Partition / Path
@ POOL_dev.internet.net_443 2 Common
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Local Traffic » Pools : Pool List » POOL_dev.internet.net_443

1% + | Properties Members Statistics =
—

Load Balancing
Load Balancing Method Round Robin s
Priority Group Activation [ Disabled D
Update
Current Members Add...
[v] | |~ | status ‘ “ Member ‘ 4 Address ‘ < Service Port | “ FQDN ‘ + Ephemeral | + Ratio | < Priority Group | © Connection Limit | + Partition / Path
- @ dev01.internal.net:443 10.1.10.10 443 No 1 0 (Active) 0 Common
@ dev02.internal.net:443 10.1.10.11 443 No 1 0 (Active) 0 Common

Local Traffic » Virtual Servers : Virtual Server List » dev.internet.net_443_VS

7+ +  Properties Resources Statistics [E]
—

General Properties

Name dev.internet.net_443_VS
Partition / Path Common

Description VIP for dev.internet.net

Type | Standard :J

Source Address 0.0.0.0/0

Destination Address/Mask 10.1.100.100

Service Port 443 [ HTTPS 4)

Notify Status to Virtual Address

Availability (1) Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet
Syncookie Status Off

State [ Enabled %)

[16]




Chapter 6: Administering a Multi-Vendor
Network with NAPALM and Ansible

)
) T
NAPALM

A

ANSIBLE
NAPALM + napalm_get_facts
Modules * napalm_install_config
Network Juniper Cisco Cisco Cisco
oS JunOS IOS/10S-XE Nexus-0S I0S-XR
Library | | PyeZ I | netmiko | I pycsco I I pyIOSXR |
Transport/ -
s [ NETCONF | | ssH | [ NX-API | [SSH/XML-API |
[  output | [ xM | [ string | [ 3son | [ xmL |
NAPALM * Ansible Facts (native Python data structures) common across all platforms with
Modules the same data

NAPALM
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Chapter 7: Deploying and Operating AWS
Networking Resources with Ansible
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. us_prod @/ . . eu prod @/ .
B Lew . ] lew . :
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P PPPUOPPON PO ROPOPE
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Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* ansible

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passwords are provided in the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.
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Add user 1 ° 3 4 s
~ Set permissions

[ )] Copy permissions from Attach existing policies

'&‘ Add user to group M existing user directly

Create policy )

Filter policies v Q Search Showing 469 results

Policy name v Type Used as Description
» AdministratorAccess Job function Permissions policy (1)  Provides full access to AWS services and re...

Add user 1 2 3 4 e

@ Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,

you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https://955645556619.signin.aws.amazon.com/console

<. Download .csv

User Access key ID Secret access key

» @& ansible AKIA55AHJ66F5ASEMOWY  ********* Show
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(1 Filter by tags and attributes or search by keyword

Name ~ VPCID v State -~ |IPv4CIDR
vpc-d77cd2ad available  172.31.0....
@ US_Prod_Public_VPC vpc-0d179be0eb66847f3 available 10.1.0.0/16
VPC: vpc-0d179be0eb668473
Description CIDR Blocks Flow Logs Tags
VPCID vpc-0d179be0eb66847f3
State  available
IPv4 CIDR 10.1.0.0/16
IPv6 CIDR -
Network ACL  acl-009bbb2b1e96df998
DHCP options set  dopt-b983c8c2
Route table rtb-0409bc8b1d366f005

IPv6é CIDR

Tenancy

Default VPC

Classic link

DNS resolution

DNS hostnames
ClassicLink DNS Support

Owner

DHCP options set

dopt-b983c8c2
dopt-b983c8c2

default

No

Disabled
Enabled
Enabled
Disabled
955645556619

v Resource Groups v *

Q karim @ 9556-4555-6619 ~

N. Virginia ~

Support ~

Create subnet Actions v

Q Filter by tags and attributes or search by keyword

o &% 0

1to80f8

Name ~ SubnetID - State -~ VPC ~ IPv4CIDR ~ Available IPv4 ~ [IPv6 CIDR Auvailability Zone ~
@ us-prod-public-a  subnet-08f1c27d7ecdc4cfc  available vpc-078ea760afacd6078 |...  10.1.1.0/24 251 - us-east-1a
us-prod-public-b  subnet-0e35bccbc6470d22¢  available vpc-078ea760afacd6078 |...  10.1.2.0/24 251 - us-east-1b
Key Value
Name us-prod-public-a
region us
role prod
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Create internet gatewa Actions v
o s @

Q Filter by tags and attributes or search by keyword 1to20f2

Name v | ID - State VPC ~ Owner v
@ us_prod_igw igw-05d3e4c6644... attached vpc-0abc32281330¢9bce6 | US_Prod_Public_VPC 955645556619
igw-f8150880 attached vpc-d77cd2ad 955645556619
Internet gateway: igw-05d3e4c664486790b _ N =N =
Description Tags
ID igw-05d3e4c664486790b Attached VPC ID  vpc-0abc32281330c9bc6 | US_Prod_Public_VPC
State attached Owner 955645556619

Create route table Actions v
[ croato route table | o % @
Q Route Table ID : rtb-02819a70994c25e34 Add filter 1to1of1
[ ] Name ~ Route Table ID -« Expli Main VPCID ~  Owner v
- rtb-02819a70994c25e34 - Yes vpc-04b25904c511a04e2 | US_Prod_Public_VPC 955645556619
Route Table: rtb-02819a70994c25e34 _ N =]
Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View  All routes v
Destination Target Status Propagated
10.1.0.0/16 local active No

[22]




Create route table Actions v

o # 0
Q Route Table ID : rtb-02819a70994c25e34 Add filter 1to1o0f1
[ ) Name ~ Route Table ID - Expli Main VPCID ~ Owner v
[ ] rtb-02819a70994c25¢34 - Yes vpc-04b25904c511a04e2 | US_Prod_Public_VPC 955645556619
None found
Subnet ID IPv4 CIDR IPv6 CIDR
You do not have any subnet associations.
The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:
1to20f2
Subnet ID IPv4 CIDR IPvé CIDR
subnet-0d1b27d20278bcc...  10.1.1.0/24 -
subnet-0e55389d026aa26...  10.1.2.0/24 -
Create route table Actions v
[ Great ot tabe | o % e
Q Filter by tags and attributes or search by keyword 1to20f2
Name ~ Route Table ID -« Explicit subnet associations = Main VPC ID ~  Owner
@ us_public_rt rtb-0b6669ba5fd9eb9c8 2 subnets Yes vpc-005b1dcb981791d86 | US_Prod_Public_VPC 955645556619

rtb-27023758 - Yes vpc-d77cd2ad 955645556619

Route Table: rtb-0b6669ba5fd9eb9c8

_N Q=]
Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View  All routes -
Destination Target Status Propagated
10.1.0.0/16 local active No
0.0.0.0/0 igw-04e284367feb6534e active No
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Create route table Actions v

o # 0
Q Filter by tags and attributes or search by keyword 1to20f2
Name ~ Route Table ID -~ Explicit subnet associations = Main VPC ID ~ Owner
@ us_public_rt rtb-0b6669ba5fd9eb9c8 2 subnets Yes vpc-005b1dcb981791d86 | US_Prod_Public_VPC 955645556619
rtb-27023758 - Yes vpc-d77cd2ad 955645556619
Route Table: rtb-0b6669ba5fd9eb9cs _N Q=
Summary Routes Subnet Associations Route Propagation Tags
Edit subnet associations
1to20f2
Subnet ID IPv4 CIDR IPvé CIDR
subnet-0db36b8b010e137...  10.1.1.0/24 -
subnet-0a5bf4b0968c6ce... 10.1.2.0/24 -
Rule # Type Protocol Port Range Source Allow / Deny
100 ALL Traffic ALL ALL 0.0.0.0/0 ALLOW
* ALL Traffic ALL ALL 0.0.0.0/0 DENY
Rule # Type Protocol Port Range Destination Allow / Deny
100 ALL Traffic ALL ALL 0.0.0.0/0 ALLOW
* ALL Traffic ALL ALL 0.0.0.0/0 DENY
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Q Filter by tags and attributes or search by keyword

Name v Network ACL ID ~ Associated with = Default
@ EU_Prod_ACLs acl-051769831411982c1 2 Subnets No
acl-3a54e743 3 Subnets Yes
acl-0473dc2ffa28e9daa - Yes
acl-0c37¢c4c780344f37 - Yes

Network ACL: acl-051769831411982c1

~ VPC

vpc-0d5b01f14026c4a0e | EU_Prod_Public_VPC
vpc-f0566f96

vpc-0d5b01f14026c4a0e | EU_Prod_Public VPC
vpc-01f6a708efef250f4 | AWS-Net-VPC

Details Inbound Rules Outbound Rules Subnet associations Tags
Edit inbound rules
View | Allrules v
Rule # Type Protocol Port Range Source Allow / Deny
100 HTTP (80) TCP (6) 80 0.0.0.0/0 ALLOW
200 HTTPS (443) TCP (6) 443 0.0.0.0/0 ALLOW
* ALL Traffic ALL ALL 0.0.0.0/0 DENY
Network ACL: acl-051769831411982c1
Details Inbound Rules Outbound Rules Subnet associations Tags

Edit subnet associations

Q Filter by tags and attributes or search by keyword

Subnet ID ~ IPv4 CIDR ~ IPvé CIDR

subnet-042b50af92... 10.3.1.0/24 -
subnet-006abffa8a... 10.3.2.0/24 -
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Chapter 8: Deploying and Operating Azure

Networking Resources with Ansible
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Microsoft Azure
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Manage

,Q Users

Groups

BE Organizational relationships

pe)

Roles and administrators

Enterprise applications

=

Devices

£ App registrations
{2] Identity Governance

El  Application proxy

Home > Default Directory - App registrations > Register an application

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| ansible

Supported account types

Who can use this application or access this API?

@ Accounts in this organizational directory only (Default Directory only - Single tenant)
@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
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[i] Delete @ Endpoints

o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? —

Display name : ansible [N Supported account types : My organization only
Application (client) ID : b346e8e0-28e7-4fbd-a0c4-e6f27bab59e5 Redirect URIs : Add a Redirect URI
Directory (tenant) ID  : fa58e2da-0ad8-4031-99f9-8613b8cb5284 Application ID URI : Add an Application ID URI
Object ID : 5e9a2bba-3780-49¢1-a83b-4e3e8c951635 Managed application in ... : ansible
Manage
Branding

3) Authentication

Certificates & secrets

Client secrets

A secret string that the application uses to prove its identity when requesting a token.
Also can be referred to as application password.

|| = New client secret ||

Description Expires Value

No client secrets have been created for this application.

Add a client secret

Description

| ansible_password|

Expires

@ In 1 year
O In 2 years
O Never

[28]



Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

‘ = New client secret

Description Expires Value

ansible_password 11/1/2020 t36UaZOc64kv_-PHaNdYI-.rwB-BUoGY []j

All services | © searchAll

Overview GENERAL (15)
Categories 2== All resources @ Recent
All () Management groups Subscriptions
General .

["#] Resource groups (D Reservations
Compute .

Marketplace ’\ Help + support
Networking
Storage W Service Health Templates
Web . Tags @ What's new
Mobil .
onre % Quickstart Center Lol Shared dashboards

Containers

¥

Free services
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All services > Subscriptions

Subscriptions
Default Directory

-+ Add

Showing subscriptions in Default Directory. Don't see a subscription? Switch directories

My role ©® Status ©

‘ 8 selected % ’ ‘ 3 selected

Show only subscriptions selected in the global subscriptions filter ©®

| £ Search to filter items...

Subscription name ™  Subscription ID ™, My role ™y Current cost Status
Free Trial bc20fdc0-70fa-46ef-9b80-3db8aa88a25¢c Account admin A$0.00 @ Active
s Free Trial
Subscription
| O Search (Cmd+/) | « T Upgrade (' Manage il Cancel subscription ¢ Rename
. Your free credit expires in 30 days. Upgrade to keep going with your
Q Qverview
Activity log Subscription ID : bc20fdc0-70fa-46ef-9b80-3db8aa88a25¢ [
Directory : Default Directory (kokashagmail.onmicrosoft.com)
PR Access control (IAM)
My role : Account admin
Diagnose and solve problems
ﬁ 9 P Offer . Free Trial
O Security Offer ID : MS-AZR-0044P

Events
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QD Got feedback?

administrators

y_|

Roles

Add a role assignment

Grant access to resources at this scop
assigning a role to a user, group, servi
principal, or managed identity.

View role assignments

Learn mo

View the users, groups, service princip
and managed identities that have role
assignments granting them access at
scope.

Learn mo

View deny assignments

View the users, groups, service princip
and managed identities that have bee
denied access to specific actions at thi

Add role assignment

Role ©

| Contributor %
Assign access to O

| Azure AD user, group, or service principal v ’
Select ®

| ansi v

i No users, groups, or service principals found.

Selected members:

ansible Remove

4
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Home > Resource groups

Resource groups 2 X
Default Directory
-+ Add == Editcolumns () Refresh < Export to CSV D Assign tags Q Feedback
| Filter by name... | | Subscription == all ) [ Location == all Q) +7 Add filter
Showing 1 to 2 of 2 records. No grouping h
D Name T Subscription Ty Location Ty
all
D (=) rg_eu_az_net Free Trial West Europe see
D [ rg_us_az_net Free Trial East US see

All services > Virtual networks

Virtual networks 2 X

Default Directory

-+ Add == Edit columns O Refresh i/ Export to CSV © Assign tags QD Feedback 2 Leave preview
| b:ilter by name... | [ Subscription == all ) [ Resourcegroup ==all @ ) ( Location ==all & ( +7 Add filter

No groupin %

Showing 1 to 2 of 2 records. [ grodping

E] Name T Resource group T Location T Subscription Ty

D 4> vn_eu_az_net rg_eu_az_net West Europe Free Trial oo
D 4> yn_us_az_net rg_us_az_net East US Free Trial e

All services > Virtual networks > vn_eu_az_net - Subnets

> vn_eu_az_net - Subnets X

Virtual network

«
I/O Search (Cmd-+/) ‘ - Subnet -+ Gateway subnet

PN i |
Overview | I/O Search subnets

| Activity log Name Ty  Addressrange 1. IPv4 available addresses 1 Delegated to 1. Security group Ty

"2 Access control (1AM) web,_tier 10.1.1.0/24 251 - -
® Tags | do_tier 10.1.2.0/24 251 - -
/2 Diagnose and solve problems
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All services > Route tables

Route tables 2 X
Default Directory
-+ Add Edit columns () Refresh 22 Try preview & Assign tags
Subscriptions: Free Trial
‘ Fifter by name... ‘ [ All resource groups ™ l [ All locations ~v ] { All tags v I { No grouping
2 items
D Name T Resource group Ty Location T Subscription Ty
D & db_tier rt rg_eu_az_net West Europe Free Trial
D o db_tier_rt rg_us_az_net East US Free Trial
All services > Route tables > db_tier_rt
do db_tier_rt 2 X
) Route table
‘p Search (Cmd+)) « —> Move il Delete () Refresh

+

Overview

1]

Activity log

Access control (IAM)

®

Tags

/? Diagnose and solve problems
Settings

& Configuration
Routes
Subnets

"' Properties
2 Locks

22 Export template

Support + troubleshooting

Resource group (change) : rg_eu_az_net

Location
Subscription (change)

Subscription ID

Tags (change)

Routes

: West Europe

: Free Trial

: bc20fdc0-70fa-46ef-9080-3db8aa88a25¢c

: Click here to add tags

Associations : 1 subnet associations

| A Search routes

Name

Default Route

Subnets

T  Address prefix ™

0.0.0.0/0

Next hop

None

N

| A Search subnets

Name ™

db_tier

Address range

10.1.2.0/24

™

Virtual network

vn_eu_az_net

™ Security group

™~
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All services > Network security groups

Network security groups s X
Default Directory
+ Add == Edit columns () Refresh 22 Try preview % Assign tags
Subscriptions: Free Trial
‘ Filter by name... ‘ I All resource groups Vv ‘ I All locations ‘ I All tags v | \ No grouping v
1 items
D Name T Resource group T Location T Subscription T,
[j ;/. Inbound Web_Tier rg_eu_az_net West Europe Free Trial e
All services > Network security groups > Inbound_Web_Tier
;’ Inbound_Web_Tier 2 X
Network security group

@ Overview Subscription (change) : Free Trial

Subscription ID : bc20fdc0-70fa-46ef-9b80-3db8aa88a25¢
& Activity log

Tags (change) : Click here to add tags
A5 Access control (IAM) 9 9 9 R
® Tags

9 Inbound security rules

/2 Diagnose and solve problems . . .

Priority Name Port Protocol Source Destination Action
Settings 101 Allow_HTTP_Internet 80,443  TCP Any 10.1.1.0/24 @ Allow  ***
v .
= Inbound security rules 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow  ***
+ .
= Outbound security rules 65001 AllowAzureLoadBalancerinBound ~ Any Any AzureLoadBalancer ~ Any @ Allow  ***
@ Network interfaces 65500 DenyAllinBound Any Any Any Any @ Deny
<> Subnets
. Outbound security rules
“I" Properties
. Priority Name Port Protocol Source Destination Action
] Locks

65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork @ Allow  ***
%4 Export template

65001 AllowInternetOutBound Any Any Any Internet @ Allow  *°*
Monitoring

65500 DenyAllOutBound Any Any Any Any @ Deny °°*
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Home > Resource groups

Resource groups
Default Directory

+ Add

== Edit columns

O Refresh i Export to CSV

¢) Assign tags

 Feedback

Filter by name... ]

Subscription ==

all ) [ Location==all @

(o Add filter )

Showing 1to 1 of 1 records.

D Name T

D [#] NetworkWatcherRG

Subscription Ty

Free Trial East US

' |No grouping '

Location Ty

All services > Virtual networks (classic)

Virtual networks (classic)
Default Directory

-+ Add

== Edit columns

Subscriptions: Free Trial

() Refresh 2,

Assign tags

v l i All tags

v ‘ [ No grouping Vv

‘ Filter by name... ‘ ‘ All resource groups v l i All locations
0 items
Name T, Resource group T Location Ty Subscription Ty,

No virtual networks (classic) to display

Try changing your filters if you don't see what you're looking for.

Create virtual network (classic)
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Chapter 9: Deploying and Operating GCP
Networking Resources with Ansible

Region
australia-southeastl

Bastion Subnet @

Bastion
@ Web subnet @
Web-1 Web-2
@ DB subnet @
DB-1 DB-2
australia-southeastl-a australia-southeast1-b
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New Project

You have 19 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *
[ gcp-automation-demo (2]

Project ID: gcp-automation-demo. It cannot be changed later. EDIT

Location *
B No organization BROWSE

Parent organization or folder

Google Cloud Platform gcp-automation-demo v

IAM & admin

IAM

Identity & Organization
Troubleshooter
Organization policies
Quotas

Service accounts

Labels

Service accounts + CREATE SERVICEACCOUNT i DELETE SHOW INFO PANEL

Service accounts for project "gcp-automation-demo”

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more

= Filter table (2] m

D Email Status Name 4 Description Key ID Key creation date Actions

No rows to display
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Create service account

o Service account details — e Grant this service account access to project (optional) —

0 Grant users access to this service account (optional)

Service account details

Service account name
ansible

Display name for this service account

Service account ID
ansible @virtual-crane-260217.iam.gserviceaccount.com ¥ C

Service account description
[ Service Account for Ansible Automation|

Describe what this service account will do

CREATE CANCEL

Q Service account details — Q Grant this service account access to project (optional) —

Q Grant users access to this service account (optional)

Service account permissions (optional)

Grant this service account access to gcp-ansible-demo so that it has permission to
complete specific actions on the resources in your project. Learn more

Role Condition
Owner A\ d

Add condition
Full access to all resources.

-+ ADD ANOTHER ROLE

CONTINUE CANCEL
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Create service account

Grant users access to this service account (optional)

Grant access to users or groups that need to perform actions as this service account.
Learn more

Service account users role (2]

Grant users the permissions to deploy jobs and VMs with this service account

Service account admins role (2]

Grant users the permission to administer this service account

Create key (optional)

Download a file that contains the private key. Store the file securely because this key
can't be recovered if lost. However, if you are unsure why you need a key, skip this step
for now.

4+ CREATE KEY

= Google Cloud Platform &¢ gcp-ansible-demo v

& APl Library

Compute Engine API
Google

Compute Engine API

m TRY THIS API (7 & API enabled
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<  VPC network details /" EDIT @ DELETE VPC NETWORK

ansible-demo-vpc

Subnet creation mode

Custom subnets

Dynamic routing mode

Regional

DNS server policy
None

Subnets Static internal IP addresses Firewall rules Routes VPC Network Peering Private service connection
Add subnet Flow logs ~

Name ~ Region IP address ranges Gateway Private Google access Flow logs

Google Cloud Platform e gcp-ansible-demo v

VPC network & VPC network details /' EDIT W DELETE VPC NETWORK

VPC networks default

Description
Default network for the project

Firewall rules Subnet creation mode
Auto subnets

Routes Dynamic routing mode

Regional
VPC network peering

DNS server policy
Shared VPC None

Subnets Static internal IP addresses Firewall rules Routes VPC Network Peering Private service connection

H

=

[5 External IP addresses
N

£

[

S

Serverless VPC access

'Iljl' Packet mirroring Add subnet  Flow logs ~

Name ~ Region IP address ranges Gateway Private Google access Flow logs

default us-centrall 10.128.0.0/20 10.128.0.1 off off 1
default europe-west1 10.132.0.0/20 10.132.0.1 off off ]
default us-west1 10.138.0.0/20 10.138.0.1 off Off ]
default asia-east1 10.140.0.0/20 10.140.0.1 off off ]
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VPC networks

CREATE VPC NETWORK

C REFRESH

Name ~ Region Subnets Mode IP addresses ranges Gateways Firewall Rules Global dynamic routing Flow logs
ansible-demo-vpc 3 Custom 4 Off
australia-southeast1 anz-bastion 10.1.3.0/24 10.1.3.1 Off
australia-southeast1 anz-db 10.1.2.0/24 10.1.2.1 Off
australia-southeast1 anz-web 10.1.1.0/24 10.1.1.1 off
Firewall rules CREATE FIREWALL RULE C' REFRESH DELETE
Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more
Note: App Engine firewalls are managed here.
= Filter resources Columns ~
Name Type Targets Filters Protocols / ports  Action Priority Network ~
allow-internet-to-anz-web Ingress anz-web IP ranges: 0.0.0.0/0  tcp:80,443 Allow 10 ansible-demo-vpc
allow-sql-from-anz-web-to-anz-db  Ingress anz-db Tags: anz-web tcp:3389 Allow 10 ansible-demo-vpc
allow-ssh-from-bastion-only Ingress anz-web, anz-db  Tags: anz-bastion tcp:22 Allow 10 ansible-demo-vpc
allow-ssh-to-anz-bastion Ingress  anz-bastion IP ranges: 0.0.0.0/0  tcp:22 Allow 10 ansible-demo-vpc
Disks B3 CREATE DISK C REFRESH @ DELETE
= Filter table
D Name 4 Status Type Size  Zone(s) In use by Snapshot schedule  Actions
O bastion-host-disk (V] Standard persistent disk 10 GB  australia-southeast1-a bastion-host None :
O db-server-1-disk (V] Standard persistent disk 10 GB  australia-southeast1-a db-server-1 None :
D db-server-2-disk (V) Standard persistent disk 10 GB  australia-southeast1-b db-server-2  None E
O db-server-disk (V] Standard persistent disk 10 GB  australia-southeast1-a None :
O web-server-1-disk (V] Standard persistent disk 10 GB  australia-southeast1-a web-server-1 None :
O web-server-2-disk (V] Standard persistent disk 10 GB  australia-southeast1-b web-server-2 None :
O web-server-disk V] Standard persistent disk 10 GB  australia-southeast1-a None :
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VM instances [ CREATE INSTANCE & IMPORT VM C REFRESH

Columns ~
Name ~ Zone Recommendation Inuseby Internal IP External IP Connect
@& bastion-host australia-southeast1-a 10.1.3.253 (nic0) 35.189.29.156 SSH ~ :
& db-server-1 australia-southeast1-a 10.1.2.2 (nic0) None SSH ~ H
@& db-server2 australia-southeast1-b 10.1.2.3 (nic0) None SSH ~ :
& web-server-1 australia-southeast1-a 10.1.1.2 (nic0) 35.244.111.17 SSH ~ :
@& web-server-2 australia-southeast1-b 10.1.1.3 (nic0) 35.189.56.151 SSH ~ :

Priority
10

Direction
Ingress

Action on match
Allow

Targets

Target tags anz-web

Source filters
IP ranges 0.0.0.0/0
Protocols and ports
tcp:80
tcp:443

Enforcement
Enabled

Applicable to instances

The following table shows only the VM instances that you have permission to view. The "ansible-demo-vpc" network might contain other instances that aren't being displayed.

= er stance name, project or subnetwork Columns ~

Name ~ Subnetwork Internal IP Tags Service accounts Project Labels Network details
web-server-1 anz-web 10.1.1.2 anz-web None gcp-ansible-demo View details
web-server-2 anz-web 10.1.1.3 anz-web None gcp-ansible-demo View details
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Routes CREATE ROUTE C REFRESH DELETE
All Dynamic Peering
= Filter resources
Name ~ Description Destination IPrange  Priority  Instance tags Next hop Network
default-route-a6de62051c14de8e  Default route to the Internet. 0.0.0.0/0 1000 None Default internet gateway ansible-demo-vpc
default-route-a7b2ee15e3784ef7  Default local route to the subnetwork 10.1.1.0/24. 10.1.1.0/24 1000 None Virtual network ansible-demo-vpc  ansible-demo-vpc
default-route-c0167ffea080d3a8  Default local route to the subnetwork 10.1.2.0/24. 10.1.2.0/24 1000 None Virtual network ansible-demo-vpc  ansible-demo-vpc
default-route-fOc5ebab956bdec1  Default local route to the subnetwork 10.1.3.0/24. 10.1.3.0/24 1000 None Virtual network ansible-demo-vpc  ansible-demo-vpc
Routes CREATE ROUTE C' REFRESH DELETE
All Dynamic Peering
= Filter resources
Name ~ Description Destination IPrange  Priority  Instance tags Next hop Network
default-route-a6de62051c14de8e  Default route to the Internet. 0.0.0.0/0 1000 None Default internet gateway ansible-demo-vpc
default-route-a7b2ee15e3784ef7  Default local route to the subnetwork 10.1.1.0/24. 10.1.1.0/24 1000 None Virtual network ansible-demo-vpc  ansible-demo-vpc
default-route-c0167ffea080d3a8  Default local route to the subnetwork 10.1.2.0/24. 10.1.2.0/24 1000 None Virtual network ansible-demo-vpc  ansible-demo-vpc
default-route-fOc5ebab956bdec1  Default local route to the subnetwork 10.1.3.0/24. 10.1.3.0/24 1000 None Virtual network ansible-demo-vpc  ansible-demo-vpc

VM instances

Compute Engine
VM instances

Compute Engine lets you use virtual machines that run on Google's
infrastructure. Create micro-VMSs or larger instances running Debian,
Windows, or other standard images. Create your first VM instance,
import it using a migration service, or try the quickstart to build a
sample app.

m or | Import or  Take the quickstart
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VPC networks

VPC network
VPC networks

There are no local VPC networks in the current project

Create VPC network
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Chapter 10: Network Validation with Batfish
and Ansible

'
@ Query Batfish
L Data Model for

Query State Validation

Cisco
) « L2/L3 Link Adjacency
» ISIS/OSPF Adjacency
» Batfish ——————————> .« BGP Peering
-
@ :

End-to-End Traffic Forwarding
ACL Validation

r Ingest Build
E Vendor Neutral

Data Model
Arista
Network Device
Configuration
Batfish Ansible
Modules
/
L ~ Query Data Model Vs
pyBatfish Batfish
(python Library) < Server
Get Answer
@ )/ s
Ansible Batfish
Machine Server
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Chapter 11: Building a Network Inventory

with Ansible and NetBox

N
host_vars A B -
| REST
‘ o Ansible ‘ > NetBox
Update
group_vars / \___J NetBoxDB S——
Static
Inventory
P Query NetBox
pe N Devices f
Ansible NetBox
R Return T
All Devices
Y
Build Dynamic
Inventory from
Netbox Data
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LogIn

Username

Password

@ Query NetBox Data
Interfaces, IP address ™\
Configure >
Devices
< Ansible NetBox
Network Device i \ )
Return b -
Information
~
NetBox NGINX
[Web Frontend]
- ™
Python Django
[Python Application] Python wsal
>
PostgresSQL Redis
[Persistent Storage DB] [Task Queue]
o
= :' netbox Racks 1PA n -1
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’—r netbox Organization ~ Racks v Devices v IPAM ~ Virtualization ~ Circuits ~ Power v Secrets v Search n & admin v

& Profile

: a
Search All Objects v 2 Admin
|
Organization IPAM Global Topology Maps =~ ® Log out
Sites o VRFs o None found
Geographic locations Virtual routing and forwarding tables

NetBOX Ad ministration WELCOME, ADMIN. VIEW SITE / CHANGE PASSWORD / LOG OU’

Home > Authentication and Authorization > Users » Add user

Add user

First, enter a username and password. Then, you'll be able to edit more user options.

Username: ansible
Required. 150 characters or fewer. Letters, digits and @/./+/-/_ only.

Password:

Password confirmation:

Enter the same password as before, for verification.

Save and add another Save and continue editing SAVE

Active
Designates whether this user should be treated as active. Unselect this instead of deleting accounts.

[ Staff status
Designates whether the user can log into this admin site.

4 Superuser status
Designates that this user has all permissions without explicitly assigning them.
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NetBox Administration

Home » Users » Tokens » Add token

Add token

User: ansibley 4+
Key:
If no key is provided, one will be generated automatically.

Write enabled

Permit create/update/delete operations using this key

Expires: Date: Today %
Time: Now | @)
Description: Ansible Token to Access NetBox|

NetBox Ad ministration WELCOME, ADMIN. VIEW SITE / CHANGE PASSWORD / LOG OUT

Home > Users > Tokens

Select token to change
Action: | —— 4|l Go | 00f2 selected
e KEY USER CREATED EXPIRES WRITE ENABLED DESCRIPTION
08be88e25b23ca40a9338d66518bd57de69d4305 ansible Dec. 16,2019 7:24 a.m. - (V]
0123456789abcdef0123456789abcdef01234567 admin Dec. 16,2019 6:52a.m. - (V]
2 tokens
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Sites

Name Status Facility Region Tenant ASN Description
de1 [ Active | - - = - Main Data Center in Sydney
dc2 [ Active | - - - - Main Data Center in KSA
Device Types
Device Type Manufacturer Part number Height (U) Full Depth Subdevice Role Instances
7020SR Arista - 1 v - 4
7050CX3 Arista - 2 v - 4
Device Roles
Name Devices VMs Label VM Role Slug
Leaf_Switch 4 0 v leaf_switch
Spine_Switch 4 0 v spine_switch
Devices
Name Status Tenant Site Rack Role Type
dc1-leaf01 =3 - dc - === Arista 7020SR
dc1-leaf02 =3 - del — Arista T020SR
dc1-spine0 =3 — dc1 - Arista T050CX3
dc1-spine02 [ Active | - dc1 - Arista 7050CX3
dc2-leaf01 =3 - dc2 - [ Leat_Switch | Arista 7020SR
dc2-leaf02 - dc? - Arista 7020SR
dc2-spine01 [ Active | - dc2 - Arista 7050CX3
de2-spine02 [ Active | = dc2 - Spine_Switch Arista 7050CX3
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Interfaces  Show IPs

1 Name LAG Description MTU Mode Cable Connection

] & Ethernet8 CORE | dc1-spine01| Ethernet1 - Access - Not connected

) & Ethernet9 CORE | dc1-spine02| Ethernet1 - Access — Not connected
= Loopback0 Managment Interface dc1-leaf01 - Access - Not connected

) 4 Management1 Managment Interface dc1-leaf01 — Access - Not connected

| 1 Delete = Add interfaces

Interfaces & Show IPs
Name LAG Description MTU Mode Cable Connection
= Ethernet8 CORE | dc1-spine01| Ethernet1 - Access - Not connected
IP Address Status/Role VRF Description
172.10.1.1/31 m Global —
= Ethernet9 CORE | dc1-spine02| Ethernet1 - Access - Not connected
IP Address Status/Role VRF Description
172.10.1.5/31 =3 Global -
= Loopback0 Managment Interface dc1-leaf01 - Access - Not connected
IP Address Status/Role VRF Description
10.100.1.1/32 m Global -
# Management1 Managment Interface dc1-leaf01 - Access . Not connected
IP Address Status/Role VRF Description
172.20.1.35/28 m Global -
[ Ferane | #&t | scome: | & oo

Prefixes
Prefix Status VRF Utilization Tenant Site VLAN Role Description
10.100.1.0/24 =3 Global | 1% - det - - -
10.100.2.0/24 [ Active | Global [ 1% - de2 - - -
172,10.1.0/24 =3 Global | 3% - de1 - -~ -
172.11.1.0/24 = Global i 3% - dc2 - - -
172.20.1.0/24 =3 Global [ 1% - det - - -
172.20.2.0/24 =3 Global | 1% - de2 - - -

[51]



Chapter 12: Simplifying Automation with
AWX and Ansible

A

™~

AWX NGINX

[Web Frontend]

PostgresSQL MemCached
[Persistent Storage DB] [In-Memory Cache]

RabbitMQ . 1
[Messaging Service] Ansible Engme J
& ___
G J
& cC 0 A Not Secure | 172.20.100.110/#/login o

[

Welcome to Ansible AWX! Please sign in.

USERNAME

admin

PASSWORD
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VIEWS

@ Dashboard 8 1
Jobs HOSTS FAILED HOSTS

m Schedules

M MyView JOB STATUS

RESOURCES 11

10

@ Templates

@, Credentials

JoBs

& Projects
it Inventories

</> Inventory Scripts

3

INVENTORIES

0

INVENTORY SYNC
FAILURES

PERIOD | pAST MONTH

2

0

PROJECTS PROJECT SYNC FAILURES

JOBTYPE [ aLL v VIEW

ALL v

Sep24 Sep25 Sep28 Sep 30
ACCESS

B organizations

& Users RECENTLY USED TEMPLATES

e NAME ACTIVITY

Oct 2

Oct5 Oct7

VIEW ALL

ACTIONS

Oct
TIME

9 Oct 12 Oct 14

RECENT JOB RUNS

NAME

Oct 16 Oct 18 Oct 21

Oct 24

VIEW ALL

TIME

ORGANIZATIONS / CREATE ORGANIZATION

NEW ORGANIZATION

DETAILS USERS PERMISSIONS

* NAME

Network

DESCRIPTION

Network Team Organization

INSTANCE GROUPS @
Q

CANCEL

SAVE

A

TEAMS / CREATE TEAM

NEW TEAM

DETAILS USERS PERMISSIONS

* NAME

Network_Design

DESCRIPTION

Network Design Team

* ORGANIZATION

Q | Network

CANCEL

SAVE

e
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TEAMS / Network_Operation

Network_Operation

DETAILS USERS PERMISSIONS

* NAME

Network_Operation

DESCRIPTION

Network Operation Team

* ORGANIZATION

Q  Network

CANCEL SAVE

e

USERS / CREATE USER

NEW USER

DETAILS ORGANIZATIONS

FIRST NAME

core

* EMAIL

core@example.com

* CONFIRM PASSWORD

SHOW | eceeens

TEAMS PERMISSIONS

LAST NAME

* USERNAME

core

USER TYPE

Normal User v

* ORGANIZATION

Q. Network

* PASSWORD

SHOW | ecensee

CANCEL SAVE

e
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TEAMS / Network_Design / USERS

Network_Design

DETAILS USERS PERMISSIONS

e

al | e
USER FIRST NAME % LAST NAME ¢ ROLE
admin
core core m
ITEMS 1-2
TEAMS / Network_Design / PERMISSIONS "",‘
Network_Design
DETAILS USERS
NAME TYPE ROLE ACTIONS
Network Organization Project Admin x
Network Organization Inventory Admin x
Network Organization Credential Admin x
ITEMS 1-3
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INVENTORIES / CREATE INVENTORY

NEW INVENTORY

DETAILS PERMISSIONS GROUPS HOSTS SOURCES COMPLETED JOBS
* NAME DESCRIPTION * ORGANIZATION
mpls_core MPLS Core Network Q | Network
INSIGHTS CREDENTIAL INSTANCE GROUPS @
Q Q

e

INVENTORIES / mpls_core / ALL GROUPS / CREATE GROUP ﬂ,\
CREATE GROUP
GROUPS HOSTS
* NAME DESCRIPTION
junos All JunOS based devices in MPLS Core
vARiABLES © [N
l e
INVENTORIES / mpls_core / ALL GROUPS [ \)
mpls_core
DETAILS PERMISSIONS HOSTS SOURCES COMPLETED JOBS
Q KEY ALL GROUPS RUN COMMANDS
GROUPS ~ ACTIONS
iosxr v W
junos v W
P 4 W
B pe rd o)
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INVENTORIES / mpls_core / HOSTS / mxpe01

mxpe01 O
DETAILS FACTS GROUPS COMPLETED JOBS

* HOST NAME @ DESCRIPTION

mxpe01 Juniper MX Node

=)

VARIABLES © EXPAND
1/---
2 ansible_host: 172.20.1.3
3
cancer | OV
INVENTORIES / mpls_core / ALL GROUPS / junos / ASSOCIATED HOSTS (A

junos

DETAILS GROUPS HOSTS

Q KEY
HOSTS # DESCRIPTION %
B O mxp01 Juniper MX Node
- O mxp02 Juniper MX Node
B O mxpe01
B O mxpe02

RUN COMMANDS

ACTIONS
4 x
4 %
4 x
4 %
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TEAMS / Network_Operation

Network_Operation

/ PERMISSIONS

e

DETAILS USERS PERMISSIONS
NAME TYPE ROLE ACTIONS
mpls_core Inventory Read x
INVENTORIES / mpls_core / PERMISSIONS (]
mpls_core
DETAILS GROUPS HOSTS SOURCES COMPLETED JOBS
Q KEY
USER « ROLE TEAM ROLES
admin

core

SYSTEM ADMINISTRATOR

x INVENTORY ADMIN 4%
x READ &

ITEMS 1-3
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CREDENTIALS / CREATE CREDENTIAL

NEW CREDENTIAL

DETAILS PERMISSIONS

* NAME @ DESCRIPTION @

mpls_core_login SSH Login to MPLS Core

* CREDENTIAL TYPE @
Q | Machine

TYPE DETAILS

USERNAME PASSWORD

ORGANIZATION @

Q | Network

~] Prompt on launch

Q | ansible Q

@

e

CREDENTIALS / EDIT CREDENTIAL / PERMISSIONS

CREDENTIALS PERMISSIONS

DETAILS PERMISSIONS

USER = ROLE

admin ADMIN SYSTEM ADMINISTRATOR

core

noc

KEY

TEAM ROLES

CREDENTIAL ADMIN &

e
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& C (y & github.com/new i T 0

it Apps % Bookmarks E5Programming Study £ Georgia Tech ESjData Science EJAWS ESj Redhat £ Equifax Work B Ansible For Netwo... [E3 Network Aut

Pull requests Issues Marketplace Explore

Create a new repository
A repository contains all project files, including the revision history. Already have a project repository
elsewhere? Import a repository.

Owner Repository name *
ﬂ kokasha ~ / awx_sample_project v
Great repository names are short and memorable. Need inspiration? How about verbose-rotary-phone?

Description (optional)

[ A Sample repo to demonstrate AWX projects

Public
5+ Anyone can see this repository. You choose who can commit.
Private
You choose who can see and commit to this repository.
PROJECTS / CREATE PROJECT &
NEW PROJECT
DETAILS PERMISSIONS JOB TEMPLATES SCHEDULES
* NAME DESCRIPTION * ORGANIZATION
awx_sample_project Sample AWX Project Q | Default
* SCM TYPE
Git v
SOURCE DETAILS
*SCM URL @ SCM BRANCH/TAG/COMMIT @ SCM REFSPEC @

https://github.com/kokasha/awx_sample_project

SCM CREDENTIAL SCM UPDATE OPTIONS

Q CLEAN @
DELETE ON UPDATE @
UPDATE REVISION ON LAUNCH @
") ALLOW BRANCH OVERRIDE @
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TEMPLATES / CREATE JOB TEMPLATE

NEW JOB TEMPLATE
PERMISSIONS
* NAME

provision_iosxr_interfaces

* INVENTORY @

Q | mpls_core

CREDENTIAL @
Q & mpls_core_login x

* VERBOSITY @
0 (Normal)

LABELS @

TIMEOUT @
0

COMPLETED JOBS

PROMPT ON LAUNCH

PROMPT ON LAUNCH

PROMPT ON LAUNCH

v

>

SCHEDULES

ADD SURVEY

DESCRIPTION

Provision Interfaces on I0S-XR nodes

* PROJECT @

Q | awx_sample_project

FORKS @

0

JOB TAGS @

INSTANCE GROUPS @
Q

SHOW CHANGES @

~) PROMPT ON LAUNCH

) PROMPT ON LAUNCH

* OB TYPE @ ] PROMPT ON LAUNCH
Run v
* PLAYBOOK @
pb_deploy_interfaces.yml v
LIMIT @ PROMPT ON LAUNCH
SKIP TAGS @ PROMPT ON LAUNCH
JOBSLICING ©
i °
OPTIONS

) ENABLE PRIVILEGE ESCALATION @

~) ALLOW PROVISIONING CALLBACKS @
) ENABLE CONCURRENT JOBS @

) USE FACT CACHE @

&

TEMPLATES / provision_iosxr_interfaces / PERMISSIONS

provision_iosxr_interfaces

DETAILS PERMISSIONS
USER “

admin

core

noc

NOTIFICATIONS

COMPLETED JOBS

Q KEY

ROLE

X ADMIN SYSTEM ADMINISTRATOR

SCHEDULES

TEAM ROLES

%X EXECUTE i

ITEMS 1-3

=)
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JOBS

joss GID

@® 21 - provision_iosxr_interfaces

Q KEY

Playbook Run

e

Finish Time (Descending) v

f o

JOBS / 21 - provision_iosxr_interfaces

DETAILS £

STATUS ® Successful

STARTED 7/10/2019 12:21:24 PM
FINISHED 7/10/2019 12:21:40 PM
JOB TEMPLATE provision_iosxr_interfaces
JOB TYPE Run

LAUNCHED BY admin

INVENTORY mpls_core

PROJECT awx_sample_project
REVISION 08c4e26 [0

PLAYBOOK pb_deploy_interfaces.yml
CREDENTIAL
ENVIRONMENT Nvar/lib/awx/venv/ansible
EXECUTION NODE  awx

INSTANCE GROUP tower

EXPAND

EXTRAVARIABLES © [

provision_iosxr_interfaces

PLAYS @D  TASKS

HOSTS @M  ELAPSED X X

SEARCH

il
12

14

i)

16

17

18

19

ings=False in
ansible.cfg.

TASK [Configure IP address]
ek kok ko kdok ok k ke ko k ok

ok:
u'pport': u'ge-0/0/2', u'port':
p': u'10.1.1.6/31'})

ok:

12:21:34

[xrpe03] => (item={u'peer': u'mxpOl', u'ip': u'10.1.1.7/31',
u'GigabitEthernet0/0/0/0', u'peer_i

[xrpe03] => (item={u'peer': u'mxp02', u'ip': u'10.1.1.13/31',

u'pport': u'ge-0/0/2', u'port': u'GigabitEthernet0/0/0/1', u'peer_ i

p't u'10.1.1.12/31'})

PLAY RECAP

khkkkkkkkkkhkhkhkhkk

xrpe03 : ok=2
failed=0 skipped=0 rescued=0

12:21:38

changed=0 unreachable=0

ignored=0

[62]




TEMPLATES / CREATE WORKFLOW

e

NEW WORKFLOW JOB TEMPLATE

ADD SURVEY WORKFLOW VISUALIZER

PERMISSIONS COMPLETED JOBS SCHEDULES

* NAME DESCRIPTION ORGANIZATION
{ Deploy_Validate_IOSXR_Interfaces ] { J ‘ Q ‘ Default
INVENTORY © () PROMPT ON LAUNCH LABELS @ OPTIONS

‘ Q ‘ mpls_core

J

J ) ENABLE CONCURRENT JOBS @

EXTRA VARIABLES ©

™) PROMPT ON LAUNCH

| -——

SAVE

©

)

WORKFLOW VISUALIZER | Deploy_Validate_IOSXR_Interfaces

provision_iosxr_interfaces

TOTAL NODES o

L+

validate_iosxr_interfaces @

L)
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TEMPLATES / Deploy_Validate_IOSXR_Interfaces / PERMISSIONS

Deploy_Validate_IOSXR_Interfaces

e

@ 29-Deploy_Validate_IOSXR_Interfaces Workflow Job

Expanded | Finish Time (Descending) v

f o

DETAILS NOTIFICATIONS COMPLETED JOBS SCHEDULES
USER “ ROLE TEAM ROLES
admin
ITEMS 1-3
JOBS o
JOBS
Q KEY
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JOBS / 29 - Deploy_Validate_IOSXR_Interfaces

DETAILS 4 o Deploy_Validate_IOSXR Interfaces TOTAL NODES ELAPSED X2
STATUS ® Successful
STARTED 7/10/2019 12:44:19 PM
FINISHED 7/10/2019 12:45:12 PM @ #
INVENTORY mpls_core
TEMPLATE Deploy_Validate_IOSXR_Interfaces
LAUNCHED BY admin
EXTRA VARIABLES © EXPAND
1|---

@ provision_iosxr_interfaces @ validate_josxr_interfaces
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Chapter 13: Advanced Techniques and Best
Practices for Ansible
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