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Chapter 2: Setting Up a New Device 

 

 

 



 

 



 

 

 

 



 

 



 

 



 

 



 

 

 



 

 

 



 

 

 



 



 



 

 



 

 



 



 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 



 

 

 



 

 

 



 

 



 

 

 

 

 

 

 

 



Chapter 3: Building Strong Policies 

 



 

 



 



 



 

 



 



 

 



 

 

 



 

 



 

 



 

 



 



 

 

 



 

 

 



 

 

 



 

 



 

 



 

 

 



 

 

 

 



 

 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 4: Taking Control of Sessions 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 5: Services and Operational Modes 

 



 



 



 

 



 

 

 



 

 



 

 

 



 

 

 



 



 



 

 



 

 



 



 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 6: Identifying Users and Controlling Access 
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Chapter 7: Managing Firewalls through Panorama 

 



 



 

 



 

 



 

 



 

 



 

 



 

 

 



 

 



 

 



 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 9: Logging and Reporting 

 



 

 



 

 

 



 

 

 



 

 

 



 

 

 



 

 



 

 



 

 



 

 



 

 



 



 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 10: VPN and Advanced Protection 

 

 

 



 

 

 



 

 



 

 

 



 

 

 



 

 

 

 



 

 



 



 

 



 

 

 



 

 



 

 



 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Chapter 11: Troubleshooting Common Session Issues 

 

 



 

 

 



 

 



 

 



 

 

 

 



Chapter 12: A Deep Dive into Troubleshooting 

 

 

 



 

 

 

 



 

 



 



 

 



 



 

 



 

 

 



 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



Chapter 13: Supporting Tools 

 



 



 

 



 



 

 



 

 

 



 



 



 

 



 

 



 

 

 



 

 



 

 



 

 


