Chapter 1: Understanding the Core Technologies
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Source Destination
NAME TYPE ZOMNE ADDRESS | ZONE ADDRESS | APPLICATION SERVICE ACTION PROFILE | OPTIONS

1 | intrazone intrazone g dmaz any (intrazone) any [ allowed web apps | 2% application-default | @ Allow  [5 B
E=H lan

2 | interzone interzone  g24 dmz any P4 dmz any [ allowed web apps | 3 application-default @) Allow [ BER
E= lan = lan

3 | universal universal gz dmz any A dmz any @ allowed web apps ﬁ application-default = (&) Allow @ E@
E= lan B lan

9  intrazone-default - intrazone any any (intrazone) any any any (@) Allow none none

4
10  interzone-default - interzone  any any any any any any () Deny none none
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Chapter 2: Setting Up a New Device

paloalto

PA-220

HA STAT ALM TEMF FWe

PA-UM login: DHCP: wnew ip 192.168.2°




Warning: Potential Security Risk Ahead

A

Your connection is not private

Firefox detected a potential security threat and did not continue to 192.168.27.115. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

What can you do about it?
Attackers might be trying to steal your information from 192.168.27.115 (for example,

passwords, messages or credit cards). Learn more The issue is most likely with the web site, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for

NET:ERR_CERT_AUTHORITY_INVALID : - 3
assistance. You can also notify the web site’s administrator about the problem.

[ Help improve Chrome security by sending URLs of some pages that you visit, limited system

information and some page content to Google. Privacy Polict

Hide advanced

This server could not prove that it is 192.168.27.115; its security certificate is not
trusted by your computer's operating system. This may be caused by a
misconfiguration or an attacker intercepting your connection.

Proceed t0 192.168.27.115 (unsafe)

Back to safety

Serial&# O
Software Version U.U

Go Back (Recommended) Advanced...

Web sites prove their identity via certificates. Firefox does not trust this site because it uses a
certificate that is not valid for 192.168.27.115. The certificate is only valid for
480748849bf2e9c604324a8de84853¢c2a1be652f0a3203367791c9227706feff.

Error code:

Go Back (Recommended)

Accept the Risk and Cormm.let

General Information 3 General Information 4
Device Name  Reaper-PA-220 Device Name  9dot2
MGT IP Address  192.168.27.115 MGT IP Address  192.168.27.14
MGT Metmask  255.255.255.0 MGT Metmask  255.255.255.0
MGT Default Gateway  192.168.27.1 MGT Default Gateway 192.168.27.1
MGT IPvés Address  unknown MGT IPvé Address  unknown
MGT IPvé6 Link Local Address  unknown MGT IPvé Link Local Address  feB0e
MGT IPvé Default Gateway MGT IPv6 Default Gateway
MGT MAC Address  08:30:6b:7b:6e:00 MGT MAC Address  DD:0c::
Model PA-220 Model PA-VM
Serial# 0

GlobalProtect Agent  5.1.3
Application Version  B284-6141 (06/17/20)
Threat Version  B284-6141 (06/17/20) VM License  VM-50
Antivirus Version ~ 3386-3897 (06/21/20) VM Mode  Viware ESXI
Device Dictionary Version 1-202 Softwam Versian 1040
WildFire Version ~ 464843-467778 (06/21/20) GlobalProtect Agent  0.0.0
URL Filtering Version ~ 20200621.20331 Application Version  8250-6008
GlobalProtect Clientless VPN B6-182 (04/23/20) Device-ID Version - 1-202
Version URL Filtering Version  0000.00.00.000
Time  Mon Jun 22 00:04:06 2020 GlobalProtect Clientless VPN 0
Uptime 5 days, 22:39:44 Verslan
Device Certificate Status ~ None Time  MonJun 22 00:07:46 2020
Uptime O days, 0:04:37
Plugin VM series  wm_series-2.0.0-c36

Device Certificate Status

MNone



Create a New Support Account

Device Registration

© Register device using Serial Number or Authorization Code

—

Register usage-based VM-Series models (hourly/annual) purchased from public cloud Marketplace or Cloud Security Service Provider (CSSP)

Submit
Create Contact Details
First Mame: Tom A * Last Name: Piens -
Title: Phone: 555-123456 .
Address Line1:  Mystreet L Address Line2:
City: | MyTown = Country: United States - *
Region/State: California - =
Postal Code: 95050 *
Create UserlD and Password
Display Name: MyDisplayName o
Your Email Address: myname@example.com .
Confirm Email Address: | myname@example.com b
Password: ssssssssssssssas ."::- *
(Minimum of 8 characters in
length. Contains 3 of the
following: uppercase letter,
lowercase letter, number,
symbaol.)
Confirm Password: sssssssssssssnss @ =

Device Serial Number or Auth Code:

Sales Order Number or Customer Id:

#% Create a Case ] = Register a Device | &*Add a Member § 1| Need Help

Select Device Type

(® Register device using Serial Number or Authorization Code

Register usage-based VM-Series models (hourly/annual) purchased from public cloud Marketplace or Cloud Security Service Provider (CSSP)



Device Information

W Company Account
&+ Members
& Groups

@ Serial Number*

© CPUID*®

@ uuID

© Device Name

© Device Tag

Export To CSV

Serial Number

o

PAN-PA- PA220
220
1 5 60 ~ items per page

Choose one Device Tag...

Model Name ~Device Name Group = License

Software warranty Support

Actions  Auth Code

s

F

Expiration Date

9/28/2019



Device Licenses

Device Licenses
Serial Number: O
Model: PAN-PA-220
Device Mame: PA220

Feature Name Authorization Code Expiration Date Actions

Software warranty Support F: 09/28/2019

To activate the license feature for DNS Security, the OS version for the firewall must be 9.0 or above and have
a valid Threat Prevention license.

Activate Licenses
O Activate Auth-Code
T Activate Trial License

7 Activate Feature License

Auth-Code Activation

Authorization Code: || .

EULA

By clicking "Agree and Submit" below, you agree to the terms and conditions of our END USER LICENSE
AGREEMENT and SUPPORT AGREEMENT .

Agree and Submit Refuse

Threat Prevention X 4% 4/23/2023

PAN-DB URL Filtering * Sl 4/23/2023
Eil:zﬁo PERIM 01 Global Protect Portal x s 2 11/11/2023

Premium Partner Support * 640 4/23/2023

WildFire License X g 4/23/2023



17 Multi Factor Authentication
e Local User Database
|:| Users
% User Groups
Scheduled Log Export
(2 Software
& GlobalProtect Client
@ Dynamic Updates
E-_:b Plugins
B vM-Series
), Licenses
& Support

Deactivate VM

AutoFocus Device License

Date lssued February 25, 2020
Date Expires  February 11, 2034
Description  AutoFocus Device License

License Management

Manually upload license key

Upgrade VM capacity

GlobalProtect Gateway

Date lssued September 30, 2019
Date Expires September 28, 2022
Description GlobalProtect Gateway License

PAN-DB URL Filtering

Date Issued
Date Expires
Description

Active

September 30, 2019

September 28, 2022

Palo Alto Networks URL Filtering License
Yes

Standard

Date lssued
Date Expires
Description

WildFire License

Date Issued
Date Expires
Description

September 30, 2019
September 28, 2022

10 x 5 phone support; repair and replace hardware service

September 30, 2019
September 28, 2022
WildFire signature feed, integrated WildFire logs, WildFire APl

Retrieve license keys from license server

Activate feature using authorization c&e

Update License

Authorization Code

DEVICE

Download Autharization File Cancel

Decryption Port Mirror

Date lssued
Date Expires
Description
Active

May 15, 2020
Never

Decryption Part Mirror
Yes

GlobalProtect Portal
Date lssued

Date Expires
Description

September 05, 2018
Never
GlobalProtect Portal License

SDWAN
Date lssued
Date Expires
Description

December 17, 201%
December 17, 2020
License to enable 5D WAN feature

Threat Prevention
Date lssued
Date Expires
Description

September 30, 2019
September 28, 2022
Threat Prevention

License Management

Retrieve license keys from license server
Activate feature using authorization code
Manually upload license key



HEOARD ACC MOMITO

Eil Pulti Factor Authentication

) Support
[EZ] Local User Database

= Users . . oy
Activate support using authorization code

._,_I User Groups

|_-_-_'| Scheduled Log Expo )
Update License

(%l Software
#, GlobalProtect Client

= Authorization Code
Fal Dynamic Updates

%y Licemses

L Cancel
[=] Master Key and Diag

|_ y Policy Recommendation

MOMITOR OLICIES OBJECTS

Ei'l Multi Fackor Authentication |

[E12] Local User Database VERSION
|_;| Lisers ~ FILE MAME FEATURES | TYPE SIZE S5HAZ54
&2 User Groups

L3 Scheduled Log Export

(% Software GlobalProtect Diata File Schedule: Mone

GlobalProtect Clientless VPN Last checked: Never Schedule: MNone

(., GlobalProtect Client
F,ﬂ Dynamic Updates
%4 Licemses

7 Support

|_| Master Key and Diagnostics
B, Pabcy Recommendation 3 Check Now Upload Install From File

WERSION ~ FILE NAME FEATURES TYPE | SIZE RELEASE DATE DOW... ::I:IJ:TT_ ACTIOM DOCUMEMTATION
~ Applications and Threats Last checked: 2020/06/22 00:03:11 CEST  Schedube: Every Wednesday at 01:02 (Download only)

8276-6104 panupv2-all-contents-8276-6104 Apps, Threats Full 50 MB | 2020/05/22 04:59:18 CEST Download | Release Notes

8277-6107 panupv2-all-contents-8277-6107 Apps, Threats Full 50 MB | 2020/05/23 03:11:27 CEST Download | Release Notes
8278-6109 panupv2-all-contents-8278-6109 Apps, Threats Full 50 MB | 2020/05/28 02:51:13 CEST Download | Release Notes

8279-6115 panupv2-all-contents-8279-6115 Apps, Threats: Full 50 MB | 2020/06/03 01:06:06 CEST Download | Release Notes

8280-6121 panupvZ2-all-contents-8280-6121 Apps, Threats Full 50 MB | 2020/06/05 00:14:35 CEST Download | Release Notes

8281-6129 panupv2-all-contents-B281-6129 Apps, Threats: Full 50 MB | 2020/06/09 19:08:18 CEST Download | Release Notes

B282-46133 panupv2-all-contents-8282-6133 Apps, Threats Full 50 MB | 2020/06/12 00:53:26 CEST o] pad | Release Motes



VERSION -~ FILE NAME FEATURES TYPE SIZE RELEASE DATE DOW._.. :::S'fl'ih
5 Antivirus Last checked: 2020/04/22 00:03:11 CEST  Schedule: Maone (Manual)
3 Applications and Threats Last checked: 2020/06/22 00:03:11 CEST  Schedule: Every Wednesday at 01:02 (Download anly)
L » GlobalProtect Clientless VPN Last cheched: 2020/06/21 02:00:23 CEST  Schedule: Mone (Manual)
» GlobalProtect Data File Schedule: None (Manual)
5 WildFire Last checked: 2020/06/22 00:30:10 CEST  Schedule: None (Manual)
Antivirus Update Schedule (@  WildFire Update Schedule ®

Recurrence | Hourly

e Recurrence | Real-time

Minutes Past Hour | 15

Action | download-and-install

Threshold {hours) | 5

A content update must be at least this mamy hours old for the

action to be taken.

(" Delete Schedule | [ Cancel

Applications and Threats Update Schedule

Recurrence | Hourly

Minutes Past Hour | 24

Action | download-and-install

D Disable new apps in content update

Threshald (hours) | 5

A content update must be at least this mamy hours old for the
action to be taken

- Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-1Ds. You can use this wait period to assess and adjust your security policy

based on the new App-1Ds.

Mew App-1D Threshold (hours) | 24

[ Delete Schedule |

Mo update information available

«D

Cancel |




VERSION SIZE RELEASE DATE AVAILABLE CURRENTLY INSTALLED | ACTION |
9.1.2-h1 277 MB 2020/04/29 08:01:2% Download Release Mates
9.12 277 MB 2020/04/08 10:49:11 Downlvad Release Nates
911 277 MB 2020/02/10 14:10:23 Download Release Motes
92.10 421 MB 2019/12/13 12:51:48 Downloaded Install Release Mates
2.08 358 MB 2020/04/16 13:29:06 Download Release Motes
92.0.7 356 MB 2020/03/17 13:50:11 Downdoad Release Motes
19.&5 356 MB 2020/01/27 14:28:15 Download Release Motes
VERSION v SIZE RELEASE DATE AVAILABLE CURRENTLY INSTALLED ACTION
9.1.2-h1 277 MB 2020/04/29 08:01:29 Downloaded Install Release Mates =
912 277 MB 2020/04/08 10:49:11 Download Release Motes
211 277 MB 2020/02/10 14:10:23 Download Release Motes
2.1.0 421 MB 2019/12/13 12:51:48 Downloaded Install Release Maotes
9.0.8 358 MB 2020/04/14 13:29:06 Download Release Mates
2.0.7 356 MB 2020/03/17 13:50:11 Download Release Mates
‘906 356 MB 2020/01/27 14:28:15 Download Release Mates
Reboot Device

The deviee needs to be rebooted for the new software to be

effective.

Do you want to reboot it now?

&



IPType @ ciic | DHCP Client [] | PERMITTED iIP ADDRESSES DESCRIPTION

|mes|192.maz?.ns | [ 192.168.27.0/24 mgmt net
Netmask | 255.255.255.0 [[= |1o.15.15.3? |mmwnt |
Default Gateway | 192.1468.27.1 |
IPuss Address/ Prefix Length | |
|
|
|

DufnlthGa'm;r|
m|autn-neguthtt w
I'-'I'I'I.I|15.|:I':‘.l
~ Administrative Management Services
[ HTTP [ HTTPS
[ Telnet B ssH
~ Network Services

[HTTPOCSP i Fine
() SNMP [ User-ID

[] User-ID Syslog Listener-S5L [] User-ID Syslog Listener-UDP @Md @ Dalste




B Fing

[ HTTP OCSP

B sump

[ Response Pages

[] User-ID

[ ] User-ID Syslog Listener-S5L
[] User-ID Syslog Listener-UDP

PERMITTED IP ADDRESSES

10.15.15.37
192.168.27.0/24

B Add (5 Delete

Ex. IPvd 192.168.1.1 or 192.168.1.0/24 or IPvé
2001sdbB: 23101 o 2000 sdhfi ] 251064

(8].4



Interface Name | ethernet1/8

Cunmnt| B |
Interface Type | Layer3 v |
Netflow Profile | None v |
Config | IPvd | IPv6 | SD-WAN | Advanced
Link Settings

Link Speed | auto v | Link Duplex | auto v Link State | auto v |
Otherinfo | ARPEntries | NDEntries | NDPProxy | LLDP | DDNS

Management Profile | mgmt v |
[ Adjust TCP MSS

IPwd MSS Adjustment | 40
IPwi MSS Adjustment | 60

[] Untagged Subinterface

) Use Management Interface forall @ Customize ) Use Management Interface forall @ Customize

IPvd | IPvé | Destination IPud | IPv6 | Destination

D SERVICE |suumc:m'rﬁm SOURCE ADDRESS D DESTINATION SOURCE INTERFACE |SD“ICE‘.DDRE“
AutoFocus ethernat1/8 198.51.100.1/24 192.168.27.7 vian 192.168.27.2/24
] | ] |
[ | cRLStatus vian 192.168.27.2/24 [ | wildfire paloal o.. | ethemeti/s | 198.51.1004/24
Dataplane ethemnet1/8 198.51.100.1/24 | ildfire. paloalto... | ethernet1/8 198.51.100.1/24 >
O
[ | pons ethemnet1/B 198.51.100.1/24 [ | 192168274 an 192.14827.2/24
[] | Panorama pushed updztes | vian 192.168.27.2/24 [ | 192.168.27.342 vian | 192.168.27.2/24
O |ons ethernet1/8 198.51.100.1/24 v
[ | External Dynamic Lists wvian 192.168.27.2/24
[ Emai vian 192.168.27.2/24
O |uTTe vian 192.168.27.2/24
0 et ethemet1/8 198.51.100.1/24
0 |,@mm |.,,‘qln |192.16&z7_2124 | (D add O Delete Set Selected Service Routes
O ||.m.n |vh1 |19z1a.&27.2m |
Set Selected Service Routes OK




Name: | JohnAdmin @ |

Authentication Profile | None |
[] Use only client certificate authentication (Web)

Password | ssevesses {i}_|

Confirm Password | sssssssssl @,—|

[] Use Public Key Authentication (SSH)
Administrator Type @) pynamic ) Role Based
| Superuser b |

Passwu‘dhuﬂn|ﬂum v|

Mame | PasswordPolicy @ |
mmwmwmﬂm |
Expiration Warning Period (days) | 20 |

|

|

Post Expiration Admin Login Count | 1
Post Expiration Grace Period (days) | 10




| Enabled
~ Password Format Requirements

Minimum Length | 12

Minimum Uppercase Letters | 1

hﬁmml.murasamiu-sh

Minimum Numeric Letters | 1

Hﬂm.nﬂpu:hlﬂ'ﬂ'actus|1

Block Repeated Characters | 2
[ Block Usemame Indusion (including reversed)

~ Functionality Requirements
NmPaawmﬂDiHu‘shﬂ‘a‘actus|B |

. Require Password Change on First Login
Prevent Password Reuse Limit | &

Bhd;PaHmﬂdmnNﬁnd&hﬁH!
Required Password Change Period (days) | 180
ermﬁmwmmmﬂmmm

Past Expiration Admin Login Count | 1
Past Expiration Grace Period (days} | 10

Functionallty requirements can be overrlidden by password profiles

OK Cancel |




Admin Role Profile

Mame |p-|:|i|:y admin

Description |

Web Ul | XMLAPI | Command Line | RESTAPI

(ACC
(%) Maonitar
() Policies
@ Security
(2 MAT
() QoS
(&) Policy Based Forwarding
(%) Decryption
(%) Tunnel Inspection
(%) Application Overide
(%) Authentication
(%) Das Protection
(%) SD-WAM
(%)) Rule Hit Count Reset
() Objects

Legend: () Enable (2 Read Only (%) Disable

oK [ Cancel




Admin Role Profile

Admin Role Profile

Mame | policy admin

Mame | palicy admin

Description | Description |
Web Ul | XMLAP1 | CommandLine | RESTAPI WebUl | XMLAPl | Command Line | RESTAPI
' () Report | () Objects
(") Log (/) Policies
(%) Configuration () Security Rules
(%) Operational Requests (=) MAT Rules
() Commit (/) Q05 Rules
(%) User-1D Agent (/) Policy Based Forwarding Rules
(") 10T Agent () Decryption Rules
(%) Expart () Tunnel Inspection Rules
(&) Import () Application Override Rules
() Awthentication Rules
(Z) DoS Rules
(Z) SD-WAN Rules
() Metwork
(%) Device
Legend: (%) Enable (£) Read Only (%) Disable Legend: () Enable (Z) Read Only () Disable
Ok Cancel
Admin Role Profile @

Mame |p-|:|iqfadnin |

Description |

Web Ul | XMLAPI

| Command Line | REST API

Mone

=

Mone
superuser
superreader
deviceadmin

devicersader




Profile Name | TACACS G |
B ~dministrator Use Only
- Server Settings
Timeout (sec) | 3 |
Authentication Protocol | CHAP v |

[ ] Use single connection for all authentication

~Sarvers
MAME | TACACS+ SERVER SECRET PORT |
TACL | 192168.27.33 e 49 |
F)Add (=) Delete

Enter the IF address or FQDM of the TACACS+ serer

Profile Mame | pangurus| B |
[ Administrator Use Only
~ Server List ~ Server Settings
NAME LDAP SERVER -~ PORT | Type | active-directary v
ADserver 192.168.27.7 636 | Base DN | DC=pangurus,DC=com v
Bind DN | paloalto@pangurus.com
Password | [TITITIL) @
Confirm Password | EEREEES @
@ Add (5 Delete Bind Timeout | o
Entter the IP address or FQDN of the LDAP server Saaunmn|aﬂ
Retry Interval | 60
. Require 55L/TLS secured connection
[ ] Werify Server Certificate for S5L sessions




Profile Name | RADIUS & |
[] Administrator Use Only

- Server Settings
Timeout {sec) | 3 |

Retries | 3 |

Authentication Protocol | PEAP-MSCHAPv2 |

[ ] Allow users to change passwords after expiry

[P Make Quter Identity Ancnymous
Certificate Profile | RADIUScert w |

~ Sarvers

NAME | RADIUS SERVER SECRET PORT |

RADIUS1 | 192.168.27.45 e 1812 |

() add (C) Delete

Enter the IF address or FQDN of the RADIUS server

Name | RADIUScert @ |
Usemame Field | Mone o |
User Domain | |
CA Certificates | 7] |mu|-: |nc|=auu OCSP URL |oupvsmnc:mnm1's |t:umt: NAME/OID
[ RADIUSca  hitp:ca pangurus.com ' rootypines |

(@ Add O)Delete T MoveUp | Move Down

Default OCSP URL (must start with hittp: or http4)

[] use CRL CRLReceive Timeout(sec) (5 | B Block session if certificate status is
krvowen
B 005t ocsoRmaaTimeoned S|
OCSP takes precedence over CRL . [ Block session if certificate status cannaot be
Certificate Status Timeout (sec) D retrieved within timeout
[ Block session if the certificate was not
issued to the authenticating device

[ Block sessions with expired certificates



Profile Mame | SAMLID

B |

[] Administratar Use Only

 Identity Provider Configuration

identity Provider ID | IDProvicededBy|dentityProvider

Identity Provider Certificate | saml-pangurus

Select the certificate that IDF uses to slgn SAML messages

Identity Provider 550 URL | sso.saml.pangurus.com

Identity Provider SLO URL | slo.saml_pangurus.com

SAML HTTP Binding for 550 Requeststo @ poyy ) Redirect
IDP '

SAML HTTP Binding for SLO Requeststo IDP @ ooce ) Redirect

[ Validate Identity Provider Certificate
B sign SAML Message to IDP

Ha:immﬂmkﬂhn{mm:k”ﬁﬂ

mei!ﬂa‘l‘lt|MFA

Certificate Profile | MFA-profile

— Server Settings

MFA Vendar | Duo v2

NAME VALUE

API Host
Integration Key |

Secret Key |

Tiecart {sac) | 30 [5 - 400]
Base URI | fauthiv2




Profile Name | admin-auth |

Authentication | Factors | Advanced

Type ||_m1=
Server Profile |pangum
Login Attribute |5ﬂ.MAu:uurtl~hm|!

<€

Password Expiry Wamning | 7
Mumbser of days prior to warning a user about password expiry.
User Domain | pangurus
Username Modifier | 5USERINPUTS% |
Single Sign On

Kerberas Realm | |
Kerberos Keytab | Click “Import” to configure this field | X Import

Profile Name | admin-auth| |

Authentication | Factors | Advanced

[ ] Enable Additional Authentication Factors
The factors below are used only for Authentication Policy

1 | racTors
[  mta-ckta

(DAdd O Delete T MoveUp | Move Down




Frofile Name | admin-auth |

Authentication | Factors | Advanced

~ Allow List

] | ALLOW LIST -~

H e T W

-
Bal

2 e\ faNEUTUS
3 tpiens
2 Vpn-reaper

D Add () Delete

~ Account Lockoat

Failed Attempts | [0 - 10] |
Lockout Time (min) | 0 |

Mame | Johnadmin |
Authentication Profile | admin-auth

v]

[ ] Use only client certificate authentication (Web)
[ ] Use Public Key Authentication (SSH)

inistrator Type (O Dynamic © Role Based

h'uﬂa|pul‘|cya:hin V|




Interface Mame | ethernet1/7

Ccurmant| |
Mﬂm‘l'wg|mrhulhﬁrz vl
Netflow Prafile | None ~ |

Config | Advanced

Assign Interface To
Security Zone | Mone v
MNone
New B Zone

Profile Name | vwire1 |
Interfacel | ethernet1/& w |
Interface2 | ethernet1/7 w |

Tag Allowed | [0 - 4074] |

Enter elther integers (e.g. 10) or ranges (100-200]) separated
|y commas, Invteger values can be between O and 4054,

[] Multicast Firewvalling
[ Link State Pass Through

Interface Mame | ethernet1/8

Cunmnt| |
Interface Type | Layer3 ~ |
Netflow Profile | Nane ~ |

Config | IPvd | IPvé | SD-WAN | Advanced

Assign Interface To
Wrmalnnutu'|dmz ﬂ
Security Zone | Untrust-L3 ~ |

- -



Ethernet Interface @

Interface Mame | ethemetl/8

Comment | |
Interface Type | Layer3 " J
Netflow Profile | Mone ' |

Config | IPvd | IPvé | SD-WAN | Advanced

[ ] Enable SD-WaN
Tee @ satic  PPPoE | DHCPClient

|:|||p

[  19851.10001/24

(B Add (C)Delete T Move Up Move Down

IP address/netrmask. Ex. 192 168.2 254/24

Config | IPvd | SD-WAN | Advanced

[ ] Enable SD-WAM
Tee  siatic @ prroE | DHCP Client
General | Advanced
[ Enable
Usermame | tomiEisp.com |
Password | R —— |

Confirm Passwoard | I |

Show PPPoE Client Runtime Info



Config | IPvd | SD-WAN | Advanced

[ Enable SD-WAN
Tree giatic © pPPoE ) DHCP Client
General | Advanced

Authentication | CHAP |
Static Address | 198.51.100.10 v |

[ automatically create default route peinting to peer
Default Route | 10 |

Metric
Service | |
[ Passive
oK Cancel )
A
Profile Name | default
Static Routes
General | ECMP
Redistribution Profile
[ | loophack Static | 10 |
OSPF = |,,m.d Static IPvé | 10 |
OSPFv3 0 |m,,,.ﬂz OSPFInt | 30 |
BGP [0 tunnel3 OSPF Ext [ 110 |
PR 0 |m.,.-.g,4 OSPFv3 Int | 30 |
O |,,|a... OSPFY3 Ext | 110 |
IBGP | 200 |
EBGP | 20 |
RIP | 120 |
(DAdd ) Delete




Name | dg |
Destination | 0.0.0.0/0 v
Interface |vhn W
Next Hop | IP Address v
| 192168271 i
Admin Distance | 10 - 240 |
Meiric | 10 |
Route Table | Unicast v
~ [ Path Monitoring
Failure Condition @ s, () a) Preemptive Hold Time {min) | 2 |
DESTINATION | PING
D MHAME EMABLE SOURCE IP 1P INTERVAL(SEC) | PING COUNT
[] | PathMonitor | 198.51100.10.. | 198511001 | 3 5
() add (C) Delete

Profile Name | groupi] |

VLAN Interface | vlan

W
Static MAC Configuration |
[] | INTERFACES ~ MAC ADDRESS INTERFACE
[] | ethernet1s1
[ ethernet1/2
[ | ethernet1/3
] |cﬂmn‘ﬂ:u'4
P Add O Delete D Add ©) Delete




Interface Mame | vlan |

Netflow Profile |Nnm.- oy |

Config | IPvd | IPvé | Advanced

Assign Interface To

VLAN | groupl ~ |
'\.‘iunlhu.ﬂr|-:h1‘ault v|
Sunﬂtv:nna|mn-bl3 ~...-|

&€ )

Imterface Name | vlan |

Netflow Profile |Nnm- o |

Config | IPwd | IPvé | Advanced

Tyre @ static | DHCP Client

] |w

[]  192.168.27.3/24

DAdd C)Delete T MoveUp | Move Down

&«

Interface Mame | [oophack NE

|
Comment | |
Metflow Profile | Mone w |

Config | IPvd | IPvé | Advanced

Assign Interface To

Virtual Router | default v |

Security Zone | Untrust-L3 |




Virtual Router - Static Route - IPv4 (%)

Mame | fwld

Destination | 10.0.0.0/24

Interface | tunnel.3

ethernet1/3.20

Mext Hop | Mone L4
Admin Distance | 10 - 240
Metric | 10
Route Table | Unicast e
Tunnel Interface 6]
Interface Mame | tunnel 4
Comment
Metflow Profile | Mone W
Config IPw4 IPwé Advanced
Assign Interface To
Wirtual Router | default "
Security Zone | vpn v
«» -
INTERFACE VIRTUAL SECURITY
INTERFACE TY¥PE LINK 5TATE | IP ADDRESS MAC ADDRESS ROUTER ZOME
Layer3 il none Oc1b:17:00:32:12 | none none
ethermet1/3
Layer3 [l 17216.0.1/24 default finance
ethernet1,/3.10
Layer3 i 192168271/ . default trust-L3



Interface Name | e E |
Interface Type | Layer3 |
Netflow Profile | None v |

Config | IPv4 | IPv6 | LACP | Advanced

- [ Enable LACP
Mode @ pacsive | Active
Transmission Rate (™ £ © Siom

[ ] Fast Failover
System Priority | 32768 |
Masximum Interfaces | 8 |

_ High Availability Options

[ ] Enable in HA Passive State
r:l Same System MAC Address For Active-Passive HA

MAC Address | Mone v
Select systemn penerated MAC or enter a valld MAC

Interface Mame | ethernet1/2

Comment | |
Interface Type |w£ﬁm e |
Aggregate Group | ael v |
| Advanced
Link Settings
kst V] 0] ke[|

LACP Port Priority | 32768 |




Ethernet Interface

Comment |

Interface Mame | ethemet1/5

Interface Type | Tap

Netflow Profile | Maone

Config | Advanced

~ Assign Interface To

Security Fone | TAPzone e ]

0,4 |: Cancel :I

Source Destination
MAME TYPE ZONME ADDRESS | ZONE ADDRESS | APPLICATION | SERVICE ACTION | PROFILE | OPTIONS

1 TAP-inspect | universal | g5 TAPzone @ any S TAPzone | any any 2% application-default | &) Allow | () BER
NFR Bundle 2] e 10/29/2020
Threat Prevention X 10/29/2020
PAN-DB URL Filtering * 10/29/2020

Decryption Port Mirror * 13 Perpetual
PAN- DNS Security T ) 10/29/2020

01 PA-850 4

PA-850-NFR GlobalProtect Gateway * @ 10/29/2020

Activate Licenses - ' Perpetual
) Activate Auth-Code 10/29/2020

" Activate Trial License

O Activate Feature License

Available Feature Licenses

Decryption Port Mirror

EULA

Notice

You are enabling the ability to view and store SSL decrypted sessions (e.g., Hypertext
Transfer Protocol Secure or HTTPS). A country or jurisdiction that governs the SSL sessions
may have regulations or laws prohibiting this conduct.

It is your responsibility to ensure that your decryption of the S5L sessions and subsequent
use of the decrypted SSL sessions are permissible under all applicable regulations or laws.
Palo Alto Networks is not responsible for any failure by you to comply with the applicable

regulation or law.

By clicking "Agree and Submit" below, you agree 1
AGREEMENT and SUPPORT AGREEMENT .

| understand and wish to proceed

Agree and Submit Refuse

Cancel



Chapter 3: Building Strong Policies

Antivirus Profile

MHame | AV-default
Drescription

Action Virus Exception Dynamic Classification

[ ] Enable Packet Capture

Decoders
DECODER -~ ACTION
http default |reset-both)
http2 default {reset-both)
imap default (alert)
pop3 default (alert)
smb default (reset-both)
Application Exception

Q

[] |hFPLICATIﬂH

(D Add () Delete

WILDFIRE ACTIOM

default [reset-both)
default (reset-both)
default (alert)
default (alert)
default |reset-both)

ACTION

DYMAMIC CLASSIFICATION
ACTION

default [reset-both)
default {reset-both)
default (alert)
default (alert)
default |reset-both)

Ditems | —



Anti-Spyware Profile

@8

Name | ASprofile

Description |

Signature Policies | Signature Exceptions | DMS Policies | DMS Exceptions

I:‘ POLICY NAME ‘ SEVERITY ACTION PACKET CAPTURE ‘
[]  simple-critical critical block-ip (source,120) single-packet
[] simple-high high reset-both single-packet
[]  simple-medium medium reset-both single-packet
[] simple-low-info low default disable
informational
B Add S Delete T MovelUp | Move Down Clone (] Find Matching Signatures

Anti-Spyware Policy

Policy Name | simple-critical

Threat Mame | any
Used to match any signature containing the entered text as part of the signature name

Category | any
Action | adware
Track By | any
Duration autogen
Packet Capture nackriaor
 Severity botnet
browser-hijack
|: any (Al
E c i command-and-control
|: high cryptominer
[ low dns
[ informati | dns-benign
dns-c2

dns-ddns







Nl'nnlASpmflIn (] |

Description | |

Signature Polides | Signature Exceptions | DNS Policies | DNS Exceptions

~ DNS Policles
Q( sitems ) > X
D | SIGNATURE SOURCE | LOG SEVERITY ‘ POLICY ACTION ‘ PACKET CAPTURE |

+  Palo Alto Networks Content

[J | default-paloaito-dns | high ' sinkhole | disable |

s © DINS Security

[ | Benign Domains | default (none) | default (allow} disable

[ | Command and Control Damains | default (high) | sinkhole | disable

[ | Dynamic DNS Hasted Domains | default (medium) | default (allow) | disable

[ | Mahware Domains | default (high) | sinkhole | disable

[] | Recentiy Registered Domains | default (medium) | default (block) | disable

~ DNS Sinkhale Settings

Sinkhole IPv4 | Palo Alto Networks Sinkhole IP {sinkhole.paloaltonetworks.com) ~ |
Sinkhole IPvé | 1Pv Loopback IP (::1) v |




Vulnerability Protection Rule

Rule Name | simple-client-critical

‘I'hmthlm|amr

Used to match any signature containing the entered text as part of the signature name

Action | Block IP v | Packet Capture | single-packet w |

Track BY @ source O Source And Destination
Duration [sec) | 120 |

Host Type |c|ient - | Category |mr w
~ Severity
E Any E Any
] |cve ~ [] | veNDOR ID -~ (] any (Al severities)
M critical
[ high
[ ] medium
[] low
[] informational
®aAdd (-)Delete ®aAdd (&) Delete
Used to match any signature containing the entered text as part of the signature CVE or Vendor ID
=3
Vulnerability Protection Profile Q=
Mame | VPprofile
Description |
Rules | Exceptions
PACKET
[ | RuLE NAME THREAT NAME | CVE HOST TYPE SEVERITY ACTION CAPTURE
simple-client- a a client critical block-i single-packet
0 l:rlt“lli:al rrv " (suurl:e?l?_l]] glepac
[]  simple-client-high any any client high reset-both single-packet
[]  simple-client- any any client medium reset-both single-packet
medium
simple-server- any any server critical block-ip single-packet
0 critical (source,120)
O ::[m#l&semr— any any server high reset-both single-packet
2
[ simy rVer- any any SErver medium reset-both single-packet
um
[  simple-low-infe  any any any low default disable
informational

(DAdd (S)Delete T MoveUp | Move Down (@)Clone () Find Matching Signatures




Mame |raspnmapagas |
~ Administrative Management Services

PERMITTED IP ADDRESSES

[ | HTTP

[] HTTPS

[ ] Telnet
[]ssH

~ Network Services
4 Fing

[ | HTTPOCSP
[] sMMP

[P Response Pages

[ ] userD

[ ] User-ID Syslog Listener-S5L
[ ] User-ID Syslog Listener-UDP

(HAdd (=) Delete

Ex. IPwd 192.148.1.1 or 192.148.1.0/24 or IPws
2001:db8:123:1=1 or 2001:db8:123:1::/64




URL Filtering Profile @

Name | URLprofile 0 |

Description

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Drynamic Classification

Q 73items | —
USER
CREDEMNTIAL
I:l CATEGORY SITE ACCESS SUBMISSION
[] | unknown continue allow
web- continue allow
b-advertisements nti I
[] | adult block block
[] | command-and-control block block
[] | copyright-infringement block block
[] | extremism block block
[] | malware block block

* indicates a custom URL category, + indicates exchernal dynamic list
Check URL Category

<D -

USER
CREDENTIAL
SITE ACCESS = | SUBMISSION
continue T‘;‘ Sort Ascending
- | TA
continue Tz Sort Descending
block ] Columns >
block Set All Actions > allow
block Set Selected Abibns alert
block Adjust Columns block
block I continue

override



URL Filtering Profile

Mame | URLprofile
Description

Categories URL Filtering Settings User Credential Detection

HTTP Header Insertion

Dynamic Classification

[ Log container page only
[ safe Search Enforcement
HTTP Header Logging

B user-Agent
[ Referer
[] ¥-Forwarded-For

HTTP Header Insertion

Mame | GSuite
Type Google Apps Access Control
Domains | poMAINS

*.google.com

gmail.com

(® Add (=) Delete

Headers | [ ] |HEA.D-ER

K-GooGApps-
Allowed-Domains

() Add (=) Delete

sirict file
blocking

() Add

Predefin...

=) Clone
. @



dsn
File Blocking Profile dwi @
dwg
Mame | FBprofile o H]
Descri
seription edif
o] alf 3items | — X
] | MAME -~ APPLICATIONS | FILE | emf | DIRECTION | ACTION |
/] gpudcallriskyﬁle any |:|_ encrypted-7z both block
ES
[ encrypted-doc
D encrypted-docx
D encwpted-ufﬁceﬁp
D encrypted-pdf
|| v
() Add (=) Delete
() add (S Delete
WildFire Analysis Profile @
Ha'ne|WFpruﬁIE| B |
Description
Q. Zitems | —»
[] |N.M-|E |AFPLICA.TIDH5 FILE TYPES DIRECTION | ANALYSIS |
|:| pdf any pdf upload private-cloud
[]  allfiles any any both public-cloud

(B Add (&) Delete



~ General
Threat ID | Name |
15000 - 18000 & 6900001 - FDOO000D
~Properties
sevry| ] oeon| 7]
Default Action | Alert v
CVE | Example: CVE-1999-0001 ‘ Configuration | Signatures
‘Vendor | Example: M503-026 G !
‘ ‘ Threat ID || Name |
41000 - 45000 & S800001 - S900000
— 5] oen| 7]
Default Action | Alert v | Affected System | client |

~References (one reference per line)

CVE ‘ Example: CVE-1999-0001 ‘ Bugtrag ‘ Example: bugtraq id ‘
Vendor ‘ Example: M503-026 ‘ Reference | Example: enwikipedia.org/wiki ‘
Mirus

e

Configuration | Signatures

Signature @) Standard @] Combination



Standard @

Standard | customsig |

Comment

Scope @ Transaction ) Session

Ordered Condition Match

D AND CONDITI | | | | | MEGATE
New And Condition - Or Condition @
Operator | Pattern Match N
Context | hitp-req-host-header v |
pere——

ftp-rsp-message
ftp-rsp-protocol-payload

Q gdbremote-reqg-context

D ‘ CILLACEEER gdbremote-rsp-context
giop-reg-message-body
giop-rsp-message-body
gtpv2-req-poo-realm

@ Add Or Conditic gtpv2-rsp-pco-realm
h225-payload
http-reg-boxnet-enterprise-subdomain
. ' Cancel

http-reg-cookie
http-reg-headers
http-reqg-host-header

(B Add (&) Delete

Cancel

13 matches a single character (e.g. 123, 133)
? dots? matches string with or without last character (e.g. dot, dots)
* dots* matches string with or without last character, and multiple repeats of last character (e.g. dot, dots, dotssss)
+ dots+ matches single or multiple repetitions of the preceding letter (e.g. dots, dotssss)
| ((exe)|(msi)) | OR function to match multiple possible strings (e.g. dot.exe, dot.msi)
[] x[abc] matches preceding string followed by any character between squared brackets (e.g. xa, xb, xc)
- x[a-z] matches any character in a range (e.g. xa,xm)
A X[*AB] matches any character except the ones listed (e.g. xC, x5)
{} x{1,3} matches anything after x as long as itis 1 to 3 bytes in length (e.g. x1, x123)
\ x\.y Escape character to exactly match a special character (e.g. www\.pangurus\.com)
&amp used to match & in a string




MNew And Condition - Or Condition @

Operator | Pattern Match R
Context | http-reg-host-header e

Pattern | exampleh.com

[] Megate
Q Zitems | 3 %
|:| QUALIFIER VALUE
[]  reg-hdr-type HOST
[] nhttp-method GET

\ 4l Hypertext Transfer Protocol
[ GET / HTTP/1.1\r\n
Host: www.example.com\r\n
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 18.15; rv:77.8) Gecko/20100181 Firefox
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9, image/webp,=*/+;q=0.8\r\n
Accept-Language: en-US5,en;g=0.5\r\n
Accept-Encoding: gzip, deflate\r\n
Connection: keep-alive\r\n
Upgrade-Insecure-Regquests: 1\r\n
Arin

[HTTP request 1/1]

/1.1-:-Ho st: www.
example. com::Use
r-Agent: Mozilla
/5.8 (Ma cintosh;
Intel M ac 0S X
18.15; r v:77.8)
Gecko/20@ 1@e1el F




Mame | DF profile| M

Description | |
[] Data Capture
Qrl Litem | = X
DATA ALERT BLOCK LOG
[] | paTTERN APPLICATIONS FILE TYPE DIRECTION | THRESHOLD | THRESHOLD | SEVERITY
[] | sensitive files | any Any baoth 1 2 critical
Name |sensiﬁ1m files m |
Description | |
Pattern Type | File Properties ~ |
@add ¢ |QL Sitems ) > X
Alert/Black ] | maME FILE TYPE FILE PROPERTY PROPERTY VALUE
[] | pdfclass Adobe PDF Classification secret
[]  pp sensitive Micrasoft PowerPoint Sensitivity sensitive
[] | rich text Rich Text Format Keywords/Tags internal use only
(D add (S)Delete (@) Clone
OK | Cancel )
Mame | default m:l
Antivirus Profile | AV-default v |
Anti-Spyware Profile | Asprofile W |
Vulnerability Protection Profile | VPprofile v |
URL Filtering Profile | URLprofile v |
File Blocking Profile | FBprofile v |
Data Filtering Profile | DFprofile v |
WildFire Analysis Profile | WFprofile v |
Source Destination
NAME TYPE ZONE ADDRESS | ZONE ADDRESS | APPLICATION SERVICE ACTION | PROFILE | OPTIONS
10 ‘ intrazone-default ‘ intrazone  any any (intrazone) any any any ‘ @ Allow ‘ none ‘ none ‘
11 ‘ interzone-default ‘ interzone  any any any any any ‘ any ‘ Dery ‘ none ‘ none ‘



General | Source | Destination | Application | Service/URL Category | Actions

(] Any ] ny [an v
[] | source zoME -~ [] | sourceE ADDRESS -~ [] |source user ~
B = untrust-L3 rl@ Palo Alto Networks - Bulletproof 1P addre

O
] '@ Palo Alto Networks - High risk IP address
/]

| W

External Dynamic List
.. Minemeld feed

- Palo Alto Metworks - Bulletproof IP addresses

. Palo Alto Networks - High risk IP addresses
() Add () Delete ® | o e e (=) Delete
= I

Palo Alto Nal'%kx - Known malicious IP add
__I_ 0.0.0.0-0.255 _:] External Dynamic List: pum-lumn-ip-liat|
- 1000.0.0-10.255.255.255 ﬂiﬂ&ﬂrvaﬂlﬂ.ﬂ.ﬂ.ﬂ-lﬂQ#

General | Source | Destination | Application | Service/URL Category | Actions

|5a|-a|::t w | E Any
[ ] | DESTINATION ZONE -~ [ ] | DESTINATION ADDRESS -~

] rm Unirust-L3

L] IIIrFql:l'l'lz

General | Source | Destination | Application | Service/URL Category | Actions

~Action Setting ~Log Setting
Action | Drop v | [] Log at Session Start
[] Send ICMP Unreachable ¥ Log at Session End
Log Forwarding |dafal.lt v |
~ Profile Setting ~Other Settings
Profile Type | Group v Schecule | None v |
Group Profile |dn‘lau|t v | QoS5 Marking |Nune ~ |
[ ] Disable Server Response Inspection




General | Source | Destinati

| Application | S

ice/URL Category | Actions | Usage

Ol any

B any

E

] £ ]

[] | sourcE zoNE ~

O |suun::Annn=ss ~

O | SOURCE USER ~

O |:uun:: DEVICE ~

O | P dmz
O | = trust-L3

General | Source | Destination | Application | Service/URL Category | Actions | Usage

|selex:t w | D Any |=r|y i |
[] | DESTINATIGN ZONE ~ [] | pESTINATION ADDRESS -~ O |D!!'I'INA1'IDN DEVICE ~
O e untrust-L3 O Palo Alto IP
[0 B Paloalto ks - High risk IP add
O Palo Alto - Known 13
12 ‘ catchall universal ‘ any any any any any | % application-default ‘ & Drop ‘ I@ ‘ =[EN
13 ‘ catchall-any universal | any any any any any any ‘ & Drop ‘ @ ‘ @
14‘lrumu-dufull ‘Immn‘uw ‘aw (intrazone) ‘uw ‘aw |alw ‘@Alm‘m ‘m
15 | interzone-default | interzone | any | any any | any | any | any | S Deny | none | none

Mame | allowed mgmt applications

@]

QL

9items | = X

[ ] | APPLICATIONS

[] | ssl
(] dns
[ ot
[] paloaito-updates
[]  paloaito-wildfire-cloud
[] paloaito-gp-mfa-notification
] | paloalto-logging-service
|

(3 Browse (D) Add (=) Delete




Application Filter

®

NAME | business applications [J Apply to New App-IDs only & Clear Filters 421 matching applications
CATEGORY -~ SUBCATEGORY -~ RISK -~ TAGS ~ CHARACTERISTIC -~
1278 business-systems 45 grp-crm 184 FY Enterprise VoIP @ Data Breaches
636 collaboration 198 general-business 137 79 Evasive
510 general-internet 464 ics-protocols :I.DO— 0 47 Excessive Bandwidth
423 media 146 instant-messaging — T 11 FEDRAMP
505 networking 76 internet-conferencing " n 27 HIPAA
2 unknown 279 management s8 i 30 IP Based Restrictions
11 marketing 0 |hluck| 115 Mo Certifications
MNAME CATEGORY SUBCATEGOF RISK TAGS STANDARD PORTS EXCLUDE
[&5 adobe-connectnow (1 out
*. [F%. adobe-connectnow-b: collaboration  internet-confer E m tcp/B0,443,1935
D
[5 adobe-cq business-syster general-busine: B Web App tcp/4502,4503
[&§ adobe-creative-cloud
55, adobe-creative-cloud- business-syster general-busines 2] tcp/443, 80

Page | 1| of13

Show Technology Column

Application Filter

L]

Displaying 1 - 40 of 496

«=» -

®

MNAME | enterprise VolP l:‘ Apply to New App-1Ds only 2 Clear Filters 76 matching applications
CATEGORY -~ SUBCATEGORY -~ RISK -~ TAGS -~ CHARACTERISTIC -~
1 business-systems 17 file-sharing 20 76 AT 18 Evasive
50 collaboration 1 infrastructure 28 38 Excessive Bandwidth
17 general-internet 4 instant-messaging 14 0 3 FEDRAMP
4 media 25 internet-conferencing "] Palo Alto Metworks 18 HIPAA
4 networking 1 management 13 ﬂ 8 IP Based Restrictions
4 photo-video 18 &2 20 No Certifications
3 remote-access 0 |bluck| 7 PCl
NAME CATEGORY SUBCATEGOF RISK TAGS STANDARD PORTS EXCLUDE
5 gotowebinar
%gﬁtmueblnar—hase collaboration  internet-confer (1] m 1853,443,80,8200 tcp,udp
@ gotowebinar-downloa general-interne file-sharing 2 ] m 443 tcp
P
@ gotowebinar-uploadin, general-interne file-sharing m 443 tcp
P
Page | 1 of3 F M Displaying 1 - 40 of 89
Show Technology Column Cancel



General | Source | Destination | Application | Service/URL Category | Actions

(] any Q( 21 Ihams) =
[] | aPPLICATIONS -~ [] | pEPENDS ON -~
] '@ enterprise VolP [] | adobe-flash-socketpalicy-server
[ allowed| — O |mn—du|d—drhrn—hma
Application Group [ |a'mmn-du.|d-dri1m-u|:lnad[ng
allowed mgmt applications I | boxnet-base
A_p[l:a'l.'lun Filter | | citrix
- allowed web apps | Application Group: allowed mgmt q:plir.utiuns|
' n | citriw-jed
New (5} Application Filter [} Application Group
| |mmuta—bm
@Add E} Delete Add To Current Rule  Add To Existing Rule

S e

General | Source | Destination | Application | Service/URL Category | Actions

L] Any Q. aitems | —> X
I:l APPLICATIONS -~ I:l DEPENDS ON -~
] r@ ms-Sms B ms-update
I
[] web-browsing
B webdav
(D Add (&) Delete Add To Eu&:ent Rule Add To Existing Rule

S (e



General | Source | Destination | Application | Service/URL Category | Actions

 application-default v |
application-default
\
any

~ Log Setting
[ ] Log at Session Start
[ Log at Session End

Log Forwarding |dEfa|.it

 Other Settings
Schedule |fauahnuk

QoS5 Marking |h|un&

[ ] Disable Server Response Inspection

Name | facebaok ® |
Recurrence | Daily w
START TIME Daily
i &
00:00 Weekly
F12-00 Naon-recurring
18:00 |'23=59‘
() Add (S Delete




O PA-220

MONITOR POLICIES OBJECTS NET

5 Searky © [ Tags to mark e
F+ NAT . Source
2 o security rules
Policy Optimiz‘er = TAGS GROUP TYPE ZONE
3 No App Specified O none (3) 1-3 7 | allowbyod E3 vpn universal [T Sirponl
[A Unused Apps O '\ Tapzone (1) 4
“ %= Rule Usage
) Unused in 30 dayh I von (6) 510 8  allow-all-AV [ von | vpn universal  [EEETT 2 ippool =
D) Unused in 30 dayt | ) Blf king (4) 1114
) Unused 1
9 | allow-all-openvpn E3 vpn universal  [EEETTI 2 ippool =] {uebserverfarm-public
[ ven | T universal | TN Sippool any
Tags to group
security rules _ ‘
Object : __Aone () Enable () Disable Move ~ PDF/CSV ] pighlight Unused Rules B View Rulebase as Groups  Reset Rule Hit Counter « Group v
INTERFACE MANAGEMENT VIRTUAL SECURITY
INTERFACE TYPE PROFILE LIMK STATE | IF ADDRESS ROUTER ZONE
& ethernet1,/1 Layer3 198.51.100.2/24 default Untrust-L3
(== ethernet1/2 Layer3 192.168.27.1/24 default Trust-L3
&5 ethernet1,/3 Layer3 1000001724 default DMZ-L3
Source Zone PBF ¢ N )
Initial Packet Addr Forwarding Destination NAT Policy
Processi Zone Evaluation
ng User-ID lookup

MNAT Policy Rule @
General Original Packet Translated Packet
Destination Zo
D Any € on <one H Any D Any
Untrust-L3

] |scun-::E ZOME ~

0 e

(D Add (&) Delete

~ 1O ‘SGUHCEADDRESS -~ | Il |DEsT|NATmN ADDRESS ~

O | 2109511002

Destination Interface

ethernet1/1 W
Service
any v

(DaAdd (=) Delete (D Add () Delete



NAT Policy Rule

General | Original Packet | Translated Packet
~ Source Address Translation .~ Destination Address Translation
Translation Type | Mone e | Translation Type |Staﬁc: IP e |
Translated Address | 10.0.0.5 - |
Translated Port | 1 - 65535] |
~ I':'I Enable DMS Rewrite
Direction | reverse v
NAT Policy Rule @
General | Original Packet | Translated Packet
I:l Any Destination Zone I:l Any H Any
] ‘souucz ZONE ~ |l""'t”"5""-3 e | ] ‘souuznnnnsss ~ ] |DE!TINATI|:|N ADDRESS -
L Destination Interface LI Bdhepspace
|ememe-t1r1 - |
Service
E 2
(P add () Delete (P add (—)Delete D Add () Delete

General | Original Packet | Translated Packet

General | Original Packet | Translated Packet

~ Source Address Translation

Translation Type | Dynamic IP And Port

Address Type | Interface Address

Interface | ethemnet1/1

~Source Address Translation
v | Translation Type | Dynamic IP And Port v
v | Address Type |Tmmlated Address - |
e | TRANSLATED ADDRESS -~
IP Address | 198.51.100.2/24 v | 198.51.100.3

198.51.100.5-198.51.100.38
198.51.100.128/29

L]
0
0
0
®

Add (5 Delete




General | Original Packet | Translated Packet

~ Source Address Translation

Translation Type | Dynamic IP w

D TRAMSLATED ADDRESS -~

[] 198.51.1000/24
[] 2030.1130/24

(D Add (&) Delete
~ Advanced (Dynamic IP/Port Fallback)
None v

| Translated Address
Interface Address

&

None

General | Original Packet | Translated Packet

l:‘ Any Destination Zone |:| Any E Any
[] | souRcE ZONE ~ |U““""t"-3 ~ | [] | sOURCE ADDRESS ] ‘n:s'rmrrlaumnnss ~
O "z Trust-L3 [ 2serverfarm
Destination Interface
|aﬂ|emet1.f1 v |
Service
E vl
(D) Add (O Delete B Add (=) Delete () Add (=) Delete

General | Original Packet | Translated Packet

Source Address Translati Destination Address Translation
mnmﬁmm|mw vl [ Translation Type | None v
Translated Address | serverfarm-public

[ Bi-directional




General | Original Packet | Translated Packet

l:‘ Any De on Zone E Any |:| Any
[] | source zoNE ~ | Untrust-L3 ~ |10 |suuu:u.nnn::s ~ [] | DESTINATION ADDRESS ~
O O '@ases11002
Destination Interface
|elhernsﬂ,’1 v |
Service
E %)
D add (©)Delete D add (O Delete ®add (=) Delete

General | Original Packet | Translated Packet

Source Address Translation ~ Destination Address Translation
Translation Type | Dynamic IP And Port - | Translation Type |static|P v |
Address Type | Interface Address v | Translated Address | 10.0.0.5 v |
Interface | ethemet1/3 v | Translated Port | [1 - 65535 |
IP Address | 10.0.0.1/24 v | || (O Enable DNS Rawrite
{ Direction | reverse R

Translated Address | 10.0.0.5 . |
Translated Port | 1 - 65535] |
[ Enable DNS Rewrite
Direction | Feverse v J
NEverse |
forward




Destination Address Translation
Translation Type | Dynamic IP (with session distribution) -
Translated Address | serverfarm v

Translated Port | [1 - 65535]

Session Distribution Method | Round Robin v

Round Robin {Eﬂ
Source IP Hash
IF Modulo

IP Hash



Chapter 4: Taking Control of Sessions

Actions Usage

Log Setting
w [ ] Log at Session Start
[ Log at Session End
Log Forwarding | default

Other Settings
w Schedule | Mone v
w QoS Marking | None v]
IP DSCP
| IP Precedence

Follow Client-to-Server Flow
MNone

Y

200 Mbps dowload
50 Mbps upload




Profile Name: ‘ internet-download

EeruMu‘Zl]

!srusxG.nmbmd‘U

Profile Name ‘ internet-upload|

E'rIuMu‘Sﬂ

mxmm\u

~ Classes - Classes
Class Bandwidth Type @ ppps () percentage Class Bandwidth Type @ pmpps () percentage
EGRESS GUARANTEED EGRESS GUARANTEED
[ | cLass PRIORITY ~ EGRESS MAX (MBPS) (MEPS} [ | cLass PRIORITY -~ EGRESS MAX (MBPS) (MEPS}
[ | class5 medium 50 0 [ | class1 real-time 0 20
[  class1 real-time 0 20
~Profile Profile

meleannlvpn

Profile Name [ intemal

Egress Max | 0 Egress Max \ [}
Egress Guaranteed | 0 ‘Egress Guaranteed ‘ [}
-~ Classes ~Classes
Class Bandwidth Type @ mbps () percentage Class Bandwidth Type @ mbps (' percentage
EGRESS GUARANTEED EGRESS GUARANTEED
] | cLass PRIORITY EGRESS MAX (MBPS) (MBPS) [ | cLass PRIORITY ~ EGRESS MAX (MBPS) (MBPS)
[ class# medium o 20 [ classs low 300 0

Physical Interface | Clear Text Traffic | Tunneled Traffic

Interface Name | ethemet1/1 . |

Egress Max (Mbps) | 50 |
[ Turn on QoS feature on this interface

Defauit Profile
Clear Text | internet-upload v |

11111d|nterfana|1-'l:l'i vl




Physical Interface | Clear Text Traffic | Tunneled Traffic

Interface Name | ethernet1/2 v |
Egress Max (Mbps) | 1000 |
[ Turn on QoS feature on this interface

Default Profile

GlarToe

Tunnel Interface | None

Physical Interface | Clear Text Traffic | Tunneled Traffic

Egress Guaranteed (Mbps) | 0 |
Egress Max (Mbps) | 1000 |

l:l MNAME QOS5 PROFILE SOURCE INTERFACE SOURCE SUBNET

[] userupload internal ethemet1/3 any

O | internet | internet-download ethemet1/1 | any |
D Add (C)Delete

Physical Interface | Clear Text Traffic | Tunneled Traffic

Interface Name | ethemet1/3 ~ |
Egress Max (Mbps) | 1000 |
B3 Turn on QoS feature on this interface

Tunnel Interface | Mone
Physical Interface | Clear Text Traffic | Tunneled Traffic

Egress Guaranteed (Mbps) | 0 |
Egress Max (Mbps) | 1000 |

l:‘ MNAME QOS5 PROFILE SOURCE INTERFACE SOURCE SUBMNET
]  userupload intermal ethernet1/2 any
[] intemetdownload  intemetdownioad ethemet1/1 any |

(B Add (=) Delete




| Source

D SOURCE ZONE

[J  P=DMz-L3 select | General
O Trus

| Source | Destination | Application | Service/URLCategory | DSCP/ToS | Other Settings

L any
[] | apPLICATIONS ~

[0 enterprise voip

®add (O Delete
General | Source | Destination | Application | Service/URL Category = DSCP/ToS | Other Settings
Class [ 1 [ p—
Schedule | Nane v

| Source

D SOURCE ZONE ~

| v] General | Source | Destination | Service/URL Category | DSCP/ToS | Other Settings
[] | DESTINATION ZONE ~
O | pzaDMzZ-L3 [ any
0O |:| APPLICATIONS -~
[5 enterprise Vol
®add (C)Delete | | Source | Destination | Application | Service/URL Category | DSCP/ToS | Other Settings
® Class |1 v
. Schedule | None ~|




QoS Policy Rule ®

General | Source | QoS Policy Rule @
[ any General | Source | Destination | QoS Policy Rule @
[] | source zoNE -~
O [ seloct ~ ] General | Source | Destination | Application | Service/URL Category | DSCP/ToS | Other Settings
D |D‘I'INA'I’IDN ZONE ~
O emDMzL3 O any
(| |App|.||:n|nus ~
O Ewm
Oa & ms-ds-smb
O [ seps
() Add (=) Delete R 3
QoS Policy Rule @
() Add
General | Source | Destination | Application | Service/URL Category | DSCP/ToS | Other Settings
Class |8
Schedule ‘ Mone

OK

(oS Statistics

Guaranteed Applications | Source Users | DestinationUsers | Security Rules | QoS Rules

Egress
(Mbps) )
M internet [l class 1 class 2 class3 [l cass4 [l class5
== ethernet1/2 Miclass6 Mlclass7 Mlclass 8
== regular-traffic 114.64 175
# [ default-group  0.001 1000 0
# [ userupload 0.001 1000 0.01
2T internet 0.001 200 114.63 150
class 1 0.001 200 0
class 2 0.001 200 0
class 3 0.001 200 0 g_ 125
class 4 0.001 200 66.03 =
class 5 0.001 50 486 g 100
class 6 0.001 200 0 3
dlass 7 0.001 200 0 2
- -]
class 8 0.001 200 0 = 75
tunnel-traffic E
(] bypass-traffic 0 5
= 5
25
0
22:31:30 22:32:00 22:32:30 22:33:00 22:33:30




Generate Certificate

Generate Certificate

Generate Certificate

Certificate Type @) Local

Certificate Name | root signing cert

Common Name | root.example.com

1P ar FQDN to appear on the certificate

Signed By

Certificate Authority
[] Block Private Key Export

OCSP Responder
~ Cryptographic Settings
Algorithm | RSA
Number of Bits | 2048
Digest | sha256
Expiration (days)

@
&

Certificate Attributes

[ | vree

O 'Cnumry = "C" from "Subject”
field

O 'Organliatim ="0" from
“Subject” field

" Email = "email " part
pa

(P Add

(=) Delete

[] | MAME

o @mﬂtsigning cert

Eg. decryption subordinate

Certificate Type @) Local

Certificate Name | decryption

Common Name  decrypt.example.com

Certificate Type ) Local

Certificate Name

1P ar FQDN to appear on the certificate

Signed By = root signing cert

~ Signed By
Certificate Authority Certificate Authority
[[] Block Private Key Export [T] Black Private Key Export
OCSP Responder v OCSP Responder
~ Cryptographic Settings ~ Cryptographic Settings
Algorithm | RSA e Algorithm | RSA
Number of Bits | 2048 e Number of Bits | 2048
Digest | sha256 v Digest | sha256
Expiration (days) | 345 Expiration (days) | 365

Certificate Attributes Certificate Attributes
[ | rree VALUE [ | Tvee VALUE

r r L . o

Country = "C" from “Subject™ BE Email = " " part inc om

O field U of "Subject" CN filed

> > (CN=CommonMame/emailA...
D ‘Organization = "0~ from example.com

“Subject” field
[ [Email = “emai “part | com
Dadd (=) Delete ®add (&) Delete

EXPIRES SUBJECT

Jan 20 20:50:19 2021 G...

Jan 20 20:52:59 2021 G...

untrusted cert

Comman Name = DangerWillRobinson

IP.or FQDN to appear on the certificate

C = BE, O = example.com, CN = ro...

C =BE, O = example.com, CN = de...

Renew . Import §Z Generate .- Export Certificate - Import HA Key




& seti.org

5 root.example.com

L B decrypt.example.com
L B *setiorg
[

INSTITUTE

decrypt.example.com

Intermediate certificate authority

Expires: Wednesday, 20 January 2021 at 21:52:59 Central
European Standard Time

Details e m

& seti.org

B USERTrust RSA Certification Authority

+ B Network Solutions OV Server CA 2
p ‘s I *setiorg
®

INSTITUTE
|  Network Solutions OV Server CA 2
Intermediate certificate authority
Expires: Tuesday, 24 September 2024 at 01:59:59 Central
European Summer Time

Details

Import Certificate @

Certificate Type () Local SCEP
Certificate Mame | www.example.com
Certificate File | C\fakepath\cert.pem Browse...

File Format | Basesd4 Encoded Certificate (PEM) v

|:| Private key resides on Hardware Security Module
Import Private Key
[ | Block Private Key Export

Key File  Cihfakepathhkey key Browse...

Fassphrase sesssssss

Confirm Passphrase | #essssass




v gElDigiCert Global Root CA CN = DigiCert Global Root CA

CN = DigiCert Global Root CA ¥
v@nﬁmsm Secure Server CA CN = DigiCert SHAZ Secure Server CA  CN = DigiCert Global Root CA @
EW example com CN = www.example.com CM = DigiCert SHAZ Secure Server CA

Policy Based Forwarding Rule )

General Source Destination/Application/Service Forwarding

Type Zone W |_]Al'l"f any

e
(| |zuNE ~

| N |suum:£.mum-:ss -~ | [ |sounczu5m ~ |

] Trust-L3 O 192168270024

Policy Based Forwarding Rule

General Source Destination/Application/Service Forwarding

B Ay B Any select

| |DESTINATIDN ADDRESS ~ | O |APPL|CA1|0H5 -~ H ‘sr_mru:: ~ |

[ ¥k service-https
Policy Based Forwarding Rule

General Source Destination,/Application/Service Forwarding

Action | Forward
Egress Interface | ethemet1/B
@ A Mext Hop | IP Address

1%8.51.100.2
[ Ney
Monitor

Profile |failover

H Disable this rule if nexthop/monitor ip is unreachable
IP Address | 198.51.100.2

] Enforce Symmetric Return

NEXT HOP ADDRESS LIST

Schedule | None



Policy Based Forwarding Rule @

General | Source | Destination/Application/Service | Forwarding

Action | Forward W |
Egress Interface | ethernet1/2 " |
Next Hop | IP Address w |
| mailserver o |
~ ] Manitor
Profile | v |
|:| Disable this rule if nexthop/monitor ip is unreachable
IP Address
~ (@) Enforce Symmetric Return
MEXT HOP ADDRESS LIST
203.0.113.1
(O Add (S Delete
Schedule | None w

ISP1 ISP2




Virtual Router - default @3

Router Settings Mame | default
Static Routes
© General | ECMP
Redistribution Profile
aIp [ Enable [] | NTERFACE WEIGHT
[ symmetric Return [] ethernett/4 50
OSPF i
[ strict Source Path [ ethernet1/1 100
OS5PFv3 Max Path | 2
BGP Load Balance
Methed | Weighted Round Robin ) ]
Multicast
IF Modulo
IP Hash
Weighted Round Robin

Balanced Round Robin {‘@

@Add @ Delete

<D -



Chapter 5: Services and Operational Modes

Ethernet Interface

Interface Mame
Comment

Interface Type | Layer3

Metflow Profile | None

Conhg IPvd IPvé SD-WaAN Advanced

[ | Enable SD-WAM

Type (D static  PPPoE ‘@ DHCP Client
Enable
Autormatically create default route pointing to default gateway provided by server
[ ] Send Hostname system-hostname v
Default Route Metric | 10

Show DHCP Client Runtime Info



Interface | ethemet1/2 “ |

Mudalautl: v]

Lease | Options

[H Ping IP when allocating new IP
Lease ) yniimited @ Timeout

EMEHMEMIHM

] [ rooLs RESERVED
ADDRESS MAC ADDRESS DESCRIPTION
[] | 192.168.27.128/25
192.168.27.4
192.168.27.5 | 64:76:ha:94:F1:22 | 1aBtop |
Interface | ethemet1/2 v |
@— Mode | auto v ]
" lLease | Options
|nh.nmm|mmuﬁ v] ~ Custom DHCP options
(2}, Check inheritance source status ] ‘ NAME CODE TYPE VALUE |
Gateway | 192.168.27.1 |
Subnet Mask | 255.255.255.0 |
Primary DN5S | inherited e ]
Secondary DNS | 1.0.0.1 v |




Interface | EHfiEmEE1/3 v |

[ 1Pva

DHCP SERVER IP ADDRESS

192.1468.27.4

(D Add () Delete

LDIM

]

DHCP SERVER IPV& ADDRESS IMTERFACE

(D aAdd (&) Delete

Specify outgoing interface when using an IPv$ multicast address for your DHCPwS

SErner




DNS Proxy @

[ Enable

O |INTEI1FM:E ~ |
Mame | dns proxy

[ ethemet1/2
Inheritance Source | Mone ~ 1 [ ethemet1/3
[:1\ Check inheritance source status
Primary | 1.1.1.1 ~

Secondary | Mone

™ @ Add @ Delete

DMS Proxy Rules Static Entries Advanced

Q Litem | > X
I:‘ | NAME | CACHEABLE DOMAIN NAME PRIMARY SECONDARY
[] example.com u example.com 192.168.27.6 192.168.27.7

DMS Proxy Rules Static Entries Advanced

Q litem | — X
D | NAME FQDHN ADDRESS
[ mailserver mail.example.com 10:0.0.25
@A
DMS Proxy Rules Static Entries Advanced
TCP Queries Cache
Max Pending Requests | 64 [ Enable TTL

@ Ade Time to Live (sec) | B&400

UDP Queries Retries

[ Cache EDNS Responses
Interval (sec) | 2

Atternpts | 5

[ Enable HA
Group ID | 50 |

Description | |

Mode @ sctive Passive (' Active Active

[ Enable Config Sync
Peer HA1 IP Address | 192.168.27.14 |

Backup Peer HA1 IP Address | 10.0.0.14 |




Active/Passive Settings 0

Passive Link State o Shutdown ”'“ Auto

Monitor Fall Hold Down Time (min) | 1

Interface Mame

Comment |

Interface Type | Layer3
Netflow Profile | MNone

Config | IPvd | IPvé | LACP | Advanced

~ () Enable LACP

Mode @ pacsive () Active

Transmission Rate () po D siow
[] Fast Failover
System Priority | 32768

Maximum Interfaces | [

~ High Availability Options

[ Enable in HA Passive State
[C] Same System MAC Address For Active-Passive HA

MAC Address | None

Select system penerated MAC or enter a valid MAC

Config | IPv4 | IPvé | LACP | Advanced

Otherinfo | ARPEntries | NDEntries | NDPProxy | LLDP | DDNS
{amm

LLDP Profile | lidp

[Hlﬂl.ﬂuﬂlﬂﬂyt‘mﬂm

B Enable in HA Passive State ‘

é Import HA Key é Export HA Key



General | HA Communications | Link and Path Manitoring

Setup

Enable HA
Group ID' 50
Diescription
Mode  active-passive
Enable Config Sync
Peer HAL IF Address 172.16.0.2
Backup Peer HAL IP Address 10.0.0.14

General | HA Communications | Link and Path Monitoring

~ Control Links
HA1 @ HALBackup
Port ethernetl/s Port ethernet1/5
1P 1Pyt Address  172.16.0.1 IPud/IPvé Address 10.0.0.13
Netmask 255.255.255.252 Metmask 255.255.255252
Gateway Gateway
~ Data Links
| [
Enable Session Synchronization E Port
Port hsci IPv4/|Pvé Address
IPv/IPvé Address Metmask
Metmask Gateway
Gateway
Transport ethemet
Action log-only
Threshold {ms) 10000




HA Virtual Address ©)
Interface | ethemet1/8 v |
IPvd | IPv6
Floating ARP Load Sharing
BIND TO
ACTIVE DEVICE 0 DEVICE 1 FAILOVER ON
D ADDRESS TYPE PRIMARY PRIORITY PRIORITY LINK DOWN TYPE SEED
[] | 1985110015 | floating 0O 10 100 true
[] 1985110016  floating 0O 100 10 true
[] | 1985110017 | floating /] true
[] | 198.51.100.18 arp-load-sharing D ip-modulo
[] | 1985110019 | arp-load-sharing | [ ] ip-hash 254313245
IPv4 @ IPv4 @
IPv4 Address | 1985110015 v ] IPv4 Address | 198.51.100.18 v
Tvpe @ Floating ) ARP Load Sharing N Tvpe (O Floating @ ARP Load Sharing
[[] Floating IP bound to the Active-Primary device Device Selection @ |p pmodulo ) IP Hash
Device 0 Priority | 10 | Algorithm
Device 1 Priority | 100 |
[ Failover address if link state is down OK

NAT Policy Rule

General

Crigimal Packet Translated Packet Active /Active HA Binding

Active/Active HA Binding | primary

primary
both

You are switching the multi virtual system capability. This will
trigger a commit. Do you want to continue?




Virtual System ®

D 2 [1=]
D Allow forwarding of decrypted content

Name | Beta em'imnmenﬂ |

General | Resource

Sessions Limit | [1 - 262144]
Policy Limits VPN Limits
Security Rules | [0 - 2500] Site to Site VPN Tunnels | [0 - 1024]
NAT Rules | [0 - 3000] Concurrent S5L VPN Tunnels | [0 - 1024]

Decryption Rules | [0 - 250]
QoS Rules | [0 - 1000]

Inter-Vsys User-ID Data Sharing

[] Make this vsys a User-ID data hub
Application Override Rules | [0 - 250) User-ID data on the User-ID hub is available to all other
virtual systems
Policy Based Forwarding Rules | [0 - 500]

Authentication Rules | [0 - 1000

DaS Pratection Rules | [0 -

& VLANS Name Interfaces Configuration RIP

g virtual Wires default ethermnet1/1 Virtual System: vsysl

% Virtual Routers ethernetl/2 ECMP status: Disabled

12 1PSec Tunnels v2-default ethemet1/7 Virtual System:

#5% GRE Tunnels ethernet1/8 ECMP status: nﬁ
etace  IefaaTpe  UkSate PAdkms  VeeslRowr  Tg  VUAW/Veiee  VimeiSsten  SeariyZoe
&z ethemet1/1 | Layer3 [ 198.51.100.2/24 = default Untagged | none vsysl L3-untrust-vi
mmmuz‘ Layer3 | [ ‘ 10.0.0.0/24 | default | Untagged | none ‘ vsysl | L3-trust V1
=2 ethemet1/7 Layer3 Ii| 198.51.100.6/24 | v2-default Untagged none Beta environment  L3-untrust-v2
mmmua‘ Layer3 | [ ‘ 10.1.0.0/24 | v2-default | Untagged | none ‘ Beta environment | L3-trust-V2



]

Administrator

Name vsys2admin
Authentication Profile  authprofile hd
[ | Use only dlient certificate authentication (Web)
[ Use Public Key Authentication (SSH)

Administrator Type (®) Dynamic () Role Based

| Virtual system administrator -

B | Virtual System Superuser

r 5 Superuser (read-only)
Device administrator

Device administrator (read-only)

Virtual system administrator e
B

Virtual system administrator (read-only)

paloalto

HETWORKSE

Dashboard ACC Monitor Policies Objects Network Device

Add @ Delete

= ®Hebp

7 20ns « T © ©
v @ GlobalProtect
@ portals
EGateways Interfaces [ Z. P
Qrom [ Name Location -« Type  Virtual P B =7 B x
[ Device Block List o sl
(]1gnt|ggg Apps |:| L3-trust-V2 Beta environment (vsys2) layer3 ethernetl/B any none
5 Clientless App Groups ‘D L3-untrust-V2 = Beta environment (vsys2) layer3 | ethernetl/7 any nZI:
@, SD-WAN Interface Profile

Badd @ E,s PDF/CSV



Admin Role Profile

(®) virtual System
Web Ul XML/RESTAPI ~ Command Line
® Dashboard Administrator
@acc
@ Monitor Name | vsysrole
@Logs Authentication Profile auth -
@ Traffic
@Threat [ use only client certificate authentication (Web)
(@ URL Filtering |:| Use Public Key Authentication (SSH)
@wildFire Sub Admint . © @ Rol
@Data Filtering ministrator Type *_' Dynamic ®) Role Based
@HIP Match Profile vsysadminrole bt
@ GlobalProtect
@1rrag
@User-1D [F] Beta environment {vsys2)
@ Tunnel Inspe
@ Authenticatio
: @ Enable (@ aloalto : . _ _
Lot GRS O il p NETWORKS Monitor Policies Objects Network & Commit & G Config~ 9 Search

Beta environment (vsys2) R = ®ten

Beta environment (vsys2)

URL Filtering
Q‘Mldﬁre Submissions
Data Filtering

i Hip Match

& GlobalProtect

54 1pTag

»» | Resotve hostname Highlight Policy Actions ' [CIEN M DESC |+




Q

L3-untrust-¥1

L3-untrust-v2

| vsysi | |1.r5}r52 I
1 1 [ I
1 1 1 i
1 1 1 I
1 1 I
! 1
| EXTERNAL I
! 1
! 1
1 - e o we = I
! 1
! 1
! 1
! 1
1

S === 1

L3-trust-V1 L3-trust-v2
\ 4
pevice Certificates Default Trusted Certificate Authorities

15items | —»

D | NAME EXPIRES SUBJECT ISSUER | CA | K. | USAGE

O . @m signing cert Jan 20 20:50:1% 2021 GMT  C =BE, O = example.com, CN = ro.. C=BE, O = example.co... Trusted Root CA Certificate
|:| %decryptiun subordinate 3N 20 20:52:59 2021 GMT € = BE, O = example.com, CN = de... C=BE. O = example.co... Forward Trust Certificate
O %ponal Apr16 21:1001% 2021 GMT  CN = portal.example.com C=BE O = example.co...

O %capﬁvepnrtal May 1 23:24:32 2021 GMT  CM = captiveportal.pangurus.com C = BE. O = example.co...

|:| agateway Jun 24 22:35:47 2021 GMT  CM = gateway.example.com C=BE O = example.co...

|:| @webserver Jun 24 22:37:12 2021 GMT  C = BE. CN = www.example.com, e.. C=BE. O = example.co...

O @ﬂrewall Jun 24 22:37:35 2021 GMT  CN = firewall.example.com C =BE. O = example.co...

O @umrusted cert Jan 20 20:57:2% 2021 GMT  CM = DangerWillRobinson, email&... CM = DangerWillRobins... Forward Untrust Certificate



Name | clientsigning

|
Username Fleld | Subject Alt | @ email O Principal Name

User Domain | example

MNAME DEFAULT OCSP URL OCSP VERIFY CERTIFICATE TEMPLATE NAME/QID

[ | client signing cert https:#ocsp.example.com root signing cert

CA Certificates | []

(Padd C)Delete T MovelUp | Move Down

Default OCSP URL (must start with http or https:)

[[] Use CRL CRL Receive Timeout (sec) E [ Block session if certificate status is
known
[ use OCSP OCSPReceive Timeout sec) [5 | un
OCSP takes precedence over CRL E Block session if certificate status cannot be
Certificate Status Timeout (sec) \:] retrieved within timeout

[ Block session if the certificate was not
issued to the authenticating device

[ Block sessions with expired certificates

Name |ﬁmwal|m| |

Certificate |f|rawdl

v

Protocol Settings
MhMm|TLMZ vl
mm:ﬂm vl

OK [ Cancel |



Mame |smp.mple.mm1 |
~ One Time Password (Challenge)

e e )
Server URL | hitps:#scep.example.com/enroliment
Username | scep-user Certificate Type () Local Q SCEP

Password | seansanEn | Certificate Name | gateway3.example.com |

— Configuration SCEP Profile | scep.example.com v |

Server URL | https:{scep.example.com/certsrv/mscep
CA-IDENT Name | FirewallReaperSCEP

Generate

Subject | CN=$USERNAME

Subject Alternative Name Type | Mane - ]
Cryptographic Settings
{ Number of Bits | 2048 v | Digest for CSR | sha256 v | ‘
B Use as digital signature [ Use for key encipherment
cac;mﬁmnwi-n| |
~ SCEP Server SSL Authentication
l:Al:u-ﬁﬁ:atnlmntslgm'rgmrt w Client Certificate | webserver VJ




Certificate Type () Local (") SCEP
Certificate Name | WebAppServer |

Common Name | webapp.example.com |
IP or FQDN to appear on the certificate

Signed By | External Authority (CSR) y |
[[] Certificate Authority
[ ] Block Private Key Export
OCSP Responder | o |
- ~ Cryptographic Settings
~ Certificate Attributes
[] | Trre VALUE

[ "Country = =C" from “Subject” | BE
1] §] = rom
field

] IIIrErr|.1|II = "gmallAddress" part rmhmmt&r@m:mph.m
of "Subject” CM filed
(CN=CommonMame/emaila...

() Add (=) Delete




Chapter 6: Identifying Users and Controlling Access

Zone
Name |Tru5t-L3
Log Setti | None [ Enable User ldentification
INCLUDE LIST -~
Type | Layer3 b |
Select an address or address group or type
D INTERFACES = in your own address. Ex: 192.168.1.20 or
|:| ethemet1/2 192.168.1.0/24
[]  ethemetl/3.20
[] | ethemet1/4
vian

L (® Add (=) Delete

Users from these addresses 'subnets will be identifeed.

[ ] | EXCLUDE LIST ~

@ Add @ Delete Select an address or address group or type
in your own address. Be: 192.168.1.20 or
192.168.1.0/24

~ Zomne Protection
Zone Protection Profile |Iﬂne_pmte:ﬁun - |
® Add (&) Delete
[ Enable Packet
Buffer Protection Users from these addresses/subnets will not be

! | identified.




Palo Alto Networks User-ID Agent Setup

Server Monitor Account Server Monitor

Windows Server Monitoring

Enable
Server Log Monitor Frequency [sec) | 1

[ ] Enable

Server Session Read Frequency (sec) | 10

MNovell eDirectory Monitoring

Mowvell eDirectory Query Interval (sec) | 30

Syslog Listener Settings

Syslog Service Profile | Mone

Client Probing Cache Syslog Filters lgnore User List
Security Log
Session
St

Palo Alto Networks User ID Agent Setup *
Authentication | Server Monitor | Client Probing = Cache = Agent Service | eDirectory | Syslog
Syslog Service Port 514
[v]Enable Syslog Service
Syslog filters
MName Type User IF
[] cisco ISE Regex User-Mame=([a-zA-Z0-9\... Framed-IP-Address=([...
Palo Alto Metworks User D Agent Syslog Parse Profile *
Profile Name | Cisco TSE |
Tpe @Regex  OField
Event Regex | z0-g],*CISE_RADIUS_Accounting. *Framed-IP-Address=.%)
Username RegeX | |jser-Name =([a-zA-Z0-9\@\-\WH\. _14) [UserName =([a-zA-Z
Address Regex | Framed-IP-Address=([0-9]{1, 3}\. [0-9]{1,3}\. 0-SH{L.3}\. [0
[ o ][ canel |




User-ID Agent

Name domainaD
Add an Agent Using (| Serial Number (®) Host and Port
Host | 10.0.0.5

Port | 5007

|| Use as LDAP Proxy

|| Use for NTLM Authentication
User-ID Collector Name

User-ID Collector Pre-Shared Key

Confirm User-ID Collector Pre-Shared Key

'/ Enabled
|| HIP Report

Palo Alto Metworks Terminal Server Agent

File Help

Terminal Server Agent

‘ @ Configure

-{aa] Monitor

------ &=l Server Certificate

System Source Port Allocation B ange: |4E|'I 5265535

System Reserved Source Ports: |

Liztening Port: 5003

Source Port &llocation B ange: |2':”:|E”:| |—| 39333

Rezerved Source Ports: |

Port &llocation Start Size Per User: 400

Port Allocation M asimum Size Per Uzer: | 4000

[] Domain Owerride: |

Fail port binding when available ports are used up

[] Detach agent driver at shutdown

Save

onnected




m Palo Alte Metworks Terminal Server Agent - >

File Help
Terminal Server Agent
‘ Configure
)
.8 Server Certificate Refresh Port Count | ] Refresh Interval: seconds
Ilzer Mame Fart Bange Part Count
exarmplehadministratar 20000-203599

Terminal Server Agent

Name | cbeserver001

Host | 10.0.0.65

Port 5009

Alternative Hosts Host List

172.16.25.65

DA 2

|/ Enabled

User Identification Monitored Server () User Identification Monitored Server @
Mame | ActiveDirectory Mame ActiveDirectory
Description Description
Enabled Enabled

Type | Microsoft Active Directory ~ Type Syslog Sender v

Transport Protocol | Microsoft Active Directory Network Address  192.168.27.66
Microsoft Exchange Connection Type () ypp @ 551
Network Address Novell eDirect
avell eJirectory Filter | 7] ‘svsLo:: PARSE PROFILE | EVENT TYPE

Syslog Sender

] v‘lngin

Aerohive APv1.0.0

BlueCoat Log Main Format Proxy Authentication

User Identification Monitored Server @ BlusCost Prosy SG Proxy Log
MName | ActiveDirectory BlueCoat Squid Web Proxy Authentication
o Cisco ASA Any Connect v1.0.0
Description @ £
Cisco ASA IPSec v1.0.0
Enabled
i Citrix Access Gateway v1.0.0
Type | Microsoft Active Directory - Default Domain Name ¥
Juniper ICv1.0.0
Transport Protocol | WMl v ‘
Juniper SA Net Connect v1.0.0
Wil . o Cancel
Network Address X Squid Web Proxy Authentication
WinRM-HTTP

55H Authentication
WinRM-HTTPS Unix PAM Authentication -



Palo Alto Networks User-ID Agent Setup

Q)

Server Monitor Account Server Monitor Client Probing Cache

Username  pngurus/paloalto

Syslog Filters Ignore User List

Domain's DMS Mame | pangurus.com

Password essssssss
Confirm Password ssssssss

Kerberos Server Profile | activedir

Palo Alto Networks User-1D Agent Setup

@

Server Monitor Account Server Monitor Client Probing Cache

Windows Server Monitoring

Enable Security Log
Server Log Monitor Frequency (sec) | 2

[] Enable Session
Server Session Read Frequency (sec) | 10

Mowvell eDirectory Monitoring

Movell eDirectory Query Interval (sec) | 30

Syslog Listener Settings

Syslog Service Profile | Mone

Syslog Filters lgnore User List



Palo Alto Networks UserID Agent Setup

Server Monitor Account | Server Monitor | Client Probing Redistribution | Syslog Filters

|Z Enable NTLM authentication processing

NTLM Domain  pangurus
NetBI0S domain name for NTLM domain

Admin User Name  palcalio

NTLM username. e.g. administrator

Password

Cunﬁnnllmmﬂ:l|--uuuu-|

Palo Alto Networks User-1D Agent Setup (6]

Server Monitor Account Server Monitor Client Probing Cache Syslog Filters Ignore User List

Q 12 items | —

] ‘ S¥SLOG PARSE PROFILE TYPE USER ‘ P

[] Citrix Access Gateway v1.0.0 regex-identifier User ([a-zA-Z0-9%_]+) Mat_ip ([A-FO-Pa-f.]+)

[] Aerchive APv1.0.0 regex-identifier username ([a-zA-Z0-F\_]+) ip ([A-FO-%a-f.]+)

[] CiscoASAIPSecv1.0.0 regex-identifier [Z:User <{[a-zA-Z0-9%_]+)IP IP (7:=([A-FO-%a-
ws)l(BUsername = ([a-z4- f:.]+}Address‘\.s}|t?:lP = ([A-FD-%a-
70-94_]+)) ful+))

[] Cisco ASA Any Connect v1.0.0 regex-identifier (T:User <{[a-zA-Z0-9%_]+)IP IP (#:2([A-FO-%a-
As)|(:Username = ([a-zA- f:_]+}Address\s}|ﬂ?:lP = ([A-FD-%a-
Z0-9%_|+)) ]+l

[] Juniper SA Net Connect v1.0.0 regex-identifier ()N hsl[a-zA-Z0-9%_]+) IP ([A-FO-9a-f.]+)

[] Juniper ICv1.0.0 regex-identifier user={[a-zA-Z0-9'_|+) src=([A-FO-%a-f.]+)

[] Unix PAM Authentication regex-identifier password'sfor\s([a-zA-Z0-9\._J+)  {[0-9](1,3]\.[0-9]{1,3]\.[0-9]
Ysfrom {1.37.[0-91{1,31s

() Add



Profile Name | pangurus |

] Administrator Use Only
~ Server List ~Server Settings
NAME LDAP SERVER -~ PORT Type |mﬂimw w
ADserver 192.168.27.7 636 Base DN | DC=pangurus,DC=com v
Bind DN | paloalto@pangurus.com
Passwaord | CIIITETIT Y
Confirm Passwaord | sesnenee
(P Add () Delete
Bind Timeout | 30
Enter the IP address or FQDN of the LOAP server 5 b Ti |3“

Itntrvlntanﬂllﬁﬂ

B Require S5L/TLS secured connection
[] Verify Server Certificate for S5L sessions

Group Mapping @

MName | pangurus |

Server Profile User and Group Attributes Group Include List Custom Group

Server Profile | pangurus | Update Interval | [60-86400] |
- Domain Setting

User Domain | pangurus |

- Group Objects

Search Filter | |

Object Class | group |

_User Objects

Search Filter | sAMAccountname |

Object Class | person |

¥ Enabled
[ ] Fetch list of managed devices

<D -



Hame | smokeypines |

Server Profile | User and Group Attributes | Group Include List | Custom Group

Hvwailable Groups Included Groups
Ql )= X & pangurus\pangurus
% panguruswvpnusers
S8 cn=key admins & pangurusiclientiess
.%E, cn=labusers 5 panguruss\admins
% CN=pangurus %
&2 cn=protected users

=2 cn=ras and ias servers
&2 cn=read-only domain controllers
22 cn=schema admins

22, cn=vpnusers

Source Destination

MAME TAGS - | TYPE ZOME ADDRESS USER ZOME ADDRESS

11 hraccess  [EJ  universal Trust-L3 any 28 smokeypines\pangurus DMZ-L3 e it

12  all users m universal Trust-L3 any |%Icn-::lnwn-user Untrust-L any



MName | admin-aurth| |

Type | LDAP "
Server Profile | pangurus w

Login Attribute | sAMAccountName

Password Expiry Warning | 7
MNumber of days prior to warning a user about password expiry.

User Domain | pangurus |

Username Modifier | %USERINPUT% v
Single Sign On

Kerberos Realm | |
Kerberos Keytab | Click "Import” to configure this field | X Import

Mame | admin-auth |

Authentication | Factors | Advanced

~ Allow List

[] | ALLow LisT ~

D 2

(DAdd (&) Delete

— Account Lockout

Falled Attemnpts |4 |
Lockout Time {min) | 30 |




Certificate Type () Local (") SCEP

Certificate Name | captiveportal |

Commeon Mame | captiveportal.pangurus.com |
IP or FQDN to appear on the certificate

Signed By | root signing cert v |
[ Certificate Authority

[ Block Private Key Export

OCSP Responder | 3
~ ~ Cryptographic Settings

Algorithm | RSA v
Hunhnrnfﬂltslm v|
Dlwtlshﬂ?ﬂi v|

Expiration [days) | 365 |

~ Certificate Atiributes

[] | Trre VALUE

() Add (C)Delete

Generate

Name | captiveportal |

Certificate |mpﬂvapnrtal v |
Protocol Settings
Min Version |TLM2 v |

hhx‘uh'slm|h'h! v|




Mame |raspnru&pagas |
~ Administrative Management Services

PERMITTED IP ADDRESSES

[ | HTTP

[] HTTPS

[ ] Telnet
[]ssH

~ Network Services
4 Ping

[ | HTTPOCSP
[] sNMP

[P Response Pages

[ ] uUserD

[] User-ID Syslog Listener-S5L
[ ] User-ID Syslog Listener-UDP

() Add (=) Delete

Ex. IPwd 192.148.1.1 or 192.148.1.0/24 or IPws
2001:db8&:123:1=1 or 2001:dbB:123:1::/64




[H Enable Captive Portal
Idle Timer {min) | 15 | S5L/TLS Service Profile | captiveportal “ |

Timer {min) | 60 | Authentication Profile | admin-auth " |

GlobalProtect Metwork Port for Inbound | 4501 |
Authentication Prompts (UDP)

Mode O Transparent O Redirect

Session Cookie
[ Enable
Timeout (min) | 1440 |
[ Roaming
Redirect Host | captiveportal pangurus.com |
~ Certificate Authentication
Certificate Profile | None v |
~ NTLM Authentication
Atternpts | 1 |
Timeout (sec) | 2 |
Reversion Time [sec) |3uu |
=
Source Destination
AUTHENTICATION
NAME TAGS ZOMNE ADDRESS | USER DEVICE ZOMNE ADDRESS | DEVICE SERVICE ENFORCEMENT LOG SETTINGS
1 CaptivePortal | none any any any any any ¥ service-http default-browser Log For g: default
¥ service-https |
Authentication Policy Rule @

General Source Destination Service/URL Category Actions

default:
default-browser o

Timeout (min) | &0 |
- Log Settings

[] Log Authentication Timeouts
Log Forwarding default v




URL Filtering Profile @

Hame | URLprofile

Description

Categories URL Filtering Settimgs User Credential Detection HTTP Header Insertion Dynamic Classification

Q 73items | —
USER
CREDEMNTIAL

D CATEGORY SITE ACCESS SUBMISSION -~

- Pre-defined Categories

[]  unknown continue continue
[] web-advertisements continue continue
[] adult block block
[] command-and-control black black
|:| copyright-infringement block block
[]  extremism black black

* indicates a custom URL category, + indicates external dynamic list

Check URL Category

Receive Time

MONITOR

[ category

LURL Category List

[ URL

From Zone

CREDENTIAL To Zone

CATEGORY DETECTED Source
private-ip- % Columns » Source User
addresses i
ey Adjust Colum{w Source Dynamic Address Group
addresses Destination
private-Ip- o Destination Dynamic Address Group
addresses Dynamic User Group
private-ip- no [ Application
addresses }

Action
private-ip- no
addresses [ Headers Inserted
private-ip- . HTTP/2 Connection Session ID
addresses Captive Portal
private-ip- no Content Type
addresses

Count
online-storage- no ;
and-backup % Credential Detected
Decrypted



Chapter 7: Managing Firewalls through Panorama

#1 New virtual machine

v Select creation type

AR LA T How would you like to create a Virtual Machine?
3 Select storage

4 License agreements
5 Deployment options
6 Additional

T Ready to

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Create a new virtual machine

Deploy a virtual machine from an OVF or OVA file

. Reaister an existina virtual machine
¥ New virtual machine - panorama

+ 1 Select creation type

2 Select OVF and VMDK files

Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

4 License agreements
5 Deployment options
6 Additional setting

Enter a name for the virtual machine.

| panorama

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXI instance.

x @ Panorama-ESX-9.0.1.0va

“f71 New virtual machine - panorama

¥ 1 Select creation type Ready to complete
v 2 Select OVF and VMDK files

Review your settings selection before finishing the wizard

v 3 Select storage
v 4 Deployment options

b4 5 Ready to complete Product Panorama-9.0.1
VM Name panorama
R Panorama-ESX-9.0.1-disk1.vmdk
Datastore VMLab-RAIDS
Provisioning type Thin
Network mappings VM Network: LABO1
Guest OS Name Unknown

' Do not refresh your browser while this VM is being deployed.
e

| Back || New || Finisn

=)




General Settings

Hostname  Panorama
Domain | pangurus.com

Login Banner who dares to tread on my domain
If you are not authorized to be here, return to the depths
from whence thou camest

|| Force Admins to Acknowledge Login Banner

strongTLS
CET
Locale en
Date | 2020/05/27
Time | 23:07:38
Latitude
Longitude |

[ | Automatically Acquire Commit Lock
Serial Number 000
URL Filtering Database  paloaltonetworks
[ ] GTP Security
] scTP security




Secure Communication Settings ®

Secure Client Communication .4'-
Custom Certificate Settings

Certificate Type Predefined b d

Customire Secure Server Communication
S5LTLS Service Profile = = = _Panorama_S5SLProfile b d

Certificate Profile & &8 98 _CertProfile b

CoOmmon-name . . —

Common-name

common-nanme i -

[C] subject
[[] subject
| subject
+

Add B

[/ Allow Custom Certificate Only
[ | Authorize Clients Based on Serial Number
[V Check Authorization List

Disconnect Wait Time (min) | [0 - 44640]

Secure Communication Settings

Secure Client Communication

Custom Certificate Settings
Certificate Type  Local -
Certificate  managed firewall -
Certificate Profile | securecommunications -

Customize Communication

[/ Panorama Communication [ | PAN-DB Communication [ | wildFire Communication
[ ] Log Collector Communication

(| Check Server Identity




[ s T ot | sevees T s | v T v T

CES .ﬁ.

Update Server updates.paloaltonetworks.com
Verify Update Server Identity [/
Primary DNS Server 1.0.0.1
Secondary DNS Server 1.1.1.1
Minimum FQDMN Refresh Time (sec) 1800
FQDN Stale Entry Timeout (min)
Proxy Server
Primary NTP Server Address time.nist.gov
Primary NTP Server Authentication Type MNone
Secondary NTP Server Address time.belnet.be
Secondary NTP Server Authentication Type Mone

Management Interface Settings

y— r——

IP Address 192.168.27.10 [[] 192.168.27.0/24 mgmt net

Metmask 255.255.255.0
Default Gateway | 192.168.27.1
IPv6 Address/Prefix Length

Default IPvE Gateway
Device Management Services

v Device Management and Device Log Collection
v Collector Group Communication

V| Device Deployment

Administrative Management Services

[ | HrrP [V HTTPS

| Telnet [V ssH

Network Services

V! Ping | snmp

[ user-ID




General

Collector 5/N | 004

Inbound Certificate for Secure Syslog  Mone
‘Wamning: Only MGT interface is supported for all fundtions on collectors running PAN-0S 6.0 or earfier.

Collector

General | Authentication UserD Agents | Connection Security | Communication

Collector S/N | 00/ (=] Primary NTP Server
Collector Name |ﬂte|'nall'-'|50[]| | NTP Server Address | time.nist.gov
Inbound Certificate for Secure Syslog | Mone A Authentication Type | None b
Certificate for Secure Syslog | None ¥ @s fary NTP S

Panorama Server IP | 192.168.27.10 NTP Server Address | time.belnet.be

Panorama Server 1P 2 Authentication Type MNone hd
Domain | pangurus.com
Primary DNS Server | 1.1.1.1
Secondary DNS Server | 1.0.0.1
Timezone | CET b
Latitude | [-90.0 - 90.0]
Longitude | [-180.0 - 180.0]
‘Wamning: Only MGT interface is supported for all fundtions on collectors running PAN-05 6.0 or earlier




Collector

Collector Group

General | Monitoring | Device Log Forwarding | Collector Log Forwarding

Name  collectorgroup
Log Storage Total: 101.44 GE,Free: 4.87 GB

Min Retention Period (days) | [1 - 2000]

Collector Group Members [} 1 item =]

" Panorama(g 3 |

Add @ Delete

[ Enable log redundancy across collectors

D Forward to all collectors in the preference list

[] Enable secure inter LC Communication
LOg CONSCTEr 0N 10Cal PANcrama IS USing tNe SEcure CIent CONTIGUraton IToMm Fancrama -> SECcUre LOMMUNICAton Semngs’




[ setup
High Availability
% Config Audit
=% Managed WildFire Clusters
=8 Managed WildFire Appliances
C@ Password Profiles
£ Administrators
5 admin Roles
=2 Access Domain
8 authentication Prafile
ﬁ Authentication Sequence
User Identification
v Managed Devices
Summary
=% Health
#2 Troubleshooting
Q Templates
(=2 Device Groups
== Managed Collectors

I

Device Name

v [[lhome (1/1 Devices

Add Device

Serial

Reaper-PA-220

Please enter one or more device sexial numbers. Enter ane entry per row, separating
the rows with a newline.

[ Associate Devices

Panorama Settings 3

Receive Timeout for Connection to Panorama (sec)
Send Timeout for Connection to Panorama (sec)

Enable pushing device monitoring data to

Retry Count for S5L Send to Panorama

Enable automated commit recovery

192.168.27.10
v

Panorama Servers

Panorama

240
240
25

Mumber of attempts to check for Panorama 1
connectivity on automated commit recovery

Interval between retries (sec) on automated

10
commit recovery

Secure Communication Settings ¥

Certificate Type Local
Certificate:managed firewall
Certificate
Profile:securecommunications

Panorama Communication |



Device Name Virtual System Model Tags
w [ &% -PA (2/2 Devices Connected): Shared > v i  a a
(= - pAL PA-3260
L - paz
w [C] W% #9-PA (2/2 Devices Connected): Shared > S s S e
[~ PA2 PA-3260

e spar

I {1/1 Devices Connected): Shared =
&, Install m I:'irEJI:I HA Pears e EI‘IZIEI'T -

ath
o

Name = Description
¥ [=Shared
¥ [z3Field firewalls | All remote offices
[E=APAC Asia Pacific Remote offices
EEMEA EMEA remote offices
[=2NAM Morth America remote offices
[=HQ firewalls
auo —— DEVICE GROUPS —————— TEMPLATES ———

palo . k :
HETWORKS Dashboard ACC Monitor Policies Network Device Panorama

Panorama =

;SjAddresss
l-_\‘_)3.35|1:Idress Groups

Address

Applicatior Name HQ-TerminalServers [2=]
R Application [ Shared
¥ services [}
(38 service Gr [ pisable override
QT@ Description
v & GlobalProt]
g HIP Ob Type IP Netmask W  203.0.113.0/24 Resolve

5 HIP Pr: Enter an [P address or a network using the slash notation (Ex. 192.168.80.150 or
@ 192.168.80.0/24). You can also enter an IPw6 address or an IPvE address with its prafi: (Ex.
External DY 2001:db8:123:1::1 or 2001:dbB:123:1::/64)




- .

\ i Shared Pre rule >

-
.
.

< Fleid firewalls Pre rul
eld firewa re rule >

. b

;) EMEA Pre rule »

Device Local Configuration

( EMEA Post rule </

- -

< Field Firewalls Post rule s

.
o

< ) Shared Post rule :

- \\

paloal‘to —— DEVICGE GROUPS —————— TEMF
Ul

HETWORKS Dashboard ACC Monitor Objects Metwaork

- T

¥ B8 Security
“= pre Rules
= Post Rules

Mame Location Tags Type Zone Address
1 ns

== Default Rules
v 34 NAT shared pre - admin access Shared SHARED  universal | fri WAN  'Sg HQ-admi

"= Pre Rules 2 field pre- monitoring Field firewalls FIELD universal ) WAN g PRTG
= Post Rules
v r:%i QoS
= Pre Rules
== Post Rules
v [ Policy Based Forwarding
= Pre Rules
== Post Rules H
ve§ Decryption
e | S |

“

3 EMEA pre - regional cloud apps  EMEA EMEA universal = fRf LAN  any

Feaweouad |-

== Post Rules [ Mame Location Tags Type Zone Address
7 (% Tunnel Inspection [
= Pre Rules
== post Rules
v [ application Override -
= Pre Rules
== post Rules
v & authentication
= Pre Rules
== post Rules
[ B Dos Protection
= Pre Rules
&= Pnct Mulee

1 shared pre - admin access Shared SHARED universal pi WAN S§ HQ-admins

2 | field pre- monitoring Field firewalls = FIELD universal | il WAN @ PRTG

Mame Type Zone Address

1 | shared pre - admin acoess Shared SHARED universal ga) WAN 'S§ HQ-admins




Log Forwarding Profile
Name | default
[V shared
[| Enable enhanced application logging to Logging Service (including traffic and url logs)

Built-in Actions

PanoramalLogging
Service

Panorama/Logging
Service

ramafLogging

Admin template

admin users

log-in banner
" HQ | | EMEA | | APAC | NAM
stack stack stack stack
regional regional regional regional
DNS, DNS, DNS, DMNS,
LDAP LDAP LDAP LDAP

Network template Management

Zone names, Zone mpiate
rotection/mgmit profiles
_ P gmep | | update schedule, ... |




HETWORKS Dashboard ACC Monitor Policies Objects Network Device Panorama i

paloalto —— DEVICE GROUPS ————— TEMPLATES ———
U

Panorama

Multi VSYS; Normal Mode; VPN Enabled
Virtual Systems.

et g Etherne| AdminTemplate 2 mutti vevs
) Zones "
g; VLANs ol v ‘Operational Mode
[ " . Network I o~
Virtual Wires (®) Normal
T Template Stack M
@ Virtual Routers Interfa enagement 1P Address virtal |
@2 1PSec Tunnels APACStack Profile ) FIes
o < AdminTemplate
L] Oy -
5 E:g"""ds v Slot | o Management Tempiate ) Common Criteria
ST = Network Template
e ==l v — VR1 VPN Mode
pR{DNS P EMEAStack
¥ @ GlobalProtect mmether o AdminTemplate ping-resp none VR1 [ pisable vP
Q} Portals < Management Template .
(z=a) ether]| ping-resp none VR1 Untagged none vsysl
eJGateways < Network Template
mpm @ ether|  HQStack none VR1 Untagged none vsysl
- < AdminTernplat
3 Clientless Apps 4 ; m?g::el;::mmm
§ 3 Clientless App Groups © Network Template
&% Qos

Push Scope Selection

Device Groups Collector Groups | WildFire Appliances and Clusters

15 itemns [2¢]

bt D XL Last Commit State | HA Status Preview Changes
[] out of Sync (15)
¥ [ Device st v [ [Z2BELGIUM
[ | Connected (12) v M anrea )
[ isconnected (3) A mmpa1 |OueofSme | @Adie | By
% [ Platforms [V ==pa2 Out of Sync () Passive
] pa-220(5) v [ =REPA
Select Al Deselect Al Expand Al Collapse All [l Group HA Peers E.-l Validate 4 Filter Selected (15)
@ Merge with Device Candidate Config @ Include Device and Network Templates D Force Template Values

. EEE3
paloalto

HETWORKS Dashhoard

panoama | [

Filters ®




I Ethernet l VLAN l Loopback I Tunnel _

4|

Interface Interface Type ::ﬁm:mmlt SIIJ::;

{a=al ethermet1f1 & Layer3 [l

(z==) ethernet1/2 Layer3

&= ethernet1/3 [l
=

Add Aggrepate Group 16 " (verride

A



Chapter 9: Logging and Reporting

Logging and Reporting Settings

Log Storage | Log Export and Reporting | Pre-Defined Reports | Log Collector Status

~ Log Storage Quota
Quotal¥)

Trafe

Threat

Confi

pem (s

.

App Stats

HIP Match D

GlobalProtect

sop

Extended Threat Peaps

Dcbug e P

g

D

HIP Reports

Data Fting Coptres

GTPandTunnel (2|

Authersication

Decyto

Quota{GB/MB)
121 GB

506.77 MB
184.28 MB
184.28 MB
138.21 MB
184.28 MB
138.21 MB
6911 MB
6911 MB
6911 MB
6911 MB
6911 MB
6911 MB
6911 MB
6911 MB
9214 MB
6911 MB

46.07 MB

Total Allocated: 98% (4.41 GB)
Unallocated: 2% (92.14 MB)

Max: 4.50 GB

Core Files: 0 MB

[1 - 2000]
[1 - 2000

[1 - 2000)

[1 - 2000)

[1 - 2000

[1 - 2000

[1 - 2000
[1 - 2000
[1 - 2000]
[1 - 2000

[1 - 2000)

Traffic Summary
Threat Summary I:I

GTP and Tunnel Summary

RSy (2
Decyptionsummary DU

Hourly Traffic Summary

Hourly Threat Summary

Houry GTP and Tunnel Summary I:I

Hourly URL Summary

Hourly Decryption Summary D

Daily Traffic Summary
Daily Threat Summary

Daily GTP and Tunnel Summary D

Daily URL Summary

Oy DecypionSmmary 0

‘Weekly Traffic Summary
Weekly Threat Summary

Weekly GTP and Tunnel Summary E

Weekly URL Summary

Weekly Decryption Summary D

161.25 MB [1 - 2000]
9214 MB [1 - zo00]
49.11 MB [1 - 2000]
2148
000w
so11me
£9.11 MB [1 - z000]
46,07 MB [1-2000]
£9.11 MB [1 - 2000]
0.00 MB [1 - zo00]
£9.11 MB [1-2000]
w11
4607 M8
w11
000
£9.11 MB [1-2000]
£9.11 MB [1 - zo00]
46,07 MB [1-2000]
£9.11 MB [1-2000]
0.00 MB [1 - zo00]
Restore Defaults

‘Wamning: Deletion of logs based on tme period may take 8 long time and during this tme the max sustainable log rate will be degraded

¢
3




Collector Group

General | Monitoring | Device Log Forwarding | Collector Log Forwarding | Log Ingestion

Log Forwarding Preferences

012001000001
012001000002

012001000003
012001000004

QA B

Collector Group

General | Monitoring | Device Log Forwarding | Collector Log Forwarding | Log Ingestion

Log Forwarding Preferences

o I T © ©
[ | Devices Collectors

012001000001
012001000002
012001000003
012001000004

QAd B




Collector Group

General | Monitoring | Device Log Forwarding | Collector Log Forwarding | Log Ingestion

Log Forwarding Preferences

012001000001
012001000002

012001000003 Collector2
012001000004

Logging Service

© [/ Enable Logging Service

|:| Enable Duplicate Logging (Cloud and On-
Premise)

D Enable Enhanced Application Logging

Reginnm |anﬂ'icas

Connection count to Logging 5
Service for PA-7000s and PA-5200s

Logging Service L2

Enable Logging Service
Enable Duplicate Logging (Cloud and On-Premise)
Enable Enhanced Application Logging
Region

Connection count to Logging Service for PA-7000s and 5
PA-5200=

Onboard without Panorama Cnnn%



SNMP Trap Server Profile

Name | SNMP-reporting| |

Version (D) yoe @ ya

MAME SNMP MAMAGER | USER | EMGIMEID AUTH PASSWORD PRIV PASSWORD
EECH 192;163;2?;13 Eal:ﬂpﬂl'l LR L) LR L)
G—) Add @ Delete

Enter the IP address or FQDN of the SNMP Manager

=
System
|:| | NAME DESCRIPTION | FILTER | PANORAMA | SMMP TRAP | EMAIL | S5YS5LOG | HTTP
logs-to-panarama (severity geq
[ medium)
[] | alert-OpSecTeam failed login {e:m:nﬂd eq auth- D SecTeam-email | splunk
fal

(D Add (O Delete (@) Clone (&) PDF/CSV

Create Filter @

Create Filter View Filtered Logs

(eventid eq auth-fail)

Connector Attribute Operator Value Add

and Description equal @ %

or Event nat equal
Object
Receive Time
Severity
Time Generated
Type

[ | Negate




D Resolve hostname D Highlight Policy Actions

Log Forwarding Profile @
Name | default
Description
Q Sitems | —» %
I:l | HAME LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS -~
[[] Threat-to-Panorama threat All Logs » Panorama/Logging Service
[[] Traffic-to-Pancrama traffic All Logs « Panorama/Logging Service
[[] URL-to_pancrama url All Logs * Panorama/Logging Service
|:| WildFire-te-Panorama wildfire All Logs * Panorama/Logging Service
[]  Alert-SecTeam threat Em?gegnglliﬁtn .Em;:c -
threatid eq brute-
farce) « splunk
() Add Clone
“ Cancel
Create Filter (€]
Q (severity geq high} and (category-of-threatid eq brute-force) = @ B T B
SOURCE
FROM DYMAMIC
RECEIVE TIME TYPE THREAT ID/NAME ZOMNE TO ZONE SOURCE ADDRESS | SOURCE USER ADDRESS
@ 06/26 22208:59  vulnerability HTTP Unauthorized Error LAMN outside 192.168.27.105
@ 06/26 22:08:47  vulnerability HTTP Unauthorized Error LAM outside 192.168.27.105
@ 046/26 22208:30  vulnerability HTTP Unauthorized Error LAMN outside 192.168.27.105
@ 06/26 22207:09  vulnerability HTTP Unauthorized Error LAN outside 192.168.27.105

100 - perpage DESC -

Displaying logs 1 - 4

[] | AlertMailTeam alert mail team on critical events traffic All Logs

threat All Logs

url All Logs

threat  (severity geq high) MailTeam  splunk
[] | AlertWebTeam alert mail team on critical events traffic All Logs

threat | All Logs

url All Logs

threat (severity geq high) WebTeam splunk



Source Destination Rule Usage
NAME | ZONE ADD... | ZONE ADDRESS APPLIC... | SERV... [ A.. | P.. | OPTIONS |HIT COUNT | LAST HIT FIRST
5| webta. any Dwesenertompublc Sl | Ko 0. B BB - : -
& | mailfa... any @maﬂfzm-puhlc 5 imap  ¥Zap.. @. @ = |L09 Forwarding Profile setting: AlarthhTsam|
=t | Log Forwarding Profile setting: AlurlMaiTsaml
F eel
Security Policy Rule @
General Source Destination Application Service/URL Category Actions Usage
Action Setting Log Setting
Action | Allow v [] Log at Session Start
0 [] Log at Session End
Log Forwarding | default w
Profile Setting Other Settings
Profile Type | Group v Schedule | None w
Group Profile | default ~ QoS Marking | Mone w
D Disable Server Response Inspection
Logging and Reporting Settings @
Log Storage Log Export and Reporting Pre-Defined Reports Log Collector Status
Pre-Defined Reports
Application Reports Traffic Reports Threat Reports URL Filtering Reports
Applications Security Rules Threats URL Categories
Application Categories Sources Threat Trend URL Users
Technology Categories Source Countries Aftacker Sources URL User Behavior
HTTP Applications Destinations Attacker Destinations Wieb Sites

Denied Applications
Risk Trend

5aa$ Application Usage

Bandwidth Trend

Destination Countries
Connections

Source Zones
Destination Zones
Ingress Interfaces
Egress Interfaces
Denied Sources
Denied Destinations

Unknown TCP Sessions

Attackers By Source
Countries

Attackers By Destination
Countries

Wictim Sources
Victim Destinations
Wictims By Source Countries

Victims By Destination
Countries

Viruses

Spyware

Mote: Group Reports and PDF Reports will have no data if a contained pre-defined report is disabled

Blocked Categories
Blocked Users

Blocked User Behavior
Blocked Sites

Credential Post Detected

Select All

Deselect All



| APP CATEGORY ‘

SESSIONS

BYTES

Customn Reports

networking

2 | husiness=:
3 | general-intemet’
4 media

5 | collaboration

721k [ —

245k 3
166k O

152k O

206

446.4M |

&64.1M [
Joec [T

572.8M [

Application Reports

[ Mew Applications

[m] Applications

[ii] Application Categories
[m] Technology Categories
Ll HTTP Annlicatinns

& unknown . Traffic Reports —
3. Click one of 1. Select ey — =
the entries for the report URL Filtering Reports n
more d etalls PDF Summary Reports -
k4 June 2020 - >
2. Select the s M T w T F s
date 31 3 4 5 &
10 11 12 13
7 18 19 20
2 22 23 24 @
Export to PDF Export to C5V Export to XML
Custom Report @B
Report Setting
{75 Load Template  —: Run Now
Name | top-destinations || Available Columns Selected Columns
Description | Traffic Reports | | action Destination Address
Database | Traffic Summary zl App Category ()| Destination User
B 5cheduled App Container () Bytes
Time Frame | Last Calendar Week ~ || App sub Category Sessions
Sort By |Sesslons Tl |T¢:|:| 50 Tl App Technology
Group By | Application 7| | 10 Groups 7| Top T Up | Down i Bottom
~Query Builder
Please type (or) add a filter using the filter builder Filter Builder




Custom Report

@8

Report Setting

5 Load Template  — Run Now

Name | Threats per Week

Description |

Database | Threat Summary

[ scheduled

Time Frame | Last Calendar Week

Sort By | Count

Group By | Application

Awvailable Columns
App Category Action
App Container (@) Severity
App Sub Category )]

App Technology

Selected Columns

Threat ID/Name
Source Address

Source User
T Top T Up | Down | Bottom

~ Query Bullder

‘tseverﬂn;eq high) Filter Builder ‘
Cancel

PDF Summary Report @

Mame | trends

&l Threat Reports El%l Application Reports

_aﬁ Bandwidth trend (Bar <
| Chart)

~ |Risk trend (Line Chart) <

_aﬁ Threat trend [Bar Chart) <

[ Trend Reports  [4%; Traffic Reports [ URL Filtering Reparts



Report Group

ol

Mame | weekly report|

[ Title Page
Title  Weekly Report

Predefined Report = (£ Report Group
- [@ Bandwidth trend - [ trends
] botnet [0l Threats per Week
[ Credential Post Detected .. [7] top-destinations
- [{@ Risk trend
[l Risky Users
- [ Saas Application Usage Add >>
[ Spyware Infected Hosts << Remove
- [{@ Threat trend
[@] Top application categories
[ Top applications
[0] Top attacker destinations
[] Top attacker sources
e [ii] Top attackers by destination countries
<D -
Email Scheduler )
Hame  Weekly Report
PDF Report or | weekly report o
Report Group
Email Profile | MailTeam o
Recurrence | Every Monday .
Cwerride Email
Addresses
Send test email



Applications Data Transferred
5 sanctioned 5aas 1.16 sanctioned 5aas
146 1 part sanctioned SaaS 15““ t
apps discovered 24 unzanctioned Saas total data flow 295 20 unsanctioned Saas
30 146
5aas apps for Saas apps
Usars

116 users of 5aas apps

41 users of sanctioned 5aas apps
W06 users of unsanctioned Saas apps

Global Filters

spyware - 1.15k
FEA (3] Clzar al

0 .00k  2.00k  3.00k  4.00k
Threat Name ID Severity Threat Type
|  NetBIOS nbtstat query 31707 ol vulnerability

Action

Address

Application 3

Data Type

Destination 3

File b

GlobalProtect b

Interface b

Rule

Source 3
Lot

Tunnel 3

URL Filtering 3

User 3

X509 Extensions Channel ... 18019 [ITGUM spyware
Windows Local Security Arc... 30858 [[NTGuMl vulnerability
Attacker Server Service NetrShareEnum access ability
Registry... 34040 [ETY vulnerability
Attacker User RPCEnc.. 33836 [EM]  vulnerability

Registry... 30840 [IITuil vulnerability
Category useren.. 30842 [[ITauil vulnerability

IF5 Remot... 56830 [FM  wulnerability
Threat IDfRange - .
ws HTTRsy... 37610 émlnﬂbllit\r
Threat Name others others
Global
Threat Type {:;_
Victkm File Type

5.00k

6.00k 7.

Threat Category Count

info-leak 6.1k I
Spyware 1.2kl
info-leak 264 |
info-leak 134
info-leak 24|
oode-execution 21l
info-leak 6l
imfor-lask 4]
code-execution 41
code-execution 41

101

ETES




(racaive_tima geq '2020/04/02 09:00:00') AND (receive_tima lsq '2020/04/02 16:59:58') AND ((sevarity eq criical))

> § 04/0214:58:25  vulnerability Microsoft Windows HTTP.sys | ISP DMZ3
Remate Code Execution g
= e
04/02 14:29:43 | vulnerability Microsoft Windows HTTP. ISP DMZ1 % Traffic Log
ml ‘ Remote Code Execution o E
e
B) 5 04/02 13:05:17 | vulnerability mwm HTTRsys ISP DMZ1 URL Filtering Log
Vulnerability Data Filtering Log
| § | 04/0211:46:54 | vulnerability Microsoft Windows HTTP.sys | ISP DMZ1
Remote Code Execution Bl HIP Match Log
Vulnerability

WildFire Submission Log
Configuration Log
System Log

Correlated Events

vulnerability

E?, Tunnel Inspection Log

Unified Log
0 0.5 1 1.5 2 2.5 3 3.5 4 4.5
Threat Name j (+] Severity Threat Type Threat Category Count

Microsoft Windows HTTR.sy... 37610 vulnerability ~ code-execution 4 I

Time Network Activity ¢
- '==]

Last 24 Hrs v

® bytes () sessions () threats () content () URLs () users

b

0404 23:15:00-04/05 23:14:59

Home
Global Filters 4.00G
]
®-6 (g Clarall 2020/04/05 15:15:00
2.00G bytes_sent: 3.25G
Application View bytes_received: 164.18M

® misk () Sanctioned State

Dshnwwst&mmnts

netflix-base 3] 124c M 18kl o0 0 ] 131
ssl 4] 5060 77k@ 0 0 ] kk] |
web-browsing £ 6096M| 74kl 0 0 ] k] |
instagram-base 178.1M 021 0 0 o 6l
apt-get 1] 164.0M 51 0 0 ] 1l




Time Network Activity .#

Source IP Activity

[Last 12 Hrs [+

04/05 12:00:00-04/05 23:59:59

Global Filters

B~-0E0 (%) Clearall
Application View
(@ Risk () Sanctioned State

Dshnwsfshsmmnts

® bytes O sessions O threats O content O URLs @ || @ bytes O sessions O threats O content () URLs
Home Home
4.00G 4.00G
2.00G 2.00G
0 o
&£ o o P P s ~ &» ° WP Cd
o S ' > o 97 SR o
-o- bytes_sent -+ bytes_received -o- bytes_sent -+ bytes_received
Source Address Bytes Sessions Threats Content URLs Apps Destination Address Bytes Sessions Threats Content
192.168.27.253 366 M 9541 0 0 0 171 192.168.27.5 =] 356H 1761 0 0
192.168.27.127 3060 a0l 0 0 0 8l ipva_1.meel. brunp... 857.6M | 30! 0 0
192.168.27.190 el 582l 0 0 ] wl ipvé_L.mee0.c014.1 Add Global 291 0 0
pr-d3vnoaniulwiricioe... 693.3M1 2201 0 0 0 9l ipv_Limoe0.c012.4 FItEr 22| 0 0
192.168.27.113 519.9M| 49kl 0 0 0 37l 0 0

ipvd_1.mce0.c009.bru00... 588.8M | 171



Time

Last 12 Hrs hd

04/05 12:00:00-04/05 23:59:59

Global Filters

Destination Address (1) & &
192.168.27.5

- [=] (%) Claar al

Application View

(® pisk () Sanctioned State

D Show system events

Network Activity <" | Threat Activity | Blocked Activity | Tunnel Activity | Destip | GlobalProt

s Jres
(®) bytes (_) sessions () threats () content () URLs (_) users Fir

Home

4.00G |
2020/04/05 15:15:00
bytes_senkt: 3.25G [ ]
bytes_received: 159.56M

2.00G

14:30 15:00 16:30 22:00 22:30

-2~ bytes_sent -+ bytes received

Application Risk Bytes Sessions Threats Content URLs Users

ssl a 3.56 170 N 0 0 0 1
non-syn-tep 1| 851 | 41 ] o ] 1
ping H 588 | 2| 0 0 0 1 .
Source IP Activity BETES
(®) bytes () sessions () threats (O content () URLs i
Home
4.00G
2.00G
o
14:30 15:00 16:30 22:00 22:30

-2~ bytes_sent -+ bytes received

Source Address Bytes Sessions Threats Content URLs Apps
192.168.27.253 35 17 N 4] 0 4] 3 I



O\{ { port.dst eq 443 ) and ({app eq facebook-base ) or { app eq facebook-video )}

2 X®BE L

(<]

RECEIVE TIME TYPE FROM ZONE | TO ZOMNE SOURCE DESTIMATION | TO PORT | APPLICATION ACTION
o
@ { portdst eq 443 ) and ((app eq facebook-base ) or | app eq facebook-video J)
Connector Attribute Operator Value
J = and Action equal allow @
@ or Action Source not equal deny
@ Address drop
App Flap Count drop-icrp
@ Application RST client
(@[] Negate Aolication Characteristic RST server
@ Add Apply Close
SESSION END
RECEIVE TIME | TYPE FROM ZONE | TO ZONE | SOURCE DESTINATION | TO PORT | APPLICATION | ACTION | RULE REASON BYTES
06/f """ 7T 7 : T D - S - : T 108k
Detailed Log View @B
@ 0&/: 686
& 06/ General Source Destination e
Session ID 56342 Source User Destination User
@ 06/ 1.5k
Action  allow Source 192.168.27.105 Destination
@ 08/ Action Source  from-policy Source DAG Destination DAG 206
@ 06/ Host ID Country home Country MNetherlands 420
Application web-browsing Port 54137 Port 8123
3] 06/, ) 3.3k
Rule out-web Zone LAN Zone outside
a 06/ Rule UUID 315625b1-8f16-435¢- Interface  ethernet1/3 Interface  ethernet1/1 #.5k
ule 8ad9-35304bd9c3b4
@ 06/ ¥-Forwarded-For I[P 0.0.0.0 147k
Session End Reason  threat Fla
. s
@ 06/ Category unknown g 7.2k
@ 06/ URL 7.2k
RECEIVE TIME RULE CATEG.. FILE
PCAP TYPE APPLICAT... | ACTION | RULE uuID BY.. | SEVERI.. | CATEG.. |LIST VERDL.. |URL MAME
@ 06/ 166.9k
2020/06/26 wulnera...  web- drop out-web  31562... informat... unkno...
22:08:59 browsing
@ 06/ P4k
2020/06/26 wrl web- alert out-web  31562... informat... unkno.. medium-
@ 06/ 22:08:55 browsing riskun... 13.8k
2020/06/26 end web- allow out-web  31562.. 10.. unknao...
@ 06/ 22:10:48 browsing 19.7k
- na Close an e

DESC -



Detailed Log View

@8

eLdins

Tunnel Type N/A Decrypted
Threat Type vulnerability Packet Capture
Threat ID/Name HTTP Unautherized Error Client to Server
D 34556 (View in Threat Server to Client
Vault)
Tunnel Inspected
Category brute-force
Content Version AppThreat-8286-6150 .
o ) DevicelD
Severity informational
Repeat Count 1 Source Category
File Name :B123/ Source Profile
URL Source Model
Partial Hash 0 Source Vendor
URL
RECEIVE TIME R— RULE CATEG... FILE
PCAP ~ TYFE APPLICAT.. ] ACTION § RULE uuiD BY.. | SEVERL.. | CATEG.. | LIST VERDI... | URL MAME
2020/06/26 wvulnera...  web- drop out-web  31562... informat... unkno...
22:08:59 browsing
2020/06/26 url web- alert out-web  31562... informat... unkno.. medium-
22:08:55 browsing risk.un...
2020/06/26 end web- allow out-web  31562.. 10.. unkno...
22:10:48 browsing
=
Close
SOURCE
FROM DYNAMIC DESTINATION
RECEIVE TIME | TYPE THREAT ID/NAME ZOME TO ZONE | SOURCE ADDRESS | SOURCE USER ADDRESS GROUP | ADDRESS
@ 06/26 22:08:59  wvulnerability HTTP Unauthorized Err ® Exception outside 192.168.27.105
@ 06/26 22:08:47 | wvulnerability HTTP Unautharized Error LAN @ outside 192.168.27.105
@ 06/26 22:08:30 Threat Details ®
@ (T 2R Name HTTP Unauthorized Error
3 06/26 21:38:50 ID 34556 (View in Threat Vault)
@ 06/26 21:37:44 Description This alert indicates an HTTP 401 Unauthorized response was detected. Multiple HTTP 401
Unauthaorized responses can indicate that an attacker is trying to brute-force the target server.
@ 06/26 21:36:39 .
Severity
ron 06/26 21:18:46 CVE
@ 0&6/26 21:17:40 Bugtrag ID
o1 06/26 21:16:34 Vendor ID
@ 06/26 21:09:24 Reference
@ 06/26 21:09:14 | X zitems | — X ||Q 2items | — X
EXEMPT USED IN CURRENT SECURITY O | EXEMPT IP ADDRESSES |
3 06/26 21:09:02 | [7] | PROFILES RULE ¥
[ 192.168.27.155
06/26 21:08:54 VPprofile
& 4 L M | 192.168.27.105 |
@ 06/26 21:08:48 | [] | resetal
@ 06/26 21:08:42
(P add (O Delete



Vulnerability Protection Profile

@B
Mame | VPprofile
Description
Rules Exceptions
Q 17 =%
THREAT IP ADDRESS PACKET
EMAB.. ID -~ MAME EXEMPTIONS RULE CVE HGQST CATEGORY | SEVERITY | ACTION CAPTURE
m 34556 HTTP 2 simple-low-info SErVer brute-force  informati... default disable
Unauthorized [allow] e
Error
[] Show all signatures &) PDF/CSV | Page 1 of1] | " Displaying 1 - 1/ 1 threats



Chapter 10: VPN and Advanced Protection

D | MAME | EMCRYPTION ‘ AUTHEMTICATION ‘ DH GROUP KEY LIFETIME
|:| default aes-128-cbe, 3des shal group? B hours
|:| Suite-B-GCM-128 aes-128-cbc sha256 groupl? B hours
|:| Suite-B-GCM-256 aes-256-cbc sha3B4 groupZ0 B hours
[ | NAME ESP/AH ENCRYPTION AUTHEMTICATION DH GROUP LIFETIME LIFESIZE
|:| default ESP aes-128-chc, 3des shal group? 1 hours
|:| Suite-B-GCM-128 ESP aes-128-gcm none groupl? 1 hours
|:| Suite-B-GCM-256 ESP aes-256-gcm none group20 1 hours
IKE Gateway Q9

General | Advanced Options

Name | firewall14

Wersion | IKEv2 preferred mode

Address Type @ by () pys

Interface | ethemet1/8

Local IP Address | 198.51.100.1/24

PeerIP AddressType @ p ) FqDN ' Dynamic

Peer Address | 198.51.100.2

Authentication @) pre_shared Key || Certificate

e

<

Pre-shared Key | e

Confirm Pre-shared Key | seassans

Local Identification | None ~ |
Peer Identification | None Z| | |
Comment |




IKE Gateway (%}

IKE Gateway (7]

General | Advanced Options

General | Advanced Options

~ Common Options

[ ] Enable Passive Mode
[ ] Enable NAT Traversal

~ Common Options

[ ] Enable Passive Mode
[ ] Enable MAT Traversal

IKEvli | IKEv2 IKEvl | IKEv2
Exchange Mode | main ] IKE Crypto Profile | Suite-B-GCM-256 ~
IKE Crypto Profile | Suite-B-GCM-256 zl |:| Strict Cookie Validation
[ ] Enable Fragmentation ~ (@ Liveness Check
~ & Dead Peer Detection Interval (sec) | 5 | ‘
Interval | 5 |
s | «» -
MAMNAGEMENT
INTERFACE PROFILE IP ADDRESS VIRTUAL ROUTER SECURITY ZONE FEATURES
tunne! none default vpn @
tunnel.3 ping 172.31.0.1/30 default vpn
mertacetrz [ vpnsone IPSecPhase 2 won zone Inerlace/2 E !
trust zone — ————
f— B
Secure Communication IKE Phase 1 Secure Communication =
L’:“t‘:ﬂ;ﬂg; L Interface1/1 Ciient

Client

Untrust zone




General | ProxylDs

Name | tunnel-to-firewall 14 |

Tunnel Interface | tunnel.3 - |

Tyre @ putoKey ' ManualKey | GlobalProtect Satellite
Address Type @ |pyg ) 1pve

IKE Gateway | firewall14 v |

IPSec Crypto Profile |SlitE-E-GCM-25-|5 - |

[ show Advanced Options
[ Enable Replay Protection
[ ] Copy ToS Header

[ ] Add GRE Encapsulation
) Tunnel Monitor

Destination IP | 172.31.0.2 |

Profile | wait-recover v

Routar Sattings IPva | IPv6
SwticRoutes
Redistribution Profile | % ( 2items | (3) B
RIP e
OSPE I:‘ MAME DESTIMNATION | INTERFACE | TYPE WVALUE ADMIN DISTANCE | METRIC ROUTE TABLE
[ dg 0.0.0.0/0 vian ip-address | 192.168.27.1  default 10 unicast
OsPRva [] fwi4  10000/24  tumnel3 default 10 unicast
BGP
Multicast
[BAdd [=)Delete [Z]Clone

OK | Cancel |



paloﬁlto GLOBALPROTECT & Application URL \{;‘ & GlobalProtect Agent & reaper v

-
www_salesforce.com

5 @

PANgurus firewall Active Directory

Log Forwarding Profile )

Mame | globalprotect-logfowarding 1|

Description | contains gquarantine action

g, ditems | (=) E3
I:l MNAME LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIOMNS |
[] | Threat-to-Panorama threat All Logs « Panorama « quarantine
Syslog
« splunk
[] | Traffic-to-Panorama traffic All Logs « Panorama
Syslog
# splunk
[] | URL-to_panarama url All Logs « Panorama
Syslog
« splunk
|:| WildFire-to-Panorama wildfire All Logs « Panorama
SysLog
[HAdd [=)Delete Clone
Source Destination
NAME TYPE ZONE ADDRESS | USER DEVICE ZONE ADDRESS APPLICATION SERVICE ACTION
1 | device quarantine | universal | [ESETI %4 ippool | 22 pangurus\wpnusers 3 quarantine 'S remediation server | [E§ ms-update R application-default | ) Allow
E ssh
E ssl
E symantec-av-update
E web-browsing
| 2 | allow-corp-devices | universal | [JESITTY 3 ippool | S8, pangurusivpnuser 3 corp [ dmz JEE-SRETET B ssh 2R application-default | 3) Allow
5 sl
3 | allow-byod universal @inuuol o pangurusivpnuser 2 byod m ﬁsvunbgy I%msrds—smh—basg % application-default | () Allow

Ii:fi ms-ds-smbv3
4 | allow-all-Av universal 5§ ippool | S8 Pangurusivpnuser any S symantec E symantec-av-update | 3% application-default | () Allow
E symantec-endpoint-...

allow-all-openvpn | universal | [JEEETIN 3 ippool | S, pangurusiwpnuser 52 no-hip Bl |58 websenerfarm-p... |F sl 3 application-default | 3) Allow

E web-browsing

v



& G app eq unknown-tcp ) and [ addr.srcin 192.168.27.4 )

RECEIVE TIME TYPE FROM ZOMNE | TO ZONE SOURCE DESTINATION TO PORT APPLICATI... ACTION
@ i 06/14 17:09:28 | end LAM outside 192.168.274 | 78. 22222 unknown-tcp | allow
& ‘ H ‘nﬁfmmqam |an|:| |LAN |ouhir.la |192.153.214 | 7. — |22222 unknown-tcp | allow
& ‘ H ‘nwm 13:25:23 |and |LAN outside |192.m&2?.4 | a5 — - |22222 unknown-tep | allow

Mame | solar @

Description |

~ Properties

Category | business-systems w | Subcategory |manag;emnnt w |

Technology | client-server

Parent App | Mone w | Risk | 1

v

_

Cd
O Configuration | Advanced | Signatures
O
~ Defaults
_Tag—
[ Orort Oipprotocal CicMPType ) icMPsType ) None
PORT |
tep/22221-22222 |
[#FAdd [=)Delete
Enter anch port In the form of [tepludp) /[dynamic|0-65535]  Exampla: tep/dynamic or udp/32
~ Timeouts
'I1mlnul| [0 - 604800) | rcpnmm.n| [0 - 504800) | UDP‘I'Imnutl [0 - 604800]
TCP Half Closed | [1 - 604800] | TCPTime Walt | [1-600] |
~ Scanning (activated via Security Profiles)
[] File Types [] wiruses [] Data Patterns
OK | Cancel h
Source Destination
MAME TAGS ZOMNE ADDRESS ZOME ADDRESS PROTOC.. | PORT APPLICATI..
1 | solar override | none LAN t 192 168.27.4 ‘P‘ tcp 22221-22222 | solar
Ry
-
N -




4m

tcp.stream eq 0

No.

| Time

3 20:24:
4 20:24:

RECEIVE TIME TYPE FROM ZONE | TO ZONE SOURCE DESTIMATION | TO PORT | APPLICATION ACTION
@ i 06/17 00:57:18 | end LAN outside 192.168.27.2... | B0.239.175.38 | 22222 solar allow
@ i 06/16 19:49:46  end LAN outside 192.168.27.2.. | B0.239.17538 | 22222 solar allow
@ 06/16 16:29:25 | end LAN outside 192.168.27.2... | 185121.71.38 22222 solar allow

| Source | Destination | Protocol | Lengtt | Info

52.789333 192.168.27.113 54 1296 -+ 22222 [ACK]
52.726281 192.168.27.113 118 1296 -+ 22222 [ACK]

Frame 4: 118 bytes on wire (880 bits), 11@ bytes captured (888 bits)

Ethernet II, Src:

Internet Protocol Version 4, Src: 192.168.27.113, Dst: .37

Transmission Contrel Preotocol, Src Port: 1296, Dst Port: 22222, Seq: 1, Ack: 1, Len: 56
Data (56 bytes)

DEREH

123456792200ddT fOb@4a2bB1673fef fI T fO30526684794..

[Length: 56]

a( 1item ) 3) B
[] | SIGNATURE NAME COMMENT ORDERED CONDITION MATCH | SCOPE
[ | solar O Transaction

smrumm|sular

- oo o
5cope @ transaction (' Session
[[] ©rdered Condition Match Operator | Pattern Match ]
AND Context |unk|wm|rmn1:m—naylnad ~ |
D CONDITION CONDITIO.. | OPERATOR CONTEXT PATTERN QUAL Pattern |\1123456792md\l |
~ And Condition 1 Tlac Oitems ) (3) €3
O ‘Aml Condition 1 ‘gmﬂmm ‘paﬂnrn—m:u:h unlnown-reg-tcp-payload ‘ \123456792200dd\x ‘ 110 |quALlnEn VALUE |
(@ Add Or Condition () Add And Condition (=) Delete [#) Move Up () Move Down (HAdd (JJDelete
. 13 matches a single character (e.g. 123, 133)
? dots? matches string with or without last character (e.g. dot, dots)
* dots* matches string with or without last character, and multiple repeats of last character (e.g. dot, dots, dotssss)
+ dots+ matches single or multiple repetitions of the preceding letter (e.g. dots, dotssss)
| ((exe) | (msi)) | OR function to match multiple possible strings (e.g. dot.exe, dot.msi)
[] x[abc] matches preceding string followed by any character between squared brackets (e.g. xa, xb, xc)
- X[a-z] matches any character in a range (e.g. xa,xm)
A X[*AB] matches any character except the ones listed (e.g. xC, x5)
{} x{1,3} matches anything after x as long as it is 1 to 3 bytes in length (e.g. x1, x123)
\ x\.y Escape character to exactly match a special character (e.g. www\.pangurus\.com)
&amp used to match & in a string




Custom Vulnerability Signature @

Configuration Signatures

General
Threat ID | 41000 Mame | BlockBrowser
41000 - 45000 & 4800001 - S200000
Commenit
Properties
Severity | high W Direction | client2server W
Default Action | Reset Client W Affected System | client £
References
CVE | Example: CVE-1992-0001 Bugtraq | Example: bugtraq id
Vendor | Example: M503-026 Reference | Example: enwikipedia.org/wiki
Mirus

| Source | Destination | Protocol | Lengtt| Info

19 20:14:27.249912 192.168.27.7 s .29 66 62747 - 8@ [SYN, ECN, CWR] Seq=0 —]
20 20:14:27.272031 - .. 29 192.168.27.7 66 80 - 62747 [SYN, ACK] Seq=0 Ack:
21 20:14:27.274027 192.168.27.7 . . 29 54 62747 -+ 8@ [ACK] Seq=1 Ack=1 Win7 |
22 20:14:27.274728 192.168.27.7 0cspP 444 Request

» Frame 22: 444 bytes on wire (3552 bits), 444 bytes captured (3552 bits)
» Ethernet II, Src:
» Internet Protocol Version 4, Src: 192.168.27.7, Dst:
» Transmission Control Protocol, Src Port: 62747, Dst Port: 80, Seq: 1, Ack: 1, Len: 390
Al Hypertext Transfer Protocol
(3 POST / HTTP/1.1\r\n
: \r\n

User-Agent: Mozilla/5.0 (Windows NT 1@.0; Win64; x64; rv:75.0) Gecko/20100101 Firefox/75.@\r\n

Accept: */¥\r\n

Accept-Language: nl,en-US;q=0.7,en;g=0.3\r\n

Accept-Encoding: gzip, deflate\r\n

Content-Type: application/ocsp-request\r\n

Content-Length: 83\r\n

Connection: keep-alive\r\n

\r\n




Configuration | Signatures

signature @ srandard ' Combination

a( hen | ) @
ORDERED

|:| STANDARD COMMENT COMDITION MATCH SCOPE

[ | Firefax = Transaction

Stx'r:lu'd|F[n:fm: |

Scope °Trar|sa|::tinn O Session

[ Ordered Condition Match
|:| | AND CONDITION | CONDITIONS | OPERATOR CONTEXT VALUE QUALIFIER | MEGATE
4 |~ And Condition 1

[] | And Condition 1 | Or Condition 1 pattern-match http-req-headers | Firefox/ http-method: ]
POST

.. And Condition 2

[] | And Condition 2 | Or Condition 1 pattern-match http-req-headers  Chrome/ http-method: ]
POST

[ Add Or Condition [F) Add And Condition [—|Delete [#] Move Up (#] Move Down




leVPpmﬁle

Description |

Rules | Exceptions

PACKET
[ | RULE NAME THREAT NAME | CVE HOST TYPE SEVERITY ACTION CAPTURE
[ | simple-client- any any client critical block-ip single-packet
critical ource,1
B simpleclient-high any any client high reset-both single-packet
| wneypostenpone s
]
Mame | VPprofile
. | |
Dqsl:rlpﬂnn| |
L Rules | Exceptions
E‘ @, (41000 1/6 ]
AR )
THREAT IP ADDRESS PACKET
ENAB..|ID ~ | NAME EXEMPTIONS RULE CVE HOST | CATEGORY | SEVERITY |ACTION CAPTURE
B 41000 | BlockBrowser simple-client- client high default disable
hmﬂﬂ {reset-client]
3
(] Show all signatures 8 PDF/CSV | Page | 1|oft] | 5 Displaying 1 -1/ 1 threats

oK

|| Forward segments exceeding TCP out-of-order queue
[] Allow arbitrary ACK in response to SYN

[E Drop segments with null timestamp option
Asymmetric Path Drop O Bypass

Urgent Data Flag @ clear ) Do Not Modify

[ Drop segments without flag

[ Rematch all sessions an config policy change

ICMPv6 Token Bucket Size | 100

lcmmzmpadmtm(pumq|1m

[ Enable IPvS Firewalling
[] Enable Jumbo Frame

[[] Enable DHCP Broadcast Session

NAT64 IPv6 Minimum Network MTU | 1280
NAT Oversubscription Rate | Platform Default
ICMP Unreachable Packet Rate (per sec) | 200

~ [ Accelerated Aging

Accelerated Aging Threshold | 80

Accelerated Aging Scaling Factor | 2

SIPTCP cleartext | Always enabled

[E Strip MPTCP option

v]

[] TCP Retransmit Scan

[ Packet Buffer

[] Latency Based Activation

Alert (%) | 50

A:ﬂwta(%”?ﬂ

ammnummmumm
Block Hold Time (sec) | 60

Blud(nnﬂunlsnd|3ﬂ)0

~ [ Multicast Route Setup Buffering

Buffer Size

1000

~



B 04/29 00:12:21 | flood | UDP Food | dient-to-server LAN LAN 0.0.0.0 0.0.0.0 0 not-applicable | allow
|rp| |w29m:1z:m | flood | ICMP Flood | dient-to-server LAN |uuu |mn.o.o |on.n.o |o |nut~wlutla |alhw
B 04/29 00:07:47 | flood | TCP Flood | dlient-to-server LAN LAN 0.0.0.0 0.0.0.0 0 not-applicable | syncookie-sent

Name | Zone_protection |

Description | |

Flood Protection | Reconnaissance Protection | Packet Based Attack Protection | Protocol Protection | Ethernet SGT Protection

~ESYN ~ @ CMP

thta(nunna:ﬂum.&m}

@ OtherIP

Almkatn(mnm:ﬂmfm}

Action |S‘|’NCnnkres v |

lmnnn:ﬂumm I {connecti } -m {connecti ) -m
Maimum connections/sec) Maximurn (connections/sec)
acthate[0 ]
({connections/sec) B
e mum (40000 | Alarm Rate (connections/sec)

-@uop Maximum (connections/sec) | 40000 |
Nmm(mnna:ﬂnmm:]

Activate (connections/sec)
T—

MName | Zone_protection |

Description | |

Flood Protection | Reconnaissance Protection | Packet Based Attack Protection | Protocol Protection | Ethernet SGT Protection

THRESHOLD

SCAN EMABLE ACTION INTERVAL (SEC) {EVENTS)
 TCP Port Scan /] block-ip bl 100

UDP Port Scan (/] block 2 100

Host Sweep ] Block IP v 10 100

a( Track By litem | (5) B3
D S0OURCE ADDRESS EXCLUSION | - ™ ] IP ADDRESS(ES)

[]  nmap Duration fsar} 192.168.27.155

| [1 - 3600] |
[B)add [=)Delete

«»
hN

|
A



Mame | Zone_protection |
Description | |

Flood Protection | Reconnaissance Protection | Packet Based Attack Protection | Protocol Protection | Ethernet SGT Protection

IPDrop | TCPDrop | ICMPDrop | IPvé Drop | ICMPvé Drop

[ Spoofed IP address
¥ Strict IP Address Check

[] Fragmented traffic
IP Option Drop
[ strict Source Routing [ security
[ Loose Source Routing [ ] stream ID
M Timestamp [ Unknown
[ Record Route [ Malformed

oK [ Cancel |

MName | Zone_protection |

Description | |

Flood Protection | Reconnaissance Protection | Packet Based Attack Protection | Protocol Protection | Ethemet SGT Protection

IPDrop | TCPDrop | ICMPDrop | IPvéDrop | ICMPvé Drop

[ Mismatched overlapping TCP segment
[ split Handshake
[ TCP SYN with Data
[ TCP SYNACK with Data
Reject Non-SYN TCP | global ~ |
Asymmetric Path | global v
Strip TCP Options
[] TCP Timestamp
[[] TCP Fast Open
Multipath TCP (MPTCP) Options | gobal v |




Zone Protection Profile

Mame | Zone_protection |

Description | |
Flood Protection Reconnaissance Protection Packet Based Attack Protection Protocol Protection Ethernet SGT Protection
IPDrop | TCPDrop | ICMPDrop | IPvéDrop | ICMPvé6 Drop
3 ICMP Ping ID O I I
[ (CMP Fragment Zone Protection Profile @

ICMP e Packet(>1024)
n Larg ket J Name | Zone_protection
|H Discard ICMP embedded with error message
. Description |
[ Suppress ICMP TTL Expired Error
n Suppress ICMP Frag Needed Flood Protecti i e Pr Packet Based Attack i Pr Eth SGTPr
IP Drop TCP Drop ICMP Drop |Pvé& Drop ICMPvé Drop

|:| ICMPv6 destination unreachable - require explicit security rule match
u ICMPv6 packet too big - require explicit security rule match

n ICMPvé time exceeded - require explicit security rule match

n ICMPv6 parameter problem - require explicit security rule match

I:‘ ICMPv6 redirect - require explicit security rule match

Zone Protection Profile

Name | Zone_protection

Description |

Flood Protection Reconnaissance Protection

Packet Based Attack Protection

Protocol Protection Ethernet SGT Protection

IP Drop TCP Drop

ICMP Drop IPv& Drop

[ Drop packets with type O routing header

[ Drop packets with type 1 routing header

(] Drop packets with type 3 routing header

E Drop packets with type 4 to type 252 routing header
[] Drop packets with type 253 routing header

[ ] Drop packets with type 254 routing header

[ Drop packets with type 255 routing header

[] IPv4 compatible address

ICMPv& Drop

[[] Hop-by-Hop extension

[] Routing extension

[[] Destination extension

[ \nwalid IPvé options in extension header

[ Non-zero reserved field

[ Anycast source address

[ Meedless fragment header

E MTU in ICMPw& 'Packet Too Big' less than 1280 bytes

«» -



Name | Zone_protection |

Description | |

Flood Protection | Reconnaissance Protection | Packet Based Attack Protection | Protocol Protection | Ethernet SGT Protection

Rule Type @ pyciude List ) Include List
] | PROTOCOL NAME ENABLE ETHERTYPE (HEX)

[] 802.11 management protocol ] 0x890d

Add [=)Delete

Exclude List uses implicit allow for all non-listed protocols

Max Rate {connections/s) | 40000

Name | AggregateDos | Name | AggregateDoS |
Descrition || | Deseription | |
Type me Oclasslfmd Type °A,ggmgatg Oclasslfmd
Flood P jon | R Protecti Flood Protection | R Prot
S¥NFloed | UDPFlood | ICMPFlood | ICMPvé Flood | Other IP Flood (@ Sessi
pr— |
A:ﬂnn|SYN(:onkIes “ |
Alarm Rate (connections/s) ‘ 30000 | —
Activate Rate {connections/s) | 0 |
| .
|

Blnd(nnﬂnn[s]‘sm

Max Rate ons/s) | 10000

=
~ S
Name [ ClassifiedDos| | Name | ClassifiedDos| |
Description | | Description | |
Type ) Aggregate © Ciassified Type O Aggregate © Ciassified
Flood P jon | R Protecti Flood Protection | R Prot
SYNFlood | UDPFlood | ICMPFlood | ICMPvé Flood | Other IP Flood (/]
9 SYN Flood [ Maximum Concurrent Sessions | 7000 |‘
Action | SYN Cookies v |
Alarm Rate (connections/s) | 1000 | T
Activate Rate (connections/s) [0 | :
|
|

Blndmnﬂnn[s)|3m

«
—



Source Destination Protection
NAME ZONE/INTERFA.. | ADDRESS | ZONE/INTE.. | ADDRESS SERVICE ACTION | AGGREGATE CLASSIFIED SCHEDULE
1 | protect webserver | ethernet1/1 any dmz t webserverfarm-public | 3 service-hitps | protect | AggregateDoS | profile: ClassifiedDoS | none
src-dest-ip-both

General | Source | Destination

| Option/Protection

L Any

[ | service ~

[ | ¥ service-https

Action | Protect

Schedule | None

(@ Classified

v |

Log Forwarding | default v |

Aggregate | AggregateDoS v
Profile | ClassifiedDoS v |

Address | src-dest-ip-both

v ]

Add [=)Delete

OK

=




Chapter 11: Troubleshooting Common Session Issues

Detailed Log View @E
Tunnel Type N/A Decrypted
Threat Type vulnerability Packet Capture
Threat ID/Name HTTP Unautherized Error Client to Server
34556 (View in Threat Server to Client
[[n]}
Vault)
Tunnel Inspected
Category brute-force
Content Version AppThreat-8285-6150 )
DevicelD
Severity informational
Repeat Count 1 Source Category
File Name :B123/ Source Profile
URL Source Model
Partial Hash © Source Vendor
URL
RECEIVE TIME RULE CATEG... FILE
PCAP ~ TYFE APPLICAT.. | ACTION | RULE uuiD BY.. | SEVERL.. | CATEG.. | LIST VERDI... | URL MNAME
2020/06/26 vulnera... web- drop out-web  31562... informat... unkno...
22:08:59 browsing
2020/06/26 url web- alert out-web | 31562... informat.. unkno.. medium-
22:08:55 browsing risk,un...
2020/06/26 end web- allow out-web | 31562... | 10.. unkno...
22:10:48 browsing
Close
(ST (L Captured Files
[ Manage Filters 144 Fitters Set] Q Sitems )= X
Filtering m Pre-Parse Match l:@ 0O | FILE NAME DATE SIZE(ME)
O | droppeap 2020/06/30 23:18:18 | 0.032899
Configure Capturing [ | mepeap 2020/06/30 23:18:19  0.167466
Packet Capture m:l [0 | solarpeap 2020/06/19 01:12:20 | 0.519480
tunnel, 2020 23:18:19  0.134369
o\ ditems | — X U metpeEp /06730
[ | bepeap 2020/06/30 23:18:19  0.224996
PACKET
[ | sTace FILE BYTE COUNT | COUNT
[ | receive rpcap 50000
[ | frewall tunnel peap . 100000000 )
[ | transmit tepcap Packet Capture Filter @
[ | drop drop.pcap
INGRESS SRC DEST
O |we INTERFACE SOURCE DESTINATION | PORT PORT PROTO NON-IP | IPV6
Ol 192.168.27.130 198.51.100.1 6 exclude 0
0 2 198.51.100.1 0.0.0.0 & exclude a
O 3 192.168.27.130 198.51.100.1 6 exclude O
- . 4 198.51.100.2 0.00.0 6 exclude m
®Md ) @Add Delete Set Selected Packet Capture Filter
Settings
— « - .




(' PA-220 MONITOR

B ) SOURCE Date »
Data Filtering CONFIDEN... | ADDRESS SOURCE USER | DESCRIPTION
[ HIP Match — < June 2020 « >
12 192.168.27.1B6 unknown user Repeatedly visited (11) the same URL 84.19%.118.24/
@ GlobalProtect | s MmTw T F s
1P-Tay
. Botnet Configuration @ 151 2 3 4 5 4
2| User-ID
7 8 9 10 11 1
Decryption HTTP Traffic @ #
551 Tunnel Inspection ENAB... | COUNT | EVENT DESCRIPTION | 14
[} Configuration 5 Malware URL visit ldznhﬁs users cummuu:anla
IRLs based on URLﬂnem\g
@ System
51
2 Alarms B 5 Use of dynamic DNS Loaks for dynamic DNS query traffic which could be
Authentication indicative of botnet communication
% Unified = 10 Browsing to IP domains Identifies users that browse to IP domains instead of
URLs Configurati
R ] 5 Browsing to recently registered domai Looks for traffic to domains that have been registered
el mains to domains e
~ [ App Scope = within the last 30 days Report
[E2] Summary [ 5 Executable files from unknown sites ld;nu:ihs exewutable files downloaded from unknown
" u
|2y Change Monitor
CEI Threat Manitor Ul A Appl
@y Threat Map
(B Network Monitor Unknown TCP Unknown UDP 1B ire
(@ Traffic Map Sessions PerHour | 1013600 Sessions PerHour 101 - 3600
42 Session Browser Destinations Per Hour | 10 [1 - 3600] Destinations Per Hour 101 - 3400
@ Botnet Minimurm Bytes Minimum Bytes
» L) PDF Reports Maximum Bytes Maximum Bytes

% Manage PDF Summary
S User Activity Report

{5 Saas Application Usage
B et G «» —
Egh Email Scheduler

[} Manage Custom Reparts Export to POF Export to C5V Export to XML
[ Reports

FROM TO
START TIME ZONE | STATE TO ZOMNE | SOURCE DESTINATION APPLICA... | RULE CLEAR

[ | 06/30 231758 LAM ACTIVE outside 19216827216 443 & 55 out-web

F  04/3023:25:03 LAM ACTIVE outside 1921468277 53 17 dns dns nolog ST
Clear session |

[ 04/3023:26:13 trust-L3 | ACTIVE trust-L3 1921468272 53 17 dns dns nolog M T TE

mgmt

& | 04/30 23:18:29 LAM ACTIVE LAMN 192146827244 357.. |17 upnp inside-12 =

F  06/3023:18:12 LAM ACTIVE outside . | 443 t 5] out-web

F  06/30 10:29:12 LAM ACTIVE outside 19216827114 9998 & ring out

alsﬂﬂ11;
.52[80]
[50010

.38. .1;;3
S51[16008])
.121.44[443)




Test Configuration Test Result

Select Test | Update Server Connectivity [*]

Test Configuration

Update Server is Connected

Test Result

Result Detail

Update Server is Connected

Result Detail

Selu:tTust|“ﬁlcF|re |v|

Channel (®) Public () Private

(B ret

Select Test | Log Collector

[=]

‘Test wildfire Public Cloud

Test Result

Test wildfire Public Cloud

Testing cloud server wildfire.paloaltonetwarks.com ...

wildfire registration: successful

download server list: sucoessful

select the best server: panos.wildfire. paloaltonetworks.com

Result Detail

Colector 0
Redut

Test Configuration

Type  Last Log Created Last Log Fwded  Last Seq Num Fwded Last Seq Num Acked

Total Logs Fwded
>CM50
Panorama log forwarding agent is active

config Not Available Mot Available o o o

system  2020/05/07 00:34:00 2020/05/07 00:34:20 23979374 0
23088

threat 2020/05/07 00:35:36 2020/05/07 00:35:41 236400 0

Select Test | Security Policy Match v

o m <]

o s =

Source | 192.168.27.5 |

Destination | 1.1.1.1 |

Destination Port |53 |

Source User None v

o[ <]
[V show all potential match rules until

first allow rule I
Application | None v
Ehl:eguryh'hne |v|
[ check hip mask
(Beaie]  Reset

Test Result

Result Detail

Mame dns nolog

Index 7

From LAN

Source any

Source Region none

To outside

Destination any

Destination Region None

User any

Category any

Application Service 0:dns/top/amy/53

[ 1:dns/tcp/any/853

Z:dns/udp/any/53
3:dns/udp/any/5353

Action allow

ICMP Unreachable no

Terminal yes



Test Configuration Test Result Result Detail

PATTERN: PATTERM: Ox6B656c6CEi7468657265
Select Test |““9 | e | e PING 1.1.1.1 (1.1.1.1) from 152.168.27.2 : 56(84) bytes of data.
- . = 64 bytes from 1.1.1.1: iomp_seq=1 ti=58 time=15.9 ms
Bypass routing tal use specified =
L] Saleis 64 bytes from 1.1.1.1: iomp_seq=2 ttl=58 time=16.8 ms
interface 64 bytes from 1.1.1.1: iamp_seq=3 ti=58 time=15.2 ms
Count |5 EJ 64 bytes from 1.1.1.1: iomp_seq=4 ti=58 time=13.1 ms
64 bytes from 1.1.1.1: iomp_seq=>5 tt=58 time=14.5 ms
[ pen't fragment echo request packets
(tPva) — 1.1.1.1 ping statistics -—
5 packets transmitted, 5 received, 0% packet loss, time 4077ms
|:| Force to IPvE destination rit min/avg/max/mdev = 13.195/15.167/16.827/1.246 ms
Interval | 1 |
Source | 192.168.27.2 |
| [ Don't attempt to print addresses h t

symbolically

Patiem | 68656c6C67468657265

size | [0 - 65468)

|
|
Tos | [1 - 255] |
|

H | [1-255]
[ Display detailed output
Host |1.1.1.1 |
Test Configuration Test Result Result Detail
Select Test Trace Route hd traceroute to 1.1.1.1 traceroute to 1.1.1.1 (1.1.1.1}, 30 hops max, 60 byte packets
FETTY
¥ use 1pva 5 213.224.125.31 11819 ms 11169 ms 17.044 ms
- 6 81.20.71.70 11.076 ms 12.595 ms 18.019 ms
7 1111 11253 ms 14.131ms 12.504 ms
First T 4 ]

MaxTH | [1 - 255]

Part | [1 - 65535]

Wait | [1 - 99999

|
|
|
Tos | [1-255] |
|
Pause | 500 |

' [] set the “don't fragment’ bit . 1
[] Enable sncket level debugging
Gataway|

(¥ pon't attempt to print addresses
symbaolically

] Bypass routing tables and send directly
to a host

Source | 192.168.27.2 |

Host | 1.1.1.1 |




GHU GRUB wersion B.97 (638K lower ~» 3143616K upper wmeHory)

PANDOS (HMaint-other)

PANOS (Maint)
PANOS (zysrootB)

Uzse the T and | keys to select which entry is highlighted.
Press enter to boot the selected 05 or "p’ to enter a
password to unlock the next set of features.

COM?1 - PuTTY

Welcome to the Maintenance Recovery Tool

Oo=0uit, Up/Down=Navigate, ENTER=S5elect, E

Factory Reset
HWARNING: Performing a factory reset Will remove all logs and configuration.

Using Image:

(x) panos-9.8.8

HARNING: Scrubbing will iteratively write patterns on pancfg, panlogs, and any
extra disks to make retrieving the data more difficult.

HOTE: This could take up to 48 hours if selected. Scrubbing is not recormqended
unless explicitly required.

[ 1 Scrub

If scrubbing, select scrub type:

(X) mnsa____________________J() dod

< Factory Reset >

Q=0uit, Up-sDown=Havigate, ENTER=5Select, ESC=Back




Chapter 12: A Deep Dive into Troubleshooting

reaper@PA-VYM> show counter global filter delta yes

Global counters:
Elapsed time since last sampling: .476 seconds

severity category aspect description

pktproc E ets received
cv pktproc BPDU packets
13_bcast_drop irop forward £ ats
13 _mcast_drop drop forward Packets
pkt_rev L in arp

ed IF broa st
dropped: no route for IP multicast
packets received

rcv_gratuitous Gratuitous ARP packets received

reaperf@PA-VM>

admin@PA-VM> show counter global filter delta yes severity drop

Global counters:
Elapsed time since last sampling:

severity category aspect description

flow_ipvé_disabled 4 drop flow parse Packets dropped: IPvé disabled
13_bcast_drop flow forward Packets FOPE unhandled IP
flow_fwd_13_mcast_drop flow forward Packets dropped: no route for IP multicast

Total counters shown: 3

reaper@PA-VM> debug dataplane packet-diag

Packet diagnosis setting set te default.
reaper@PA-VM> debug dataplane packet-diag filter-marked-gession all

Unmark All sessions in packet debug
reaperéPA-VM> debug dataplane packet-diag filter match source 10.0.0.10 destination 194.7.1.4

reaper@PA-VM=>

reaperéPA-VM> debug dataplane packet-diag filter mateh source 194.7.l1.4 destination 198.51.100.2
reaper@PA-VM> debug dataplane packet-diag filter on

debug packet filter: on

reaper@PA-VM> debug dataplane packet-diag show setting

Packet filter

Enabled:

Matech pre-parsed packet:

Index 10.0.0.10/32[0)->194.7.1.4/32[0], proto O
ingress-interface any, egress-interface any, exclude non-IP
194.7.1.4/32[0]->198.51.100.2/32[0], proto O
ingress-interface any, egress-interface any, exclude non

Logging
Enabled:
Log-throttle:
Eynec-log-by-ticks:
Features:
Counters:

Packet capture
Enabled:
Snaplen:
Username :




translate
ftwar

(translate

(translated IP[

0.10[1109]
1.4[1133) /untrust

Translated Packet

NAME

U-Tum

inbound 55H server

dynamic ip-port interface

TAGS

none

none

none

SOURCE ZONE

DESTINATION
ZONE

Untrust-L3

Untrust-L Untrust-L3

Untrust-L3

Original Packet

DESTIMATION | SOURCE
INTERFACE ADDRESS

ethernet1/1 any

ethernet1/1 any

ethernet1/1 = dhepsp...

DESTIMATION
ADDRESS

3198511002

3109511002

any

SER...

any

any

SOURCE TRANSLATION
dymamic-ip-and-port
ethernet1/3

10.0.0.1/24

none

dymamic-ip-and-port
ethernetl/1

198.51.100.2/24

DESTINATION
TRANSLATION

destination-translation

address: 10.0.0.5

dns-rewrite: reverse

destination-translation

address: 10.0.0.5

none



réBPA-VM>

dataplane packet-diag

Session 1

188.51.100.1

188.51.100.2

Session 2

Firewall
10.0.01

10.0.0.10




== 2028-06-84 BB:45:37.522 +8288 =—
P ed at ingress stage, tag @, type ORDERED
Packet info: len 74 port 17 interface 17 vsys 1
wge index 33521 packet @x8xc@el3besed, HA: 8, IC: 8
Packet decoded dump:
L2: B@:8c:29:d7:40:22->80:08¢c:29:Te:3B:eb, type BxBB00
IP: 18.8.8.18->198.51.16808.2, protocel &
version &, ihl tos Bx88, len &8,
id 41859, frag_ g8, ttl &4, checksum 63842(8x62T9)
TCP: sport 43188, dport 22, seq 3116136369, a,
reserved B, offset ! window 64248, ch um 24589,
flags @x82 ( SYM), urgent data @, 14 data len @
TCP option:
peeaeeea: B2 84 B5 b4 B4 B2 BB Ba 69 3T 76 a2 88 @@ @d ee
peaaaala: 81 83 83 87 i
Flow lookup, key wordd@ 8x&688028016aB5c wordl @ word2 @xaBe@@batfffEee8 word3 Bx@ wordd Bx2643
# Dos Profile NULL (MO) Index (8/8) =
Session setup: vsys 1
No active flow found, engueue to create session

2020-06-B4 @B:45:37.522 +028@ =
et rec ed at slowpath stage, tag 3223295891, type ATOMIC
acket info: len 74 port 17 interface 17 s 1
wge index 33621 packet @xB8xc@8l3b@%8d, HA: 8, IC: @8
Packet decoded dump:
L2: B@:8c:29:d7:40:22->80:8c:29:7e:3B:eb, type OxB808
IP: 10.8.8.18->198.51.1808.2, protoc :
version &, ihl 5, tos @x@@, len &8,
id 41859, frag_off @x48e8, ttl &4, c sum 63842 (@x&2T9)
TCP: sport 43188, dport 22, seq 3116136369, ack 8,
reserved 8, offset 18, window 64248, ch um 24589,
flags @x82 ( SYN), urgent data @, 14 data len @
TCP option:
pegogeea: B2 B4 BS b4 B4 @2 BB Ba &9 3f 76 a2 6@ 80 80 B8

Session setup: interface ethernetl/? egress interface ethernetl/1 (zone 1)
NAT policy lookup, matched rule index 1
Policy lookup, matched rule index @,
Allocated new session 265.
dec in session 245 @xe@3cbl@78@ @ from work @xe@lisf4@fse @
] name=outbound hide, cfg_pool_i 1 cfg_fallback_pool_idx=8
: name=outbound hide, g_pool_idx=1; Session: index=265, nat_pool_idx=1

Packet dropped, vsys 1 NAT rule index 2 result in LAND attack, same SA/DA 198.51.180.2

affffeess




== 2020-86-85 PO:156:22.0830 +8288 ==
Packet received at ingress stage, tag 8, type ORDERED
Packet info: len 74& port 17 interface 17 wvsys 1
wge index 23554 packet @x8xc@@l13fdfad, HA: @, IC: @
Packet decoded dump:
L2: BR:8c:29:d7:48:22->88:8c:29:7e:38:eb, type B8xBBE0
IP: 18.8.8.10->198.51.188.1, protocel &
version &, ihl 6, tos @x@8, len &8,
id 29876, frag_off 8x4@@8, ttl &4, checksum 59796 (@xF4ef)
TCP: sport 49484, dport 22, seq 42572BB317, ack 8,
reserved 8, offset 18, window 64248, checksum 17882,
flags @x@2 ( SYN), urgent data @, 14 data len @
TCP option:
eeepe@Be: 82 84 B5 b4 B4 B2 BB Ba 3d 96 =B fe 80 BE 80 B8
p@ageale: @1 83 e3 a7 5
Flow leookup, key word@ 8x688828015c8fc wordl @ word2 @xad@@B@afffreee@ word3d Bx8 word4 8x146433coHTTrTbaBe
* Dos Profile NULL (NO) Index (@8/8) =
Session setup: wvsys 1
Mo active flow found, enqueue to create session

== 2020-86-85 8B:156:22.830 +B280 ==
Packet received at slowpath stage, tag 1688519813, type ATOMIC
Packet info: len 7& port 17 interface 17 vsys 1
wge index 23554 packet @xBxce@@l3fdfsd, HA: @, IC: @
Packet decoded dump:
L33 B0:8c:29:d7:48:22—>00:0c:29:7e:3B:e5, type Bx0BER
IP: 18.8.8.18->198.51.188.1, protocol &
version &, ihl &, tos @x88, len &8,
id 29876, frag_off 8x4888, ttl &4, checksum 59796(8xP4e?)
TCP: sport 49484, dport 22, seq 4257288317, ack @,
reserved @, offset 18, window 64248, checksum 17882,
flags @8x82 ( S¥N), urgent data @, 14 data len @
TCP option:
o@aeeaes: 82 B4 85 b4 B4 B2 BB Ba 3d 86 e8 Te 8@ 88 82 ee
o@aeealsa: 81 83 e3 a7
Session setup: vsys 1
PBEF lookup (vsys 1) with application none
Session setup: ingress interface ethernetl/2 egress interface ethernetl/1 (zone 1)
NAT policy lookup, matched rule index 1
Policy lookup, matched rule index @,
TCI_INSPECT: Do TCI lookup policy — appid @
Allocated new session 941.
set exclude_video in session 941 @xe@3cb3abB@ @ from work @xe@lécd2?88@ @
Rule: index=1 mame=outbound hide, cfg_pool_idx=1 cfg_fallback_pool_idx=8
MAT Rule: name=outbound hide, cfg_pool_idx=1; Session: index=941, nat_pool_idx=1
Packet matched vsys 1 NAT rule 'outbound hide' (index 2),
source translation 10.8.8.18/49484 => 198.51.188.2/63571
Created session, engueue to install. work 8xe@l4cd2888 exclude_video @,session 741 @xe@3cb3ab8@ exclude_video 8

== 2020-B5-05 @0B:15:22.030 +0280 ==
Packet received at fastpath stage, tag 941, type ATOMIC
Packet infeo: len 74 port 17 interface 17 wsys 1
wge index 23654 packet BxBxce@l13fdf4@, HA: &, IC: @
Packet decoded dump:
L2: B@:8c:20:d7:40:22->88:8c:29:7e:38:e5, type 8xBBEE8
IP: 1@.8.8.18->198.51.1808.1, protocel &
version &, ihl 5§, tos 8x88, len 68,
id 29876, frag_off 8x4888, ttl &4, checksum 59796(@x%94e9)
TCP: sport 49484, dport 22, seq 4257288317, ack @,
reserved 8, offset 10, window 64248, checksum 17882,
flags @x82 ( SYM), urgent data @, 14 data len @
TCP option:
@eoeeeea: B2 B4 85 b4 B5 B2 BB Ba 3d 86 eB fe 80 08 8@ B8
geaeeela: @1 83 a3 @7 ua s
Flow fastpath, sessien 241 c2s (set work Bxe@l4cd2888 exclude_video @ from sp Bxe@3cb3ab8@ exclude_video 8)
IP checksum wvalid
* Dos Profile NULL (NO) Index (@/8) =
* Dos Profile NULL (NO) Index (@/8) =
2020-06-85 @8:16:22.838 +8280 pan_flow_process_fastpath(src/pan_flow_proc.c:3928): SESSION-DSCP: set session DSCP: @xee
NAT session, run address/port translation
Syn Cookie: pan_reass(Init statete): c2s:@ c2s:nxtseq 42572808318 c2s:startseq 425728@318 c2s:win @ c2s:st 3 c2s:newsyn @
8 plen @
CP-DENY TCP non data packet getting through
Forwarding lookup, ingress interface 17
L3 mode, virtual-router 1
Route lookup in virtual-router 1, IP 198.51.188.1
Route found, interface ethernetl/l1, zone 1
Resolve ARP for IP 198.51.188.1 on interface ethernetl/1
ARP entry found on interface 16
Transmit packet size &8 on port 16




2020-86-85 @P:156:22.832 +08208 ==
ket received at ingress stage, tag @, type ORDERED
Packet info: len 7& port 16 interface 16 vsys
wqe index 23554 packet BxBxc@@2cB93B@, HA: 8, IC: @
Packet decoded dump
4 0@:8c:29:7a:5e:82->80:0¢c:29:7e:38:db, type BxBBB@
198.51.188.1->198.51.1868.2, protocol &
version &, ihl 5, tos @x@8, len &8,
id @8, frag_off @x4888, ttl &4, checksum 289656(@xes51)
sport 22, dport 63571, seq 671986244, ack 4257288318,
reserved 8, offset 18, window 2B968, checks
flags @x12 ( SYN ACK), urgent data @, 14 data len @
TCP option:
epooeeRB: 82 B4 B5 b4 B4 B2 BB Ba @7 57 85 99 3d A6 eB fe Moa=a.
epaagela: 81 a3 e3 a7 .
Flow lookup, key word@® 8x&68881FB5380146 wordl @ word2 @xl14433c&TTTTEB00 word3 8x@ wordéd Bu2é4
Flow 1B83 found, state 2, HA @
Active flow, enqueue to fastpath process, type 8

* Dos Profile NULL (MO) Index (8/8) =*

== 2Q020-96-85 @0:156:22.0832 +08200 =
Packet received at fastpath stage, tag 941, type ATOMIC
Packet info: len 74 port 16 interface 16 vsys 1
wqe index 23654 packet @x@xc@@2cB93808, HA: @8, IC: @
Packet decoded dump:
1 8@:8c:29:7a:5e:82->80:0¢c:29:7e:38:db, type BxBBB8
198.51.186.1->178.51.188.2, protocol &
version &, ihl 5, tos @x88, len &8,
id @, frag_off @x4@88, ttl 64, checksum 20966(@xesbl)
sport 22, dport 63571, seq 671986244, ack 425728318,
reserved @, offset 18, window 28968, che um 36828,
flags @x12 ( SYN ACK), urgent data @, 1& data len @
TCP option:
poeooees: 82 84 85 b4 84 B2 BB Ba @7 57 86 99 3d @6 eB Te M aSana
egeeaele: 81 a3 83 o7y a
Flow fastpath, session 941 s2c (set work @xe@licd?28B8 exclude_ eo @ from sp Bxed3cblabB@ exclude_video 8)
IP checksum valid
# Dos Profile NULL (NO) Index (8/8) =*
MAT session, run address/
Syn Cookie: pan_r it st: 3): c2s:1 c2s: eq 4257288318 s:startseq 4257280318 c2s:win 28960 c
s2c:newsyn B ack 4257288318 nosyn @ plen @
CP-DENY TCP non data packet getting through
Forwarding lookup, ingress interface 14
L2 mode, wirtual-router 1
Route lookup im virtual-router 1, IP 18.8.8.18@
Route found, interface ethernetl/2, zone 2
Resolve ARP for IP 18.8.8.18 on interface ethernetl/2
ARP entry found on interface 17
Transmit packet size 68 on port 17




== 2020-046-85 0B:16:22.832 +82008 ==
Packet received at ingress stage, tag @, type ORDERED
Packet info: len &6 port 17 interface 17 s 1
wge index 23554 packet @x@xceeli3fe?8d, HA: @, IC: @
Packet decoded dump:
L2: e@:0c:29:d7:40:22->80:8c:29:7e :e5, type B@xBBBR
IP: 18.8.8.18->198.51.180.1, protocel &
version &, ihl 5, exed, len 52,
id 29877, frag_off @x4@e8, ttl 64, checksum &615BB(BxF4T8)
TCP: sport 49484, dport 22, seq 4257288318, ack 6719B6245,
reserved 8, offset 8, window 582, checksum 33324,
flags @x18 ( ACK), urgent data @, 14 data len @
TCP option:
@goooeea: 81 91 B8 Ra 3d B4 =9 B8 87 57 BL6 99 saasTaaa s
Flow lookup, key word® 8x608828014c8fc wordl @ word2 @xadfl@@daftfffeoes
Flow 1B82 found, state 2, HA @
Active flow, engueue to fastpath process, type 8

W..
word3 8x@ wordéd @xl&433céTriTRaoR

* Dos Profile MULL (MO) Index (8/8) =

—85 00:15:22.832 +0288 ==
ved at fastpath stage, tag 941, type ATOMIC
ket info: len &6 port 17 interface 17 vsys 1
wge index 23554 packet @x@xceeli3fe?ed, HA: @, IC: @

Packet decoded dump:
L2: B@:Bc:29:d7:48:22->80:08¢c :7e H. type BxBB88
IP: 10.8.8.18->198.51.1808.1

version &, ihl 5, tos @x88, len 52,

id 29877, frag_off 8x4088, ttl &4, c sum &15BB(@x94T8)
TCP: sport 49484, dport 22, seq 4257288318, ack 671986245,

reserved @, offset 8, window 582, checksum 33324,

flags @x18 ( ACK), urgent data @, 14 data len @
TCP option:
geeaoees: 81 81 88 Ra 3d 846 &9 BB 87 57 Bs 99 sesiTaaa aWas
Flow fastpath, session 941 c2s (set work Bxe@l4cd2?@B8 exclude_video @ from sp @xe@3ch3ab88 exclude_video @)
IP checksum valid
MAT session, run address/port tramslation
CP-DENY TCP non data p t getting through
Forwarding lookup, ingress interface 17
L3 mode, virtual-router 1
Route lookup in virtual-router 1, IP 198.51.188.1
Route found, interface ethernetl/l, zone 1
Resolve ARP for IP 198.51.188.1 on interface etherne
ARP entry found on interface 1é
Transmit packet size 52 on port 16

Packet info: len 187 port 17 interface 17 vsys 1
wge index 23554 packet @x@xc@@l3ff2c@d, HA: 8, IC: @
Packet decoded dump:
L2: B@:8c:29:d7:48:22->00:08¢c:29:7e:38:e type BxBBoe
IP: 10.8.8.18->198.51.180. h
version &, ihl tos 8x88, len 93,
id 29878, frag_ 888, ttl &4, checksum GBB3&(BxF4cs)
TCP: sport 49484, dport seq 4257288318, . 671986245,
reserved 8, offset B, window 582, checksum 63771,
flags @x18 ( ACK PSH), urgent data &, 14 data len 41
TCP option:
eeseeeea: 81 81 88 @a 3d @5 e? 81 @7 57 @5 99 assemauns MWa
Flow lookup, key word@ 8x4600028816c8fc wordl @ word? @xab@lBlaffffeéee word3 8x@ wordsd @xls433ceffrfooae
Flow 1B82 found, state 2, HA @
Active flow, engueue to fastpath process, type 8

* Dos Profile NULL (NO) Index (8/8) =




== 2028-0856-085 @B:156:22.832 +8288 ==
Packet received at fastpath stage, tag 941, type ATOMIC
Packet info: len 187 port 17 interface 17 vsys 1
wge index 23554 packet @x@xc@@l3ff2cé, HA: @&, IC: @
Packet decoded dump:
L2 B@:8c:29:d7:40:22->80:0¢c:29:7e:38:eb, type BxBBR@
IP: 10.0.8.10->198.51.1808.1, protocol &
version &, ihl 5, tos @x@8@, len 93,
id 29878, frag_off 8x4888, ttl &4, checksum 58B36(8xP4ca)
TCP: sport 49484, dport 22, seq 4257288318, ack 671986245,
reserved 8, offset 8, window 582, checksum 63771,
flags @x18 ( ACK PSH), urgent data @, 14 data len 41
TCP option:
egso0ees: 81 81 B8 Pa 3d 85 e? B1 87 57 85 99 JopcEnae olke
Flow fastpath, session 941 c2s (set work Bxe@licd2088 exclude_video © from sp Bxe@3cb3ab8@ exclude_video 8)
IP checksum valid
MAT session, run address/port translation
session 941 packet sequeunce old @ new 1
Forwarding lookup, ingress interface 17
L2 mode, wirtual-router 1
Route lookup im wirtual-router 1, IP 198.51.188.1
Route found, interface ethernetl/1, zone 1
Resolve ARP for IP 19B.51.188.1 on interface ethernetl/1
ARP entry found on interface 16
Transmit packet size 93 on port 16

== 2020-856-85 BB:156:22.834 +0288 =—

Packet received at ingress stage, tag @, type ORDERED

Packet info: len &5 port 16 interface 16 vsys 1

wge index 23554 packet @x@xce@2cB3bc@, HA: 8, IC: @

Packet decoded dump:

L2: B@:Bc:29:7a:be:82->80:8¢c:279:7e:38:db, type B8xBBEE@

IP: 198.51.186.1->198.51.188.2, protocol &
version &, ihl 5, tos @x88, len 52,
id 46383, frag_off 8x&4B8@8, ttl &4, checksum 31281(8x317a)

TCP: sport 22, dport 63571, seg &719B4245, ack 4257288359,
reserved 8, offset B, window 227, checksum 11152,

flags @x18 ( ACK), urgent data @, 14 data len 8
TCP option:
Becaa@ee: 81 81 88 @a @7 57 86 b 3d A6 e? 81 W.. =...
Flow leokup, key word@ 8x60801FfB538816 wordl @ word2 @x16433c&HTFTTEERR word3 Ox@ wordéd Bx26433cefTfTREBA
Flow 1B83 found, state 2, HA @
Active flow, engueue to fastpath process, type 8

* Dos Profile NULL (NO) Index (8/8) =

== 2028-846-85 @0:15:22.834 +8280 ==
Packet received at fastpath stage, tag 941, type ATOMIC
Packet info: len &6 port 16 interface 16 wsys 1
wge index 235564 packet @x8xc882cB3bc@, HA: @&, IC: @
Packet decoded dump:
L2: B@:B@c:29:7a:5e:B82->00:8c:29:7e:38:db, type BxBBLDO
IP: 198.51.188.1->198.51.188.2, proteocol &
version &, ihl &, tos @x88, len 52
id 46383, frag_off 8x4888, ttl &4, checksum 31281(8x317a)
TCP: sport 22, dport 63571, seq 671986245, ack 4257288359,
reserved 8, offset 8, window 227, checksum 11152,
flags @x18 ( ACK), urgent data @, 14 data len @
TCP option:
geeopees: 81 91 B8 Ba 87 57 B6 %b 3d 86 e¥ B1 W.e =aas
Flow fastpath, session 941 s2c (set work Bxe@licd?888 exclude_video @ from sp BxeP3cb3ab8@ exclude_video
IP checksum valid
NAT session, run address/port translation
CP-DENY TCP non data packet getting through
Forwarding lookup, ingress interface 16
L3 mode, virtual-router 1
Route lookup in wvirtual-router 1, IP 18.8.8.18
Route found, interface ethernetl/2Z, zone 2
Resolve ARP for IP 18.8.8.18 on interface ethernetl/2
ARP entry found on interface 17
Transmit packet size 52 on port 17




Command

Function

find command keyword <keyword>

Lets you find any command as long as you know what you're looking for.

| match <value>

Filters the output of a command and enly returns the line that has a positive match.

| except <value>

Filters the output of a command and returns everything except the lines that match the value.

tcpdump snaplen O filter "not port 22"

Captures all sessions on the management interface except sessions on port 22.

view-pcap debug-pcap| filter-pcap| mgmt-pcap no-dns-lockup

Shows packet captures taken on daemeons, via packet-diag or tepdump.

show admins

Shows currently logged-in admins.

delete admin-sessions username <user>

Terminates an admin's session.

50T SYStem Setting target-vsys <vsys>

Changes operational commends to a vsys perspective.

show authentication allowlist

Shows the allow list for all authentication profiles.

show system environmentals

Shows system core temperatures and power levels.

scp| tftp export <thing> to user@ destination:/ path/

Basic system information

Many things can be exported from the system, including log files, packet captures, or core
files.

Function i

show system info

Returns basic device informaticon, such as serial, IP, installed content, and software versions.

show system software status

Shows whether all processes are running properly.

show system logdb-quota

Returns the LogDB usage.

show system disk-space

Returns disk volume infermation.

show jobs allfid

Returns the status of all commit, downlead, install, and gfdn jobs, and additional details on specific
10s.

show system files

Shows wehther any core dump files have been created due to a process crash.

request license fetch/info

Retrieves and shows currently active licenses.

show netstat all yes

Shows all listening and established connections on the management plane, per process.

show chassis-ready

Shows whether the dataplane is ready to process sessions.

show panorama-status

High availability

Verifies connectivity with panorama.

Function

show high-availability state

Shows a quick rundown of the local peer's HA condition.

show high-availability all

Summary of all HA runtime.

show high-availability state-synchronization

Displays statistics about sent and received sync messages.

request high-availability sessions-reestablish force

Re-establishes HAL link if link was lost; use 'force' if HAL backup is not configured.

show high-availability session-reestablish-status

Shows when HAL and HA1-backup links were |last re-established.

request high-availability sync-te-remote running-config

Manually syncs running configuration to peer, in case automatic sync failed or if status is out-of-
SYNE.

request high-availability state functional | suspend

Suspends or activates local device.

request high-availability state peer functional | suspend

Suspends or activates peer device.

show high-availability transitions

Indicates how many times a device has transitioned between HA states.

show high-availability flap statistics

Details about preemptions 'flaps' (preemption activates device, error encountered again, device
non-funct, recovers, preempt activates, error encountered again, and so on ).

show high-availability control-link statistics

Performance information

Detailed infermation about HA1 messages.

Function

show system resources

Shows management plane resource usage, similar to top in linux.

Show running resource-monitor

Shows data plane CPU core utilization and buffer usage.

debug dataplane pool statistics

Shows software buffer pool usage.

show session info

Shows number of active sessions, packets per second, thoughput, and other session-related
parameters.

debug log-receiver statistics

Information on log volume per second and any errors while writing or forwarding log.

show system statistics application| session

Shows live statistics about top applications, or system throughput.

show report jobs

DMS operations

Indicates whether reports are currently being generated (this could have an impact on management
plane CPU usage).

Function

show system setting ssl-decrypt dns-cache

Shows 551 decryption DNS cache.

show dns-proxy cache all

Shows the DNS proxy cache.

show system setting ssl-decrypt memory

Shows 551 decryption memory usage.

show dns-proxy fadn all

Shows all FQDN cbjects with their resclved |P addresses.

reguest systerm fgdn refresh

Refreshes all FODN objects.

debug dataplane internal vif link

Returns statistics on the internal hardwre interfaces.



Packet flow

Function

show counter global filter delta yes

Shows global counters,

show session all filter <filters>

Shows active, discard, and predict sessions matching the filter (or 'all' sessions).

set session offload yes | no

Enables and disables session offleading to hardware.

set session top-reject-non-syn yes | no

Disables dropping TCF ACK packets coming in without a proper handshake.

# set deviceconfig setting tcp asymmetric-path bypass| drop Disables dropping packets that arrive out of window or out of sync.

Layers 2 and 3 Function

show routing route Qutputs the routing table (Routing Information Base, or rib).
show routing fib Shows the forwarding table (Forwarding Information Base).
show arp all Shows the content of the ARP table (layer 3).

show mac all Shows the content of the MAC table (layer 2).

show routing protocol ospf | bgp| rip summary

Returns a summary of the OSPF, BGP or RIP status.

show routing resource

Verifies the number of routes is not reaching the system limits.

debug routing pcap ospf| bgp| rip on| off

Palicies

Enables/disables packet captures on the routing engine for the routing protocol. Use for
troubleshooting only.

Function

show running nat-policy

Shows all active NAT rules.

show running nat-rule-ippool rule <rulename>

Shows memory usage, over-subscription ratio, and allecations per rule.

show running global-ippool

Shows runtime statistics for global dynamic source NAT.

show running ippocl

Shows overall source NAT statistics.

show session all filter gos-class [1-8]

Displays all sessions that match a specific QoS class.

show qos interface <interface> counter

Shows general counter on QoS configured on an interface.

show gos interface <interface> throughput <Qid as seen in Returns actual throughput for a Qid on an interface.

counters>

show zone-protection zone <zone>

Shows zone protection statistics for the zone.

show dos-protection rule <rulename> statistics

Shows statistics for a dos-protection rule.

show dos-protection zone <zone> blocked source

URL filtering

Shows which IP addresses are currently being blocked due to DoS protection.

Function

test url-info-cloud <url>

Shows the category for a URL via cloud lockup.

test url-info-host <url>

Shows the category for a URL in the management plane cache.

show running url

Shows the category for a URL in the dataplane cache.

request url-iltering update url <url>

Refreshes the management plane cache entry for a URL with a cloud loockup.

show running url-cache all

Outputs the URL cache to mp-log dp_url_DB.log.

show running url-cache statistics

Shows memory usage of the URL cache.

show url-cloud status

Returns connectivity information for URL lockup cloud connections.,

clear url-cache all | url <url>

Clears a single URL from cache, or the entire cache from the dataplane.

delete url-database all| url

Panorama

Clears a single URL from cache, or the entire cache from the management plane.

Function

show logging-status device <serial>

Returns leg forwarding infermation for a device logging to Pancrama.

debug log-collector log-collection-stats show inceming-logs

Shows incoming log statistics, including the current log rate.

show system raid detail

Shows RAID array information on an M appliance.

show system disk details

Shows disk status information en a VM appliance.

replace old <serial> new <serial>

Replaces a managed device's serial with a new one after an RMA. This loads all the configuration

previously associated with one device with a new one without needing to go in and assign
configuration to the new serial (it removes the old serial).

request |log-fwd-ctrl action latest|start-from-lastack device
<serial>

Starts log forwarding from device from the last log| last acked log.

request log-fwd-ctrl start|stop latest device <serial=

Starts or stops log forwarding from a device to panorama with buffering.

request log-fwd-ctrl action live device <serial>

Starts log forwarding without buffering (this could cause a large flood of inbound logs).



IPSec

Function

show running tunnel flow info

Shows basic statistics about all VPN tunnels.

test vpn ike-sa gateway <gateway>

Initiates an IKE negotiation with the designated gateway.

test vpn ipsec-sa tunnel <tunnel>

Initiates an IPSec negotiation for the designated tunnel.

clear vpn ike-sa gateway <gateway=

Clears the IKE SA for a given gateway.

clear vpn ipsec-sa tunnel <tunnel=>

Clears the IPSec SA for a given tunnel.

show vpn ike-sa gateway <gateway>

Shows the IKE SA for a given gateway.

show vpn ipsec-sa tunnel <tunne|>

Shows the IPSec SA for a given tunnel.

show global-protect-gateway current-satellite

Shows currently connected satellites to GlobalProtect.

show global-protect-gateway current-user

User-1D

Shows currently connected users to GlobalProtect.

Function

show user ip-user-mapping all|ip

Shows all mapped users or the mapped user(s) for a specific IP on the dataplane.

show user ip-user-mapping-mp all | ip

Shows all mapped users or the mapped user(s) for a specific IP on the management plane.

debug user-id refresh group-mapping all

Refreshes group-mapping memberships.

show user group list

Shows all groups used in group-mapping.

show user group name <group>

Shows all members of a group.

show user group-mapping state all

Shows the state of all group-mapping profiles.

show user group-mapping statistics

Shows last/next refresh of group mapping.

show user user-id-agent statistics | state all

Shows user-1D agent state and statistics.

show user ts-agent statistics |state all

Shows terminal server agent state and statistics.

show user server-maonitor statistics | state all

Shows the state of the agentless user-ID agent.

show user ip-port-user-mapping all

WildFire

Shows user-to-port mapping for terminal server agents or a specific server |P.

Function

show wildfire status

Shows connection status to the WildFire cloud.

show sildfire statistics

Shows file transfer statistics.

test wildfire registration

Tests connectivity to the WildFire cloud.

DHCP Function

show dhep server lease all Shows all DHCP leases.

clear dhep lease interface <interface> ip| mac| expiredonly Clears a lease for an IP or MAC address, or all the expired ones.
<value>

debug dhcpd peap on| off

Enables packet capture of DHCP transactions on the daemon.

show dhep client state <interface>

Shows DHCP information for an interface that is a DHCP client.

request dhep client release | renew <interface>

Device state

Releases or renews DHCP client lease for a DHCP client interface.

Function

show system state

This command returns the state of the entire device.

show system state filter emv.®

Shows system core temperatures and power levels.

show system state | match fan

Searches the system state for any line containing 'fan' to find fan speeds.

show system state | match cfg.general. max

Returns the maximum number of configurable objects the system supports.

show system state filter-pretty sys.s1.%

Shows information about all the interfaces inslot 1.



Chapter 13: Supporting Tools

splunk

Apps

Explore Splunk Enterprise

> Search & Reporting

+ Find More Apps

Product Tours ‘&E’ Add Data
New to Splunk? Take a tour to help Add or f Add Data atg to Splunk
YyOou on your way. Enterprise. Afterwards, you may

extract fields.
Administrator

What data do you want to send to the Splunk platform?

Follow guides for onboarding popular data sources

palo

Palo Alto
Networks

Data from every product in
the Palo Alto Networks Next-
generation Security Platform,
including Firewalls,
Panorama, Traps Endpoints...

Configur§ now



Palo Alto Networks

L 4
Collection Method

Choose collection method

Forward data from syslog-ng

data to syslog-ng and forward to
Splunk indexers

Best Practice

Recommended for all
deployment sizes

®

Output Palo Alto Networks appliance

Palo Alto Networks

Collection Method

Configurations

Choose your deployment environment

Single instance

A single instance Splunk Enterprise
deployment that combines indexing
and search management functions.

®

Palo Alto Networks

Distributed

A distributed Splunk Enterprise
deployment that separates indexing
and search management into separate
nodes..

Collection Method

Configurations

Verify your data is being ingested
Use the following SPL query to verify that your data is indexed and searchable

1. From the Search & Reporting app [2, enter the query below.

| tstats count where index=" AND (sourcetype="pan:*") by sourcetype, index

Validation

Splunk Cloud
A cloud-based Splunk software service

that performs all indexing and search
management functions.



splunk splunk

Apps Apps

> Search & Reporting > Search & Reporting

+ Find More Apps Palo Alto Networks
W

Palo Alto Networks Add-on

Palo Alto Netw: Activity = Threats » c s Search
A“ Incident! Adversary Scoreboard Export v
¥ Al Incidents @ Vsys Client IP Server IP
Last 4 hours Malvare
Network Security
Log Subtype Endpoint Security Action AutoFocus Tag

Saa$ Security Al = ANY - m Hide Filters

Email Security

WildFire Submissions

358: 192: 833: 2083 126:

Correlated Incidents Per Hour Network Incidents Per Hour Endpoint Incidents Per Hour Aperture Saas Incidents Per Hour Maliclous WildFire Submissions Per Hour
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Threat Subtypes Over Time Threat Severity Over Time
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Log Forwarding Profile

Name | default

Description

Q

[l NAME

|:| Threat-to-Panocrama

|:| Traffic-to-Panorama

|:| URL-to-Panorama

@Md .%.__.,_|_-_,_. '-«_b" La]gl:

LOG TYPE

threat

traffic

url

FILTER

All Logs

All Logs

All Logs

FORWARD METHOD
« Panorama

+ splunk

+« Panorama

+ splunk

« Panorama

@
B

ditems | —

BUILT-IN ACTIONS



System

D NAME DESCRIL.. FILTER PANORAMA SNMP TRAP  EMAIL

S5YSLOG HTTP

[] @ Forward System All Logs

splunk

(P add = Delete @) Clone (&) PDF/CSV

Configuration
I:‘ MNAME DE... FILTER PANORAMA SMMP TRAP EMAIL S5YSLOG HTTP
[] | Forward Configuration All Logs splunk

@ Add (O Delete @) Clone (&) PDF/CSV

User-1Dy
D MAME DESCR.. FILTER PAMORA.. 5MMP TRAP EMAIL SYS5LOG HTTP BUILT-IN ACTIOMNS
[] | Forward User-ID All Logs splunk

(P Add (=) Delete @) Clone (E) PDF/CSV

HIP Match

|:| MAME DE... | FILTER PAMORA.. SMNMPTRAP EM.. SYSLOG HT.. QU.. BUILT-IN ACTIOMS
[] | Forward HIP-match All Logs splunk D

@ Add (O Delete (@) Clone (@) PDF/CSV

GlobalProtect

D MAME DESCRIPTI.. FILTER PANORAMA SMMPTRAP EMAIL SYSLOG HTTP
[] | Forward GlobalProtect All Logs splunk

@ Add (O Delete (@) Clone (&) PDF/CSV

£~ chrome web store

e Extensions

« Home

O  Extensions Pan(w)achrome

QO Themes m Offered by: Luigi Mori

Features PANW extension for Chrome

[0 Runs Offline % % %% 51 Productivity

More extensions

Add to Chrome



® Pan(w)achrome ¢ [ k i A ; %
[

= . Pan(w)achrome
@ Devices

+ Add

Name Status Version

No device monitored

Add Device

Firewall Management URL
https://192.168.27.2
Credentials
API Key

APl Key

Cancel Add

Status Serial Version URL

OK 012 9.1.1 https://192.168.27.2




r;‘:] Devices » Reaper-PA-220 w

Ingress Traffic (bps)

Resources
ED Traffic Details
DP Details

Counters

DEEP DIVES

Egress Traffic (bps)

25M
20Mm
15M
10M
5M
0

tive Sessions Connections Per Second (cps)




Counter Global

Category Aspect = Severity ¢ Value <
packet pktproc info PLYEV A PE]
packet pktproc info 257370123
packet resource info 248465422
packet pktproc info 252298152
flow qos info 252254549
flow qos info 252254549
ctd pktproc info 21362913
dfa pktproc info 20034769

ctd pktproc info 22098423

Logical Interfaces

Name Bitrate Packets Errors

ethernet1/1 v = 419 Kbps + 147 pps + Opps =
38 Kbps + 44 pps +

ethernet \ AN 600 bps — 1<1pps — Opps =
3 Kbps — t2pps —
35 Kbps + 139pps + 0 pps
568 Kbps + 72pps +

Management Plane Load

Memory CPU User CPU System CPU ni/wa/hi/si/st

DPO Load Maximum




@ evices > Reaper-PA-220

DASHBOARDS

[ Overview

E Resources

p‘m Deep Dive 2 Zone Traffic v outside v
Pin

GENERAL TRAFFIC COUNTERS
Active Sessions Overview Hardware Interface Traffic Counter Global History

Ingress Traffic ( GlobalProtect Overview Ingress Traffic

EZ Traffic Details

Optional Sessions Details Logical Interface Traffic

80M Zone Traffic
DEEP DIVES 60M
4OM

2 Active Sessions Overview >
20M

+ Add Deep Dive
L)

n OPTIONS

# OF INDICATORS (LAST 24h) 1 hour
v 24 hours

7 days

4 1 2.7K 30 days

MINERS  PROCS OUTPUTS

# OF INDICATORS

# OF INDICATORS (LAST 24h) ADDED/AGED OUT (LAST 24h)
200

905 ADDED

#OF
200
INDICATORS
AGED OUT }%

# OF INDICATORS (LAST 24h) ADDED/REMOVED (LAST 24h)

200

909 ADDED

#OF 200
INDICATORS
REMOVED }%




CONNECTION GRAPH

spamhaus_DROP

Inboundfeadhc
g ashiesd_blocklist
of .
Inbounafeedic
0 spamhaus_EDROP
Inboundfeedmc

0 wiWnhiteListPvd

MINEMELD © DASHBOARD / CONFIG L ADMIN B SYSTEM
+ NAME + TYPE STATE INDICATORS ADD/REM/AO UPDATES WITHDRAWS
dshield_blocklist [ naie | 20 ADDED: 0 RX: 0 RX: 0
REMOVED: 0 PROCESSED: 0 PROCESSED: 0

™0 ™0

spamhaus_DROP [ minie | 790 ADDED: 0 RX:0 RX:0
REMOVED: 0 PROCESSED: 0 PROCESSED: 0

™0 ™0

spamhaus_EDROP m 95 ADDED: 0 RX: 0 RX: 0
REMOVED: 0 PROCESSED: 0 PROCESSED: 0

™0 ™0

wiWhiteListiPv4 =3 0 ADDED: 0 RX:0 RX:0
REMOVED: 0 PROCESSED: 0 PROCESSED: 0

™0 ™0

inboundfeedhc [ starteo LT ADDED: 0 RX: 0 RX: 0
& REMOVED: 0 PROCESSED: 0 PROCESSED: 0

%0 ™0

inboundfeedic [ sarteo [ ADDED: 0 RX: 0 R0



dshield_blocklist

O  STATUS
i CLASS minemeld.ft.http HttpFT outruT BB
* PROTOTYPE dshield.block INPUTS  none

STATE STARTED A

LAST RUN 2020-06-17 00:14:24 +0200 [FEE) o

# INDICATORS 20

/ CONFIG IZELOGS L ADMIN R SyYSTEM

inboundaggregator
inboundaggregator

inboundaggregator

spamhaus_DROP
spamhaus_EDROP
dshield_blocklist
wiWhiteListlPvd browse prototypes

o
x
o
x

iy

MINEMELD DASHBOARD  # NODES A/ CONFIG ELOGS LADMIN @ BSYSTEM G
cloudflare.ipv4 nc&;m i NEW

ABOUT cloudflare



X coMmmIT

+ NAME
I cloudflared
I dshield_blocklist
I spamhaus_DROP
I spamhaus_EDROP
I wiWhiteListiPv4
inboundfeedhc
inboundfeedlc
inboundfeedmc

inboundaggregator

S REVERT  ©LOAD A IMPORT 2 EXPORT
Search:
inboundaggregator
INPUTS spamhaus_DROP spamhaus_EDROP dshield_blocklist
wiWhiteListiPv4 < ||
MINER
® loudf]
cloudflared
[ % |
stdlib.feedHCGreen inboundaggregator x
stdlib.feedLCGreen inboundaggregator x
stdlib.feedMCGreen inboundaggregator x
stdlib.aggregatorlPvdinbound spamhaus_DROP
spamhaus_EDROP x

inboundfeedhc nooe

dshield_blocklist @
wiWhiteListiPv4

O STATUS
e CLASS
PROTOTYPE
E
STATE

FEED BASE URL

TAGS

# INDICATORS

rinemeld.ft.redis.RedisSet
stdlib.feedHCGreen
STARTED

https://192.168.27.242/feeds/inboundfeedhc

909

ouTeuT (I

INPUTS

inboundaggregator



External Dynamic Lists ®

Name | Minemeld feed [ |

Create List List Entries And Exceptions
Type | IP List v

Drescription
Spurce  https:#192.168.27.242 /feeds/inboundfeedhc
Server Authentication
Certificate Profile | Mone i

Check for updates | Five Minute e

Test Source URL “ Cancel

External Dynamic Lists @
Mame Minemeld feed 1]
Create List List Entries And Exceptions
List Entries Manual Exceptions
2, 209 items ] 2, 0 items ]
| LIST ENTRIES | L] | LIST ENTRIES |
|:| 1.10.16.0-1.10.31.255
|:| 1.19.0.0-1.19.255.255
|:| 1.32.128.0-1.32.191.255
|:| 101.134.0.0-101.135.255.255
|:| 101.192.0.0-101.195.255.255
|:| 101.202.0.0-101. 202.255.255
D 101.203.128.0-101.203.159.255

[HAdd [-)|Delete

Test Source URL



Admin Role Profile

Name | APl-role

Description

Web UI XMLAPI

() Report

& Log

() Configuration

() Operational Reguests
(/) Commit

(%) User-1D Agent

(%) loT Agent

() Export

() Import

Legend: () Enable (=) Read

Admin Role Profile

Name | APl-role

Description

Web Ul XKML API Command Line

() Objects
(/) Addresses
(=) Address Groups
() Regions
() Dynamic User Groups
(@ Applications
() Application Groups
(=) Application Filters
(&) Services
() Service Groups
(1 Tags
() Devices
(=) GlobalProtect HIP Objects
(=) GlobalProtect HIP Profiles
() External Dynamic Lists
(71 Custom Data Patterns
Legend: () Enable (=) Read Only (%) Disable

REST API



