Chapter 1: Setting Up Your Pentesting Lab and Ensuring Lab
Safety.
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Chapter 2: Understanding Your Target.
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Chapter 3: Identifying the Components of Your Target.
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Chapter 4: Approaching and Planning the Test.
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Chapter 5: Our Main Attack Platform.
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Chapter 6: Sniffing and Attacking the Most Common

Protocols.
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Connect to Device

Step 1: Choose the driver

Openbench Logic Sniffer (ols)

Step 2: Choose the interface
(O uss
(® serial Port
fdev/tty ACMO (Logic Sniffer CDC-232)

'

() Tcpap

Step 3: Scan for devices

]
ul}
=)
- |_:

Scan for devices using driver above

Step 4: Select the device

Open Logic Sniffer v1.01 with 32 channels

« OK

2 Cancel
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Extracting and Manipulating Onboard Storage.

Chapter 7
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Chapter 8: Attacking Wi-Fi, Bluetooth, and BLE.

Bluetooth and IEEE 802

Applications 7 Application l€¢— x.400 and x.500 Email
|| 6 Presentation
TCRIP | -D |RECOMM )
5 Session
Data 4 Transport l¢—— Transport Control Protocol (TCP)
3 Network [4¢— Internet Protocol (IP)
. Logical(ll__ilr_mg)Control Hardware
2 Data Link Media Access Layer
(MAC)
Physical Layer Software
1 Physical (PHY)
Bluetooth ISO OsSI IEEE 802
Hardwere Layers Standards

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @@ B REB Q<> > KDIE Gim o

[ [bthci_acl.src.bd_addr == d5:24:02:10:01:17 <] -+
No. Time Source Destination Protocol Lengtl | Info |

120 16.078432 d5:24:02:10:0.. localhost () SDP 114 Revd Service Search Attribute Response (fragment)

123 16.090930 d5:24:02:10:0.. localhost () SDP 114 Rcvd Service Search Attribute Response (fragment)

126 16.103426 d5:24:02:10:0.. localhost () SDP 114 Rcvd Service Search Attribute Response (fragment)

129 16.115178 d5:24:02:10:0.. localhost () SDP 63 Rcvd Service Search Attribute Response

136 16.136552 d5:24:02:10:0.. localhost () SDP 19 Rcvd Service Search Attribute Response

175 17.309547 d5:24:02:10:0.. localhost () L2CAP 20 Rcvd Connection Response - Success (SCID: @x@041, D

177 17.312159 d5:24:02:10:0.. localhost () L2CAP 20 Rcvd Configure Request (DCID: ©x@841)

> Bluetooth Linux Monitor Transport

e Bluetooth HCI ACL Packet

. BEEE 8108 0100 = Connecticn Handle: @x@44

..18 ... .... .... = PB Flag: First Automatically Flushable Packet (2)
@.. .... .... .... = BC Flag: Point-To-Point (8)

Data Total Length: 16

Data

[Connect in frame: B85]
[Source BD_ADDR: d5:24:02:10:01:17 (d5:24:02:10:01:17)]
[Source Device Name: MOCUTE-©325 AB2-24D5]

0006 44 20 10 00 [0 61 60 ©3 G4 03 00 42 90 41 68 D - E-A
0015 B0 B0 BB 60

O 7 Bluetooth HCI ACL Packet (bthci_acl), 20 bytes Packets: 431 - Displayed: 164 (38.1%) Profile: Default



Software-Defined Radio Attacks.

Chapter 9
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File Tools View Help
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samp_rate:

center_freq: 2.428G
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FFT Plot
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0 (M) Peak Hold
10 (W] Average
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Output Language: Python 1d: samp_rate 1k <hift_freq & ;’:e r_;eq Id-Q:a Gu: :zange QT GUI Frequency Sink
Generate Options: QT GUI wvalue: 8M Value: 2M o —— D.I: "t'":—l reqaa m Mame: shifted + Low pass
ult Value:

0SmMocom Source
Sync: Unknowm PPS
Number Channels: 1
Sample Rate (sps): 8M
Cho: Frequency (Hz): 95.1M
ChO: Fregquency Correction (ppm): ©
Cho0: DC Offset Mode: 0
€ho: 10 Balance Mode: 0
Cho: Gain Mode: True
Cho: RF Gain (dB): 10
Cho: IF Gain (dB): 20
ChO: BB Gain (dB): 20

command

Signal Source
Sample Rate: 8M
lemd| Waveform: Cosine
Frequency: 2M
\freg| Amplitude: 1
Offset: 0
Initial Phase (Radians): 0

Start: 85M
Stop: 95M
Step: 100

Throttle
Sample Rate: 8M

Center Frequency [Hz): 0
Bandwidth (Hz): 8M

QT GUI Time Sink
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Number of Points: 1.024k
Sample Rate: M
Autoscale: No
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Sample Rate: 8M
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Chapter 10: Accessing the Debug Interfaces.
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Test-Logic-
Rest
0
Run-Test/ Select 1 Select
Idle DR-Scan IR-Scan
0 0
1 Capture-DR 1 Capture-IR
T 0 F 0
ShiftDR | )0 Shift-IR
Exitl-DR |t Exit1-IR
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Chapter 11: Static Reverse Engineering and Analysis.

)

File Edit Project Tools Help

R EER R

Tool Chest
e

Y

Active Project: elf 1 packt
£

¥ 7 elf 1_packt

Filter:

—l Tree View | Table View

Running Tools
+

Import Results Summary

Project File Name: 1.elf

Last Modified: Sun Oct 11 16:32:21 CEST 2020
Feadonly: false

Program Mame: 1.elf

Language IO: ARM:LE:32:vE (1.103)
Compiler ID: default

Frocessor: ARM

Endian: Little

Address Size: 3z

Minimum Address: felelel Relelele!

Maxzimum Address: _elfSectionHeaders: : 0O00Q4S7
# of Bytes: 5530

# of Memory Blocks: 3l

# of Instructions: 4

# of Defined Data: 126

# of Functions: 23

# of Symbols: 58

# of Data Types: 27

# of Data Type Categories: 2

Additional Information

[libe.so.8] ound
----- 6
LUnresolved external symbol

ernal symbols -----
which remain: §

Deleted local file 1.elf

Edlt Project Tools Help

New Project... Ctri+N
Open Project... Ctrl+0
Reopen »
Close Project Ctri+w
Save Project Ctrl+S

Delete Project...

Archive Current Project...
Restore F t
Configure...

Install Extensions...

import File... I
Batch Import...
Open File System... Ctri+!

Exit Ghidra Ctrl+Q

o)

Format: [Executable and Linking Format (ELF)

Language: ARM:LE:32:v8:default

Destination Folder: 1:/

Program Name: 1.elf

0K Cancel

|D

Edit Library Paths v~ Q

Apply Processor Defined Labels || = — _ —
/home/jg/raspilibs/usr/lib/arm-linux-gnueabihf

Anchor Processor Defined Labels () /home/jg/raspilibs/lib/arm-linux-gnueabihf

t
3
(*J

Create Export Symbol Files (] | 4
Load External Libraries (¥]| Edit Paths, =
Perform Symbol Relocations (V]
8

Image Base 110000
Import Non-Loaded Data (V]

Fixup Unresolved External Symbols (V)

2 Options:i§ Select Al Deselect All

0K Cancel 0K Cancel




File E

le Edit Project Tools Help

CR R ER K

Tool Chest
-

ET

Active Project: elf 1 packt
E

v 5 elf 1_packt
B lelf

B libc.so.s

Elle Edt Analysis Nawgation Search Select Tools Window Help
Hli«-=- FBER JIDULIFRYS-

4% oo VEIEIDGH0BS 1d- | @

R S MR | Do (T — T

g

dynamic
fin_array
init_array
eh_frame
ARM, @xich
rodata

EEEEEOCEEEEEEE

=3
> (3 Classes
> E) Namespaces

Filer.

000I036c 10 ca Bc e2  add 2,#E1132_Ehdr_

00010370 b0 fc bo &5 ldr =>abort, [, #0xch0] 1=->abort
undefineds
" __labc_start_wain(FUN_0DOLD454, parar X
7 .text 8 + WARNING: Subroutine does not raturn */
/1 SHT_PROGBITS (0210374 - Onl0Sc7) abort():
/4 Fan: GOD10374:006105C7 )

20010374 03 bo ab 3
00010378 00 €0 80 €3
0001037c 04 10 9 &4
00010383 0d 20
00010384 04 20 24 &5

6010388 04 00 24 €5 bl
0001038 10 ¢0 3f &5 ldr [PTR_DAT_D0G103a4]
0000390 04 c0 24 &5 str cal gl
6010304 Oc 00 Of €5 ldr pa AN _00GIL0464, | - »FUN_GO0L0464]
Q001038 0c 30 9 14 par 4B_DOOL0S64, |PTR_LAB_0001038 ]
comoac 68 1f 1 eb bl U ®
comozao fo ff ff eb ol short

FTR_DAT_c00103a4 ¥REF(L]
00010304 €4 05 01 00 addr DAT_conosea

FTR_FUN 00010338 HREFIL] @
00010308 64 04 01 00 addr FUN_00010464

FTR_LAR_000103ac YREF(1] e
0001033c 64 05 01 00 addr LHB_00010564

2 |watd entry(undefinedd paran_1)
00010000
o

"

undsfined entry (undefined parse_L, undefined parss_2, un...
<RETURN>

YREF 3] E

XREF
XrEF
FEF( !

aD el

00e10374
0oe1e378
0001037c
00e10380
00010384
0oe1e388
0001038c
00e10390
0oe10394
00010398
0oe1039c
000103a0

[€]¢]
[£1¢]
04

04
04
10
04
Oc
Oc
el
fo

[s]¢]
el
10
20
20
oo
co
cl
oo
30

£f

e3
e3
ed

e
25
e
25
e
e5
eh
eh

mov
mov
ldr
cpy
str
str
ldr
str
ldr
ldr

bl

rll,#0x0

1r,#0x0

param_2, [spl,#0x4

param_3, sp

param_3, [sp.#param_5] !

param_1, [sp,#local_4]!

r12, [PTR_DAT 000l03ad4]
r12=>DAT_000105c4, [sp,#local B]!

paran_4=>_AB_0G016564, [PTR_LAB_000103ac]
__libc_start_main
abort



File Edit Analysis Navigation EEERHN Select Tools Window Help

H ¢-=- [ BEBDE Lbe History... H
i Program Text... Ctrl+ Shift+E
v 7 1.elf Repeat Text Search trl+Shift+F
bss Memory... S !
" ! — ! —_".u :-:: — ‘3
dats Repeat Memory Search F
.got For Matching Instructions >
.dynamic For Address Tables
fini_array For Direct References
JAnit_array For Instruction Patterns
.eh_frame For Scalars...

String Search [CodeBrowser: 1.elfi/1.elf]

Help
rch - 1 items (of 9) - [1.elf, Minimum size = 5, Align = 1] Iﬂ I 4 I,'_I& | T | ] ||E| = | x
Defined |Loecation [ |Label Code Unit |String View |Strin... |Le... |Is
A 000105e4 s_arguments_needed : %s_password_b_000105e4 ds "argume... ‘“arguments... string 37 true
Filter: |passm1 ® | e =T
[ ] Auto Label offset: 0 Preview:

[] Include alignment Nulls
[ ] Truncate If Needed

Make String Make Char Array
|
FTR_DAT_0G021030 XREF([3] : FUN_00010484: 000104dE(R) ,
FUN 00010454 : 00010510(R) .,
00010558 (*)

00021030 d4 05 01 00 addr DAT_000105d4



0ROLESd4
0RELOSdS
0EOLOSdE
0RE1e5d7
QRoLeSdE
elele) Lol ]
0BELOSda
0E0Le5db
0E0Le5de
000165dd
0R0L05de
QRELESdf
00010Ze0
000105el
00010%e2
00010%e3

{‘ +*

ac
B8a
af
9a
2d
af
e
B8c
B8c
88
a0
ad
ab
de
[€]¢]
[6]¢]

DAT_000105d4

T
s
a3
77
77
(3
s
s
a3
77
77
(3
s
s
P
77

8ch
8ah
8Fh
94h
8Ch
8Fh
Seh
8Cch
8Cch
88h
ach
8Ch
9eh
DEh
Qch
Q0h

KREF[4]:

FUN_00010464; 0001044 (R),
FUN_GO010464: 00010510(*),
FUN_00010464: 0001051c (R),
00021030 (%)

Import fhome/jg/packt/gitrepo/bluepill/ch11/re1/rel.bin

Destination Folder:

Format

Language:

Frogram Mame:

: [Haw Binary |v]@
chllrel:f |
rel.hin

Flease select a language.

Options...

@

(o

] [ Cancel J

Destination Folder:

Import fhome/jg/packt/gitrepo/bluepill/ch11/rel/rel.bin ~ @
Format: [F{aw Binary |v] @
Language: ARM:LE:32:Cortex:default | |

Frogram Mame:

chllrel:/

L)

rel.bin

Options...

o

] l Cancel J




ﬂ 4 Import fhome/jg/packt/gitrepo/bluepill/ch11/rel/rel.bin ~ @

Format: [Haw Binary |v] (7]
Language: ARM:LE:32:Cortex:default | l
Destination Folder: chllrel:/ |

Program Mame: rel.hin

Options...

[ DK ] [ Cancel J

Options

Block Mame

Base Address  0x08000000|

File Offset 0Ox0

Length Ox1870
Apply Processor Defined Labels [f]

Anchor Processor Defined Labels [

[ oK ] l Cancel J

string rch - 9 items - [rel. bin, Minimum size = 5, Align = 1] |j_ |_¢ |¢ |A | T | 3 ||E = | x
Defined ﬁ Label Code Unit |String Wiew |Strin... |Le... |Is
A 080001 cf mov rd, rQ "FArF Gax" string 6 fal..
A 08000255 LAB_DBDODD252 ldrh.w r7,... "{HFSF" string 6 fal..
iy 0BO0OSTS mov r3,#0x0 "# FIF" string 6 fal..
4 0B0010dd 77 60h ) " pGC" string 6 fal..
4 08001137 77 60h ) " pGC" string g fal..
A 08001800 s_ MACAH_IET_Z_7_A-—-_UUID:_DBOO1800 ds " NACAH... " NACAH IET... string 27 true
A 0800181k s_¥YOU_WIN!_0800181b ds "YOU WI... "YOUWIN" string 10 true
A 08001825 s_NO! PASSWORD:_0DBD0182% ds "NO!Nry. .. "NONARPAS... string 15 true
A 08001843 ds "0l2345... "01234567.. string 17 true

Filter: | |Q§.[?]
[] Auto Label Offset: Preview:

[C] Include alignment Nulls
[[] Truneate If Needed

| Make String | | Make Char Array |




08001825 4e 4 21
0d Ba 50
41 33 33 ..

s_PASSWORD: _0800182a XKREF[2,2]: FUN_0B0001f0:080002ee(*],
s_NO!_ PASSWORD: (8001825 DBO0033c (*),

ds

3

FUN_080001f0: 0800026¢ (*),
08000328 (*)
"NO! N\ rynPASSWORD: "

Rename Func...at 080001f0

Enter Name:

[rnainl L:]
Namespace
| Global v

Properties
-

|| Entry Point Erimary (] Pinned

[ (0] 4 ] [ Qancelj

void FUM 08000254 (void)

{

undefinedd uvarl;
undefinedd uvarz;

FUN_080009b8(4);
FUN_080009a8(4);
FUN_08000a84(0);
FUN_080009b8(3);
FUN_080009a8(3);
FUN_08000a84(1);
FUN_08000be8(0);
FUN_08000bac (3);
FUN_08000bd4(4);
FUN_08000bcO(0);
FUN_080014d0(2);
FUN_08000a98(7);
FUN_08000ad4(1);
FUN_08000ae8(0);
FUN_080007hd () ;
FUN_080009a8(0) ;
FUN_08000a84(2) ;

uVarz = DAT _CB8000ed4;
uVarl = DAT_OB000ecc;
*¥[OAT 0B000ed® = DAT GB000ecc;
*¥[OAT 0B000ed8 = uVarz;
*¥[OAT 08000edc = uVarl;
return;



DAT_0B00Ca00 KREF[4]: FUN_G8000She: 08000Scc (R),
FUN_0GB000shs: 080008d8(R) ,
FUN_08000She: 0800082 (R],
FUN_G8000Shs: 08000%ec (R)
0800Ca00 00 10 02 40 undefined4 400210000

do {
puvarl0 = puvarlO + 1;
uvarl = *puVarlQ;
FUN_B800060e (uvarz, (uintuvarl);
uvarll = uVarll = f{uintjuvarl;
puvarld = puVarlo;

} while (puvarlo != puVard);



Chapter 12: Dynamic Reverse Engineering.

Target chip Tester’'s computer

RAM
OPENOCD

| NG

peBuc | JTAC | gtac | 13
CORE ENGINE | ADAPTER

GU| or
| Console

FLASH

undefinedd validate_password (undefinedd param_1,undefined2 param_2)

{
undefinedd uvarl;
int local_c;

local_c = 0;

while (local _c < 0x47) {
*(undefined *)(local c + DAT 08000304) = ~FTR DAT 08000300[local
local ¢ = local ¢ + 1;

b

uvarl = (*({code *){DAT 08000304 + 1))(0,param_1,param_2);

return uVarl;

. L
r 2 |undefined4q vahdateipahswnrd(undeflnedd param_1,undefined2 param_2)
undefined validate_password() 3
assume LRse X )
assume TMode %1 5| undefined4 uvarl;
undefined ro:1 <RETURN> 6| int local_c;
undefinedd Stack[-@xcl:4 Tlocal c XREF[6] : 0B0062be (W), 7 -
080002c2(R). 8| Tlocal c =0;
0B0062d0(R), 9| while (local_c < 0x47) {
080002d8(R). ) ne *(undefined *)(local c + DAT DB000304) = ~PTR_DAT 08000300[local cl;
080002dc (W), i Tocal_c = local_c + 1;
0B80062de (R) n2 }
undefined4 Stack[-8x10] : 4 Tocal_16 XREF[2] : 68006228 (W), 13| uvarl = (*(code *)(DAT 08000304 + 1)) (G,param_1,paran_2};
080002ec (R) I3 return uvarl;
undefined4 Stack[-©x14] : 4 local 14 XREF[2] : ©B80002b6 (W), s [¥
©B00B2ee (R) 6
undefined2 Stack[-8x16]:2 local 16 XREF[2] : 0B0062ba (W),
08000223 (R}
validate_password XREF[1]: FUN_08000308: 0800040a (c)
080002b0 BO b5 push {r7, 1r}
080002b2 84 bo sub sp.#0x10




Chapter 13: Scoring and Reporting Your Vulnerabilities.
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Chapter 14: Wrapping It Up — Mitigations and Good
Practices.
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