
Chapter 1: Introduction to Penetration Testing and Web 
Applications 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

Chapter 2 Setting up Your Lab with Kali Linux 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

Chapter 3: Reconnaissance and Profiling the Web Server 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 



 

 

Chapter 4: Major Flaws in Web Applications 

 

 

 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

Chapter 5: Attacking the Server Using Injection-based 
Flaws 

 

 



 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

Chapter 6: Exploiting Clients Using XSS and CSRF Flaws 

 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 



 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

Chapter 7: Attacking SSL-based Websites 

 

 



 

 

 



 

 

 

 

 



 

 

 

 

 

 

 



 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

Chapter 8: Exploiting the Client Using Attack Frameworks 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

Chapter 9: AJAX and Web Services – Security Issues 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

Chapter 10: Fuzzing Web Applications 

 

 



 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 

 

 



 

 

 

 


