Installing and
Configuring Guardium,
ODF, and OAV

In this appendix, we will cover the following topics:

» IBM Infosphere Guardium Database Security
» Oracle Database Firewall
» Oracle Audit Vault

IBM Infosphere Guardium Database Security

A Database Activity Monitor (DAM) is a non-intrusive system that implements real time
monitoring and alerting for various databases.

Non-intrusive monitoring systems are implemented by the vendor at the network
communication and database shared memory level, and therefore a direct connection to the
database to query or look for audit information is not required.

Generally these systems may have additional protection and prevention capabilities such as
blocking unauthorized access to data or blocking access to data which is violating a defined
access policy (for example, do not run a query more than three times in a minute).

Guardium security life cycle

The Guardium life cycle can be summarized as follows:

» Discover and classify: Discover all databases, applications, and clients. Discover and
classify sensitive data.
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» Access and harden: Vulnerability assessment, configuration assessment, behavioral
assessment, create baseline, configuration lock-down, and change tracking.

» Monitor and enforce: Non-intrusive monitoring, policy-based actions, anomaly
detection, real-time prevention, and granular access controls.

» Audit and report: Centralized governance, compliance reporting, sign-off
management, automated escalations, secure audit warehouse, data mining for
forensics, and long-term retention.

Installation and configuration

Guardium is generally recommended to be installed on a dedicated system or is usually
delivered as appliances. The installation kit consists of a customized Linux and application
package. It is important to remember to have allocate sufficient free space on the installation
drive (about 180 GB free space, or else the installation will fail). The installer will remove and
will use all available space.

1. Insert the CD or mount the installation kit if you install Guardium on virtual machines.
The installation will start by creating the storage layout followed by the Linux and
Guardium packages installation, as shown in the following screenshot:

Welcome to Red Hat Enterprise Linux Serwver

1 Package Installationm

Name : perl-5.8.8-27.el5-i386
Size : 29837k
Summary: The Perl programming language

63~

Packages
Total i 328
Completed: 58
Remaining :

{Tab>s<Alt-Tab> between elements i <Space> selects i <F12> next screen
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2. When installation of the packages is completed, you'll need to introduce temporary
user passwords for CLI, ADMIN, and ADMIN_MGM users. These passwords will be
changed at the first login. If you do not change the password for the user CLI during
installation, the default temporary password guardium will be used.

Command line interface password
Please press YES to change the default CLI password, or
HO to proceed with the default.

3. Enter a temporary password for the user GUI ADMIN.

GUI ADMIN password
Please enter a password: (there will be no feedback)

l

{Cancel>

4. Enter a temporary password for the user ACCESS MANAGER.

ACCESS MANAGER password
FPlease enter a password: (there will be no feedback)

l

<Cancel>
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5. For a standalone installation, chose the default option, Collector, otherwise if you
want to run Guardium as an aggregator choose No.

Aggregator
Please press YES to proceed with the default, NO to make
this machine an AGGREGATOR .

6. At this moment we have finished installing Guardium. The system will reboot
automatically. Next, we will proceed to the network configuration phase. Connect
as the cli user with the password guardium. At this step, it is mandatory to change
the password.

belcome cli - this is your first login in this system.
Your password has expired.

Changing password for "cli’.

Enter current password:

Enter new password:

Re-enter new password: _
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7. Configure the IP address and network mask:
store network interface ip <your ip>

store network interface mask <your ip's corresponding mask>

SQL Guard 8.8

Unauthorized access is prohibited

yuard login: cli
yuarPassword:
Login incorrect

login: cli
Password:

Welcome cli - this is your first login in this system.

Your password has expired.

Changing password for "cli’.

Enter current password:

Enter new password:

Re-enter new password:

Setting default expiration period to 98 days.

yuard .yourcompany .com> store network interface ip 18.241.132.28
This change will take effect after the next reboot.

ok

yuard .yourcompany .com> store network interface mask 255.255.255.8
This change will take effect after the next reboot.

ok

guard . yourcompany .com>

8. To make these values active, and persistent we have to reboot the system. In the CLI
command prompt execute the following command:

restart system
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Deployment and configuration of S-TAP agents

Database and system monitoring is performed by using and deploying agents on each
database server host. These agents have the generic name of S-TAP. Installation and
configuration of these agents can be made using an interactive installer. After the agents are
deployed and are communicating with the Guardium server they can be configured remotely
from the administration console local S-TAPs as follows:

» As the user root starts the S-TAP installer:

=UGZ_STReR_CLIeNT_posItions = <85
=ab2_shmen_s1.
<dbZbp_path
<db_exee 11

</ublfapp/oracle/product/11.2 0/dbhome 1/binforacles
= =/ubl/apploracle/product/11.2.0/dbhone 1>

<intercept_types
<Load_Balance
<networkss = <10.241,132.0/255, 255,255 0=
<pOrt_range_ends = <4188
<port_range_starts = <4100s
<real_db_ports = <1521=
<tee_listen port> = <12344>
<unix domain socket marker> = <NULL>
[Parsing DD section DO HACKDD
IP for 127.0.09.1 1s 01090071
rostname 15 nodeorell
Local TP
tp = 127.0.0.1
ip = 16.241.132.80
Using tnifile fusr/local/quardium/guard sTap/guard_tap.ini, backup Tile Jusr/local/guardium/guard stap/ouard_tap.ini.bak
Butter attached, starting at 16(8x19), next Tree 16(10)

rilter string: <{ tep and { not ( 4 [ net 192,181,115 mask 285.255.258.285 ) ang [ Lepl@:2] = A8 or 1cpl2:2) = 4188 ] ] or [f net 192.165.1.16 mask 258.2
1) and { wtep(:2] = 4188 or tep(2:2)] = 4188 ) and | { net 18.241.132.0 mack 285285255, ) ) and port not 16816 ] ) =
BB AL L ZATLON - « - v v m e s mmsmmnmmsmmnmmnmmnmmnmmnmmnmm s mn s mnnmnnnnn

10.241.132.80 1 1 1 8 85 18 connect to fp 127.0.0.1 db2 fix pack adjustment 20 db2 sheem client position O db2 sheem sire 131072 db2bp path NULL db exec file fublfapp/oracle/pr
elefproduct/11.2.0/dbhome 1 db type ORACLE encryption @ informix version @ instance running 1 intercept types HULL load balanced 1 port range end 4100 port range start 4100 rea
[er NULL 1 2 10.241.132.0 255.255.255.0 192.160.1.115 255.255.255.255 192.160.1.16 255.255.255.255

Guardium STAP config file OK,
[¥our configuration has been validated,

e have been able to provide you with a working copy of LSOF, 1t has run

[srarting Kiap mogule

[Searching for mogules in jusr/Locals/guardiun/guard_stap/kLap/current/modules. = 1gz

jguara_ktap_Lloader: Module Ktap-vB2_r33264_1-rhSulxbdm-2.6_ 18128 €l5-x06_64-5MF ko selected Tor kernel 2.6.18-120. elS.
If you later update your kernel to another version, we can

try to load the closest fitting delivered module. This

feature is not enabled by default, but we recommend enabling

it to reduce delays in suppert.

Do you wish to enabls this feature (y/N/h)7 y

Fitracted mocule ktap-vAZ r3d26d 1-rh5ulx6dm-7.6.18-138.915-x86 G4-5MP ko from jusr/local/quardiun/guard stap/ktap/current/modules-ve? ridzed 1.tqz
KTaP Loaded

lguard_hnt is using this perl binary: fusr/bin/perl

guard_hnt 1s using this Lsof Binary: Jusr/sbin/isef

Install finished

[roct@nodesrell Shell Installers|e

» Next the installer will perform the installation of all the libraries. The last step is the
configuration of the S-TAP init file. S-TAP configuration is contained in a file named
s-tap.init. The installer will open this file for the purpose of editing with vi and
this will require to set all the mandatory parameters.

» To verify and check that the agents are running and communicating with the
Guardium server, log in to the Guardium console, check the status of agents. Their
status should be green in the console.




Performing a vulnerability assessment

Usually performing a vulnerability assessment is one of the first few steps for securing

and defending a database. There are many types of vulnerabilities based on bugs or

incorrect configuration.
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1. To perform a vulnerability assessment we must connect to the administration console

and navigate to Tools and in the Config & Control panel click on the Security

Assessment Builder link, as shown in the following screenshot:

Access Map BuiderViewer
Alert Builder

Alias Builder

Audit Process Builder

Audit Process To-do List
Auto-discovery Configuration
Baseline Builder

CAS Host Config

CAS Temphte St Config
Chssification Folicy Builder
Chssification Frocess Builder
Datasource Defintions
Group Buikder

Folicy Builder

Fortlet Editor

Privacy Set Builder

Security Assessment Builder
Time Period Builder

Value Change Audit DE Creation

Value Change Auditing Builder
Wiorkflow Builder

Report Building

Value Change Audit DE Update & Uplcad

Security Assessment Finder

IBM" InfoSphere™ Guardium®

System View | Administration Console Took ¢! Daily Monitor | Guardium Monitor | Tap Monitor | Incident Management

mmi I ﬁmﬂ Security Assessment Builder

User-defined tests

[ Query-based Tests ] [ CAS-based Tests ]
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2. We must first define the source on which we will run the security assessment. The
configuration of a data source is straightforward. In our case, we have the following
configuration. In this panel we can test whether we can connect. We have used the
system user. If the network data is ready to go, click on the Apply button, as shown in
the following screenshot:

[[e]] nttps:/10.241.132.30:8443/datasourceEditAction.do

Datasource Definition
Name [HACKDB_SEC_ASSESSMENT ]
Database Type Cracle (DataDirect)
Severity ificati HIGH | &

Description

Share Datasource [ |
Authentication
Save Password

—

Host Name/IP 10.241.132.80

por 151

Service Name [HACKDE |

Informix Server

Schema [ ]

Cnr:,r:“u:pli:t: [ l i

Custom Url

CAS

Database Instance Account [ ]

Database Instance Directory [ ]

Roles

No roles have been assigned to this datasuurce

Add Comments ][ Test Connection H Apply H Back

Done 10.241.132.30:8443 [‘-;a
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3. Our configured data source will appear as the target for the security assessment,
then click on the Apply button, as shown in the following screenshot:

IBM" InfoSphere™ Guardium®

System View || Administration Consoke | Took ¢* | Dally Monitor | Guardium Monitor | Tap Monitor || Incident Management

ﬁﬂil I ﬁiii Security Assessment Builder

Access Map Buikder/Viewsr Security Assessment Builder @
Alert Builder Description [HACKDE_SECASSESSMENT |

Alias Buikder Observed Test Parameters:

Audit Process Builder Period From [NOW -1 DAY ]El@

Audit Process To-db Lt To [NOW Il

Auto-discovery Configuration Client IP or IP subnet [ ] (optional)

Baseline Builder Server IP or IP subnet [ ] {optional)

CAS Host Config Datasources

TS i) Name Type Host UserName
Chassification Folicy Builder ¥ [FJHACKDE_SEC_ASSESSMENT ORACLE(Security Assessment) ORACLE 10.241.132.80 system
Chssification Process Buikder
Datasource Defintions

Group Builkder Roles

Foliey Buider No Roles have been assigned to this Security Assessment | F |

P i) (Coomy ) [comaerens. ) (_chssugpon. ) (_owee
Frivacy Set Builder

Security Assessment Builder

Time Pericd Builder

Valug Change Audit DB Creation

Walue Change Audit DB Update & Upload
Walue Change Auditing Builder

Workflow Builder

Report
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4. Next choose the vulnerabilities to be checked. In the Test available for addition option,
check the option All. Then click on the ORACLE tab and select all the vulnerabilities
from the list box found on this panel and click on the Add Selections button. Click on
the Select All button and click on Save. This is shown in the following screenshot:

IBM* InfoSphere™ Guardium®

System View | Administration Console || Took & Daily Monitor || Guardium Monitor | Tap Menitor || Incident Management
Canfig & Control Security Assessment Buider
Access Map Builder/Viewsr Assessment Test Selections ®
Alert Builder Tests for Security Assessment HACKDBE_SECASSESSMENT
Allas Buider [ Seiect Al [ UnselectAll | [ Delete Selected
Audit Process Builder T T e
est Name unini |
Audit Process To-do List E= . d 3
ORACLE _TRACE_FILES_PUBLIC Is False E” CONF Minor (n/a) o
Auto-discovery Configuration —
Baseline Buider ORACLE ADMIN_RESTRICTIONS Is On E¥ CONF Major (n/a)
CAS Host Conig ORACLE Access To The UTL_FILE Package is restricted E¥ PRIV Major (n/a) :
CAS Template Sat Config ORACLE ative privilege E¥ PRIV Major (n/a) :
Classification Policy Buikder i
- - ORACLE CONNECT_TIME is limited g CONF Cautionary 5,000,000
Chassifization Process Builder Enter maximum allowed value
Datasource Dsfinitons ORACLE CPU_PER_SESSION limited g CONF Cautionary 5,000,000
N -7 Enter maximum allowed value. —
Group Builder " ) -
Folicy Builder Tests available for addition () Predefined (O Query based () CVE @) All
Portiet Ediitor
Privacy Set Buider [Observed] |_| DB2 |_| INFORMIX |_| MS 50L SERVER “ MYSQL H NETEZZA H ORACLE ” POSTGRESOL H SYBASE |_| TERADATA
Security Assessment Buikder
Time Perisd Buikisr Tests marks with an asterisk (*) require specific CAS monitoring running on the Datasource(s) ested
Value Change Audit DB Creation - no more tests of this type found / available -
Value Change Audit DB Update & Upload
Walue Changs Auditing Builder
Wiorkflow Builder
[~] Add Selections
[ Groups ] [ Save ] l Back
Eeport Building
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5. A page will appear with our security assessment defined. Click on the Run Once Now
button to perform a security assessment.

IBM" InfoSphere™ Guardium®

System View | Administration Console Took 7 Daily Monitor | Guardium Monitor  Tap Monitor || Incident Management

1O COMIDIL | Seeury Assessment Buer
Access Map BuikenViewer Security Assessment Finder @
Akert Builder HACKDB SECASSESSMENT =
Alias Builder

Audit Process Builder

Audit Process To-do List
Auto-discovery Configuration
Baseline Buikder

CAS Host Config

CAS Temphate Set Config
Classification Policy Builder
Classification Process Builder
Datasource Definitions
Group Buiker

Folicy Builder

Portiet Edior =
Privacy Set Builder

" [ Newr... ] [ Modify ] [ Configure Tests... ] [Cumment] [ Clone ] [ Delete ]
Security Assessment Builder
Time Period Builder [ Run Once Now ] [ View Results ]
Value Change Audiit DB Creation User-defined tests

Value Change Audlit DB Upchate & Upload
Value Change Auditing Builder
Warkflow Builder

[ Query-based Tests ] [ CAS-based Tests ]

Report Building

The result for the security assessment with details and scores is generated as follows:

ML v iy

o
o
b Y
o
e e o s
o o
e
Casan o
e Sming 37406 304 ressite (0 pvert)

Perform the necessary correction as the security assessment report advises and repeat the
assessment until you have a 100 percent score.

s
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Oracle Database Firewall

Oracle Database Firewall monitors traffic at network level using SQL grammar-based
technology. In practice, it dissects the network packet and checks the SQL statements

issued by the clients. It is a heterogeneous technology with support for monitoring DB2, MS
SQL, MySQL, and Sybase databases. Depending on the traffic registered in a period of time,
policies can be defined using a tool called Oracle Firewall Analyzer. The definition of policies
is largely based on baselines. We may have white lists, black lists, and exceptions. White
listed statements are a category of statements that may pass from clients to servers without
any restriction. Black listed statements are a category of statement that may not pass and
that are blocked by Oracle Database Firewall. Exceptions are a category of statements that
can be exempted from a policy.

Policies can also be associated with additional inspection criteria such as the time of day, IP
address, and username in order to generate more complex policies when needed.

Traffic can be monitored by interposing an Oracle Database Firewall between a client and a
server (in-line monitoring) by using bridged or proxy traffic sources or by using network taps
(out of band monitoring). Monitoring can be made either in passive mode, Database Activity
Monitor (DAM) mode, reactive mode, or Database Policy Enforcement (DPE) mode. There

is also support for remote monitoring using monitoring agents and local connections for
statements issued locally using local agents.

Along with monitoring capabilities, Oracle Database Firewall provides real-time alerting and
reporting capabilities and provides built-in custom modules to verify compliance with regulatory
requirements such as Sarbanes-Oxley (SOX) Act, Payment Card Industry Data Security
Standard (PCI DSS), and Health Insurance Portability and Accountability Act (HIPAA).

Installation and configuration

Oracle Database Firewall consists of a custom installation of Oracle Enterprise Linux
infrastructure, ODF packages, customized WebLogic application server, and a database
which is used as a repository for items such as policies, rules, and exceptions. For a more
complex installation where we want to use more than one Database Firewall environment it is
recommended to install the Oracle Database Firewall Management server used for centralized
management. Depending on the current network configuration in your organization you

can decide on the type of monitor configuration to use. We used a configuration with three
network cards, one dedicated to ODF management and two for implementing bridged
network configuration. In a bridged network configuration all traffic from clients will pass
through the network devices configured on ODF machine. We used something similar with
the following setup described at this link.
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The installation kit for version 5.1 used in our description consists of the following:

» Oracle Linux Release 5 Update 5 for x86 (32 Bit) - DVD

» Oracle Database Firewall Management Server 5.1 (ISO)

» Oracle Database Firewall 5.1 - Disc 1 (ISO)

» Oracle Database Firewall 5.1 - Disc 2 (ISO)

» Oracle Database Firewall 5.1 - Disc 3 (ISO)

» Oracle Database Firewall Utilities 5.1 (ISO)

The installation and configuration steps are as follows:
1. On the dedicated server for DBF, insert Disc 1 and boot from it. If you want to install
Oracle Firewall Management server, insert this disc.

2. After the system is booted it will require the disc with Oracle Enterprise Linux (OEL).
It will perform the creation of the layout and install the core Linux system.

3. Next Disc 2 and Disc 3 will be required and the installation will continue.

4. Finally Disc 1 will be required again and the installation will finalize with
configuration steps.

5. Next we have to configure the IP address for Oracle Database Firewall and the
gateway if it is the case:

Network Settings Console

IP Address: 18.241.132.288
Network Mask: 255.255.255.8
Default Gateway: 18.241.132.1

Change

Adding and configuring protection for databases

From the client host, open a browser and type the DBF management host and port number
(the default is 80) and log in as an admin user with an admin temporary password. At this
step a password change is required.

[}


http://download.oracle.com/otn/linux/database-firewall/V20651-01.zip
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Traffic source configuration

Navigate to the System tab. In the left-hand side panel, click on the Networks link and add

the available network card to Network 0 and check the Bridge Enabled option as follows:

Management Interfacs ;
152.168.1.200 A Aus Info Idbortifinr Link f
00:0e 2940 %625 000002030 79470 [PCoetd? LANCE] (| 1
Nama dbbw(00c 294511 L i t
Keyboard Traffic Source b Paont Enablod
SR Thete are na tralic proxy ports assigned i
Uaragerent Server ;
L‘:‘::“ Traffic Sources r
Sywiem Everny Hatwork 0 Devic {
MaC s Iebgrmtifieer Link
00.0c 2940 /.11 T8c970 [PCned 32 LANCE] | '
00:0c29:4c%6:1b 0000:02:02.0 73370 [PCnet32 LANCE] Advanced Micro i
Devices [AMOD] i
Adding protected database
Navigate to the Monitoring tab. In the left-hand side panel, select Protected Databases
and click on Create. Enter Name as HACKDB_ORCL, the protected database configuration
Database Type as Oracle, add Address and Port Number and click on the Save Button, as
shown in the following screenshot:
ORACLE Daghboard Monitoring Reporting Archiving System f
L)
Oracle D Firewall Admir i Console :
Momilonng Add Prolected Dalabase :
Enforcement Points Settings :
::m Nam HACKDB_ORCL ,E
Protected Datahases Description {Optional) ;
P;Iu'.nas Damabase Type Oracle - 3
u:clcaa Huldress 192 169.0.90 ‘r
Port Numbrer 1 ,l
Sap Cancel i
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Creating enforcement point
The enforcement points are the databases to be protected and monitored.

1. Navigate to the Monitoring tab. In the Enforcement Points panel, click on the Create
link. Name the enforcement point as HACKDB_ORCL_ENF, as shown in the following
screenshot, and click on Next:

ORACLE Dashboard Manitoring Reporting Archiving System

Oracle Database Firewall Administration Console

Monitoring Enforcement Point Wizard: Step 1

Enforcement Points:
List
Create

Tasks Specify enforcement point details:

Protected Databases: Name: [HACKDB_ORCL_ENF|

List

Use a builtin enforcement point:
Create

Policies: @ Monitor locally (80 available)

List
Upload Metst

A, e it AR I LR A, b B AR AR A AR AR, & A A

Py a. A A AL A .

2. Chose the protection point defined before HACKDB_ORCL and click on Next:

ihahashl

ORACLE Dashboard Monitoring Reporting Archiving System

Oracle Database Firewall Administration Console

IMonitoring Enforcement Point Wizard: Step 2

Enforcement Points:
List
Create

Tasks Select a protected database:

Protected Databases: Protected Database: Oracle - HACKDB_ORCL ~

List
Specify the details of the protected databases you wish to monitor:
Create

. Name:
Policies:
List Database Type:
Upload
Address Port Resolved Address

o

¥
- :
3] 4
B i o binntt s o v Ak A A
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3. Choose the monitoring mode - Database Policy Enhancement (DPE) and from the
available policies select unique-nomask.dna and click on Next, as shown in the
following screenshot:

Enforcement Point Wizard: Step 3

Name

~ logall-nomask dna

= logall.dna

* logsample.dna

_ passall.dna

= policy1.dna

®

unique-nomask.dna

* unique dna

Specify the monitoring mode and policy to use for monitoring

Monitaring @ Database Palicy Enforcement (DPE)
Mode: * Database Acthity Monitoring (DAM)
Policy:

Browse

Description

Log all statements for offline analysis without masking data (Note: if this policy is applied, it can use significant amounts of stor:
you select this policy)

Log all statements for offline analysis (Mote: if this policy is applied. it can use significant amounts of storage for the logged dat

Log a sample of statements for offine analysis (Mote: if this policy is applied, although it will store less statements than logging
the logged data)

Pass all statements

Log examples of statements for offine analysis covering each distinct source of traffic in the statements (Mote: if this policy is a
statements, it can still use significant amounts of storage for the logged data. Sensitive information may be logged if you select

Log examples of statements for offline analysis covering each distinct source of traffic (Note: if this policy is applied. although it
use significant amounts of storage for the logged data)

4. Now a summary will be displayed, as we do not have another traffic source defined
while Network 0 is the default one. Finally, click on Finish. At this moment our
database starts being monitored.

1
E
ORACLE Dashboard Monitoring Reporting Archiving System 3
3
Oracle Database Firewall Administration Console ;
Monitoring Enforcement Point Wizard: Step 4 i
L |
Enforcement Points: i
‘s ces vee 4 4
List E
Create
Tasks When you press the finish button an enforcement point with the following details will be created:
Protected Databases: MName: HACKDE_ORCL_ENF
List Database Type: Oracle f
Create Traffic Sources: Network 0 3
Policies: 1
Protected Database Name: HACKDB_ORCL i
List
Uploag Protected Database Addresses: Address Port
192.168.1.90 1521 }
Maonitoring Mode: DPE é
4
Paolicy: unique-nomask.dna 4
A A, A A A A b A i A AR PO 1 A B AL A B A A A A
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Verify that Oracle Database Firewall monitors the traffic from client host connect to server
database server HACKDB. To check that our connection is monitored, navigate to the

System tab. In the Network Traffic panel, click on the Network traffic: link. Try to issue some
statements against the server. From the Level of details panel, select Packet content and
select Network 0 from Network. Issue a statement and click on the Show Traffic button. With
this, we should see the packet's content as shown in the following screenshot:

Administration Console

Network Traffic

Filter @ Show all

Summary
@ Packet content

Level of details

Duration 12 ~ seconds

Network Management
@ Network 0

| Show, Traffic |

Network traffic:

Ack=1Win=253 Len=299

0000
0010
0020
0030
0040
0050
0060
0070
0080
0030
00a0
0060
00c0

00 0c 29 4c 6 11 00 Oc 29 2e f2 43 08 00 45 00
0153 05 0540 0080 0670 69 c0 a8 01 0ac0 a8
01 dc c0 67 05 fe 5f 9b 6e 32 6c 9d b2 6e 50 18
00 fd 33 &8 00 00 01 2b 00 00 06 00 00 00 00 00
1169 32 fe ffff ff f ff fF F01 00 00 00 05 i2
00 00 00 03 5e 33 61 60 00 00 00 00 00 00 fe ff
ff fF ff ff ff f 7e 00 00 00 fe ff ff # ff ff -
1 0d 00 00 00 fe ff ff fF fF ff fF F fo F
ff F ff ff f f 00 00 00 00 01 00 00 00 00 00
(00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
(00 00 00 00 00 00 fe ff ff f 7 ff f F 00 00
(00 00 00 00 00 00 fe ff ff f 7 f ff  fe £
1 ff ff fF ff fie fF ff fF 7 fF ff ff 00 00
00d0 00 00 00 00 00 00 fe ff ff ff 7 ff ff ff fo
00e0Q ff ff ff ff ff 7 00 00 00 00 00 00 00 00 00 00
00f0 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0100 00 00 2a 73 65 Gc 65 63 74 20 6c 61 73 74 5f 6e
0110 61 6d 65 2c 66 69 72 73 74 5f Ge 61
ansall120) J72,6F Ad 20,85 Ed.70 B BL79.65 A5

Only where database is: Oracle - HACKDB

21:48:13.952502 192.168.1.10 -> 192.168.1.220 TCP 49255 > micromuse-Im [PSH, ACK] Seq

L ) CE
) pi
g.._n2l.nP
3+

"3a

*select last_n

6d 65 20 66 ame first_name f
QL0000 i

B C\Windows\system32icmd.exe

- sglplus hr/hr@hackdb

Stephen
Martha
Patrick

Jonathon
Winston
Sigal
Peter
0liver

Manue 1

Peter
Glara
Shanta

lana
Mattheuw
Jennifer
Eleni

b b b a1

b o s 10 A s Ao 0 ok i

[}
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Using Oracle Firewall Analyzer

Oracle Firewall Analyzer is a standalone tool which is designated to create and modify
custom policies. The following steps will help you to install and use Oracle Firewall Analyzer.

1. Onthe windows client, install Oracle Firewall Analyzer and launch it. From the New
menu, click on New Model and select Train on Log Data and click on the Change...
button, as shown in the following screenshot:

Mew Model

Data | Advanced

(@) Train on Log Data

Protected Db: <none selected>

Start Date: <none selected >

End Date: <none selected =
() Train on File
File: “none selected = Browse...

Database Type: |Orade

Train Cancel ] [ Help
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2. Add Traffic Log Server which is the same IP used during the installation of Oracle
Database Firewall. Next log in with the Oracle Database Firewall credentials as
follows and click on OK, as shown in the following screenshot:

Train on Log Data
Traffic Log Server:

g
1

Protected Datahase:
Traffic Log Server
Time| TrafficLog Server
Avala| [P Address: 192 168.1.200
5| Login
Username: admin

—| Password: sesssEEe —
Train|

Ba:

Mo [ aK ] [ Cancel

Clusterrrmrme

Advanced:
Exception matches

Invalid statements

WMHWMMMMALM

0K

Cancel Help

s

[}
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3. After the connection is established, click on the Train button. We should then
see the captured statements issued in the logging interval, as shown in the
following screenshot:

4% Log Data Training - Oracle Database Firewall Analyzer E=REcE S

File View Update Annotste Tools Window Help

Summary | Detais | Baseline | Properties | Analysis | Invaid sqL |

Exceptions Unassigned: 0 E
Passed: O

No data to display. Waned: 0 E
Blocked: o

Data maripulation

Statement Class Distribution 5~
(read only:) =
Data maripulation: o
Data definition: 0=
Data control: ol 4
_ - _ - o . . _ Procedural: 4
M pata Read only [l Data [0 pata pefinition [ pata Control Ml Procedural Il [ ]< ontaining [ composite Tramacton: N

Threat Severity Distribution Assign Threat Severities

Unassigned: 10
Insigrificant: 0
Minor: 0

[ ] unassigned B msignificant I minor [] moderate ] major B catastrophic oserare: 0
\ajor:

Acton Distribution

Unassigned: 10
Passed: o

. N . D . Wamed: 0
Unassigned Pass Warn Block

Blocked: o
Novelty Policy Rules Passed: 0

Blocked: 0

[ Hovelty rules that use Match Any Table' o
[ novelty rules that use ‘Match All Tables' __New Movelty Policy...

Default Rule for Baseline Anomalies Action: Unassigned
b Threat: Unassigned
[ aromaly Defauit Rule Logging Level: Unassigned

Al Default Rule

4. Navigate to the Baseline tab and click on the select last_name, first_name from
employees statement. Select Action as Block, Logging Level as Always, and Threat
Severity as Major, and change Substitute Statement to select 1 from dual, and
then click on OK, as shown in the following screenshot:

=]
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£ Log Data Training - Oracle Database Firewall Analyzer
File View Update Annotate Tools Window Help
Summary | Details | Baseline | properties | Analysis | Invaiii sqL |

Selected Profile: Background.  Ordered by Id (ssd)
Fitered by: none

3200346311
1d Action 57| Loggingss|  Threat &7 Statement Count TIpAddresses 7| Tables %¥ Columns %] Users 7] StatementType 57| Client¥
653935213 44 Unassigned  Unassigned |l Unassigned  select user from dual 1192.168.1.10 DUAL hr Data Manipulation Read Only sgipius.exe
1110951003 44 Unassigned Unassigned || Unassigned |select e Propera hr Data Manipulation Read Only  salpius.exe
1145983085 4 Unassigned Unassigned || Unassigned |begin hr Procedural salplus.exe

1784145203 4 Unassigned Unassigned || Unassigned |begin { Statement:  select last_name, first_name from employees - hr Procedural sgplus.exe

2750366510 4k Unassigned Unassigned || Unassigned | extra hr Transaction salplus. exe
i
3310534856 £k Unassigned  Unassigned |l Unassigned  select [RIBUTE, CHAF hr Data Manipulation Read Only sgipius.exe
3364073692 4k Unassigned Unassigned || Unassigned |select Apply action | Block after |1 * statements per minute [RIBUTE, CHAF hr Data Manipulation Read Only | salplus. exe
3418778589 4 Unassigned Unassigned || Unassigned |begin hr Procedural salplus.exe

3522986033 44 Unassigned Unassigned || Unassigned |begin

acsons hr Procedural saiplus.exe

Threat Severity: | Major

7] substitute Statement: select 1 from duall -
Notes: -
Con ) [ ] [ ] [ e

5. Next, go back to main menu and click on Assign Threat Severities. At this point we
are able to save the model and the policy.

tatement Class Distribution Data manipulation 53
(read only:)
Data manipulation: 0|
Data definition: 0|7
Data control: 0
T I . . - o . _ Procedural: 4
M pata only [ pata [ pata Definition [ pata Control M | B Composite Containing [ composite Traneacton: N

hreat Severity Distribution Assign Threat Severities

Unassigned: 8
Insigrificant: 0

=
3
g

0
I:‘ Unassigned . Insignificant . Minor D Moderate D Major . Catastrophic mﬂdﬂa‘f‘ :
zjor:

ction Distribution Assigl Polices

Unassigned: 8

passed: 0
N Wamed: O
Unassigned Pass Warn Block
o o ] o o,
lovelty Palicy Rules Passed: 0
Blocked: 0

I Novelty rules that use Match Any Table'
New Novelty Palicy...

T novelty rules that use 'Match All Tables'

6. From the New menu, click on Save the model as test policy and Export policy as
testpolicy.dna.

s
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7. Next we will proceed to upload the new policy in Oracle Database Firewall. Navigate
to the Monitoring tab, in the Policies panel, and click on the Upload link. Select
testpolicy.dna and click on Save.

8. Navigate to Enforcement Points and click on the List link. HACKDB_ORCL_ENF
will be listed, click on the Settings button. Next, from the Policies panel, select
testpolicy.dna and click on Save to enforce the defined policies with OFA and
ensure that in the Appliance Mode, Database Policy Enforcement (DPE) is
checked (in DAM mode only monitoring is performed, no reactive measure are
applied such as statement blocking). This is shown in the following screenshot:

Enforcement Points: Monitoring Settings
List
Create Protected Oracle - HACKDB_ORCL +
Database:
Tasks

2 : Traffic Sources:
HoCaE D i Enable Network Interface

List

v Network 0
Create
= .
Folicies: Database Activate Database Response Monitoring
List Response:
Upload Database Activate Database Interrogation
Interrogation:
Remate Monitor: Activate Remote Monitor
Local Manitor: Activate Local Monitor
SPA: Activate Stored Procedure Auditing
URA: Activate User Role Auditing
Appliance Mode: 9 Database Policy Enforcement (DPE)

Database Activity Monitoring (DAM)

Policy: Oracle

Name Description

logall-nomask.dna  Log all statements for offiine analysis without masking data (Note: if this policy is applied. it can use sig

Iogall dna Log all statements for offine analysis (MNote: if this policy is applied. it can use significant amounts of st
logsample.dna Log a sample of statements for offine analysis (Mote: if this policy is applied, although it will store less g
passall.dna Pass all statements

policyl.dna

@ testpolicy dna

9. Now the enforcement point will be reconfigured and the current monitored
connection will be dropped.

& C:\Windows\system32\cmd.exe - sqlplus hr/hr@hackdb

Jose Manuel
Peter
Clara
Shanta

lana
Matthew
Jennifer
Eleni

'RROR at line 1:
11 end—of—file on communication channel
4973

47 Serial numher: 27

=
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10. Reconnect to the HACKDB database and reissue select last_name, first_name
from employees to verify that the current policy is blocking the statement,
shown as follows:

11. Navigate to the Oracle Database Firewall console's main page. The following
screenshot shows the blocked statement listed:

ORrRACLE Dashboard Monitoring Reporting Archiving System

Oracle Database Firewall Administration Console

Threat Status: OK Throughput Status: OK Traffic Snapshot at 2012-06-19 22:26
Known Blocked: 2 Statement Rate: 0 ‘ Filter |(HO filter active)
Unseen Blocked: 0 Total Statements: 21
Known Warned: 0 {In Last Hour)
Unseen Warned: 0 Warned and blocked statements
2012-06-19 18:26:59 - 2012-06-19 21:26:59
Quick Start B
T .
@1 Monitor databases -@- System settings u i i
Throughput [statements/sec]
Top Ten Threats (Last Week) 0518 T ot 8 212702
Count Status Statement Seen Loglevel Source Destination w
2 select gt namef.. yes always 182.168.1.10  182.168.1.80
Enforcement Points 3 - - N =
Name Appliance IP Address Number of statements [statements/second]
2012-06-19 18:27:02 - 2012-06-19 21:27.02
HACKDB_ORCL_ENF Local 127.0.01

Most blocked clusters (last hour)

A s A e A 8 e £ A o e s A o A At

s o b, A BAAE o000 0 0, 0,0 A, 1 A et o 0 oo b e,

s
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(o T -W-ULOALT

Oracle Vault addresses the problem of centralization, separation, and protection of audit trails
and provides real-time alerting and reporting capabilities. As we mentioned in Chapter 8,
Tracking and Analysis — Database Auditing, it is imperative to collect audit information in a
location where it cannot be tampered with.

Audit Vault has heterogeneous database support. In addition to Oracle, Audit Vault offers
the ability to collect audit data from DB2, MS SQL, and Sybase. It's good to know that
Oracle Audit Vault does not implement or alter audit procedures on the database. It is
solely based on traditional methods of defining the methods by using the standard audit
and fine grained auditing.

The Audit Vault database used is architecturally designed to be a warehouse. In a large
organization that has a need to audit many databases, the audit data volume generated can
be significant and the Audit Vault database must be able to handle the volume of data being
generated. It is therefore important to install Oracle Audit Vault on a dedicated powerful server.
On the other hand AV offers a variety of reporting methods. Since the audit information must
be protected, the Audit Vault database is configured with the Oracle Database Vault product.

The Audit Vault environment consists of an audit server, audit agents, and collectors.

Installation and configuration

The following steps will present how to install and perform an initial configuration of AV:

1. Launch the installer and select the Create and configure Audit Vault option and click
on Next, as shown in the following screenshot:

Oracle Audit Vault 10g Release 3 - Installation Wizard - Step 2 of 8

Select Installation Option

Configure Security Undates Select any of the following installation options.
= Installation Option @ Create and configure Oracle Audit Yault
}]’k Instaliation Type O Install Oracle Audit Wault software anly

=
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2. Navigate to Audit Vault Details, and you will have to configure the audit vault

administrator, audit vault auditor, oracle vault owner, and account manager

usernames and credentials.

| Audit Vauk Details

T Inztallation Lacation
T

T Database Identifiers

=

Enter the Administrator user name and password. Tou can optionally choose to create a separate Audit
Wault Auditor user to provide separation of duties between account and audit management.

Audit Vault Admin [avadmin |

Password |wmwm | Confirm Password  [mrreenes

Create a Separate Audit Wault Auditor

Audlit Yault Auditor  [avaudit |

Passward |wmwm | Confirm Passward  [mrmoees

Enter the Databasze Wault Cwner user name and password. You can optionally choose to create a
separate Database Vault Account Manager to provide separation of duties between account and security

policy management.

Database Wault Swner |d\u’D\M’1EI’ |

Passwmord |wmwm | Confirm Passward [

Create a Separate Databasze Wault Account Manager

Account Manager |dvacctmgr |

Password |wmwm

Confitm Passwordd) .

Cancel

=]
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3. When at Management Options, depending on your local configuration, you
can select Use an existing Oracle Enterprise Management Grid Control for
database management or Use Oracle Enterprise Manager Database Control
for database management.

Specify Management Options

l “fou can use Oracle Enterprize Manager 119 Crid Control to manage each Cracle Database 11g centrally,
or manage each database locally using Oracle Enterprize Manager 119 Database Control. For Grid

T Caontrol, specify the Oracle Management Service to manage your database,

P

T

/l\ Select the management options for your instance,

[
[
[
| .
w Memory Options

e/ Management Options

! —
(#) Use Oracle Enterprize Manager Database Control for database management.
T Database Storage

-

P

[
[
[
l
[
[

Help = Back " Mext > Cancel ;

=]
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4. Navigate through all the steps and finalize the installation:

Finish

T e

e

A

Configure Security Updates
Installation Option
Installation Type

Crid Installation Options
Product Languages
Installation Location
Audit Vault Details
Databasze |dentifiers
Memory Dptions
Management Cptions
Database Storage

Backup and Recovery
schema Passnords
Operating System Groups
Prerequizite Checks
SUMmmary

Inztall Product

Finish

The installation of Oracle Audit Vault was successful.

MNote:

Audit Wault 10.3.0.0.0 URL:
https:/ foraaudva 1158 fav

Enterprise Manager Database Control URL - {avdb) :
https:/ foraaudva 1158 fem

< Back ” Mext = || Install |[ Claze ]

e



Installing and Configuring Guardium, ODF, and OAV

Deploying and configuring agents and collectors

In order to communicate with a Oracle Database Vault repository, a set of collectors, and an
Oracle Audit Vault, an agent must be deployed on each host.

1. Copy the agent installation kit on each source database host. Launch the installer
and configure the password, the port, and the connection string for the connection to
the central repository.

Oracle Audit Vault Agent Installation
Agent Details

Each Audit Wault Agent is identified by an unigue Agent Name. Specify the name of the Agent, the
path for the lacation where the Agent installation will take place, the Agent user name and passward,
and the connect string for the Audit Wault Server,

Audit Yault Agent Name: [avagnt ] ;

Audit Yault Agent Home: [,qu1japp;0racle,fpr0duct,.f11.2.0;3\.'agent Browse... ) i

Agant User MNarme: |avaant ]

Agent User Password; [+ ]

Audit Yault Server Connection Information:

Connect String: [oraaud\fa:lsz Lawvdh ] (Hostname:Port:Servce Nam_e_)_

Product Languages... J

Help Back: ] 3 [rstall ) Cancel )

Complete the installation and proceed to configuration.
On a server host, define the agent for audit collection as follows:

[oracle@oraaudva Diskl]$ avca add agent -agentname avagnt
-agenthost nodeorcll

Enter agent user name: avagnt
Enter agent user password:
Re-enter agent user password:

Agent added successfully.

=]
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On the client database, create a user av_collector for audit trail collection and
grant collector privileges as follows:

SQL> create user av collector identified by "g¥5+TY?z2$5";

User created.

SQL>

SQL> @/u0l/app/oracle/product/11.2.0/avagent/av/scripts/streams/
source/zarsspriv.sqgl av_collector setup

Granting privileges to AV _COLLECTOR ... Done.

On the audit vault host, verify if the source database is enabled for the audit trail
collection:

[oracle@oraaudva Diskl]$ avorcldb verify -src
nodeorcll:1521:HACKDB -colltype ALL

Enter Source user name: av_collector

Enter Source password: g¥5+TY?z2$

source HACKDB verified for OS File Audit Collector collector
source HACKDB verified for Aud$/FGA LOG$ Audit Collector collector
parameter JOB QUEUE INTERVAL is not set; recommended value is 1

parameter UNDO RETENTION = 900 is not in recommended value range
[3600 - ANY VALUE]

parameter GLOBAL NAMES = false is not set to recommended value
true

source HACKDB verified for REDO Log Audit Collector collector

Perform corrections on the source database as instructed by the verification output:

SQL> alter system set global names=true scope=both;

System altered.

SQL> alter system set undo retention=3600 scope=both;

System altered.

SQL> alter system set job queue interval=1 scope=spfile;

System altered.
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7.

Perform a verification again as follows:

[oracle@oraaudva Diskl]$ avorcldb verify -src
nodeorcll:1521:HACKDB -colltype ALL

Enter Source user name: av_collector

Enter Source password:

source HACKDB verified for OS File Audit Collector collector
source HACKDB verified for Aud$/FGA LOGS$ Audit Collector collector
source HACKDB verified for REDO Log Audit Collector collector

[oracle@oraaudva Diskl]$

With this the source database is enabled for collection. Add a source database and a
collection agent:

[oracle@oraaudva ~]$ avorcldb add source -src
10.241.132.80:1521:HACKDB -desc HACKDB -srcname HACKDB SCHM
-agentname avagnt

Enter Source user name: av_collector
Enter Source password:
Adding source...

Source added successfully.

remember the following information for use in avctl
Source name (srcname): HACKDB_SCHM
Credential stored successfully.

Mapping Source to Agent...

If we plan to use OS audit trails then add a collector of type 0SAUD as follows:

[oracle@oraaudva ~]$ avorcldb add collector -srcname HACKDB_SCHM
-agentname avagnt -colltype OSAUD -orclhome /u0l/app/oracle/
product/11.2.0/dbhome_1

source HACKDB SCHM verified for OS File Audit Collector collector
Adding collector...

Collector added successfully.

remember the following information for use in avctl
Collector name (collname): OSAUD Collector

[oracle@oraaudva ~]$




10.

11.

12.

13.
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Add a database audit collector type as follows:

[oracle@oraaudva ~]$ avorcldb add collector -srcname HACKDB_SCHM
-agentname avagnt -colltype DBAUD

source HACKDB_SCHM verified for Aud$/FGA LOG$ Audit Collector
collector

Adding collector...

Collector added successfully.

remember the following information for use in avctl
Collector name (collname): DBAUD Collector

[oracle@oraaudva ~]$

Add a redo collector as follows:

[oracle@nodeorcll av]$ /ul0l/app/oracle/product/11.2.0/avagent/bin/
avorcldb setup -srcname HACKDB_SCHM

Enter Source user name: av_collector

Enter Source password:

adding credentials for user av collector for connection [SRCDB21]
Credential stored successfully.

updated tnsnames.ora with alias [SRCDB21] to source database

verifying SRCDB21 connection using wallet

Start the agent on the source database, as follows:

[oracle@nodeorcll av]$ /ul0l/app/oracle/product/11.2.0/avagent/bin/
ave

avca avctl

[oracle@nodeorcll av]$ /ul0l/app/oracle/product/11.2.0/avagent/bin/
avetl start agent -agentname avagnt

Starting agent...
Agent started successfully.

[oracle@nodeorcll av]$

Start the collectors as follows:

[oracle@oraaudva ~]$ avctl start_collector -collname OSAUD
Collector -srcname HACKDB_SCHM

Starting collector...

Collector started successfully.
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[oracle@oraaudva ~]$ avctl start collector -collname DBAUD
Collector -srcname HACKDB SCHM

Starting collector...
Collector started successfully.

[oracle@oraaudva ~]$

Audit vault administration

In the following section we will summarize the main administrative tasks used with Audit Vault:

Open Audit Vault administration control and log in as the AV administrator (type the password
set during installation):

Fle Eat Wiew Higtory Bookmarks Tools Help
@ - 0@ Bl 1156/avic J

FEMost visked ™  ElEnterprice Linux [ Linux Bchnology ©... [ Oracle Universty [B Feature: Faster Linu... @] 0SS from Oracle &« LLN. Login [¢|Dist souwrces o B-Delivery Ernrpn...i

ORACLE Cnterprise Manager 10y

Lagin to Audit Vault

* Uit Name | avagimin |

[ FrETST I m— ]

ComectAs |[AV_ADMIN 3|

Copyiight © 1904, 2011, il A righ 1. Cracle r s llibicars, Dtheer raarves, iy their

- stictly probilasnd

=
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Instead of using the command line prompt, you can manage collectors from the Management
tab and within that Collectors, as shown in the following screenshot:

_W_

File Edit View History Bookmarks Tools Help
@ D v@C (%) @nﬁps. -1158/avic target type- aracle_

i Most vissea ™ [EIEnterprise Linux [ Linux ®chnology C... @ Oracie University 38 Featune: Faster Unu... @] 0SS from Oracle 4 ULN: Login. @ DL, sources @] E-Detivery: Enter

DRACLE Enterprise Manager 104
Audit Vault

Collectors | Audi Crrors | Warehouss

ratabase Insance avil >
Collectors

{iJ) Infarmation
The collecior, HACKDS_SCHMDBAUD_Collector, has been staned successiuly.

Start ) Stop )
!.anl [Audit Source
@  pBAUD_Collecior avagnt HACKDE_SCHM
O oSAUR Collector awvagat HACKDER SCHM
O REDO_Collectar avagnt HACKDE_SCHM
M il | | Melp | Logo
Copyvigh © 19505, 2001, Oracke andior its aftilisles. A1 nighits reserved. Oracke o a registened frackemank of Uracle Corporation sndior it aMiiotes. Other names may their respec sancty prohibiied

Creating additional audit policies

Audit Vault has the capability to generate scripts for different audit statements which can be
applied later on to the source database:

1. Login as the Audit owner avaudit, as shown in the following screenshot:

| Gle ot View Higtory Qookmarks Tools Help 5
L I Q’ € ﬁ mq:: 11 ;
i

[ Most Visited »  [SlEnterprise Linux (=] Linux Technology C... =] 0racke University (=] Feature: Faster Linu... |9/ 055 from Oracle & ULN; Login | Dist sources (@) E-Delivery: Enterpri... |

| CRAcLE Enwiprise Manager 1g

Audit Vault

;_,

Login to Audit Vault

o UserMame  |avaset |
T EE R — ]
Connect As | AV_AUDITOR 2 |
Login |
Copyright © 1966, 201 1 Orcle ancier im attdses. All iighs sseradd. Oimcle 5 a rgssennd tmesemark of Onacle Cosporstion arviios i affllises. Ceiher naly el iethy peshubived
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2. Navigate to the Audit policy tab. The overview page will show you what type of
auditing and how many objects or statements are audited:

Audit Settings | Alerts

Database Instance: avdb > Audit Settings >
HACKDB_SCHM
Overview { Statement  Object  Prviege FGA  Capture Rule

Save Audit Settings
You can save your work by clicking on the Save All Audit Settings button below. Please note, saving your work does not automatically apply these setiings to the source database.

| Save Al Audit Settings

Apply Audit Settings

You can verify that the audit settings can be successiully applied to a given source by clicking on Verify. If the DBA for the source has provided you an account on the source, you can|
changes to a SQL script that you can give the DEA, who can then apply the setlings for you.

Select All | Select None

Select ‘Audil Settings Type In Use
Statement 10
Object 11
Privilege 26
FGA 0
Capture Rule 0

(Werify ) [ Export assaL) * Audit Source User Name :] (Provision

* Audit Source Password :]

Copy Audit Settings from Another Source
You can quickly replicate audit settings from one database to the source database to seed it with common audit settings. You either can use settings that are already in use in the datal

copy O Actal (nUse) @ Needed (Not Yet In Use) Audit Settings

From J 'rf,? (Eoadl)

3. Next navigate to Statements and click on the Create button. The Create Object
Audit page will open, then check SELECT in the statement box, select the Object
Type as TABLE, Object as HR.DEPARTMENTS, Statement Execution Condition as
Both and DML Audit Granularity as SESSION, as shown in the following screenshot:

Ble Edit Miew Higtory HBookmarks ool Help

- = @ * L& naps:foraaudva: 1 1 Baviconsoleatabas VU AVAUIROIIC y TTarget=avdbitype=oraci_databases
B Most Visited > [ Enterprise Linux [ Linux Technology C... [ 0Oracle Universty [ Feature: Faster Linu... (@055 from Oracle <+ ULN: Login @] Dist. sources @ E-Delvery: Enterpri

ORACLE Enlerprise Manager 10g

Audit Settings

Dlatass insance audh 3 AudiSemingy 3
Create Object Audit

[sELECT

* Statements |

Objeet Type |TABLE

Oibject |[Hi DEPARTMENTS

“ ‘%;,&Q

* Stasenen Execusen Condimon .Huh :
+ DML Auit Granularty | Session &

andilanty 1 used for AuAANg DML statement DOL st

Home | Audi Repons | Audi Paolicy | Semngs | Heip | Logouw
Copyright © 1966, 2011, el A i, Cracle ot Cracle or 12 afbiiames, Cxher names may thesr o
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4. Next, we will create a capture rule. Navigate to the Capture Rule and set Capture
Rule to Table, set Table to HR.HR_EMP_DETAIL_AUD , Capture to Both, and then
click on OK, as shown in the following screenshot:

wM

Hle Edit View History Bookmarks Iools Help

[&]Most Visited ™ [@]Enterprise Linux (@] Linux Technology C... [@]Oracle University [@] Feature: Faster Linu...

hitps:/foraaudva:1158/av/cor

uditPolicy 7tar &ty acle_t

P

[6] 0SS fram Oracle +» ULN: Login [¢| Dist. sources o] E-Delivery: E

ORACLE Enterprise Manager 10g
Audit Vault

Audit Settings | A
Database Instance: avdb > Audit Settings >
Create Capture Rule

* Capture Rule. @ Table O Schema O Global

* Table |HRHR_EMP_DETAILS_AUD

+ Capure OppL  OpML @ Both

Home | Audit Reports | Audit Policy | Sefiings | Help | Logout
Copyright © 1996, 2011, Oracle and/or its affiliates. All rights ressrved. Oracle is a registered trademark of Oracle Corporation andior its affiliates. Other names may be their L ‘access s strictly prohibited.

5. To generate the provisioning script, navigate to the Overview tab and click on the
Save All Audit Settings button, as shown in the following screenshot:

M

Fle Edit View History Bookmarks Tools Help
@ 0@ a

[ Most Visited *  [@]Enterprise Linux [&] Linux Technology C... [@]Oracle University [@] Feature: Faster Linu...

https:/foraaudva:1158/av/console/database/avt/AVAuditPolicy7target=avdb&type=oracle_database

|) 0SS from Oracle -+ ULN: Login [g|Dist. sources

ORACLE Enterprise Manager 10g
Audit Vault

Audit Settings | Alerts
Database Instance: avdb > Audit Settings >

HACKDB_SCHM

(» Information
The policy has been saved successfully

Overview Statement Object Privilege FGA Capture Rule

Save Audit Settings
You can save your work by clicking on the Save All Audit Settings bution below. Please note, saving your work does not automatically apply these settings to the source database.

(Save Al Audit Sattings )

s
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6. A script will be generated; select the last two statements and run it on the
source database:

Ele Edit View Search TJools Documents Heip

Bw.0@ 6 +» ¢« 5B P B W
Hew Open Print o Ao

Save Cut Copy Paste Find Replace

[ HACKDE_SCHM-20120617082143.500 % |

NOAUDIT CREATE ANY LIBRARY;
NOAUDIT GRANT ANY PRIVILEGE;
NOAUDIT DROP PROFILE;
NOAUDIT ALTER PROFILE;
NOAUDIT DROP ANY PROCEDURE;
NOAUDIT ALTER ANY PROCEDURE;
NDAUDIT CREATE ANY PROCEDURE;
NOAUDIT ALTER DATABASE;
NOAUDIT GRANT ANY ROLE;
NOAUDIT CREATE PUBLIC DATABASE LINK;
[NDAUDIT DROP ANY TABLE;
{NDAUDIT ALTER ANY TABLE;
NOAUDIT CREATE ANY TABLE;
NOAUDIT DROP USER;
NOAUDIT ALTER USER;
{NDAUDIT CREATE USER;
NDAUDIT CREATE SESSION BY "DRAPHEAL™;
NOAUDIT CREATE SESSION BY “SMAVRIS";
NOAUDIT CREATE SESSION BY “"HR";
NOAUDIT CREATE SESSION;
INDAUDIT AUDIT SYSTEM;
NOAUDIT ALTER SYSTEM;
AUDIT SELECT ON “HR™.“DEPARTMENTS® BY SESSION;
DECLARE

v_Compat VARCHAR(2D);

BEGIN

select value into v _Compat from viparameter where name='compatible’

BEGIN av_collector.DBMS SRC STREAMS COLLECTOR.ADD table rule{ sourc =21, src dbver=>'11.2.8.3.0',
src_dbcomp=>v_Compat, owner=='"HR"', tabname=>'"HR_EMP_DETAILS_AUD®', include_dml=>true, include_ddl=>true };END;

END;

!

Ln 56. Col 1

Using Audit Vault reports

Audit Vault provides us with the possibility of creating different types of built-in or customized

reports, as we will see in the following section.

1. Navigate to the Audit Reports tab, as shown in the following screenshot:

Entitlement Reports Alert Reporis.

NEQ
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2. Tosummarize the audit data collected, go to Activity Overview. This is an unsorted
list of audit events that are captured. This is illustrated in the following screenshot:
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You also have the ability to perform compliance reporting. In Audit Vault you have
built-in reports for Credit Card, Financial, and Health compliance reports.

D {0 e Hgtey pohmena Deis fiep
& + @ O By []ror recisanens i inmioraat - U R RIS N bl || =i

EMes viease Ekmpnes Unas [ Lrix Bermeiogy €. E0racks trwaryey [ Fesnn fartarina 065 from Crach UM Logn §Dm saurses §) E-Deiwery, Entapn

oA T TR —

Eis



Installing and Configuring Guardium, ODF, and OAV

Defining an alert rule

To create an altering condition, navigate to the Audit policy tab and click on Create Alert Rule.
In this example we will create an alert rule named delete_table. Select the severity level to be
Warning, Audit Source Type to be HACKDB_SCH, Audit Event Category to be DATA ACCESS.
User should be set to HR, Table to HR.HR_EMP_DETAILS_AUD, and Audit Event to DELETE.
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