Chapter 1: XenDesktop 7.6 — Upgrading,

Installation, and Configuration

Upgrading from XenDesktop 5.6/7.x to XenDesktop 7.6

Deliver applications and desktops to any user, anywhere,
on any device.

= Secure mobile device management
= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

XenAp p Deliver applications

Xen Des kto p Deliver applications and desktops




XenDesktop 7.6

Upgrade

Studio and Server Components

Before any new components are installed,
all existing components on this senver will
be upgraded.




Ensure a Successful Upgrade...

Follow these steps and ensure your deployment remains available to your users after each ﬂ
upgrade step.

1 Make sure that your Subscription Advantage date for licenses is no earlier than Unknown.
2 Back up the Delivery Controller databases.

3 Upgrade Director if it is installed on a separate machine from your Delivery Controllers,
4 Backup templates and upgrade hypervisars (optional).

5 Upgrade Provisioning Services if in use,

6 Upgrade the Virtual Delivery Agent and perform an image update on all master images.
7 Upgrade half of your Delivery Contrellers (all components).

8 Use the upgraded version of Studio to perform Site upgrade.

9 Upgrade your remaining Delivery Controllers (all components).

Important: Please read the upgrade documentation. Learn more
Copy these instructions to clipboard

I'm ready to continue.



Finish Installation
The installation completed successfully. ¥ Success

Core Components

v Delivery Controller Upgraded
" Studio Upgraded
" Director Upgraded
+ License Server Upgraded
" StoreFront Upgraded
Post Install

" Component Initialization Initialized

Environment

Configuration

I want to:

Select this option if you use Machine Creation Services or Provisioning Services to
create virtual desktops from this master image.

) Enable Remote PC Access
Select this option to install the Virtual Delivery Agent onto either a physical machine or
a virtual machine that has been provisioned without the VDA.



() Mew databasefor 2008 (O Mew database for 2012 orhigher @ Upgrade database

Script file name:
[PVS7 Database-Uparade | [=]

Database name:

| Provisioning Services |

Fam name:

|Farrn |
Site name:

|Site |
Collection name:

|Collection |
Fam Administrator group:

|XDSE‘u’EN.IocaI!U5&r5;’Domain Users v |




Preparing the SQL Server 2012 Database

i

System Configuration Checker

Launch a tool to check for conditions that prevent a
successful SQL Server installation.

Install Upgrade Advisor

Upgrade Advisor analyzes any SOL Server 2008 R2, 50L
Server 2008 or SOL Server 2005 components that are
installed and identifies issues to fix either before or after
you upgrade to SOL Server 2012,

Mew SOL Server stand-alene installation or add features to
an existing installation

Launch a wizard to install SOL Server 2012 ina
non-clustered environment or to add features to an existing
SOL Server 2012 instance.

Mew SOL Server failover cluster installation

Launch a wizard to install a single-node SOL Server 2012
failover cluster.




Installing and configuring the Citrix Licensing Services
(11.12.1)

License Server Configuration

Specify the numbers for the following port(s):

License Server Port (default 27000):

Vendor Daemon Port (default 7279):

ﬁ
[{]

Management Conscle Web Port (default 8082):

i
[{]

Web Services for Licensing pert (default 8083):

ﬁ
[{]

XDSEVEMVADMIMISTRATOR is the default administrator for the License
Administration Console. To log on to the conscle, use your XDSEVEN
credentials,




p  Citrix License

Administration.__

Log On

User Mames
XDSEVEN‘\administrator

Password:

|.'l..il..ll..ll..!lo| - |

|| Display Language:
English

[J remember me




User Configuration > New User

*Role;
o] anaged Ad
Domain Administrator
o) Domain Administrator Group

licenseADM |

Configuration
First Name:

License |

Last Name:
[Admin |

* Password:

* Confirm Password:

El User must change password on next logon

Server Configuration

[¥" Enable HTTPS (Default 443)

*HTTPS Port:
0

*Certificate File:

Icunf\sewer.crt

“Certificate Key File:
Iconi\server.kay

Certificate Chain File:

I¥" Redirect non-secure web access to secure web access

License Server Configuration
Logging

T T



Installing XenDesktop 7.6 components

10

Deliver applications and desktops to any user, anywhere,
on any device.

= Secure mobile device management
= Hybrid cloud, cloud and enterprise provisioning
= Centralized and flexible management

Manage your delivery according to your needs:

XE n A p p Deliver applications

XEI"I Des ktO p Deliver applications and desktops

XenDesktop 7.6

Get Started

Delivery Controller

Start here. Select and install the Delivery
Controller and other essential services like
License Server and StoreFront.

Prepare Machines and Images

Virtual Delivery Agent for Windows
Server 05

Install this agent to deliver applications and
desktops from server-based VMs or
physical machines.

Extend Deployment

Citrix Director

Citrix License Server

Citrix StoreFront

Citrix Studio

Universal Print Server




XenDesktop 7.6 Core Components

For scale and performance reasons, it is recommended that Director and the License Server be
+ Licensing Agreement installed on separate servers.

Core Components

Location: C: Files\Citri:
Festures ocation: C:\Program Files\Citrix
Firewall ™ Component (Select all)
Sumiiary - Delivery Controller
Install |+ Distributes applications and desktops, manages user access, and optimizes
connections.
Finish
W Studio
o Create, configure, and manage infrastructure components, applications, and desktops.
W Director
e Maonitor performance and troubleshoot problems.
& License Server
o £\ This component must be installed at least once.
® StoreFront
g A This component must be installed at least once.
o)
XenDesktop 7.6 Features

+ Licensing Agreement

Feature (Select all)

+ Core Components

Features

Install Micrasoft SQL Server 2012 SP1 Express
This is an optional component. If you have an existing SQL Server for storing desktop
and application configurations and settings, do not select this option.

Firewall
Summary v
Install

Finish

Install Windows Remote Assistance
Select this only if you need the shadowing feature of Director Server.

1"
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Firewall

The default ports are listed below. Printable version
Delivery Controller Director
80 TCP 80, 443 TCP
443 TCP

Configure firewall rules:

(O] Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules
will be created even if the Windows Firewall is turned off.

@] Manually
Select this option if you are not using Windows Firewall or if you want to create the rules
yourself.

Welcome

Welcome to Citrix Studio

To begin, select one of the three options below.

Site setup

Deliver applications and desktops to your users

Remote PC Access

Enable your users to remotely access their physical machines

Scale your deployment

Connect this Delivery Controller to an existing Site



Installing and configuring StoreFront 2.6

Site Bindings (2] x |
Type Host Name Port IP Address Binding Informa... Add...
http a0 *
https localhost 443 *

Type:

1P address:

| https

v| |AII Unassigned

Host name:

| Require Server Name Indication

S5L certificate:

Mot selected

Welcome to StoreFront

Select an option below to create a new store or extend your existing deployment

Create a new deployment

Set up a deployment to deliver self-service apps, data, and desktops to your users,

Join existing server group
Add a server to an existing load-balanced group.
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StoreFront Create New Deployment
| Confirm the base URL for services hosted on this deployment. For multiple server deployments, specify
4 load-balanced URL for the server group.
Base URL
Store Name Base URL: | hitpsy/fvmxd7-s5-0Lxdseven.ocal
Delivery Controllars
Remote Access

Display name: | Controller-01

Type: (O] KenfApp 7.5 (or later), or XenDesktop
(:) KenhApp 8.5 (or earlier)

) AppController
() VDl-in-a-Box

Servers
(load balanced):

Transport type:

Port:




Install Citrix Receiver to access your applications

¥l | agree with the Citrix license agreement

Security details | Log on

Generate Security Keys

Generate Security Keys

Regularty generate new security keys as part of security best practice.

@ Current keys expire: 8/15/2015 12:21:24 PM

e o [N

Add/Remove Authentication Methods

Choose the authentication methods with which users can authenticate to
stores on this server,

User name and password

[ ] Domain pass-through gL

| Smart card £k

|#*| HTTP Basic

4 Pass-through from MetScaler Gateway

-
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Allow users to log on from: Q Any domain
(®) Trusted domains only

Trusted domains: [XDSEVEN.local

Default domain: [}(DSEVEN.IDcaI

Show dornains list in logon page

=

Manage Password Options

Allow users to change passwords: () At any time
() When expired
@ Mever




Select the stores to include in this file. If you have remote users, enable remote access before
exporting this file,

Store Access

D WEI5tore Internal and external networks
D WEIStoreST  Internal and external networks

[ ] select all

Include the following Citrix Online products in the store:

¥ & GoToMeeting
&8 GoToWebinar
. Gololraining

When users add a Citrix Online application:

O] Help users set up a trial account, if required

O Ask users to contact their help desk for an account

() Add the application immediately

17



Choose the authentication methods with which users can authenticate to the website.

Authentication methods: User name and password
[} Domain pass-through
[} Smart card

Pass-through from MetScaler Gateway

@ Use the Add/Remove Methods task to add more authentication methods,

For the best user experience, Receiver for Web sites detect Windows and Mac 05 X
devices and offer users the opportunity to download and install Citrix Receiver. If
users cannot install Citrix Receiver, enable Receiver for HTMLS.

Choose how to deploy Citrix Receiver:

() Install locally
() Use Receiver for HTMLS if local install fails (i ]

® Always use Receiver for HTMLS

18



Installing and configuring Provisioning Services 7.6

7 Citrix Provisioning Services x54 requires the following items to be installed on your
h:",..l computer. Click Install to begin instaling these requirements.

Status
Pending

Pending
Pending
Pending
Pending
Pending

Requirement

Broker Snapin v2 x64

Host PowerShell Snapln v2 k64
DelegatedAdmin Powershel Snapln x64
Configlogging_PowershellSnapIlnxe4
S50Lncx64
Configuration_PowershellSnapInxs4

19
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DHCP Services
Specify the service that will provide IP address assignments to Provisioning
Services target devices.

() The service that runs on this computer

) Microsoft DHCP
J Provisioning Services BOOTP service
() Qther BOOTP or DHCP service

(®) The service that runs on another computer!

Database Server
Enter the Server and Instance names.

Server name: | SqDatabaseServer

Instance name: | CITRIX

Optional TCP port: 1433

[ ] specify database mirror failover partner

Server name: |

Instance name: |

Optional TCP parts l:l




MNew Farm
Enter the new Database and Farm names.

Database name: | ProvisioningServices

Farm name: | P¥57Farm-01

Site name: | PVS7-Site-01

Collection name: | PYS7-Collect-01

(®) Use Active Directory groups for security

() Use Windows groups for security

Farm Administrator group:

¥DSEVEM. local Builtin/Administrators

21
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Active Directory Computer Account Password
Automate computer account password updates?

[+] Automate computer account password updates

Days between password updates:

Network Communications
Specify network settings.

[%:::+] 192.168.110.50

Streaming network cards:

192,168, 110.50
Management network card:

Enter the base port that will be used for network communications. A total of 20 ports
are reguired. You must also select a port for consale communications.

Mote: All servers must have the same part configurations.

First communications port: 6890
Console port: 04321




Stream Servers Boot List
Specify at least 1 and at most 4 boot servers.,

The bootstrap file spedifies what servers target devices may contact to complete the
boot process.

Server IP Address Server Port  Device Subnet Mask  Device Gateway
192.168.110.50 6910 255.255.255.0 192.168.110.1

| Move up | | Move down

[#] verbose mode (Display diagnostic information)
[Jinterrupt safe mode { Select if target device hangs during boot )
[+ Advanced Memory Support

Metwork recovery method: |Re5tore Metwork Connection : v| after | | seconds

Login poling timeout: miliseconds {valid range 1000 to 60000)
Login general timeout: 30000 milliseconds (valid range 1000 to 60000)
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Finish
Confirm configuration settings.

Stopping Metwork Services
Stopping Software Stream Service
Configuring Services

Starting Software Stream Services
Starting Network Services

MESEE

Starting Citrix PV5 Soap Service

<Back || Finish

Custom Setup
Select the program features you want installed.

Click on &n icon in the list below to change how a feature is installed.
Feature Description

= - | Boot Device Manager

This feature requires 31MB on
your hard drive.

Install to:
C:'Program Files'\Citrix\Provisioning Services Consalel,

InstallShield

| bep || e ||

24



&4 File Action View Window Help
'y
&4 Provisioning Se | ec Concolal [ n

Connect to Farm...

Create a Boot Device...

View 3

Mew Window from Here

Refresh
Export List...

Help

Server Information

MName: |\rrrmd?-p\rs-ﬂ'| W |

(Name or IP address of a server on the fam.)

(Port configured for server access )

Credentials

0 Use my Windows credentials to login
® Use these credentials to login

QSET'IEITIEZ |LI5&|'I"IEIITIE

Domain:  [DOMAIN

Password: |ooooooooooooooo.|

[[] save password

[ Autedogin on application start or reconnect
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Chapter 2: Configuring and Deploying Virtual

Machines for XenDesktop 7.6

Configuring the XenDesktop Site

_

Welcome to Citrix Studio

To begin, select one of the three options below.

Site setup

Deliver applications and desktops to your users

26



Introduction

You have two options when creating a new Site. The simplest option is to automatically
create a fully configured, production-ready Site. The second, more advanced option is
to create an empty Site, which you must configure yourself.

What kind of Site do you want to create?
OF fully configured, preduction-ready Site (recommended for new users)

O An empty, unconfigured Site

Site mame:
XDT6-5ite
Database

The database stores all Site configuration, logging, and monitoring data.

Database server location:

| SalDatabaseServerxdsevenlocal CITRIX |

Database name:

|CitrixXDT—Site—First | [ Test connection...

If you do not have permission to edit this database, generate a script to give to your database
administrator.

[ Generate database script.. | (Optional)

27



Mo database was found on the database server.

Click OK if you want Studio to create the database
automatically.

If your Studic user credentials do net include the required
server/database role permissions, and you configured SQL
Server to allow access to a Windows user account with
required permissions, you will be asked for those credentials.
Windows authentication is required; you cannot authenticate

if you configured an explicit username and password on the
SAL Server.)

Alternatively, if you would prefer to use the database schema
to create a database, click Cancel,

File Edit Format View Help

-- To create a database schema for a Site, use this script: execute on the principal SQL Server database instance

-- To learn more, visit http://support.citrix.com/article/CTX127359

-- You can use SQLCMD from the command line to run this script, or you can usle SQL Server Management Studio in SQLCMD mode.

-- Note that you must use a collation which ends with "_CI_AS KS". In general, it is best to use a collation which ends with "_10@ CI_AS_KS".

-- To do so, use this command when creating the database:

-- create database [CitrixXD7-Site-First] collate Latinl_General 108 CI_AS_KS
- g0

-- protect against generating tables in the wrong place, if database hasn't been created
use [tempdb];
go

if db_id(N'CitrixXD7-Site-First') is null
begin
RATSERROR( 'Database does not exist®, 18, 127);
end
go

-- Ensure the database is using a read committed snapshot
declare @groupld uniqueidentifier = null;

if (serverproperty('IsHadrEnabled') = 1)
begin

28




Licensing

License server address: | |jcenseServer.xdseven.local:27000 | B [ Connect

Connected to trusted server
View Certificate

Select a license:

() Use the free 30-day trial
You can add a license later.

() Use an existing license
The product list below is generated by the license server,

Common Tasks

We are testing your Site configuration. This could take
several minutes.

Test 183 of 194

Common Tasky

Use this screen to perform comm|

« 172 successful tests
#A 11 wamings
@ 0 failed tests

Site configuration

Task
Edit Delivery Group 'Server 05 VDI
Edit Delivery Group 'Server OS5 VDI

29



Configuring XenDesktop 7.6 to interact with Citrix

XenServer 6.2

es Citrix Studio (XD7-Site-First)
[ Search
E Machine Catalogs
£ Delivery Groups
= Policy
Logging
4 5 Configuration
£, Administrators
E= Controllers
& Licensing
X storeFront
[y App-V Publishing

Actions

Hosting

E Add Connection and Resources

View
G Refresh

Help

Connection type: [ Citrix XenServer® Z ]
Connection address: | http://xenserver.xdsevenlocal |
Uzer name: root

Password: SRR ERNENEN

Connection name:

XenServer Husﬂ

The Connection name appears in Studio; it helps administrators

identify the Connection.

Create virtual machines using:

(@) Studio tools (Machine Creation Services)

() Other tools

30



Storage

Select one or more storage devices for the new virtual machines:

= 2

Local IntelliCache
= Supported
[ DsNFs_02 Supported
[ ] Dsiscsi_o1 Not supported

[] Use IntelliCache to reduce load an the shared storage device.
Learn more about IntelliCache
Personal vDisk storage (Desktop OS only):  Learn more
() Use same storage for virtual machines and Personal vDisks

(®) Use different storage for Personal vDisks

(o sicte

CiTRIX

Lame | e

XenServer-Host Citrix XenServer® http://xenserverxdseven.local

Enabled

31



Studio Connection Properties
Host address: http://xenserver.xdseven.local

Username: root
Pazzword:
e

High availability (HA) servers: 1servers

Edit HA servers...

Studio Advanced

These settings enable you to specify a maximum number of simultaneous actions, or percentage
of machines, per hosting connection. For settings with abselute and percentage values, specify

Connection Properties both. The lower of the two values is used.

Absolute Percentage
Advanced

Simultanecus actions (all types): | 100 | | 20 |35

Simultaneous Personal vDisk inventory updates: | 50 | | 25 |%

Maximum new actions per minute:

Learn more

Connection options:

Use this setting only when recommended by Citrix Technical Support or the product
documentation,



Configuring XenDesktop 7.6 to interact with VMware
vSphere 5.x

D~ & Certificate error 2

|@ Untrusted Certificate

The security certificate presented by this
website was not issued by a trusted
certificate authority.

This problem might indicate an attempt to
fool you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

View certificates
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General | Details | Certification Path

This certificate cannot be verified up to a trusted
certification authority.

Issued to: VMware default certificate

Issued by: 132,168.110.10

valid from 19/08/2013 to 18/08/2023

|nstall certificate...| | 1ssuer Statement |

Learn more about Eerfificates

o ]

Select the certificate store you want to use.

1:"| Third-Party Root Certification Authoritie:
=[] Trusted People

[w] Show physical stores




Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

‘fou have spedfied the following settings:
[« e[S Trusted People\Registry
Content Certificate

Connection type: [‘v'Mware viphere ® = ]

Connection address: | https://vcenterxdsevenlocal/sdk

|
User name: | XDSEVEN\administrator |
|

Password: | SRR NSENNENNNERNRESE
Connection name: i VMwarg I

The Connection name appears in Studio; it helps administrators
identify the Connection.

Create virtual machines using:
(®) Studio tools (Machine Creation Services)

() Other tools
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Summary

Connection name:
Connection type:
Connection address:

Create Virtual Machines with:

XD7-VMware-01
VMware vSphere ®
https://vmxd7-vc-0l.xdseven.local/sdk

Studio tools (Machine Creation Services)

MNetwork: VM-LAN
Virtual Machine storage: datastorel
Personal vDisk storage: datastorel
Scopes: All

Resources Name:

VMware-XD-Con necﬁorJ

Resource Allocation

Shares: |Norrna| YI | 2000 ::I

Reservation: _ J— I 1000 3: MHz
Fi%

Limit: J [ e0s0=] mhz

—Resource Allocation

™ Reserveal guest memory (All locked)

Shares: |Normal ~||  2p4s0=]

—
Reservation: _— J— I 2043 3: MEB
&

Limit:

J | 13313 = MB

x| 204804

Low
Reservation:

High

Custom

| 2048 3: ME
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Configuring XenDesktop 7.6 to interact with Microsoft
Hyper-V

0 Configure this local server

QUICK START

2 Add roles and features
3 Add other servers to manage

WHAT'S NEW
4 (Create a server group

LEARM MORE

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

Select a server or a virtual hard disk on which to install roles and features.

@ Select a server from the server pool
() Select a virtual hard disk

Server Pool

Filtar:

MName IP Address Operating System

WIN-37FKPD38HPV 192.168.198.128 Microsoft Windows Server 2012 Datacenter

37



38

[] DNS Server
[] Fax Server
[ File And Storage Services (Installed)
Hyper-\
] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services

MNetwork adapters:

MNarme Description
Ethernet  Intel(R) PRO/A1000 MT Metwork Connection

Hyper-V can be configured to send and receive live migrations of virtual machines on this server,
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role,

Allow this server to send and receive live migrations of virtual machines

— Authentication protocel
Select the protocol you want to use to authenticate live migrations.

®) Use Credential Security Support Provider (CredSSP)
This protocol is less secure than Kerberos, but dees not require you to set up constrained
delegation. To perform a live migration, you must be logged on to the source server.

) Use Kerberos
This protocel is mere secure but requires you to set up constrained delegation in your
environment to perform tasks such as live migration when managing this server remotely.




Hyper-\ uses default locations to store virtual hard disk files and virtual machine configuration files,
unless you specify different lecations when you create the files, You can change these default locations
now, or you can change them later by modifying Hyper-V settings.

Default location for virtual hard disk files;

CAUsers\Public\Documents\Hyper-V\Virtual Hard Disks

Default location for virtual machine configuration files:

Browse...

CAProgramData\Microsoft\Windows\Hyper-V

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Hyper-¥
Remaote Server Administration Tools
Role Administration Teols
Hyper-V Management Tools
Hyper-V Module for Windows PowerShell
Hyper-V GUI Management Tools
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C\Program Files\Microsoft System Center 2012\Virtual Machine Manager
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Configuration Report a problem

Database configuration
Provide information about the database that you would like to use for your VMM management server.

Server name; YMXD7-SCVMM-01

Port: 1433

[[] Use the following credentials
User name and domain:

Format: Domain\UserName

Password:

Instance name: | | | i |

Select an existing database or create a new database.

®) Mew database:  VirtualManagerD8

() Existing database: | - |
“onfiguration Report a problem

Configure service account and distributed key management

Virtual Machine Manager Service Account

Select the account to be used by the VMM service. Highly available VMM installations require the use of a domain account.
Which type of account should | use?

) Local Systern account

(o) Domain account

User name and domain: Password:

Distributed Key Management

Select whether to store encryption keys in Active Directory instead of on the local machine. Highly available VMM installations
require the keys be stored in Active Directory.

[[] Store my keys in Active Directory
Provide the location in Active Directory. For example, CN=DKM,DC=contoso,DC=com.

How do | configure distributed key management?
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Port configuration

Management Server

Please select the ports for various VMM features.

8100 Communication with the VMM console

5983 Communication to agents on hosts and library servers

443 File transfers to agents on hosts and library servers

g102 Communication with Windows Deployment Services

81 Communication with Windows Preinstallation Environment (Windows PE) agents
8103 Communication with Windows PE agent for time synchronization

Library configuration

Specify a share for the Virtual Machine Manager library
(®) Create a new library share

Share name: MSSCVMMLibrary

Share |ocation: Ch\ProgramData\Virtual Machine Manager Library Files
Share description: VMM Library Share
() Use an existing library share

Share name: MSSCVMMLibrary
Share location:

Share description:
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Microsoft Update

Microsoft Update offers security and important updates for Windows and other Microsoft software, including System
Center 2012 VMM. Updates are delivered using Automatic Updates, or you can visit the Microsoft Update website.

ed)

) off
Do not automatically check for updates,

Installation location

The recommended location for program files is displayed.

Location: C\Program Files\Microsoft System Center 2012Wirtual Machine Manager

Free space 35,93 GB

Port configuration

Administrator Console

&100 Communication with the VMM management server

Browse...
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kﬁ gc)rszem Center2012

Virtual Machine Manager

Server name: VMKD?-SCVMM—D'Il

Example: vimmserver.contoso.com:8100

) Use current Microsoft Windows session identity
(@ Specify credentials
User name: XDSEVEN\administrator
Example: contoso\domainuser

paSSﬂCIl’d: SO NSBRONRROBRRRERN

Create Service
Create Virtual Machine

Add Hyper-V Hosts and Clusters
Add Citrix XenServer Hosts and Clusters
Add VMware ESX Hosts and Clusters

[T S h g e

~ Create Host Group

% Move

Delete

(X

Properties




Specify the credentials to use for discovery

The Run As account or credentials will be used to discover computers and to install the Hyper-V role and the Virtual
Machine Manager agent if necessary.

C Use an existing Run As account

Run Az account: | Browse... |

(= Manually enter the credentials

User name: I

Example: contoso\domainuser

Password: |

Specify a host group and virtual machine placement path settings for hosts
Assign the selected computers to the following host group:

Host group: I All Hosts i

If any of the selected hosts are currently managed by another Virtual Machine Manager (VMM environment, select
this aption to reassociate the hosts with this VMM management server.

[ Reassociate this host with this VMM environment

VMM uses virtual machine placement paths as default locations to store virtual machines placed on a host. To add a
new virtual machine placemant path, specify a path and click Add.

Add the following path:

Selected virtual machine placement paths:

Add
Remove |
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Chapter 3: Master Image Configuration and Tuning

Configuring and optimizing a desktop OS master image

Windows 7 master image configuration:

P
| File | Action View Help
& |[E = H=E»» 50 p

Q,ﬂ Services (Local)

-
Select an item to view its description. | Mame

i€} ActiveX Installer (AxInstSV)

E@Jf'q::q::lliu::atiu:m Layer Gateway Service Manual

@App“cﬂtiﬂl"l Managernent Manual

*+ ! Background Intelliger‘iTransfer Service Started Manual
@ Base Filtering Engine Started Automatic

e _—_——————e

General |Logl}1|H,ammry|Depmdm|

Service name: BITS

Display name: Background Intelligent Transfer Service

Description: ransfers files in the background using idle network .
escription Fandwidth. if the service is disabled, then any

—

Path to executable:
C:\Windows\System32\svchost exe o netsves

Startup type: ’ﬂsahled i
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System Properties @

| Computer Name | Hardware | Advanced |Systern Protection I F{emotel

You must be logged on as an Administrator to make most of these changes.
Performance

Visual effects, processor scheduling, memory usage, and vitual memory

Performance Options @

Visual Effects | Advanced |Da13 Execution Prevention|

Processor scheduling

Choose how to allocate processor resources.

Adjust for best performance of:

@ Prog (7 Background services
Virtual memory

A paging file is an area on the hard disk that Windows uses as
if it were RAM,

Total paging file size for all drives: 1024 MB
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CViwalMemoy =

[] Automatically manage paging file size for all drives
Paging file size for each drive
Drive [Volume Label] Paging File Size (MB)

2048 - 2048

Selected drive: =
Space available: 15512 MB
(@) Custom size:

Initial size (MB): 2048

Maximum size (ME): 2048

() System managed size

O toreoma i



Windows 8 master image configuration

Type the name of a pregram, folder, decument, or Internet

/ !
L=/ resource, and Windows will open it for you,

Open: | services.msc| w

'@ This task will be created with administrative privileges.

|| Cancel || Browse... |

Name Description Status Startup Type
i..'f'a},ActiveX Installer (AxInstsV) Provides User Acco... Manual
:%Application Experience Processes applicati..  Running Manual (Trigger Start)
'b%hppl'rcation |dentity Determines and ver... Manual (Trigger Start)
1§§App[ication Information Facilitates the runni... Manual
1%Application Layer Gateway Service Provides support fo... Disabled
;%App[ication Management Processes installati... Manual

’..;.5;. Background Intelligent Transfer Service Transfers files in th... Disabled

S\ﬁ Background Tasks Infrastructure Service Windows infrastruc.. Running Automatic

(‘,‘,ﬂ Base Filtering Engine The Base Filtering E..  Running Automatic

%} BitLocker Drive Encryption Service BDESVC hosts the B... Disabled

Qﬂ Block Level Backup Engine Service The WEEMNGIME ser... Disabled

Sﬁ Bluetooth Support Service The Bluetooth servi... Dhzabled

Sm BranchCache This service caches ... Disabled

49



50

Programs and Features
Power Options

Event Viewer

Systemn

Device Manager

Disk Management
Computer Management
Lommand Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Bun

Desktop

| Computer Name I Hardware | Advanced |S'_vstem Protection I Hsrnote|

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and virtual memory




["] Automatically manage paging file size for all drives

Paging file size for each drive

Drive [Volume Label] Paging File Size (MB)
2048 - 2048

Selected drive: C:
Space available: 23051 MB
@ Custom size:

() System managed size

Ot g
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Configuring and optimizing a server OS master image

° Configure this local server

| 2 Add roles and features

3 Add other servers to manage

4 Create a server group

Features

p [] SNMP Service
[[] Subsystem for UNIX-based Applications [Depreca
[] Telnet Client
[] Telnet Server
[] TFTP Client
4 [W] User Interfaces and Infrastructure (Installed)
Graphical Management Tools and Infrastructur
Desktop Expenence]
Server Graphical Shell (Installed)

[] Windows Biometric Framework

Before You Begin To install the following roles, role services, or features on selected

Installation Type I Restart the destination server automatically if required

Server Selaction Optional features (such as administration tools) might be displaye
been selected automatically. If you do not want to install these opt

Server foles their check boxes,

Features

Confirmation Ink and Handwriting Services
Media Foundation

User Interfaces and Infrastructure
Desktop Experience
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Server Manager

A

Computer

e

Control Panel

Desktop

Windows
PowerShell

Task Manager

Interet Explorer

Administrative

Data Quality
Client

@

Snipping Tool
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View
Sort by
Refresh

Paste
Paste shortcut

Mew

Screen resclution

Personalize

Desktop |con Settings

Desktop lcons

Desktop icons

[v Computer Becycle Bin
[] Users Files Control Panel
Network

N R @ F

Computer administrator MNetwarlc Recycle Bin
ull)

Recycle Bin
(empty)

Change lcon... | | Resgtore Default

[J#liow themes to changs desktop iconsi

oK | [ Cancel |[ i




Toolbars

Cascade windows
Show windows stacked

Show windows side by side

Show the desktop

Task Manager

Lock the taskbar
Properties

Address

Links

Touch Keyboard
Desktop

Mew toolbar...
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Configuring a target device — PVS architecture

Flease enter your information.

User Name:
IAdmin

Organization:

IMy‘PersnnalCompanﬂ

Install this application for:

(®) Anyone who uses this computer (all users)

() Only for me (vdiusero1)

Installshield
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Connect to Farm

Enter the name or address of a server in the farm to connect to.

Server information

Server: ||

Part: 54321 EI

Credentials
(® Use my Windows credentials

() Use these credentials

User name:

Password:

Domain:
vDisk niame: TD-Vdisk-0 |
Store: | Store000D - 31247 MB Free v/

Accessible by server: VIMXD7-PVS-01

vDisk type: | Cynamic W |
vDisk block size: | 16 MB v
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Configure Image Volumes
Define the size of each volume.

[ Sounce Volume Il Used Space Il Free Space |[ Capacity File System

1/|C: Boot W 11571 ME 3% 20845 MB 64 % 32416 MB NTFS

2 Mone W

3 | None W

4 | Mone W

v

[ Destination Volume Il Used Space Il Free Space |[ Capacity File System
C: Boot 11571 MB 3B/H 136395 l];’; 62 % 30210 MB NTFS

[ wDisk Store Il Allocated Space | Unzllocated Space | Capacity |
Summary 11575 MB 3B 18638 MB 62 % 30217 MB | Autofit

Target device name: XD7-WE-TO
Mote: The target device name cannot be the same Active Directory name of this

machine.
MAC: Ethemet D0-0C-23-E8-0C-01 v
Collection: Caollection(0 A

In the Site00 site of server: VMXD7-PVS-01



The Wizard has enough information to create a new vDisk and add it to the fam.

Please review the information below and click Finish to create the wDisk.

[=- Create new vDisk

- Mame: TD-Vdish-0

- Store: Store0000

- Type: Dynamic

- Size: 30217

- WHD Block Size: 16 MB

- Microsoft Volume Licensing: Multiple Activation Key (MAK)
- Volume: C:, 11571 MB used, 18638 ME free, 30209 MBE capacity, NTFS system
=+ Add this machine to the fam

- Device name: XD7-Wa-TD

- MAC: D0-0C-23-E8-0C-01

- Collection: Collection00

QOptimize for Provisioning Services

Source =

Destination | pyoyisioning Services vDisk

Status i Converting files from volume C:...

Progress l

Name Stare Connections  Size Mode
@BTD—lesk—D Store0000 1 30.217 MB Private

59



Installing and configuring the master image policies

g Group Policy Management ;
4 4 Forest: XDSEVEN.local

Group Policy Management

Contents

4 (£ Domains
b |33 XDSEVEM.lor-" [ iame
b :a Sites Create a GPO in this domain, and Link it here...

f@ Group Policy M
[4 Group Palicy Re

Link an Existing GPQ...
Block Inheritance

Group Policy Medeling Wizard...

MNew Organizational Unit

Search...

Change Domain Controller...

Remove

Active Directory Users and Computers...
New Window frem Here

Refresh

Properties

Help

EN local

Name:

|VDI-7-Poiicies

Source Starter GPO:
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P ‘” Location

4 (31 VDI-7 ~
=/ VDI-T-Policies Vi
4 [ Group Policy Ob| Edit... |
= Default Dom Enforced
EJ Default Dom .
Link Enabled
IE} VDI—?—PoIicie SaveR
b [ WM Filters Sl
b [ Starter GPOs View »
b EE Sites MNew Window from Here
S‘iﬂ Group Policy Modeling
[ Group Policy Results L=l
Rename
Refresh
Help

Curent Policy Templates:
Name Size  Modffied
Ecb-q}roﬁlefr.ﬂ.ﬂ TAKE  23/04/2013 19.56

Add... | | Bemove

4 [ Classic Administrative Templates (ADM)
a [ Citrix

4 |ﬁ Profile Management|
[ Profile handling
7] Advanced settings
] Log settings
(7] Registry

b [ ] File system

[ 7] Streamed user profiles
[ 7| Cross-Platform settings

All Settings
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Administrator: Command Prompt

icrosoft Windows [Uersion 6.2.9720H1]
(c)» 2012 Microsoft Corporation. All rights reserved.

sMindowsssystem32 >gpupdate ~force
pdating policy_..

omputer Policy update has completed successfully.
gser Policy update has completed successfully.

sMindowsssystem3d2 >




Chapter 4: User Experience — Planning and

Configuring

Implementing profile architecture

Using Citrix Profile Management 5.x

g —————— e m e -

,.g Certificate Propagation Copies user... Running  Manual
f@ Citrix Prefile Management Manages us... Running Automatic
..-q CNG Key Isolation The CNG ke.., Manual (Trig...

L i e .
. Location
4 [ vDi-7 m EvDi7
é VDI-7-Paolicies
4 [ = Group Palicy Ob| Edit... |
|£[ Default Dom Enforced
| Default Domi[" 51y Enabled
|E[ VDI-7-Policig ERE
b [ WMI Filters Ve mepart-.
I [ Starter GPOs View 3
I+ [fg Sites Mew Window from Here
6% Group Policy Modeling
= . Delete
[ Group Policy Results
Rename
Refresh
Help
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Using roaming profiles

64

Remote contral I Remote Desktop Services Profile I COM+

Member Of I Dial-n | Enwironment I Sessions

General I Address I Account | Profile | Telephones I Organization

User profile
Profile path: |\\ne‘tworkshare\FoIder\‘3¢usemame‘3L |

Logon script: | |

Home folder

() Local path:

(®) Connect: |Z; v | To: |e‘twork5hare\Home\‘3d,usemame‘Zl|




Using Personal vDisk

Features

Feature (Select all}

] Optimize performance

Optimize desktop settings. Learn more

" Use Windows Remote Assistance
' Enable Windows Remote Assistance and open TCP port 3389. Learn more

W Use Real-Time Audio Transport for audio
= Uses UDP ports 16500 - 16509, Leam more

Personal wDisk

Enable Personal vDisk for the Virtual Delivery Agent. Learn more

Options:

Help:

)

Define events or actions which Profile management
logs in depth:

Common warnings
[#] Commen informaticn

File system notifications

[ File system actions
Registry actions

[+ Registry differences at logoff

Detailed log settings.

Define events or actions which Profile management logs in
depth.

If this setting is not configured here, Profile management uses
the settings from the .ini file.

If this setting is not configured here or in the .ini file, errors and
general information are logged.
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Installing Virtual Desktop Agent — server OS and desktop
(0153

Installing VDA for a server OS machine

Prepare Machines and Images

Virtual Delivery Agent for Windows
Server 05

Install this agent to deliver applications and
desktops from server-based VMs or
physical machines.

Environment

Configuration

| want to:

(®) Create a Master Image
Select this option if you use Machine Creation Services or Provisioning Services to
create servers from this master image.

Enable connections to a server machine
Select this aption to install the Virtual Delivery Agent onto either a physical server or a
virtual machine that has been provisioned without the VDA,
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Delivery Controller

Configuration

How do you want to enter the locations of your Delivery Controllers?

Do it manually =

Controller address:

] wmxd7-xddc-01

’ Test connection... ] ’ Add

Features

Feature (Select all)

] Optimize performance
Optimize desktop settings. Learn more

Use I e

Enable \Mndow_s Remote Assistance and open TCP port 3389, Learn more

7] Use Real-Time Audio Transport for audio
Uses UDP ports 16500 - 16509. Leam more
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Firewall

The default ports are listed below.

Controller Communications Remote Assistance Real Time Audio
80 TCP 3389 TCP 16500 - 16509 UDP
1494 TCP

2508 TCP

8008 TCP

Configure firewall rules:

:.: Automatically
Select this option to automatically create the rules in the Windows Firewall. The rules
will be created even if the Windows Firewall is turned off.

~
) Manually

Select this option if you are not using Windows Firewall or if you want to create the rules
yourself,



Installing VDA for a desktop OS machine

Virtual Delivery Agent for Windows
Desktop OS

Install this agent to deliver applications and|

desktops from Windows desktop O5-based
VMs or physical machines.

Environment

Configuration

| want to:

@ Create a Master Image
Select this option if you use Machine Creation Services or Provisioning Services to
create virtual desktops from this master image.
Enable Remote PC Access
Select this option to install the Virtual Delivery Agent onto either a physical machine or
a virtual machine that has been provisioned without the VDA
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HDX 3D Pro

HDX 3D Pro eptimizes the performance of graphics-intensive programs and media-rich
applications.

Configuration

Install the Virtual Delivery Agent (VDA) for HDX 3D Pro?

(®) Mg, install the standard VDA
Recommended for most desktops, including those enabled with Microsoft RemoteFX.

i: Yes, install the VD4 for HDX 3D Pro
Recommended if the machine will access a graphics processor for 30 rendering.

Features

Feature (Select all)

“ Optimize performance
Optimize desktop settings. Learn more

Use Windows Remote Assistance
Enable Windows Remote Assistance and open TCP port 3389, Learn more

“ Use Real-Time Audio Transport for audio
Uses UDP ports 16500 - 16509, Learn more

Personal vDisk
Enable Personal vDisk for the Virtual Delivery Agent. Learn more




Installs XenDeskiop Virtual Deskiop Agent Component
Options can be (see documentation for further details):

{COMPOMNENTS VDA, PLUGINS

JEXCLUDE <package> excludes a package from installation

/HELP, /H, 7 Shows this diglog

/NOREBOOT Suppress reboot after installation (if needed)
/PASSNE, JQUIET Do not show Ul during installation
/BASEIMAGE Enables Personal vDisk support

XA SERVER_LOCATION XenApp Server address for Citrix Receiver
JCONTROLLERS List of controllers to register with (FQDNs)
JSITE_GUID KenServer site GUID in AD
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Installing and configuring the HDX Monitor

Welcome to the Citrix HDX Monitor 3.2 Setup LA

Wizard @\53

The ingtaller will quide you through the steps required to install Citris HD= Monitor 3.2 on your
compLiter.

WARMIMG: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or diztribution of thiz program, or any portion of it may result in sevens civi
or criminal penalties, and will be prosecuted to the maximunn extent possible under the law,

Select Target: @ System © Import

VMXD7-WBMCS-01
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HDX Settings and Performance

Adobe® Flash® = # %4
x / Virtual channel: Idle x
Flash redirection: Inactive

v '-\‘i‘ @ Branch Repeater *»*#x*
WAN Scaler Present: False

%@ Graphics - Direct 3D **»

x ./ ® Cumrent FPS: 0

Graphics - Thinwire Advanced *
‘ Virtual channel: Idle
x Current FPS: 0 x l | ]

Number of monitors: 1

Audio # ¥k

Virtual channel: Idle
Audio bitrate: 0 bps
Codec: None

Client % %%
Client IP address: Not connected

Graphics - Thinwire # # % #*

Virtual channel: Idle
Still image compression: Medium
Current FPS: 0

Mapped Client Drives # = #
Virtual channel: Idle
Client drives available: 0

HDX Index Score- 87 /10
f Adobe® Flash® 'Ekﬂ"“ﬁﬁf.".
MName Value n
Status
Virtual channel state Idle
Flash redirection Inactive
Internet Explorer compatibility IE 9 is supported
Network latency threshold 30 ms
Server-side content fetching Not configured
Attributes | WMI
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Home | Alerts

Adobe® Flash®

Audia

Branch Repeater

Client

Graphics - Direct 30 See also
Graphics - Thinwire

Generate report
Graphics - Thinwire Advanced

Export
Mapped Client Drives Suppart forum
Network Change target
Printing Settings
Scanner About
Smart Cards
System Infermation m!x-
USE Devices
VDA
Windows Media

HDX Alerts
(A System Errors (3) B
e B Network Waiting for network performance data. If this problem continues, check that the ICA session counters
i are functioning properly on the target system.
e .Client Ne ICA Session is currently connected.
e VoA Ne user is logged in.
(~) Errors (9)
“ 1. Mapped Client Drives The Mapped Client Drives virtual channel is not present. Confirm that the session is active and/or that
liends the feature is enabled.

Settings

Performance Counter Update
Sessions Threshold (XenApp only)

74



Settings

Enabled
Inactive Disabled 0
Unknown

Show components that are:

Provider Refresh
System Information {Required)
VDA (Required)

=
B
1

&
B
4

Sessions (Required)
Client
Metwork
Branch Repeater
Adobe® Flash®
Audic Ssec W

Graphics - Direct 30 -

Graphics - Thinwire

8 |8 |
LRI

Graphics - Thinwire Advanced

S
:
l

Printing

Scanner

Smart Cards

USB Devices

Mapped Client Drives
Windows Media

M=
nIE 8
CHIERIENIE

Settings

Arcess Type: ['ﬁuto i T ]9

Automatically load last connected target system at startup

I:‘ On exiting, switch to a tray app (works only when connected locally to a WDA/XA-Senver)
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Settings

Ignore

EOEOCCEO0O0O0OE

<]

o
o
o

Component
Adobe® Flash®
Adobe® Flash®
Adobe® Flash®
Adobe® Flash®
Audic
Audic
Audic
Audio
Audic
Audio
Audic
Audio
Audic
Audio
Audic
Audio

Level
HighWarning
HighError
HighError
LowWarning
LowWarning
LowWarning
HighError
HighError
HighWarning
HighError
HighWarning
HighWarning
System
HighWarning
LowWarning
HighWarning

Network

Message

The HDX Flash V1 latency threshold
The version of Internet Explorer inst
The installed Flash Player is not sup
Adobe® Flash® redirection has bet
Audio redirection has been disablec
7 redirection has been disabled with
The ? virtual channel is not present.
The Audio virtual channel is not pre
Na audio devices found.

The Audio service (CtxAudioSrv) ha:
Codec ? is not optimized to reduce
Virtual channel priority should be s¢
Mo user is logged in.

Virtual channel priority should be s¢
Audic over UDP could not be used
Audio capture is disabled. Input fron

URL

https/www.microsoft.com/windows

http://support.citrix.com/search/bas:

http://support.citrix.com/search/ba:

Condition
HDXFlashVersio
ieVersionNumbe
installedVersion
lisEnabled
lisEnabled
lisEnabled
isEnabled 88t lic
isEnabled 88 lis
lifAnyDeviceExis
status == Servic
ifAnyDeviceExist
(priority != Virtu
SessionlD == nu
(priority != Virtu
CurrentUDPPrac
ifAnyDeviceExist

HDX Index Score: 10/ 10

Virtual Desktop to Receiver

Bandwidth (bps)

Receiver to Virtual Desktop

Bandwidth (bps)

-




Windows Media

See also

Generate report.
Export

Support forum
Change target
Settis

About

Savein: Documents j - & B

Recert places

Mame Date modified Type
DX-Monitor_20130922-185805 22/09/2013 18.58 XML Doct

File name:

Saveastype:  [XMLfiles (am) | Cancel
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Configuring the Citrix Receiver

Hide Store

Manage Delivery Controllers

Enable Remote Access

Disabkle User Subscriptions

Integrate with Citrix Cnline
Configure Kerberos Delegation
Configure Xenfpp Services Support

Rernowve Store

Help

Distribute this file to your users to automate Citrix Receiver setup.

Mame: WEIStoreST
URL: https:/fwbiwincsfOltwbitestlocal/Citri/WBIStore ST
Access: Internal and external networks

| Details ~

Default NetScaler Gateway appliance:
Other appliances:

Internal beacons: https:/fwbinsgw0 1twbitest.local
External beacons: https://wbinsgwpub.wbitest.local, http://www.citrix..,
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=

J) Do you want to add "VMXD7-STORE-01"

l..«“
A provided by "vmxd7-sf-01.XDSEVEN.local"?

You should only proceed if you trust vmxd7-sf-01 XDSEVEN. local.
vmxd7-sf-01.XDSEVEM.local was verified by vmxd7-sf-01.XDSEVEN.local.

Show details

3 Citrix Receiver = |[[=] e

Citrix Receiver

Citrix Receiver

User name: ||

Password: |

Domain: WBITEST.local ™

[] Remember my password

E Secure connection

Citrix Receiver = | = -
Citrix Receiver’ Gaspare Silvestri ~ [ Q,
All Applications
Browser

Communications g

Email Motepad VDI Server 05 WinSCP

Grafica

Management +

Office 1

ProjectManagement

OpenOffice Calc




Citrix Receiver

Gaspare Silvestri ~

Refresh Apps

Accounts...

M

Add, remove, and manage accounts

Google Chrome MNotepad VDI Server OS

Citrix Receiver™ Add or Remove Accounts

On | Name Description

Enter your work email or server address: RADTETORE G Priman)

If you do not need to add an account, dick Cancel, ff you need
to add an account later, start Citrix Receiver and choose
Accounts,

Next Cancel




> ca

a- ), ICAClient
4- | Engine
4- | Configuration

4

. Advanced

. Canonicalization
- 1 ClientComm
- 1 ClientDrive
| Server
.. TCP/IP
. Thinwired.0
. WFClient

4|, Modules

. AudioConverter

. AudioConverterList
AudioHardware

- | Baud Rates
. Baud Rates - WIN16
, Cirrus Logic 546X - 15SDCorp () v2.00
, Cirrus Logic 546X 1.71
. Cirrus Legic 546X 1.71g
. ClientAudic
. ClientComm
. ClientDrive

[ClientDrive]
Driveriame
Driveriamelinlé
DriverNamelWin32
MaxWindowSize
MaxWindowSize2
MaxRequestSize
MaxRequestSize2
CacheTimeout
CacheTimeoutHigh
CacheTransferSize
CacheDisable

Name Type

ab| (Default) REG_SZ
ab| CacheDisable REG_SZ
ab| CacheTimeout REG_SZ
ab| CacheTimeoutHigh ~ REG_SZ
ab| CacheTransferSize REG_SZ
ab| CacheWriteAllocateDi... REG_SZ
2b| CDMReadOnly REG_SZ
ab| DisableDrives REG_SZ
ab| DriverMame REG_SZ
ab| DrivertameWin16 REG_SZ
ab| DriverMNameWin32 REG_SZ
2b|HighThroughputWin... REG_SZ
3,‘_’] MaxRequestSize REG_SZ
b MaxRequestSize2 REG_SZ
ab| MaxWindowSize REG_SZ
ab| MaxWindowSize2 REG_SZ
e 52
ab| SFRAllowed REG_SZ

= VDCDM38.DDL

= VDCDM3@W.DLL

= VDCDM3@N.DLL

8658

= 62588

= 1440

= 4116

= 608

=8

-0

FALSE

CacheliritefAllocateDisable = FALSE

DisableDrives
nly

HighThroughputWindowSize = 262144

Data

(value not set)
FALSE

600

0

0

FALSE

FALSE

VDCDM30.00L
VDCDM30W.DLL
VDCDM3I0OM.DLL
262144

1440

4116

8650

62500

TRUE

FALSE
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Configuring Citrix Receiver for HTML 5 1.5 — clientless

82

Store Name

Choose a name that helps users identify the store. The stere name appears in Citrix Receiver as part
of the user's account.

Store name: | HTML5-Stord

Delivery Controllers Type: (®) XenApp 7.5 (or later), or XenDesktop
O XenApp 6.5 (or earlier)

=] AppController
O VDI-in-a-Box

Specify the delivery co

Delivery controllers:

Servers XD76Controller
(load balanced):




Create Website

View »
@l Refresh
Help
| HTMLS-Store Receiver =
Choose Authentication Methods
Add Shortcuts to Websites
Change Store

Set Session Timeout

| Deploy Citrix Receiver i

Remowe Website

Help

For the best user experience, Receiver for Web sites detect Windows and Mac O5 X
devices and offer users the opportunity to download and install Citrix Receiver. If
users cannot install Citrix Receiver, enable Receiver for HTMLS.

Choose how to deploy Citrix Receiver:
) Install locally
() Use Receiver for HTMLS if lacal install fails @
@ Always use Receiver for HTMLS
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Select settings

(All Versions) + || Al Settings - | [websocket X |

Settings: 3 selected [ View selected only

+ » WebSockets connections
Computer setting - ICA\WebSockets

Allowed (Default: Prohibited)

+ F WebSockets port number Edit | Unselect
Computer setting - ICA\WebSockets
(Default: 8008)

+ F WebSockets trusted origin server list Edit | Unselect
Computer setting - ICAWebSackets
(Default: *)

WebSockets connections

Applies to: Virtual Delivery Agent: 7.0 Server O3, 7.0 Desktop
7.5 Server 05, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop 05

(®) Allowed

This setting will be allowed.
() Prohibited

This setting will be prohibited.



WebSockets port number

Applies to: Virtual Delivery Agent: 7.0 Server 05, 7.0 Desktop |
7.5 Server 05, 7.5 Desktop O35, 7.6 Server 05, 7.6 Desktop O5

Value: | 8008

Use default value: 80038

WebSockets trusted origin server list

Applies to: Virtual Delivery Agent: 7.0 Server OS5, 7.0 Desktop O5, 7.1 Server 05, 7.1 Desktop O5,
7.5 Server OS5, 7.5 Desktop OS, 7.6 Server 05, 7.6 Desktop 05

Value: I https://FODM.domain

[ Use default value: *

¥ Details and related sattings

Settings configured: 3 Assigned to: user and machine objects

WebSockets connections The settings are applied to all objects in the
Computer setting - ICA\WebSock site.

Allowed (Default: Prohibited)

WebSockets port number
Computer setting - ICA\WebSockets
(Default: 3008)

WebSockets trusted origin server...
Computer setting - ICA\WebSockets
(Default: *)
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e iexplore

User name:

Citrix Receiver

Password:

Domain:

Citrix Receiver ™ Wordpad x \+

username

WBITEST local

hitps://citrixStoreWeb

Bk = =
Home | View
D o calibri &_] 9
Paste I Picture Paint Dateand Insert

~  drawing time object

| This is Wordpad running in a HTML-5 compatible browser,|

X g Microsoft Excel

910 111 120 131 141 1540 16 117 1 18

&4 Find
Replace
Select all

o &

soft Word




Chapter 5: Creating and Configuring a Desktop

Environment

Creating and configuring the machine catalog

@ Citnx Director

Citnx License
Administration...

Citrix Simple
License Service

&9 Citnx Studio

&4 Citrix Studio (XD7-Site-First)
0 Search
g Machine Catalogs
£, Delivery Groups
= Policy
[# Logging
I [ Configuration

Actions
Machine Catalogs
Create Machine Catalog

View
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Studio Operating System

88

+ Introduction
Operating System
Machine Management
Desktop Experience
Master Image

Virtual Machines

Select an operating system for this Machine Cataleg.
) Windows Server 05
The Server OS5 Machine Catalog provides hosted shared desktops for a large-scale
deployment of lardized machines.
(&) Windows Desktap 05
The Desktop OS Machine Catalog provides VDI desktops ideal for a variety of different
users.

O Remote PC Access
The Remote PC Access Machine Catalog provides users with remote access to their
physical office desktops, allowing them to work at any time.

Studio

+ Introduction

« Operating System
Machine Management
Desktop Experience
Master Image
Virtual Machines
Computer Accounts

Summary

Machine Management

This Machine Catalog will use:
@ Machines that are power managed (for example, virtual machines or blade PCs)

) Machines that are not power managed (for example, physical machines)

Deploy machines using:
@ Citrix Machine Creation Services (MCS)
Resources:  XS-LAN
() Citrix Provisioning Services (PVS)

() Another service or technology
| am net using Citrix technolegy to manage my machines. | have existing machines
already prepared.




Studio

+ Introduction

+ Operating System

+ Machine Management
Desktop Experience
Master Image
Virtual Machines
Computer Accounts

Summary

Studio

+ Introduction

+" Operating System

+ Machine Management

+ Desktop Expenience
Master Image
Virtual Machines
Computer Accounts

Summary

Desktop Experience

Which desktop experience do you want users to have?
() | want users to connect to a new {random) desktop each time they log on.

(®) | want users to connect to the same (static) desktop each time they log on.

Do you want to save any changes that the user makes to the desktop?
(®) Yes, save changes on a separate Personal vDisk.
() Yes, create a dedicated virtual machine and save changes on the local disk.

() No, discard all changes and clear virtual desktops when the user logs off.

Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)
Use the VDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine.

Select a (or a virtual machine):

» (W WBILNOVPNO2 @
» (W WBILNTRO1 @

» [ weiLNvPs02 @
» [ WeILNXBILO1 @ £
» (W] WBILNXPRXOTT @

b (W WEIWINCSFOIT @

» (W] WBIWINDCO1T @

» [ WBIWINDDCOTT @

.
«[ >

Select the VDA versien installed on this snapshot (or virtual machine):

7.6 (recommended, to access the latest features)

7.0 (or newer)
5.6 FP1 (Windows XP and Windows Vista)
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Virtual Machines

Number of virtual machines needed:

N =

Configure your machines:

Mame: TO_pre_Profile
Virtual CPUs: 2

Memory (MB): 2048

Hard disk (GB): 32

Active Directory Computer Accounts

Each machine in a Machine Catalog needs a corresponding Active Directory computer account.
Select an Active Directory account option:

(®) Create new Active Directory accounts

) Use existing Active Directory accounts

Active Directory location for computer accounts:

Domain:  [WBITESTlocal 2]
% Default OU -
» @ Client IEI

» @ Domain Controllers

4 ] ] 3

Selected location: | CN=Computers, DC=WBITEST.DC=local |

Account naming scheme:

Desktop-##

Desktop-01




Summary
-
Machine type: Windows Desktop 05
Machine management: Virtual
Provisioning method: Machine creation services (MCS) s
Desktop experience: Users connect to the same desktop each time they
log on
Discard all changes when the user logs off
Resources: XS-LAN
Master Image name: WEIWINXDSOIT
A snapshot of the Master Image VM will be created
VDA version: 7.6 (recommended, to access the latest features) -
Machine Catalog name:
I Desktop Catalog I
Machine Catalog description for admini: (Optional)

| Desktop Catalog |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

Machines

Import or add machine accounts:

Computer AD account

Select this object type:
[Computers | [ Cbiect Types... |
From this location:

Enterthe object names to select (examples):

[ Check Names

Remove Import list... ] [ Export list... ] [ Add Computers... ]




Remote PC Access - catalog configuration

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs.

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

’ Add machine accounts... ] ’ Add OUs... ] [ Remaove

Select the minimum VDA version installed on machines associated with these accounts:

’7.6 {recommended, to access the latest features) -

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

CITRIX

Search results for ‘(Machine Catalog Is "Server VDI Catalog”)'

Server 05 Machines (1)

Name + | Machine Catalog Delivery Group Maintenance...

WEBIWINXDSO1T....  Server VDI Catalog Server OS VDI



Machines

Select a Machine Catalog. The Type column is a summary of choices made when the Catalog
was created.

| Catalog Type Machines

O  Server VDI Catalog RDS Manual Random

Server VDI Catalog

Choose the number of machines for this Delivery Group:

Users

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials. Alternatively or additicnally, you can enable
access for unauthenticated users,

Assign users:

WEBITEST\CTX_Users

Give access to unauthenticated (anonymous) users; ne credentials are required to access
StoreFront
This feature requires a StoreFront store for unauthenticated users,
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StoreFront

You can configure Receiver on the machines in this Delivery Group so that users can access
additional applications that aren't on the machines. Receiver can use a different StoreFront

server (that you select here or in the Configuration > StoreFront node) compared with the

servers (listed in the Citrix StoreFront console) used for connections to the machines themselves.

How do you want to configure Receiver on the machines in this Delivery Group?

(@) Manually, using a StoreFront server address that | will provide later

'@) Automatically, using the StoreFront servers selected below

Select the StoreFront servers for Receiver:

Receiver Storefront URL

hitp:/fwbiwincsfO1t.wbitest.local/

ServerDeliveryGroup Windows Server OS5
State: Enabled

Details -

Details

0
Disconnected: 0

Delivery Group

Narne: ServerDeliveryGroup

Display Name: Server Delivery Group

Description: =

Type: Random Desktops

Set to VDA i 7.6 (rec ded, to access the latest features)
Users: CTX_Users (WBITEST\CTX_Users)

Scopes: All

StareFronts: http://whiwinesf0ltwbitest.local/

State

Enabled:
Maintenance Mode:
Registered Machines:

Unregistered Machines:

Powered off Machines:
Total Machines:
Installed VDA version:
Operating System:

7.6.0.5026
Windows 2012 R2



Delivery Groups

Delivery Group

State: Enabled

Add Machines

Edit Delivery Group

Turn On Maintenance Mode

Rename Delivery Group
Delete Delivery Group
View Machines

Test Delivery Group
Help

Power on/off machines:

Peak hours:

During peak hours:

When disconnected | 20 |

Whenloggedoff 10|

During off-peak hours:

When disconnected | 10 |

When logged off | 5 |

| ~ NN
00:00 03:00 0600 09:00 1200 15:00 1800 21:00
mins [Suspend = ]
mins IShut down v ]
mins [Suspend = ]
mins IShut down - ]

00:00
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End User Settings

Description: Windows Desktop Delivery Group

[+ Enabled

Desktops per user: EIB

Color depth: [ True Color > ]

Time zone: [[UTC+0‘I:00] Amsterdam, Berlin, Bern, Rome, Stockhalm, Vienna -

Enable Secure ICA

@ Provisioning Services Console
Pw5_Farm (localhost)

= @ Sites E}Views

= .
5 Properties

Rebalance Devices. ..

W
w  3et Max Transmission Unit...
C Impork Devices. ..
Yo Audit Trail...
E’J Wigws
= (& stores i
= store Strearned VM Setup 'Wizard, ..

Auko-Add Wizard. .

Mt Window From Here

Delete
Refresh

Help

Specify the size and location of the Personal vDisk:

Personal vDisk zize (GEB):
Personal wDisk drive letter;




Mumber of wirtual machines to create:

wCPU s 1

b emnary: 1024 MB
Local wiite cache disk: 4096 MB
Personal vDisk, size: 10 GE
Personal vDisk drive letter: F:

1024 El: MB

4036 ME

GB
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Modifying an existing machine catalog

Updating virtual desktop machines

Machine Catalog
Desktop-C01

Allocation Type: Static Add Machines

Update Machines
Edit Machine Catalog

Manage AD Accounts
View Machines

Delete Machine Catalog
Rename Machine Catalog

Test Machine Catalog

Help

v [H yMXD7-WEBMCS-01 @

~ (O T0_pre_Profile @
b [H VMXDT-WEPYS-01 @
»  [H VMXDT-XDDC-01 @

Back Mext
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Rollout Strategy

When do you want to update this image?
() On the next restart (not right now)

Motify users of the update
f!:' Immediately (restart the machine now)

Distribution time:

[ Restart all machines at once > ]

Notify users of the update:

[1 minute before user is logged... « ]

Message:

The desktop will be updated asap.

" Updating the image of Desktop-Cl

Status: Copying the master image.
Time taken: 0:01:22
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Modifying the machine assignment

Delivery Groups

Delivery Group Machine type

Windows Desktop Delivery Groun

State: Enabled Add Machines

Edit Delivery Group

Turn On Maintenance Mode
Rename Delivery Group
Delete Delivery Group

View Machines

Test Delivery Group
Help

Select this object type

|u5m | | T | Select User
From this location
[Entie Dirsctory | [ Locations... | =

Remove

Enter the object names to select

|| Check Mames

OK Cancel

100



Adding new machines to an existing catalog:

Active Directory Computer Accounts

Each machine in a Machine Catalog needs a corresponding Active Directory computer account.
Learn more
Select an Active Directory account option:

() Create new Active Directory accounts

® Use existing Active Directory accounts

Required: 1 Added: 0

Computer account password management

(®) Reset all account passwaords

\\ All accounts have the same password

Machines

Select a Machine Catalog:

Catalog Type Machines
O Desktop-CO1 VDI MCS Static Discard

Desktop-C01

Choose number of machines to add:
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Removing assigned machines from an existing catalog

Delete Options

What do you want to do with the virtual machine?
Remove the virtual machines from the Catalog but do not delete the virtual machines.
(®) Remave the virtual machines from the Catalog and delete the virtual machines.
What do you want to do with the Active Directory computer accounts?
) Leave the accounts in the Catalog and do not change them in Active Directory.
®) Remove the accounts from the Catalog but do not remove them from Active Dir
Remove the accounts from the Catalog and disable them in Active Directory.

Remove the accounts from the Catalog and delete them from Active Directory.

Boot production devices from werzion: INewest released j
Yersion I Created | Feleased I Devices | Access |
2 21212091542 1]
1 201212091542 1]
i 2012-120914:52 1]
Revert

Set wersioh access o

% Maintenance
 Test

Warning: Any active Devices for thiz Yerzion will be shut down.

[ a4 I Catcel
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Using the Citrix Director7.6 platform

User name

22 Director

Password

Domain

I xdseven.locall X

Log on

Director ' FdgeSight ~ wai-Test-sime i

-
Trends Filters

User Connection Failures 0 Failed Desktop OS Machines 0 Failed Server OS Machines 0 Licensing Status

igtallsenConne Total User Connection Failures
0 Qlient Connection Failures a Serw P 0 10 T T T

Confi tion Er

i WINSERV-Delivery-App
User Connection Failures i i

Machine Failures WINSERV-Delivery-..

Over last hour Unavailable Capacity

Unavailable Licenses

0 ;

Sessions Connected

730
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o Licenses are about to expire. Recommended Action
License Server

Purchase and allocate product licenses.

This product is using an Evaluation license(s) that will expire in 44 day(s). This license
is for Evaluation only. Other uses are strictly prohibited.

As of 3/18/2015 %49 PM

DCO1T.WBITEST.
License server state: [+]3

g _ Grace state: Not Active
Delivery Controllers

Details = .
As of 3/18/2015 348 PM Time until grace nfa

AR
ihl -

Trends Filters

| Sessions | | Connection Failures Failed Desktop OS Machines Failed Server OS Machines Logon Performance Load Evaluator In,
Number of Concurrent Sessions
Delivery Group: | All
Time period:  [Last month Ending [now
— Peak concurrent sessions  — ® Peak connected sessions
Peak disconnected sessions
0
16
12
]
4
o
u




Events (3/7/. :00 AM - 3/8/2015 12:00 AM)

37772015
1:04 PM

3/7/2015
1:02PM  Edit D

3/1/2015 WBITEST\Admini
1:02PM  Edit D

3/71/2015 WBITEST\Adm
1:01 PM  Edit Del

Connection Failures Failed Desktop OS5 Machines

Failed Server OS5 Machines Logon Performance

Logon Performance

Delivery Group: | All
Time period: Last 7 days - Lu_gons
(3/13/2015 3:00 PM - 5:00 PM)

W 31sec Average Logon Duration

0& s Brokering

nfa VM Start

nfa  HDX Connection

0.15 s Authentication

1s GPROs

fa Logon Scripts

06 s Profile Load
5 ve Session

Intera

Previous 7 Days Average

Average Logon Duration

: A

31172015 312/2015

3/13/2015 311472015 315/
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— Peak Concurrent Application Instances

Y 3 10
Mar 2015

Application Based Usage

Application Name & Folder Path Peak Concurrent Instances Total Instances Total Launches  Total Usage Duration (hr-...

Al n/a 33 201 195 215945
7-Zip File Manager Management! 1 3 3 @05
Adobe Reader XI Office\, 2 7 7 109:36
Android Studio Developers: 2 5 5 0:20

-

Dashboard Filters

Machines All Machines

Sessions Failed Machines

Connections pplications Usage

Desktop OS Machines n Server 05 Machines B ‘

Power Control » Maintenance Mode +

D Machine Name a IP Address Delivery Group Power State Sessions

[F] WBITEST\WBIWINXASO1T 192.168.200.13 WINSERV-Delivery-App On 2
192.168.200.14 WINSERV-Delivery-App14 On

[F] WBITEST\WBIWINXDSO1T 192.168.200.19 ServerDeliveryGroup On 4
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Filters - All Machines™*

View: ® Machines ' Sessions ) Connectians

Filter by: -

Allocation Type

DNS Mame

Delivery Controller

Delivery Group

Failure Reason

Failure Time

Failure Type

Hosted Machine Name

168.200.13

Hosting Server Name

Hypervisor Connection Name 168.200.14

weITEsT\wei P Address 168.200.19
Is Assigned

Is Physical

Is Preparing -
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Director  EdgeSi WBI-TEST-SITE

E WRBITEST\WBIWINXAS02T
W3 Lypres WWINUUWS ZU 1L NL
Allocation type Random
Machine IP 192.168.200.14
Organizational unit CN=WBIWINXASQ..TEST,DC=local
VDA version

Host
Server d00lfg-vmZ2.sphostserver.com
VM name WBIWINXAS02T

vCPU 2
Memory 6136 MB
Hard disk 55 GB

Avg. disk sec/transfer 0.016
Current disk queue length 0
Load evaluator index

Hotfixes

Component Component Version
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Filters - All Sessions

View: ) Machines ® Sessions () Connections

Filter by: l| - ” -

Associated User A
Associzted User Display Mame
| Associated User UPN

1 Session DhS Mame
Delivery Group
Session Control Endpoint IP
| Endpoint Name
Associated Us¢ " Session Start Time

Session Change Time
IF Address

Administrator Machine Catalog 10/16/2013 2:49 PM 10/16/2013 2:49 PM

Machine Name

0s

Receiver Version
Session Change Time

Session Start Time v

4@ Sites
2 48 Default Web Site
D__:I aspnet_client
A,? Director
b Bin
[>_l‘| Config
b [ DisplayConfig
[>__'_"| dmc
[>_:| exportfile
b - images
b -3 plugin
b -] plugins
[>_l‘| State
f> <] tools
[>__'_"| UserDiata
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Studio

Administrator and Scope
Role

Summary

Role

Administrator and Scope

Select an administrator:

WBITEST\gsuserwhi || Browse.

Select a Scope:

Scopes are objects that represent something meaningful in an organization
administrator is allowed to manage (for example, a set of Delivery Groups u:
team). Click a scope to see the objects in it.

| Scope name

o Al

All objects

Select a role. Click a role name to view its permissions.

Name Type
() Delivery Group Administrator Built In
Can deliver applications, desktops, and machines; can also manage the...
©  Full Administrator Built In

Can perform all tasks and operations.

Help Desk Administrator Built In
Can view Delivery Groups, and manage the sessions and machines ass...

Host Administrator
Can manage host connections and their associated resource settings.

Built In

Help Desk



Chapter 6: Deploying Applications

Publishing the hosted applications

Summary
Machine type: Windows Desktop 05 E
Machine management: Virtual
Provisioning method: Machine creation services (MCS) B
Desktop experience: Users connect to a new desktop each time they log
on
Resources: VMware01
Master Image name: TO_VDA
Mumber of VMs to create: 2
Wirtual CPUs: 2
Machine Catalog name:
| Desktop-Apps-01 |
Machine Catalog description for administrators: (Optional)
| Desktop-Apps-01 |

Note: Te complete the deployment, assign this machine catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

Delivery Type

You can use the machines in the Catalog to deliver desktops and applications to your users,
Learn more
Use the machines to deliver:

) Desktops

® Applications
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Add an Application Manually

You can manually add applications from the virtual desktop machine or from a
different network location.

Learn more

Path to the executable file:

|Exampie.' %ProgramPFiles{x86)%\Internet Explorer\iexplore.exe |[ Browse... ]

Command line argument (optional):

| Example: http.//www.example.com |

Working directory:

| Example: %ProgramFiles(x86)%\Internet Explorer | [ Browse... ]

Application name (for user):

| Example: Example Web Site |

Application name (for administrator):

‘ Example: Internet Explorer - Example Web Site ‘
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Summary

Source Machine Catalog:
Machine type:
Allocation type:

Delivery type:
Users:

Applications:

Scopes:

MNumber of machines added:

VDI

Windows Desktop 05
Static

1 unassigned

Applications

1
All

Delivery Group name:

| Application-Group

Delivery Group description for users: (Optional)

| Application-Groupl

Identification

Identify this application.

Application name (for user):

I N:l-tepad

Application name (for administrator):

| Motepad

Description and keywords:

This is the description that will be seen by the user. You can also use this field to enter keywords

for StoreFront.
Learn More
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Delivery

Specify how this application will be delivered to your users.

Application icon:

l Browse...
_J s

Application category (optional):

| Texteditord

The category in Receiver where the application appears.

| Add shertcut on user's deskiop

Location

Enter the location information below.

Path to the executable file:

& ]

% SystemRoot¥\System3\notepad.exe | Browse..

you will be able to view the file directory for the machine running Citrix
not have the application you want, you will need to enter the

Note: By clicking Brows
Studio. If this machine d
lacation of the application manually

Command line argument (optional):

v
Example: https./www.Example.com

Woerking directory:

I #%SystemRoot¥\System32 i | Browse..

Management

Mulimedia

Office
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Select an operating system and machine type for this Machine Catalog.
) Windows Desktop 0S
The Desktop OS5 Machine Catalog provides VDI desktops ideal for a variety of different

USErs.

@ Windows Server 05
The Server 0S Machine Catalog provides hosted shared desktops for a large-scale
deployment of standardized machines,

) Remote PC Access
The Remaote PC Access Machine Catalog provides users with remote access to their
physical office desktops, allowing them to werk at any time.

Delivery Type

You can use the machines in the Catalog to deliver desktops and applications to your users.
Learn more
Use the machines to deliver:

) Desktops

() Desktops and Applications

(®) Applications

Delivery Groups

Delivery Group
VDI-SRV-APP
State: Enabled Add Machines

| Add Applications |

Edit Delivery Group

Turn On Maintenance Mode
Rename Delivery Group
Delete Delivery Group

View Machines

Test Delivery Group
Help
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Studio

Application Prelaunch

Application Lingering

Basic settings
Access Policy

Restart Schedule

Studio

Users

Delivery Type

I Application Lingering

Basic settings

116

Access Policy

Restart Schedule

Prelaunch Sessions for Applications

With prelaunch, sessions launch when users log on to Receiver, so applications are available
SOONE,

When do you want sessions to launch?
() Launch when users start an application (no prelaunch)

® Prelaunch when any user in the Delivery Group logs on to Receiver for Windows

() Prelaunch when any of the following users log on to Receiver for Windows:

If no application is started, when do you want prelaunched sessions to end?

After a specified time: Hours - ] | 2

|Z| ‘When average load on all machines exceeds (%)

‘When load on any machine exceeds (%)

Lingering Sessions for Applications

With lingering, sessions remain active after all applications are closed.

.
When do you want sessions to end?
Immediately after all applications in the session are closed (no lingering)
(®) Keep sessions active uniil:

After a specified time:
o =] e

|2| The average load on all machines exceeds (3&):

o [lslal

The load on any machine exceeds (%):




28

GoToMeeting Notepad

u Citrix Receiver

Connecting...

v More information Cancel

File Type Association

Enter the file type associations below.
By default, this application will automatically open the file extensions listed below.

- .Ex.tension File Type

v et

.compositefont

Update file types...
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Publishing the Local Access Apps (LAA)

- | Wowbd3ZMode
4 Citrix
by ASC
B~ Citrix Desktop Delivery Controller
i || DesktopDirector
, GroupPolicy Expand
! Licenseﬁ\dmir| Mew » Key
' thEHSIESEWEr Find.. String Value
. Licensing
| PreductCode Delete Binary Value
| KenDesktopP Rename DWORD (32-bit) Value
by Classes Export QWORD (64-bit) Value
[ |, Clients e
[-> ’ ELEXIm License M Permissions... Multi-String Value
& i
b FMPIm Copy Key Name Expandable String Value
- FullArmor Il

Actions

citrix I ~

Delivery Groups

Applications (0) - E Create Application

MName lr| Description | Locat... | State E Create Local Access Application
View

|| Refresh

ﬂ Help
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Location

Enter the location information below.

Enter path of the local application on the end users operating system:

%SystemRooti\System3\write.exe | ’ Erowse...

Note: By clicking Browse, you will be able to view the file directory for the machine running Citrix

Studio. If this machine does not have the application you want, you will need to enter the
lacation of the application manually.

Command line argument (optional):

| Example: hitpsy//www.Example.com

Working directory:

|%Systemﬂuot%\5ystem32 “ Browse... l

Delivery

Specify how this application will be delivered to your users,
Application icon:

(®) Get the icon from the user's computer at run time

£ &
() Use custom icon:

g Browse...

Add shortcut to client's start menu

Start menu location:

| Example: Folder/Subfolder

Add shortcut on user’s desktop
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() Get the file types from the user's computer at run time
(®) Set the file types explicitly

By default, this application will automatically open the file extensions listed below.

Select settings

| (Al Versions) - || Al settings + | [Allow local app acces{  X(|

Settings: 1 selected [ View selected only

+ » Allow local app access

Computer setting
Allowed (Default: Prohibited)

Select settings

| (A1l Versions) » || Al Settings + | |URL redirection black list_ X

Settings: 2 selected [] View selected only

+ F URL redirection black list

Computer setting
https//fwww.facebook*:hitp://fwww.twitter” (Default: )




Select settings

’(NI ‘Versions) - ] [ All Settings - ] ]LIRL redirection white list X '

Settings: 3 selected [ View selected only

+ ¥ URL redirection white list
Computer setting
hittpe//www.citrinc* (Default: )

Currert Policy Templates:

Mame Size  Modffied
icaclient 128KB  24/03/2013 10.32
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~ Citrix Receiver

User experience Setting State
. [ Storefront
Description: [ 7] Network routing

The Citrix Receiver can be configured . o7
to interact with client machine : User authentication
applications in different ways. These || Remoting client devices

client machines present remote S -
applications and desktops to the user. :I Client Engine
[ Multi-Stream ICA

iz Allow client connections Mot configured
\iz] Host to client redirection settings Mot configured

&) VDI - Desktop Viewer

E write
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Publishing applications using Microsoft App-V

Microsoft:

Application Virtualization

App-V Server 5.0

= [nstall

ﬁgﬁlication Virtualization
Application Virtualization Sequencer

Select one of the following options to create a new virtual application package, or to upgrade or
modify the properties associated with an existing virtual application package.

Create a package by installing an application or by using a Package Accelerator.

-A-j Create a New Virtual Application Package

F Modify an Existing Virtual Application Package
- Upgrade or edit an existing package, or add a new application to an existing package.
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Select the method for creating a package.

@ Create Package (default)
Create a package by installing an application on this computer while App-V monitors the installation.

(1 Create Package Using a Package Accelerator
¥ Create a package by applying a previously created Package Accelerator, Package Accelerator uses

application setup files to create a virtual application package automatically.

Describe the type of application you want to package.

@® Standard Application (default);
it © PP :
- Create a package that contains an application or suite of applications. You should select this option

for most applications.

() Add-on or Plug-in
Create a package that extends the functionality of standard applications. For example, a plug-in
for Microsoft Excel @.

. Vji () Middleware
‘lqj.r":;";“;._f. Create a package for middleware or framework software that is required by a standard package.
.



You must complete
continue.

Important :
Some installers require 3 syste
and the sequencer will automati

Installers may take several seco

Run additional files.
If you have additional i
run the applicable files now while

If there are no additional progrg

11 am finished installing.

Welcome to the Notepad++-
Setup

Setup will guide you through the installation of
wb. 2.3,

It is recommended that you dose all other appl
before starting Setup. This will make it possible
relevant system files without having to reboot
computer,

Click Mext to continue.

Learn more about installation op

Run each program briefly to optimize the package over slow or

unreliable networks.

To improve the initial end user experience aver slow or unreliable networks, start each application and execute

the most common tasks.

Mame Command Line
B.Nohepad++ " "C:\Program Files (x86)WMotepad++\notepad++....
Run Selected Run Al

[]: Force application(s) to be fully downloaded before launching (recommended for slow,/\WAN networks).
iNote: if this is selected, all optimizations performed above wil be lost,
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Restrict operating systems for this package.

() Allow this package to run on any operating system.
(@) Allows this package to run only on the following operating systems.

32-hit 64-hit

[] windows 7 32-hit i it

Windows 8 32-bit []Windows Server 2008 R2 Remote Desktop Services
|+ Windows 8 64-bit

Windows Server 2012 Remote Desktop Services

Application Virtualization

. PACKAGES

E CONNECTION GROUPS Entire Library | 0 Applications in 0 Packages
— Filter and Search JeRR
[ [
MName Version Status

L0
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IMPORT STATUS ~
>4

PACKAGE IMPORT

@ Motepad++ Sequence_2 Added
[ |

Clear Apply Upgrade Option: Close
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App-V management server:

 httpy//umudT-ve-01.xdsevenlocal83

App-V publishing server:

 https/fvmidlT-ve-01 xdseven local84

=
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Applications

The applications listed below were either found on the master image(s) or the App-V publishing
server. You can also add applications manually (from other network locations) and edit the
properties for individual applications.

Learn more

Select applications:

=| Application name * | Location

L} Immersive Control Panel Master Image 3

&, iSCSl Initiator Master Image

B Magnify Master Image

#) Math Input Panel Master Image

[] Memory Diagnostics Tool Master Image :
& Narrator Master Image

mbilaienzd

I |._',f’ MNotepad++
T L hL a8 pourCes 32.01 PASsier Image
E ODBC Data Sources 64-bit Master Image

| Add applications manually... |

All Applications C ing

GoToTraining
GoToWebinar
Notepad++

VDI
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¥

Wl Create Package Accelerator

Select Package

Select Files.

Installation Files

= Gathering Information The following files were detected in the Package Accelerator. You should review all files and then unck
files you want to remove from the Package Acceleratar,

verify Applications

File Mame File T...  File Location Indude
Select Guidance
Scratch\Root\WFS\AppVSystem32Logfiles\Scm’82b820f9-ded5-401a-bcb3-421918b11F36
Create Package Accelerator 820f9-ded5-401a-bc53-4... Scrat... C:\Users\administrator\AppDat... Yes
Completion Scratch'\Root\WFS\AppVSystem32Logfiles\Scmhe725e967-85b5-4142-8416-ca38%61bel3a

[¥] e725e967-35b5-4142-8416-... Scrat..  Ci\Jsers\administrator\AppDat...  Yes
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Using Citrix AppDNA 7.6

Citrix AppDNA Installation Type
A _ AppDNA
Select the type of installation you require,

Installs the Citrix AppDMA dient only. After instalation,
this connects to a Citrix AppDMA server on another
machine.

(] LComplete (server + client): Inztalls a complete Citrix AppDMA installation. This
indudes a dient, server and database.

Citrioc AppDNA installation locations
_ | | AppDNA
Click change if you want to change the default locations.

Install dient files to:

C:\Program Files (x86)\Citrix\AppDMAY

Install server files to:

C:\Program Files (x86)\Citrix\AppDMA\Server}
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AppDNA

CiTRIX

Configure AppDNA

Web server

Installation Wizard Completed

The Installation Wizard has successfully installed Citrix
AppDMA. Click Finish to exit the wizard.

Launch the Configuration Wizard to configure this
new installation.

® Configure new installation
Configure a new AppDMA installation



Database creation

Enter new database details

eI A E Server name: [DBMACHINEUNSTANCE] v [ ]

Web server Example: MACHINE or MACHINENSTANCE

Create database

Database name: |hppDNhDB |
Database Authentication
® Windows authentication
() sqlL Server authentication
() Activate now. Go to www.citrivcom and download your license file,
AppDHA

License server machine: |WBIWINCSF1}2T | Copy
License file: | | Browse

'D Bun in trial mode

() Activate a XenDesktop or XenApp Platinum license

Platinum licens

Port: |27000
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Configure AppDMA
- = Step 4 of 29
Web server

Create database -

15/04/2015 21:168:38 Creating Web site

Connect to database

License database
Creating your database
System check Preparing the database

Installing the database
Progress

AppDNA s

| DOoMAINadministrator

Password

~ | Options

[] remember Me

CiTR!x' ﬁ Cancel
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Desktop

Compatibility

our

Welcome
Desktop

Server
Wirtualization
Web Browser
¥enApp Hosted

Progress

Welcome
Desktop
Server
Virtualization
Web Browser
¥enhpp Hosted

Progress

(O] My enterprise is working on a Windows desktop migration project
Select the operating systems you are moving from and to:
From To

Windows XP Vindows 7

Vindows Vista Windows 8/8.1
Windows 7

We use English versions of Windows anly

9] My enterprise is not working on a Windows desktop migration project at this time

(O] My enterprise is working on a Windows server migration project

Select the operating systems you are moving from and to:

From To
|:| Windows Server 2003 Jindows Server 2008 R2
Windows Server 2008 Windows Server 2012/2012 R2

Windows Server 2008 R2
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Welcome
Desktop

Server
Virtualization
‘Web Browser
Xenspp Hosted

Progress

Welcome
Desktop

Server
Virtualization
Web Browser
¥enApp Hosted

Progress
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O] My enterprise is working on an application virtualization project
Select the technologies and versions for which you want to evaluate

App-V

® fpp-vs

o My enterprise is not working on an application virtualization project at this time

(O] My enterprise is working on adopting new Web browsers

Select the browsers for which you want to evaluate Web applications.
Internet Explarer

() Internet Explorer 8.0 (®) 32-bit only

Internet Explarer 9.0 () 32-bit and 64-bit

() Internet Explorer 10.0
() Internet Explorer 11.0

FireFox

(®) FireFox (all versions)

WorsWeb

® WondWeb (all versions)

] My enterprise is not working on adopting new Web browsers at this time



Import 8 Analyze

4 AppDNA Dashboard

Discover Applications
Import

= Applications

= Web Applications

= Operating Systems

= Managed Applications
Analyze

= Analyze

Import Applications

i Browse..| ©, Search...

Direct Import (/0 B Install

[] Select all MSTs []

Drag a column header h

[ Status

] &8

Desktop applications:

Import desktop applications

Applications
0

Web applications: 0

Import web applications

‘i,':r Favorites = r::rr?fn_,._u,,._ T
B Desktop @ MobaXterm_Setup_7.6
4§ Downloads 5! projectlibre-1.5.9
£l Recent places 5! ShareFileSync32_3.2.502.0
15 ShareFileSyncs4 2.2.508.0
1M This PC ﬁ‘ StorageCenter_3.0.1.1302
vl ¢ | m

File name: | projectlibre-1.5.9

Import Applications

Add new appiications to your portfolio

i Browse... ©, Search... Import from list

Select ~ | ] Backup ‘ Restore ‘ Show progress panel

(%] Cancell-cl Import | Analyze s

Direct Import (1/1) | Install Capture (0/0} | Self F

[] Select all M5Ts [] Expand all MSTs

¥ Delete # Properties...

Filename

Path Progress

e
Loading Completed.

ware\projectlibre-1.5.9.msi
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4 Previous Finish mp

Which report would you like to view?

Forward Path: Forward Path W

Cverview Summary: Overview Summary

Forward Path: Forward Path

Desktop Compatibility Manager Windows 2/2.1
SBC Manager: Xenfpp Hosted /TS

Server Compatibility Manager: Server 2012/2012 R2

Analysis results

J 242 out of 242 algorithms succeeded ® 4 mins, 15 secs

Algorithm Succeeded ¥

B Algorithm Succeeded : True (242 items)

Report Algorithm Group Algorithm Manifestation Time Taken Failure Reason
‘Windows 8/8.1 Deprecated comp... | W8_PAE_001 The physical ad... | 0:00:00,259
Windows 8/8.1 Drivers WIMB_DRVxE4_... ' 32-bit Kernel M... | 0:00:00121

¥ Windows 8/8.1
.. Application Issues

Applications: 1

Image (from):Default Image for Windows XP 32-bit
Image (to):Default Image for Windows 8.1
Date: 17/04/2015 21:53:40

Standard Summary

RAG Count % of Total Standard Summary Chart
0] 0%
0] 0%
1 100%
0] 0%
0] 0%
1 100.0%




Application Analysis

4m Previous

Which report would you like to view?

Overview Summary: Overview Summary v

Overview Summary: Overview Summary
Forward Path: Forward Path
WebApp Compatibility Manager: Firefox
‘Webapp Compatibility Manager: IE

Analysis results

‘{ 195 out of 195 algorithms succeeded ® 2 mins, 14 secs

Algorithm Succeeded ©

B Algorithm Succeeded : True (195 items)

Report Algorithm Group Algorithm Manifestation Time Taken Failure Reason
Firefox Activek FF_AX_1 Detects presenc.. | 0:00:00,016
Firefox x64 FF_xg4 001 AppDMA has de.. 00000063
| |
I Options: Change images . Export: Detailed . Excel . PDE . MHT . Print
| | [ |

Custom Summary

RAG Count % of Total Custom Summary Chart
0 0%
0 0%
1 100%
0 0%
0 0%
1 100%
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Chapter 7: XenDesktop Infrastructure Tuning

Configuring the XenDesktop policies

o4 Citrix Studio (XD7-Site-First)

£ Search
Machine Catalogs 2
5 Create Policy

8 n £, pups
(= Policy " View
& Logging olicies
4 [ Configuration B e
ini 4
£ Administrators Unfittered Help
Controllers >
osting Overview | Settings | Assigned to | dinfilt=ted
‘e Licensin Edit Policy...
L StoreF J Name: Unfiltered & i
D StoreFront e < Lower Priority
[ App-V Publishing Priority: 1 By Dissble Pol
isable Poli
Status: Enabled i
. Save as Template...
Description:  This is the system-created
default policy, it cannot Help
be deleted. Note that its
settings will apply to all
connections,
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Select settings

| (Al Versions)

= ]l Bandwidth

Settings: 0 selected

All Settings

=]

o ¥ gured 213

Audio redirection ban
User setting
Mot Configured (Defaul

Client USB device redi
User setting

Not Configured {Defaul
Client USB device redi
User setting

Not Configured (Defaul
Clipboard redirection
User setting

Mot Configured (Defaul
Clipboard redirection
User setting

2|
B [ ] View selected only

Adobe Flash Delivery

Flash Redirection Select
Audia
Auto Client Reconnect Select
Bandwidth
Client Sensors Select
Location
Desktop Ul Select
End User Monitoring
Enhanced Desktop Experience Select
File Redirection i i
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Audio subsection

Select settings

| Al Versions) - || Audio

2|

Settings: 14 selected

+ } Audio over UDP real-time transport

User setting

[ View selected only

Enabled (Default: Enabled)

+ F» Audio Plug N Play
User setting
Allowed (Default: Allowed)
+ ¢ Audio quality
User setting
(Default: High - high definition audic)
+ ¥ Client audio redirection
User setting
Allowed (Default: Allowed)
+ P Client microphone redirection
User setting
Allowed (Default: Allowed)
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Unselect

Edit | Unselect

Edit | Unselect

Edit | Unzelect



Multi-Stream Connections subsection

Multi-Port Policy
Applies to: XenDesktop: 5.3, 5.6 Feature Pack 1, 7.0 Server O3, 7.0 Desktop 05

CGP default port: CGP default port priority:

Default Port | [High - |
CGP port1: CGP port1 priority:

5100 || very High - |
CGP port2: CGP port2 priority:

5004 || Medium - |
CGP port3: CGP port3 priority:

| 9100 | | Low 3

[ Use default value:

WebSockets subsection

WebSockets trusted origin server list

Applies to: XenDesktop: 7.0 Server OS, 7.0 Desktop 05

Value: | https//192.168." I

[ ] Use default value: *

¥ Details and related settings

Comma-separated list of trusted origin servers expressed as URLs with the optien of using
wildcards.
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Basic settings subsection

Excluded groups

Applies to: XenDesktop: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS5, 7.0 Desktop OS

(®) Enabled
This setting will be enabled.

KDSEVEM\helpdesk

() Disabled
This setting will be disabled.

[] Use default value:

Virtual Delivery Agent Settings section

Studio Assign policy to user and machine objects
() Assign to all objects in a site
+ Settings User and machine objects: 0 selected [ ] View selected only
Users and Machines P Access control Assign | —
Surnmary Applies to user settings only
b Citrix CloudBridge Assign
Applies to user settings only
b Client IP address Assign || =
Applies to user settings only
b Client name Assign
Applies to user settings only

A
|

b Delivery Group
Applies to all settings
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Summary

View a summary of the settings you configured and provide a name for your new policy.

Policy name: | site Configured Policies | ¥ Enable policy
Description: Site Configured Policies
Settings configured: 12 Assigned to: user and machine objects
Always cache “  The settings are applied to all objects in the
Computer setting site,

Disabled (Default: Disabled)

Always cache size
Computer setting
0 (Default: 0)

Enable auto update of controll...
Computer setting
Allowed (Default: Allowed)

Enable lossless
User setting
Allowed (Default: Allowed) -
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Policy templates

Templates

Security and Control
Description | Seftings |

. . Apply this template to disable use ¢
High Server Scalability additienal details abaut this templa

Citrix templates

High Definition User Experience

Optimized for WAN

Security and Control
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Policy comparison

Comparison

Compare templates and policies

Select Templates and Policies

Settings
4 ICAVAdobe Flash Deliver...
Templates
b A ICAVAudio £
High Definition User Experience
b A ICA\Desktop UI v
[ High Server Scalability
b A\ ICAYFile Redirection v
Optimized for WAN
» ICANGraphics v
"] Security and Control
4 ICA\Multimedia
Policies
b A ICA\Printing\Universal Pr...
Palicy - Printers
4 ICANTWAIN Devices
[ site Configured Policies
» A ICA\Visual Display v
- - ) [ Unfiltered
» ICAWisual Display\Still I... £

] Compare to default settings
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Policy modeling

Steps User and Computer Selection
@ Welcome Example container name:  OU=Domain Controllers DC=XDSEVEN,DC=local
) Domain Controller Example user or computer: XDSEVEM\administrator
sers an m s imulate policy settings for the following:
@u d Compute Simulate policy settings for the following
O Filter Evidence r User Information
) Advanced Options (®) Container: | | [ Browse...
@ Gimmay O User: | | Browse...
@ Results
- Computer Inf n
@ Container: | | [ Browse...
O Computer: Browse...
pur
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Citrix Computer Policies

|Fietlle-l:

Setting Winning GPO / Citrix Policy

Virtual IP adapter address filtering Machine Site Settings./Site Configured
Puolicies

Enable auto update of controllers Machine Site Settings/Site Configured
Policies

Exclusion list Machine Site Settings./Site Configured
Policies

Inclusion list Machine Ste Settings/Site Corfioured |

Citrix User Policies

|FIHII|H:-=

Setting Winning GPO / Citrix Policy
HDX3DPro guality settings User Site Settings/Site Configured Policies
Enable lossless User Site Settings/Site Configured Policies
Receiver\Storefronts User Site Settings/Site Configured Policies
Default printer i User Site Settings/Policy - Printers
Printer driver mapping and compatibility i User Ste Settings/Policy - Printers

User Site Settings/P
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Configuring printers

150

&4 Citrix Studic (XD7-Site-First)
[0 Search
E Machine Catalogs
£ Delivery Groups
[= Policy
Logging
4 [F» Configuration
g Administrators
Controllers
g Hosting
¢ Licensing
3 StoreFront
[y App-V Publishing

Actions

Policy

gp  Create Policy
Wiew

|Ci Refresh

Help



Select settings

| (Al Versions) - |

Settings: 0 selected Multimedia

P a AN Gty Tainll  Multi-5tream Connections
Computer setting e
Not Configured (Defaul Port Redirection

Active write back Printing
Computer setting
Mot Configured (Defau

F Allow applications to t
User setting Universal Print Server
Mot Configured (Defaul

F Allow local app access
Computer setting
Mot Configured (Defaul

b Always cache
Computer setting
Mot Configured (Defaul

Chient Printers

ICA\Printing

Drivers

Universal Printing

Security
Server Limits
Session Limits

Session Reliability
b Always cache size )
Computer setting Time Zone Control

= 3 -
TIAIAENE DY
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Select settings

| (Al Versions) ~ || Printing - || P
Settings: 0 selected [ ] View selected only
b Auto-create client printers Select |~
User setting
Not Configured (Default: Auto-create all client printers)
P Auto-create generic universal printer Select
User setting

Not Configured (Default: Disabled)

Automatic installation of in-box printer drivers
User setting

Mot Configured (Default: Enabled)

Enables or disables the automatic installation of printer dnivers from the Windows
in-box drniver set or from dnver packages which have been staged onto the host
using "pnputilexe fa". By default, these drivers are installed as needed.

b Client printer names Select
User setting
Not Configured (Default: Standard printer names)

b Client printer redirection Select
User setting

| Y P DY SR [ | 5 Y N TRy ) | | §
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Assign policy to user and machine objects

::J Assign to all objects in a site

User and machine objects: 0 selected [ View selected only
P Access control Assign

Applies to user settings only

¥ Citrix CloudBridge Assign
Applies to user settings only

* Client IP address Assign
Applies to user settings only

Apply policy based on the |P address of the user device used
to connect to the session.

} Client name Assign
Applies to user settings only

* Delivery Group Assign
Applies to all setiings

Apply policy based on the delivery group membership of the
desktop running the session, >

Summary

View a summary of the settings you configured and provide a name for your new policy.

Policy name: | Policy - Printers | Enable palicy

Description: Policy - Printers conﬁguration|
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Click a cell to select it. To edit the cell, either click again or press F2. Press the Enter key
when editing a cell.

(A ][ emne

Client Mames/IF's Default Printer Session Printers

VDI-01 Client main printer m

Image Compression

Desired image guality: [Standard quality - ]

[ Enable heavyweight compression

Image and Font Caching

Allow caching of embedded images
Allow caching of embedded fonts

[ ] Allow non-administrators to modify these settings

[ Use default value: ImageCompression=>5tandardCuality, HeavyweightCompression=False ImageCaching=True,

Value:

Do net use print preview for auto-created or generic universal printers

(] Use Use print preview for auto-created printers only
Use print preview for generic universal printers anly

¥ Detail gyes print preview for both auto-created and genenc universal pnnters

Specifies whether to use the print preview function for auto-created or generic universal printers,
By default, print preview is not used for auto-created or generic universal printers.
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+P StressPrinters

e ———— e B e

Printer drivers

P Universal Printing PCL & (v5.3)
[CMicrosoft Shared Fax Driver
[[Microsaft ¥PS Document Writer

+P StressPrinters Output Log

Printer creation settings

Base printer name:  Microsoft ¥PS Document Writer

Printer port name: |LPT1: = ]

Print processor: Winprint
The number of concurrent add events: 3 ‘—f4|

Maximum delay between add and delete
{in miliseconds):

The number of times to repeat the test: 3 =

[ Keep printers created during last iteration

[~ Apply these settings to all printers

CMD process has been created. PID: 13c8 (5064)

—- Begin Log for "HP Universal Printing PCL 6 {v5.3)" —
AddPrinter Ver 2,01 (c) Citrix 2006-2007 (pid: 2136)
Time elapsed: 18 seconds. Done with 0 errors.

—- End Log for "HP Universal Printing PCL 6 {v5.3)" —

Launching cmd.exe /C addprinterg4.exe -name "HP Universal Printing PCL 6 {v5.3)" -port "LPT1:" -driver "HP Unive »

AddPrinter.exe process for "HP Universal Printing PCL & (v5.3)" has been finished

WARNING: thread id 0xd34 may be stuck on AddPrinter for printer HP Universal Printing PCL 6 (v5.3)1!

StressPrintersé4 =5

Stress test has finished!
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Configuring USB devices

Select settings

| (Al Versions) ~ || USE Devices -] Al
Settings: O selected [ ] View selected only
P Client USB device redirection Select
User setting
Not Configured (Default: Prohibited)
¥ Client USBE device redirection rules Select
User setting

Not Configured (Default: )
P Client USE Plug and Play device redirection

User setting
Mot Configured (Default: Allowed)

Choose howto access files on your computer from
your virtual desktop

) Read and write
(") Read only
7) Mo access

@ Ask me each time
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’
HDX File Access

Your virtual desktop is attempting to access your local
files.

Select the level of access you want to grant to your local files.

= No access
Do not permit your virtual desktop to access your local files.

< Read-only access
Permit your virtual desktop te read but not write to your local
files.

< Read/write access

Permit your virtual desktop te read and write to your local files,

[T] Do not ask me again for this virtual desktop.

Client USB device redirection rules

Applies to: XenDesktop: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server O3, 7.0 Desktop QS

Values:

Edit Delete Move Up Move Down

[ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices,
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Configuring the XenDesktop logging

Administrator Main task Start End Status

< Today

XDSEVEN\Administrator ~ Update HDX Policies 10/11/2013: 11.29.49 10/11/2013: 11.29.52 Successful
4 Yesterday

XDSEVEN\Administrator ~ Update HDX Policies 09/11/2013:17.41.29 09/11/2013:17.41.32 Successful
4 Three Weeks Ago

XDSEVEN\Administrator ~ Create Application 'Notepad++' 27/10/2013 : 02.57.41 27/10/2013: 02.58.20 Successful
XDSEVEN\Administrator ~ Remove Machine Configuration '5' from Deskt..  27/10/2013: 02.47.53 27/10/2013: 02.47.56 Successful
XDSEVEN\Administrator ~ Delete Application 'Notepad++' 27/10/2013 : 02.47.29 27/10/2013 : 02.47.59 Successful
XDSEVEN\Administrator ~ Update Application 'Notepad++' 27/10/2013 : 02.36.36 27/10/2013 : 02.36.52 Successful
XDSEVEN\Administrator ~ Update Application 'Notepad++' 27/10/2013: 02.33.58 27/10/2013: 02.34.19 Successful

Configuration Logging

() Disable
(® Enable
Legging database (where configuration logs are stored)
Database size: 0
Server location: SqlDatabaseServer.xdseven.local\CITRIX,1434
Database name: CitrixXD7-Site-First

[ Change logging database...

Security:

[+ Allow changes when the database is disconnected
Administrators can make untracked changes.
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Date Range

Select a date range:
AN
() Last 24 hours
() Last 7 days
() Last 4 weeks

{®) Custom

Start date:
End date:

Format and Location

Select a format:
(O CsV file
Best for exporting to a spreadsheet.
® HTML
Best for viewing or printing.

() Both

Location where you want to save your report:

CAUsers\administrator. XDSEVEMN\Downloads |[ Browse... ]
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Delete Configuration Logs

Configuration Logs will be deleted. Save a copy?
O Ne
®) Yes

Select where to save the copy:

CAUsers\administrator. XDSEVEN\Documents\Log-Archi | Browse... |
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Chapter 8: XenDesktop Component Integration

Configuring the CloudBridge 7.4 platform

se the "help"” command to display help for a specific command.
Example: help show config-script

dmin> show adapter aph

pA
Enabled

IP Address: 192 .168.200.152
£55.255.255.0

Gateway: 192.168.200.32

IPub Address/Prefixlen: 0.0.0.0.0

IPub Gateway: 0.0.0.0

: Enabled

Enabled
Enabled

LAN: Disabled

LAN Group: 0]

User Name

admin

Password

e |
pe—
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Management Access

192.168.200.152
192.168.200.32

255.255.255.0

192.168.200.10
192.168.200.6

time.winduws.mm|
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WAN Link Definitions

Receive (Download) Speed®

Send (Upload) Speed®

WAMN-5ide Adapter®

%
10

| aph.2 r |

Skip Initial Installation

Cancel

Restart Unit?

Installation changes were successful, You must restart your unit
for these changes to take effect. Do you wish to restart now?

Compression Ratio

Not Applicable

Accelerated Connections

0B

Optimized WAN data

T e—— T
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License Server Configuration

License Server Location

0 Local ® Remote

IP Address

1922 ., 168 . 200 ., 11

Port

27000

Model*

Citrix CloudBridge V1 T

Crypto License (from Remote License Server)

D Oon ® Of

Save Cancel

164



Configure Application Classifiers

MName*

‘ICA ‘

Description

‘}CenApp and XenDeskop Traffic (ICA) ‘

Application Group™
Available (26) Select All Configured (1) Remaove All

Backup and Replication + Citrix Protocols -

-

Client-5enver

BE

+
Content Delivery +
+

Custom

Classification Type™

‘TCP "‘

Port™

‘1494 ‘
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Mame

|LAN Link]

Link Type*

‘LAN

Bandwidth In*

E

Bandwidth Out®

E

Filter Rules

[ Add || Edit | | Delete |

Adapter

aphl

| Source IP Address

Any

| Dest IP Address

Any

VLAN

Any

ICA Connections ICA Statistics

Acceleration Graphs

1 bps

ICA WAN Send Throughput

0 bps
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=~ WAN Send Throughput

08:08:00

08:08:15
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State

Signaling IP

12 . 188 . 200 . 154

Signaling Port

443

[] Signaling Channel Source Filtering

Connection Mode

® Redirector O Transparent

LAN Detection

Round Trip Time{ms)

20
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Installing and configuring Citrix Netscaler Gateway 10.5

iz wo ns.conf in the rsnsconfig?

Netscaler software
: no terminal type specified and no TERM environmental variable.
NetScaler’'s IPv4 address [1: 192.168.200.53
Netmask [1: 255.255.255.0
Gateway IPv4 address [1: 102.168.200.1

etscaler Virtual Appliance Initial Network fAddress Configuration.

his menu allows you to set and modify the initial IPv4 network addresses.
he current value is displayed in brackets ([1).

felecting the listed number allows the address to be changed.

fif ter the network changes are saved, you may either login as nsroot and
1se the Netscaler command line interface, or use a web browser to
1ttp:ir7192.168.200.53 to complete or change the Netscaler configuration.

NetScaler’'s IPuv4 address [192.168.200.53]
Netmask [255.255.255.01

Gateway IPv4 address [102.1668.200.11

Save and quit

item (1-4) [4]1: 4
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Subnet IP Address

Specify an IP address for your MetScaler to communicate with the backend servers.
Subnet IP Address

Mot configured

Subnet IP Address*

192 ., 168 ., 200 . |55

Metmask*

255 ., 255 . 255 ., O

Host Name, DNS IP Address, and Time Zone

Specify a host name to identify your NetScaler, an IP address for a DNS server to resolve domain names, and the time zone in which your NetScaler is located.
B Hast Name DNS IP Address Time Zone
Not configured Not configured CoordinatedUniversalTime
Host Name

|Nels(alerHostName ‘

DNS IP Address

| 192 . 168 . 200 . 10 ‘ x
|8 8 8 8 ‘ x o+
Time Zone*

| GMT+01:00-CET-Europe/Rome ¥ |
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Licenses
Upload licenses from your local computer or allocate licenses from the Citnx licensing portal.

There are 0 license file(s) present on this NetScaler.

ﬂ Licenses

If a license is already present on your local computer,
email by Citrix) to allocate licenses from the Citrix lice

® Upload license files from a local computer

() Use Serial Number (HE2ZH915CZ6)

() Use License Activation Cade



Dashboard Configuration

| + System
+ AppExpert
+ Traffic Management
+ Optimization
+ Security

+ NetScaler Gateway

Show Unlicensed Features

Integrate with Citrix Products

4 XenMobile

a XenApp and XenDesktop
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XenApp/XenDesktop Setup Wizard

What is your deployment

O Single Hop

Client Internet

Whatis your Citrix Inte_g__ratinn Point?

StoreFront ¥




MetScaler Gateway Settings

MetScaler Gateway IP Address®

192 . 168 ., 200 ., 59

Port™

442

Virtual Server Mame™

W-Server

[ ] Redirect requests from port 80 to secure port

Server Certificate

© Use existing certificate @ Install Certificate

Certificate Format™

pfx M

Certificate File®

2]

Browse

Private key is password protected
Private key password
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Primary authentication method®

Active Directory/LDAP ¥

i) Use existing server

IP Address*

192 . 188 . 200 . 10

[ ] Load Balancing
Port™

389

Time out (seconds)®

3

Base DMN*

CM=Users DC=WEBITEST,DC=local

Service account™

administrator@wbitest.local

[ ] Group Extraction

Server Logon Name Attribute®

sAMAccountMame/userPrincipalNam

Password™®

AR AR EERR R R

® Add new server

] IPv6



Storefront

StoreFront FODM*

storefront.wbitest.local

Site Path™

JCitrix/StorewWeb

Single Sign-on Domain™

WEBITEST.local

Store Mame®

Store

Secure Ticket Authority Server®

http://wendeskbrokerwhbitest.local

Storefront Server”

192 . 188 . 200 . 9

Protocol®

HTTP

HTTP
SSL

a0

175



4 Back

Configure Basic Features

551 Offloading HTTP Compressicn
Load Balancing [] Content Switching
[ ] Content Filter Integrated Caching
[] Rewrite MetScaler Gateway

Authentication, Authorization and Auditing Application Firewall

K| oo |

Choose the authentication methods with which users can authenticate to
stores on this server,

User name and password
P

[ | Domain pass-through )

[ Smart card £}

HTTP Basic

Pass-through from MetScaler Gateway
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Enable Remote Access

Select NetScaler Gateway appliances to provide user access from external networks,
Remote access: ) None

) No VPN tunnel @
(®) Full VBN tunnel @

MetScaler Gateway appliances:

Default appliance: [ - ]

The display name is wisible to users in Citrix Receiver preferences.

Display name: | VGEM |

MNetScaler Gateway URL: | https:/ftestvo.vgen.io |

Version: [10.0 (Build 69.4) or later - |

Subnet F address: [ 192.168.200.34 |

(optional)

Logon type: [Domain - ]

Smart card fallback: Mone -

Callback URL: @ | https://testvo.ngen.io |.’Citri:.ﬁuthServicEfAuthSenrice.asmx

(optional)

==
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Secure Ticket Authority (STA)

Issues session tickets in response to application connection reguests.

Secure Ticket Authority URLs:

hittps:/fwvmxdT-xddc-01.xdseven.|local/scripts/cixsta.dll =

[+| Enable session reliability
| Request tickets from two STAs, where available

Manage Beacons

Beacon points are used to determine whether users are connecting from internal or
external networks. Two external addreszes that can be resolved from the Internet are
required.

Internal beacon: \': Use the service URL

@) Specify beacon address:

35 Sy IR i Ihttps://nsgw( 1 xdseven.local

http:/fwww.citrix.com

add. || Edit. || Remove
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Welcome

Please log on to continue.

User name;

Password:

New Resource Record

Service Location (SRY)

Domain: | ¥DSEVEM.local |
Service: | _citrixreceiver v|
Protocol: | _tep v|
Priority: l:l

Port number: 443

Host offering this service:

nsgwi 1, xdseven.local
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Configure NetScaler Gateway Session Profile

Unchecked Cverride Global check box indicates that the value is inherited from

Global MetScaler Gateway Parameters,

Metwork Configuration Client Experience

Security

Published Applications

Override Global

Citrix Receiver Home Page

Account Services Address

ttps://whiwincsf01t.wbitest. local /Cit

o [N

Configure NetScaler Gateway Session Profile

apht Tunnel™

OFF v
Session Time-out (mins)
30
Client Idle Time-out [mins)
Clientless Access®
Allow ¥
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Expression®

Operators -

Saved Policy Expressions

-

Frequently Used Expressions

ns true

REQ.HTTP.HEADER User-Agent CONTAINS CitrixReceiver
REQ.HTTP.HEADER User-Agent CitrixGatewa

o
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Installing and configuring Citrix XenMobile 10

Username: admin
New password:
Re-enter new password:

IP address [1: 19Z2.168.200.89

Netmask [1: 255.255.255.0

Default gateway [1: 192.168.200.1

Primary DN3 =server [1: 192.168.200.10

Secondary DNS =server (optiomal) [1: 192.168.200.6

Commit =mettings (yrsml) [yl:

Hostname [1: xenmobile.uwbitest.local

Commit settings (ysm) [yl:
pplying fgdn settings...

HTTF [8B0O1:

HTTPS with certificate authentication [443]:
HTTPS with no certificate authentication [B4431:
HTTPS for management [44431:

Commit settings (y-sm) [yl:
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Do you want to use the same password for all the certificates of the PKI [yl:
New password:
Re-enter new password:

Commit settings (ysm) [yl:
senerating SAML signing certificate...
Generating server and client certificates...

Username [administratorl]:
Passuword:
Re-enter new password:

Commit settings (ysm) [yl:

XenMobile

administrator

183



Initial Configuration

1 Licenses
2 Certificates

SSL Certificate (optional)
3 NetScaler Gateway (optional)
4 |DAP Configuration (optional)
5 Notification Server (optional)

6 Summary

1 Licenses

2 Certificates

SSL Certificate (optional)

3 NetScaler Gateway (optional)

4 LDAP Configuration (optional)

5 Notification Server (optional)
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Default license
Trial period
Configure license

License type

Expiration notification

Notify every™

your HTTPS connections.

Evaluation license

30 day(s) left

| oM @)

Local license

3
Add

Product name Active

No results found.

| o\ @)

7 day(s)

Total

While SSL Certificate is an optional setfing, once data is entered info the 1

&

Import
Name
XMS.example.com
xenmobile.wbitest.local

cacerts.pem

Description
Self Signed/Generated
Self Signed/Generated

Self Signed/Generated



NetScaler Gateway

Enables secure mobile user access.
While NetScaler Gateway is an optional sefting, once data is enfered info the form, the required fields n

page.
MName* Appliance name
Alias

External URL* Publicly accessible URL

Logon Type Domain only -

Domain only

Password Required f
Security token only

Domain and security token
Set as Default [

Certificate
Certificate and domain

Callback URL* Virtual 1P Certificate and security token
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LDAP Configuration

Provides connection to one or more LDAP-compliant directories, such as Active Directory, to import groups, user accounts,

Whife LDAP Configuration is an optional setting, once data is emtered into the form, the required fields must be cleared or cc

the page.

Directory type*

Primary server*

Secondary server

Port*

Domain name*

User base DN*

Group base DN*

Dashboard

Manage

Microsoft Active Directory -

192.168.200.10

192.168.200.6

389
WBITEST local

dc=WBITEST,de=local @
dc=WBITEST,de=local @

Configure

NOTIFICATIONS

Compliance

Q0 Q0 00

ActiveSync blocked  MNon-compliant  Inactive

PLATFORMS
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Decommission

0

Last 24 hours L

0

Pending (selective

{wipes) wipes] wipes)

CARRIERS



Details

Add Device

Select Platform

Serial Number*

IMEVMEID

Add a New Policy

Type or select a policy from the list

Exchange Passcode
Scheduling Restrictions
~ More

Network access Apps

APN App Access
Cellular App Attributes

App Confi ti
Personal Hotspot pp Configuration

i0s

Android

Symbian

Windows Phone 8.1
Windows 8.1 Tablet

BlackBermy

VPN
WiFi

Security
App Lock
App Restrictions

Contacts (CardDAV)
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4]

GotoMeeting b
Public App Store

Search results for GotoMeeting in iPhone apps

1 App Information

2 Platform 63 GoToMeeting
Gitrix

} iPhone
iPad Didn't find the app you were looking for?
Google Play App Detalls
Name* GoToMesting
Windows Tablet

Description™ Download the fres

Windows Phone GoTolMeeting ses

3 Approvals (optional)

Version 6.3.0.727
4 Delivery Group Assignments

(optional) Image
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Actions Action details

Choose a trigger event and the associated action for that event.

1 Action Info Trigger*

2 Details Device property

3 Assignment (optional) Select a device property

4 Summary
Action*

Belect an action

Selectively wipe the device
Completely wipe the device

Revoke the device

i g Markthe device as out of compliance

Send notification

4 Summary Resource

Apps [ Policies [ Actions [E)

Agtion
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MetScaler for XenMaobile

Select the settings you want to configure as you set up MetScaler for your XenMobile deployment.

Access through NetScaler Gateway
Set up Micro VPN to which Worx Mobile Apps connect.

Load Balance XenMobile Servers

Use MetScaler to load balance XenMobile Servers.

[ | Load Balance Microsoft Exchange Servers

Use MetScaler and XenMobile MetScaler Connector to load balance Exchange Servers with
email filtering.

[ | Load Balance ShareFile StorageZones Controllers

Use MetScaler to load balance ShareFile StorageZones Controllers based on the type of content
requested,
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NetScaler Gateway

Universal Licenses

Current Univers al Licenses

0

23:39-15

HDX Sessions

Current HDX Sessions

0

23:39:15

XenMobile Server Load Balancing

Load Balancing Throughput (port
1443)

Current Requests

Load Balancing Throughput (port
:8443)

Current Requests
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Chapter 9: Working with XenDesktop PowerShell

Retrieving system information — configuration service
cmdlets

ey Administrator: Windows PowerShell

PS C:\Users\administrator.XDSEVEN\Desktop> .\c9rlsl.psl
HenDesktop - Configuration Service CmdlLets

Clearing any previous DB connection - Status: DBUnconfigured
Configuring the DB string connection - Status: OK

The new configured DB connection string is: Server=SqlDatabaseServer.xdseven.local
D7-Site-First; Integrated Security=True
PS C:\Users\administrator.KDSEVEN\Desktop> o
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Managing Active Directory accounts — ADIdentity cmdlets

X} Administrator: Windows PowerShell

PS C:\Usershadministrator.RDSEVEN\Desktop> .\c9r2sl.psl
HenDesktop - Creating an Identity Pool
Pool creation activities - Status:

AvailableAccounts : O

Domain : HDSEVEN.local

ErrorAccounts . B

LdentityPoolName : Test-Pool-01

LdentityPoollUid a942b55f cfbe-47bh6-abBcd-6f17a98e45ed

InUseAccounts

: False

Naming$cheme : Desk-TH#
gﬂmlngSchemeType : Numeric

StartCount ‘1
TaintedAccounts . 0
Scopes ;{3

Identity Pool correctly created.

SuccessfulfAccounts : [HKDSEVEN\Desk-T10$, KDSEVEN\Desk-T11%, KDSEVEN\Desk-T12%}
SuccessftulAccountsCount : 3

FailedAccountsCount :

FailedfAccounts : {3

Managing the Citrix Desktop Controller and its resources —
Broker and AppV cmdlets

e Administrator: Windows PowerShell

ExtensionData : System.Runtime.Serialization.ExtensionDataObject
AllocationType : Random

AssignedCount : @

AvailableAssignedCount ;0

AvailableCount : D

AvailableUnassignedCount :

Description : Catalog-Book-Number-61

HypervisorConnectionUid :

TsRemotePC - False
i : False

{}

;L7
Name . SRY-APP-060
PersistUserChanges : OnLocal
ProvisioningSchemeld :
ProvisioningType : Manual
> (] ~ .

MinimumFunctionall evel
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Chapter 10: Configuring the XenDesktop Advanced

Logon

Implementing the two-factor hardware authentication for
XenDesktop 7

Choose the authentication methods with which users can authenticate to
stores on this senver,

User name and password
[ | Domain pass-through £k

Smart card fi

HTTP Basic | Smart card needs to be configured
separately on each Receiver for Web
Pass-through sitE. 2
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You can select snap-ins for this console from those available on your computer and configure |

=xtensible snap-ins, you can configure which extensions are enahbled.

Yvailable snap-ins:

Snap-n

=] ActiveX Control

Aufﬂurizaﬁon Manager

5 Certificate Templates
Certificates

ﬁICErﬁﬁmﬁun Autharity

s, Component Services

ﬁCumputer Managem...

ﬂ[ﬁleui:e Manager

k=% Disk Management

&5 Enterprise PKI

ﬁ Event Viewer

" |Folder

:EJ Group Policy Object ...

i“@Internet Informatio. ..

Vendaor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Car...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

This snap4n will always manage certificates for:

() Service account

() Computer account

Selected snap-ins:

[l Console Root
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MName
Eﬁl Certificates - Current User

P Iﬁl Certificates - Current Uszer

[+ |j Pers

> O Trad ‘Find Certificates... ‘

b [ Ente[  AllTasks »|  Find Certificates..

B[] Inte - =

b [ Acti MNew Window from Here | Request New Certificate...

B ] Trus Refresh Import...

p & UnFr Help Advanced Operations 3
B | Thin 3

B[] Trusted People

p | Client Authentication lssuers

p | Certificate Enrollment Requests
b | Smart Card Trusted Roots

Select Certificate Enrollment Policy

Certificate enrcllment policy enables enrollment for certificates based on predefined certificate templates,
Certificate enrcllment policy may already be configured for you.

Configured by your administrator

Active Directory Enrollment Policy ~
Enrollment Policy ID: {CBCOAGCE-1ER9-434C-B656-2ETOR0043864)
Configured by you Add New
[w] Enrollment Agent J‘J STATUS: Available
The following opticns describe the uses and validity peried that apply to this type of certificate: £
Key usage: Digital signature

Application policies:  Certificate Request Agent
Validity period (days): 730

e |
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| General | Subject I Extensions | Private Key | Certification Authority |

Cryptographic Service Provider

A C5P is a program that generates a public and private key pair used in many
certificate-related processes.

Select cryptographic service provider (CSP):

[w] Microsoft Enhanced Cryptographic Provider v1.0 (Signature)
[#] Microsoft Base Cryptographic Provider v1.0 (Signature)
[#] Microsoft Base OS5 Cryptographic Provider (Signature)

Certificate Installation Results

The following certificates have been enrolled and installed on this computer,

Active Directory Enrollment Policy

Enrcllment Agent o STATUS: Succeeded Details ~
The following options describe the uses and validity peried that apply to this type of certificate:
Key usage: Digital signature

Application policies:  Certificate Request Agent
Validity period (days): 730

View Certificate

Pl Eﬁ‘ Certificates - Current User

4 || Personal

H il Certificates - Current User

| Certificat: ‘

I+ | Trusted Roof

All Tasks

3

- | Enterprise Tr
I || Intermediate
I [ | Active Direct
- | Trusted Publ

I [ Untrusted Certificates
[- | Third-Party Root Certification Authorities

Mew Window from Here
Refresh

Help

Request Mew Certificate...
Import...

Advanced Operations 3

Create Custom Request...

Enroll On Behalf Of...

Manage Enrollment Policies...
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Select Enrollment Agent Certificate
on behalf of other users, Click
Confirm Certificate

Confirm this certificate by clicking O, If this is not the correct certificate,
click Cancel.

| | Browse ...

Administrator
lzzuer: XDSEVEM-CA
Valid From: 27/11/2013 to 27/11/2015

iClick here to view certificate |
iproperties

A
(®) Smartcard User _!r) STATUS: Available ]
The following options describe the uses and validity period that apply to this type of certificate:
Key usage: Digital signature
Key encipherment -
Application policies:  Secure Email
Client Authentication _
Smart Card Logon =
Validity period (days): 365
-
o

198



Cryptographic Service Provider

A C5P is a program that generates a public and private key pair used in many
certificate-related processes,

Select cryptographic service provider (C5P):

Microsoft Strong Cryptographic Provider (Encryption)

[]Microsoft Base Cryptographic Provider v1.0 (Encryption)

[ ] Microsoft Base DSS and Diffie-Hellman Cryptographic Provider (Encryption)
[ Microsoft Base Smart Card Crypto Provider (Encryption)

FTP
FTP FTP
Authentic... Authorizat..
115
2 b
ASP Authentic...
O ——————
o= .
= LoglFf
Request Server
Filtering Certificates

cal

- )
WebDAYV
Authori...

FTP Directery FTP Firewall
Browsing

Support

g

Compressicn

(_.E

Xy

Worker
Processes

FTR

™ =
id

FTRIP FTP Logging FTP Logon FTP
Address a... Atternpt ... Messages
o P ks
Default Directery  Error Pages Failed
Document  Browsing Request Tra...
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Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: |\rr'm(d?'-sf-1]'l xdseven.local |
QOrganization: |Pack1: Publishing |
Organizational unit:

City/locality [Birmingham |

State/province: |Eng|ar‘|d |

Country/region: |UK v

Online Certification Authority

200

Specify the certification authority within your domain that will sign the certificate. A friendly name is required
and should be easy to remember.

Specify Online Certification Authority:

|XD‘SEVEN—CA\w'm(d?—dc—D‘I KDSEVEN. local | Select...

Example: CertificatefuthorityMName\ServerMame

Friendly name:

|XDSEVEN—CA




% Authentication

Group by: Mo Grouping =

Mame “ Status Response Type
| Active Directory Client Certificate Authentication Disabled HTTP 401 Challery; I
Anocnymous Authentication Enabled | Enable
ASP.MET Impersonation Disabled ® Help
Basic Authentication Disabled HTTP 401 Challer] Online Help
Digest Authentication Disabled HTTP 401 Challenge
Forms Authentication Disabled HTTP 302 Login/Redirect
Windows Authentication Disabled HTTP 401 Challenge
Site Bindings

Type Host Mame Port IP Address Binding Informa...
http 80 *
https  wrnxd 7-sf-01.xds.. 443 *

Type: P address:
|http5 | |AIIUnassigned

Host name:

|vmxd?—sf—01 xdseven.local

[] Require Server Name Indication

S5L certificate:
| XDSEVEN-CA
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B & &

Providers  Session State SMTP E-mail

&

= il

Legging  MIME Types  Modules

=
- =

202

Output Request | 55L Settings
Caching Filtering
SSL Settings _
5/ Apply
This page lets you modify the S5L settings for the content of a website or application. Ex Cancel
[ Reguire SSL @ Hep
Online Help
Client certificates:

O lgnore
® Accept
) Require




E‘ Smart card authentication

() Not Configured Comment:
(®) Enabled
() Disabled
Supported on:
Opticns:

Allow smart card authenticaticn

Use pass-through authentication for PIM

[Application]
TransportDriver=TCP/IP
DolotUseDefaultCS5L=0n
BrowserProtocol=HTTPonTCP
LocHttpBrowserAddress=!
WinStationDriver=ICA 2.8
ProxyTimeout=38000
AutologonAllowed=0N
DisablelCtrlAltDel=0Ff
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Implementing strong authentication for XenDesktop 7 —
Radius platform

File Action View Help

e == B
4 [ RADIUS Clients and Servers
@ Getting Started

35 RemoteRA[__ MNew | Network Poiicy Server (NPS)
rl L_%r Policies Refresh @

[~ Connection

[ Metwork Po s

7 Health Policies Standard Configuration

A ! Metwork Access Protection
Boold Systermn Health Validators
i'i Remediation Server Groups

Select a configuration scenario from

q Accounting Metwork Access Protection (NAF)
4 Wl Templates Management .
=] Shared Secrets Wh"e“mrk"mnf NI;SI “"E"hm::
. en you corfigure asa

5 RADIUS Clients complianc.

i Remote RADIUS Servers

=] 1P Filters

[ Health Policies

i3 Remediation Server Groups B Corfigurs NAP
Advanced Configuration
Templates Configuration
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Settings | Advanced

[w] Enable this RADIUS cliert

[ Select an existing template:

| Y]

Name and Address
Friendly name:
| NetscalerGW |

Address (IP or DNS):
[192.168.110.80 || verfy.. |

Shared Secret
Select an existing Shared Secrets template:
| None v |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are caze-sensitive.

() Manual (®) Generate
Shared secret:
|rG[Jqu1NjD&a‘u’thMf:d’1rK!UK

| Generate | | Clear |

205



€8 NPS (Local)
4 || RADIUS Clients and Servers
| 5 RADIUS Clients
ﬁ Rernote RADIUS Server Groups
4 ‘J;_E:r Policies
| Connection Request Policies
| Metwork Polici
] Health Policies Mew
A 5 Metwork Access Prol
oo Systemn Health V
37 Remediation Sen Help

% Accounting

Refresh

Select a condition, and then click Add.

Groups

% Windows Groups
The “Windows Groups condition specifies that the connecting user or computer must belong to one of the selected
groups.

Machine Groups
The Machine Groups condition specifies that the connecting computer must belong to one of the selected groups.

User Grou,
The ETf l g to one of th

Location Groups

The HCAP Location Groups condition specifies the Host Credential Authorization Protocol [HCAP) location groups
required to match this policy. The HCAR pratocal iz used for communication between MPS and some third party
network. access zervers [MASs]. See your MAS documentation before uzsing this condition.

[m]>
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i Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connaction request matches this

policy.

®) Access granted
Grant access if client connection attempts match the conditions of this policy.

() Access denied
Deny access f client connection attempts match the conditions of this policy.

[] Access is determined by User Dialin properties {which overide NPS policy)
Grant or demy access according to user dial-n properties if client connection attempts match the conditions of this policy.

[ ] Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[ ] User can change password after it has expired
[ | Microsoft Encrypted Authentication (MS-CHAR)
[ ] User can change password after it has expired
[w] Encrypted authentication (CHAP)
[w] Unencrypted authertication (PAP, SPAP)
[ ] Mlow clients to connect without negotiating an authentication method.
[_] Perform machine health check only
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208

C Configure Settings
* NPS applies settings to the connection request if all of the network policy condition:

matched.

Configure the settings for thiz networ: palicy.
I conditions and constraints match the connection request and the policy grants access, settings are appl

Settings:
FADIUS Altributes To send addtional attributes to RADIUS clierts, select a RADIL
'+ Standard then click Edit. ff you do not configure an attibute, it is not sent
- your RADIUS client documentation for required attributes .
Wendor Specific
Metwork Access Protechon
B, MAP Enforcement Atributes:
jBl Extended State Name Value
Routing and Bemote Framed-Protocol BRE
Access Service-Type Framed
Multilink. and
B andwidth Allocation
Praotacal [BAP)
a IF Filters
& Encryption
IF Settings Add... | | Edit_ | | Remove




Vendor:

Custom

Attributes:

Mame

Vendar

Allowed-Certficate-010 RADIUS Standard
Generate-Class-Attribute RADIUS Standard
Generate-Session-Timeout  RADIUS Standard
Tunnel-Tag RADIUS Standard

Vendor-Specic RADIUS Standard

Description:
Specifies the support of proprietary NAS features.

Close

E

Attribute name:
Wendor Specific

Specify netwark access server vendar.

@® Select from list: | RADIUS Standard vl

() Enter Vendor Code: |ﬂ E

Specify whether the attribute conforms to the RADIUS RFC specification for
vendor specific attibutes.

(®) Yes. t conforms
() No. t does not conform

| Corfigure Attribute...

209



Metwaork Policies

* Metwork policies allow you to designate who is authorized to connect to the netwaork and th

Policy Name Status Processing Order
,'_d NetscalerGW-Policy-01 Enabled 1
Ir_ﬁiCDnnecﬂnns to Microsoft Routing and Remote Access server Enabled 333338
,'_E!CDnnectinns to other access servers Enabled 599399

NetScaler VPX (1000)

Dashboard Configuration Reporting
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= NetScaler Gateway

Global Settings
Virtual Servers
+ User Administration
KCD Accounts
— Policies
Preauthentication
Authonzation
Session
Traffic
TCP Compression
Clientless Access
AppFlow
—;'.ﬂuﬂlen‘ticaﬁun
: Local
- RADIUS
Web
LDAP

‘ MetScaler » MetScaler Gateway » Policies » Authentication » JRADIUS

Show Bindings Primary Global Binding

I
Do Customn Operation on Authenticatic

Mo items
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Create Authentication RADIUS Policy

Mame*
RADIUS_Policy_Seco nd| 9
Server*
Expression®
Operators = || Saved Policy Expressions -
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Create Authentication RADIUS Server

Create Authentication RADIUS Server

Mame”®

Radius_auth_01

) Server Mame '® Server [P

IP Address™

192 . 168 . 200 . 200 |[] IPvé

Port

1812

Time-out (seconds)

3

Secret Key™

T P T Y

Confirm Secret Key*®

T P T Y

[_] Send Calling Station 1D

» Details

e N
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ns_ext_shtml "
-» NetScale oy

ns_url_path_cgibin
ns_url_path_exec

Dashboard ns_url_path_bin
ns_url_tokens
ns_ext_not_gif
4+ Back ns_ext_not_jpeg
ns_cmpclient
Create Authenticz hs_slc:w.cllent
ns_farclient
Name~ ns_false
RADIUS_Policy_Secq Ns_content_type
ns_msword
Server” ns_msexcel
Radius_Auth_01 IR
ns_css
Expression® Hs—xmlq —
ns_mozilla_47 -
Operators - || Saved Policy Expressions - ‘ Freque
ns_true

Citrix Receiver Please log on

User name:

Password 1:

Password 2:
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Create Authentication RADIUS Server

Create Authentication RADIUS Server

Ceonfirm Secret Key™

O R R T e T ]

[] Send Calling Station 1D

+ Details

[#¥ Enable MAS IP address extraction

Group Vendor Identifier
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Implementing the two-factor software authentication for
XenDesktop 7

Choose Setup Type
Choose the setup type that best suits your needs

Installs the most common program features. Recommended for most users.

Allows users to choose which program features will be instaled and where
they will be installed. Recommended for advanced users.

Complete
All program features will be installed. Requires the most disk space.

Back | hext | | Cancel
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) SMS2 (x64) Si WrightCCS

WrightCCS - SMS2

Services Configuration

License:

<Hml version="1.0" encoding="utf-8" 7>
<LicenseXml>
<AuthEngine =zsbcZmEqlV

| Configure AuthEngine | @ License expires: 31/12/2022 00.00.00

| Configure CloudsMs |

| Configure OATHCalc |

| Configure AdminGUI/Clients |

Check License

— Metwaork, Bindings
AuthEngine Address |192.168.110.47 |

AuthEngine Port [9060

—Active Directary

ADJLDAP Server |152.163.1‘Iﬂ.2'|]

ADILDAP Query Account |Administ|atur

AD/LDAP Password |

AD/LDAP BaseDN |DC=XDSE‘JEN.DC=|::::E|I

ADVLDAP Container (optional) |

ADILDAP Filter {optional) I{&{ubjed[lasswersnn}}
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—S[L Configurations

SQL Server Address |192.1BE.111].11]

SGL Server Port (1433

SQAL Username Isa
SQL Password
|lse named pipes (local)

Usei i .
==t s kil @ Test 50L connection successful
Database Mame

— E -k ail Configuration

* Manual " NHS Preset

Server: Isn'ltp.mailser'u'er.lncal

Port: |465

S5L: v

From: Iuser@ﬂailsewer.lucal

Use futh: W

Username: Iuser@nailsewer.lncal

Password: I

Test destination: |user_dest @mailserver local Send test e-mail
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r Cloud5kS Module Parameters

Samples defaults should work without modification

|Regexp -

Name | Value
b hitp:/Awww bdlocal ...

Regex CreditsRemaining={[0-...
CreditzRemaining |1
selectednums {destination}

message {message}

uname tentlocal@usemame c. .

?l‘|‘|-|‘|‘|-|§
‘|‘|‘|‘|?|‘|‘|§

pword textlocalpassword

—0ATHCal: Configuration

TOTP Time Window (secs) [10 =
HOTP Counter Window |-|5 =
(tokens)
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SMS

ADMIN EBNMSOLE
Upda
(VLT El =l Administrator
[RUIRVETN T 2 dministrator hdo1
wdidomaind1
Phone Number:

Mobile Number: bkt

(2RI =cmin @xdseven.local

WELI =l & dministrator

Pin Code:

S2 Enabled:

Version: 20131110f

| Passcode | Other functions I Auth Options |

SMS Message: | Your secure passcode is: {passcode}

Labels

{passcode} : Will be replaced with the current passcode,
if this is not found it will be added at the end

{username} : Will be replaced with the username
assodated with the mobile

Sawve
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+ Configure New

Configured Virtual Servers for XenDesktop/ MenApp

testvo.vgen.o

V-Server F| %

Citrix Receiver Plame oo

User name: A dministrator

Password 1:

Password 2:
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User name:

Password:

Paszword:

E Secure connection
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